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MEDIAPIPE )KoHE TEPEH OKbITY 9JICTEPIH
HAUJTAJTAHY APKbBIJIbI HAKTbBI YAKBIT PEXKUMIH/IE
KA3AK bIM TIVIIH TAHY YIIIH MOAEJIb X KACAY

Angarna
By makanana MediaPipe miaTgopMachkiH KojliaHa OTBIPHII, Ka3aK bIM TUTIH TaHy JKYHECiH d3ipiiey mporieci
KapacTbelpbutraH. [ImaTdopma bIM Tili KUMBUILIAPBIH HAKTHI YaKbITTA 1T aHBIKTAayFa MyMKIiHJIiK Oepeni. Herisri Hazap
BIM KUMBUTIAPBIH TaHy MOJICIBACPIH KYPYFa, HCHPOHIBIK KeiIepai OKpITyFa sxoHe MediaPipe mnardopmacsiMer
HMHTETpalysiayra OemiHreH. MaHBI3IbI ACTIEKTUIEPIiH O0ipi — HEHPOHBIK KENUIePAiH apXUTEKTYPAChIH Nai1aIaHy
apKbUIBI KUMBULAAPIbI OHACYAIH KOFapbl QNI MEH XbULIAMIbIFBIHA KOJI KeTKi3y. JKyile aHHOTauusIaHraH
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KUMBUIZAp/IaH aJIbIHFaH YJIKEH JIEPEKTep )KUBIHTBIFBI HET131H/Ie OKBITBUIFAH, OYJI TAaHY/bIH CalachlH alTapibIKTai
xakcapTThl. Kazak biM Tii KumMbuiaapbid Tany yinin LSTM HelpoHABIK jKeici KOJIaHbl1bl, ce0edi 01 yaKbITThIK
Karapiap MEH JEepeKTepIiH PEeTTUTIKTepIMEH THIMII KyMBbIC icTeiimi. Momenb Ka3ak bIM TUTIHIH 30 KUMBUIBIHA
OKBITBUIBIN, BIM KUMBUIJApPbIH HAaKThl yaKbITTa MOTIHIe aifHalIbIpyFa MyMKiHAIK Oepeni. By amic ecty xoHe
celiyiey KaOieTi meKTeyi agaMaapMeH KapbIM-KaThIHACTHI KCHUTACTIM, MHKITIO3UBTIIIKTI apTTHIPYFa BIKIIAN €TE/].
CoHBIMEH KaTap, NaijanaHylibIMEeH e3apa OpeKeTTeCy YIIiH HEWPOHIBIK JKETiHI bIM Tili KUMBULIAPBIH TaHyFa
apHallFaH KOCBHIMILIAJIADMEH OHAll MHTerpanusuiayFa MYMKIHAIK OepeTiH bIHFaiiabl BeO-uHTEepdeic sxacaipl.
JKyMBICTBIH HEri3ri acreKkTiIepiHiH Oipi — TaHy JAJIIrH XKaKcapTy MaKCaThlHAA JePeKTep Il aHHOTAIMSIIAY JKOHE
eHzIey oaicTepiH keTuaipy. JKylieni Oonamrakra qaMmbITy BIM TUTI KUMBULIAPBIHBIH JIEPEKKOPBIH KEHEHTY MEH
BEO-KOCHIMITIAIAPMEH HWHTETpalMsUIayIbl Ko3[eini. by ecty koHe ceiiney KaOuneTi MIEKTEyJi amamaap YIIiH
QIIeyMETTIK KaMTYIbI )KaKCaPTHII, KeH ayKbIMIBI )KOHE KODKETIMII IaTGopMaHbl KypyFa MYMKIHAIK Oeperi.

Tipek ce3aep: xa3ax bIM Tii, MediaPipe, TepeH OKBITY, )KacaHIbI HSHPOHIBIK YK€, HAKTHI YaKbIT PEIKUMI.
Kipicne

Kazipri 3amaHfbl TEXHOJIOTHSIIAP MYMKIHJIT IIEKTEYIl KaHJapAbIH eMip CYpy carachlH XKak-
capTyFfa alTapiblKTail yiec Kocyna. ComapapiH Oipi — BIM TUTI KUMBUIIAPBIH TaHy KYHenepi, oap
€CTy JKoHE celiey KabieTi Hamap agaMaap YIIiH aca MaHBI3/bI pell aTKapaasl. MyHaai xyienep
BIM-HILIApATIaPIbl MOTIH HEMeECe coiieMepre TYPJICHAIPY apKbUIbI KAPhIM-KAaTBIHACTBI KEHUIIETII,
MHKJIFO3UBTUIIKTI apTThIpyFa MYMKIH/IK Oepel.

Kenreren 3eprreymrisiep [1-4] CNN (Convolutional Neural Networks) Heri3iHae TepeH OKbITY
omicTepiH KOJAaHa OTHIPHIN, ©37EPiHIH TOCUIAEPI MEH dicTeMeNepiH YChIHFaH. by yMbIcTapaa
CNN wMonenbnepi OeiiHenepeH epeKImeTKTepAi aBTOMATThl Typae OeJim ajbll, ojJapIbsl THIMI
OHJIeY MYMKIHAITIH kepceredi. bipinmii sxoHe TopTinmii 3eprreyiep Tek kana CNN Mmoxenbaepine
CYHMEHCe, eKIHII JKOHE YIIIHIII 3epTTeysep OipHelie yJIruiepaiH KOMOMHAIMICHIH IaijaanfaH.
3epTTeysepae KaKChl HOTHKENIEpre *KeTy KeOiHe KOJIIaHbUIFaH IePEKTEep/iH carnackl MEH KoJeMiHe
OaiiTaHbBICTBI OOJIFAH.

blm Tinin tany Ooiipiama YOLO (You Only Look Once) oObekTiniepi aHBIKTAay MOMACTIHIH
OpTYPJIi HYCKaJapbIHbIH MalganaHbuIysl [5—8] 3epTTey jKyMBICTapblHAa YCBIHBIILABL. By moxemns-
Jiep bIM TLJTiH TaHyFa apHaJFaH )Kylenepae KOJAIaHbUIbII, Te3 )KOHE 971 aHBIKTAY YIIiH JaMBIThIIFaH.
Anramkpl xymbicta, Y OLO-HBIH TYpI1i HYCKaJapblH KOJIIAHY apKbUIbI bIM TUTIH TaHy YILIiH apHaKbI
QJITOPUTM YCBIHBUIBII, HOTHXKECIH/IE KOIIAHBICTAFbl MOACIIBICPICH XKOFAPhl KOPCETKIIITED aJIbIHFAH;
coflaH KeriHri 3epTrey skyMbicbinaa Y OLO-ra Heri3zenred TpanchopMepItik apXuTeKTypa 3epTTedin,
BIM TUIIH TaHy KJIAcTapblH >KOHE MIEKapalapblH TiKeleld Oospkay MYMKIHAITN KapacTbIPbUIFAH;
yuriamni skymeicta Raspberry Pi men YOLOvV3 HeriziHIe aBTOMATTHI bIM TiUTIH TaHY JKYHeEC1 )KacaJIbll,
KECKIHJIeP/Ii OHICY KOHE TaHy JJIIITIH apTThIpyFa OaFbITTaFaH; COHFbICEIHIA, Y OLOVS MomemniHig
rpaduKanblK HHTEpdENci apKbUTbl BUCONAPIbIH HAKTHl YaKbITTA bIM TUTIH TaHYBIH KOFaphl J9J1-
JUKIIEH 5Ky3€ere acblpy MyMKIHIT1 kepceTuired. Y OLO MoemniHIH KO AaHbUTY bl OChI TOPT KYMBICTBIH
HOTHXKENEPIH KaKcapTyia ey pesr atkapaasl. YOLO xyieciHiH KbULIaM/IbIFBI MEH JIQJIIT,
COHBIMEH KaTap OHBIH OHJIAMH PEXUMJE *KYMBIC iCTey KaOuleTi, bIM TIJIH TaHy MPOLECIH THUIM/I
opi HaKTHI jKacayra MYMKiHIiK Oepenmi. HoTwxkeciHme, DONIiK TMEH >KbUIMAMIBIKTBIH YHIeciMi
TaOWUFH ©3apa OPEeKEeTTeCyAl KaMTaMachl3 €TEeTiH agaM-KOMITBIOTEp KapbhIM-KaTHIHACHIHIA KAKCHI
HOTWXKeJepre KOJI )KETKi3yre bIKIajl eTeli.

Keneci 3eprreyminepaiy [9-13] enbekrepinne MediaPipe kitamxaHachl KOJJaHbUIAIbI, OJ
KOJI KUMBUIIAPBIH KOHE bIM TUIIH TaHy >KyHelepiHIe MaHbI3Abl pesl aTkapaabl. byn kitanxana
OeliHeMa3MyH/Ibl OHJIey MEH KO3FaJIbICTapbl Tajjay OOMBIHIIA THIM/I KYpaliap YChIHA OTBIPBII,
BIM TIJIIH TaHy TEXHOJIOTHSJIAPBIHBIH JaMybIHA YIIKSH Yiec Kocaabl. AJNIBIMEH OipiHIII KYMBICTA
MediaPipe kitanxanaceiH nainananbm, ASL biM TimiH Tany ymidn CNN Heri3iHzeri Kyhe YCbI-
HBULIBL, 011 99,95% nonnik kepcerti. Keitin exinmi sxymbicta MediaPipe-nieH 6ipre KOMIbIOTEPIIiK
Kepy 9IiCTepiH KonjaaHbi, ASL bIM TUIIH A9ipeK MHTEpHpeTalusuiayFa OarbITTallFal Kyie a31p-
neuni, myga OpenCV sxone MediaPipe kiTamxaHamapblHBIH MYMKIHIIKTEpl MaigalaHbUIIbL.
Yuriami sxymeicta MediaPipe werizinae RSL viM TinmiHIH OKIIayinaHFaH KOJ KUMBUIIAPBIH TaHYy

11



HERALD OF THE KAZAKH-BRITISH
No. 4(75) 2025 TECHNICAL UNIVERSITY

XKYHecl KOMIIOHEHTTIK TOCUIMEH YCBIHBUINBI, ajaia AWHAMHKAIBIK JKECTTEp/Il TaHyda KOCHIMIIA
epeKLIeNiKTep MeH TpaHc(hopMaIysiap eHri3y KaXeTTUTIr aHbIKTanabl. TepTiHII dKYMBICTa IUHA-
MUKJIBIK KUMbLUIAapabl Tany ymin MediaPipe RNN mozaenbaepimen Oipiktipimim, xkaHa DSL10
JIEPEKTEP JKUBIHTBIFBI KaCaJIbl XKOHE MOJCIbIIH 99%-/1aH KOFaphl AIKKE JKETKEHI KOPCETII.
Amnaiina, TOPT KYMBICTA J1a JAUHAMUKAIBIK KAMBUIAAD MEH CTATHUKAJIBIK KUMBLIIAP apachIHIAFbl
HAKTHI IIeKapajgap MEH JePEKTep )KUbIHTHIFBIHBIH IIEKTENyl, COHai-aK HAKThl YaKbIT PeKUMIHJIET]
KYHWeepIiH THIMIITIT] TOJBIKKAaH 6! 3epTTenmMereH. MediaPipe kiTarmxaHaChIHBIH KOJIAHBUTYBI BIM
TUTIH TaHy JOJIIITIH apTThIpYFa bIKHAJ €Till, 9PTYPIIi JIeHe KEMICTITi 0ap agamaap MEH MallluHaiap
apachIH/IaFbl ©3apa OPEKETTECTIKTI )KaKcapTyFa MYMKIH/IIK Oepi.

Kemneci zeprreyne ResNet-50 sxorne VGG-19 Herizinaeri ancamOI1b 9J1ici, 01 Ka3ak bIM TUTIHIH 42
JAKTHJIH KIKTEeW 1. 57 MBIHHAH acTaM OeiHe IepIeH TYPAThIH IEPEKTEP HKUBIHBI KAJIBINTACTHIPBLIBIII,
KOJI )KETKI31IreH nanmik 95,7%-1p1 kyparan [14].

ConbiMeH Kartap, Ka3ak MoTiHiH KSL riocceiHa aynmapy yimniH Tpanchopmepriepai KojlaaHyaa
JIepEKTepAiH Mapaie]h KOPITyChl 93ipJIeHIN, MalTMHAIBIK ayAapMa MOJEI KOFaphl JISJIIKTI KOp-
ceTim, OKbIThUIFaH [16]. An 3epTTey [15] nepexrep canachiH jKakcapTy YUIIH ayrMeHTalMs 9iCTepiH
KOJITaHYJIbIH MaHBI3bUIBIFBIH aTan oTkeH. Herisri mocenenepre aHHOTAIMSUIAHFaH JIEPEKTEPIiH
IEKTEYJIUIIT], KJIacTap bl TEHECTIPY KaXKeTTLIIr OasHaaIFaH.

bIm TiniH TaHY TEXHOJOTHSCHIH JKETUIAIPY OarbIThIHAAFI 3epTTeyiep [17,18,19] pim KumbLI-
JApBIHBIH TUHAMUKACBHIH TaJlJjayFa HETi3/IeNreH oliCTepAl YChIHAABL. Byi ozmicTep yakbITTBIK KH-
HAKTayIIbl cCHIaTTaMaIap MEH TPACKTOPHUSIIAP b THHAMHUKAIBIK TYCIpY/li KOJIAaHy apKbLIbI, COHIA-
aK Kpocc-MOJIab/abl aknaparThl Oipiktipetin DFCNet+ MojiemiHiH KOMETiMEeH JKOFapbl JOJJIIKKE KOJT
JKeTkizeni. MyHai Tocinuep bIMAAp/IbIH MarblHACHIH KOHTEKCTE JQJIIpEK aHBbIKTayFa JKOHE TYpJIi
JIepeKTep >KUBIHTBIFBIH/Ia THIMIUTIKTI apTTBIPYFa MYMKIHIIK Oepei.

By skymbIcTapia KapacThIpbUIFAH 3epTTEYJIep MEH SIICTEep bIM TUTIH TaHY KYHeIepiHiH THIM-
JUIITIH apTTHIpyFa OarbITTANFaHbIMEH, TUHAMUKAIBIK JKOHE CTATUKAIBIK KUMBUIAAP apachIHIArbl
HIeKapaiap/pl aHbIKTay, HAKTHI YaKbIT PEKUMIHJIE KYHeIepAiH THIMALIITIH TOJBIK 3ePTTEy YKOHE
LSTM pexyppeHTTi HEWPOHBIK KEITUIepiH KOMAaHy apKbUIbl KUMbBUIIAP Ti30eriH eHJAeYAiH jKaHa
QJIICTEPIH €HTi3y MaceJiesepi oIl e TONBIK 3ePTTeIMEreH.

Ocpl Makaiaga aBropiap OeiHe ®KoHe KO3FalbICTapabl JoI Tanaayra apHanrad MediaPipe mat-
(hopMachIHBIH MYMKIHIIKTEPiH Ka3aK bIM TUTIHIH TUHAMHUKAIBIK KO3FalIbICTapbiH TaHy ymin LSTM
PEKYPPEHTTI HEHPOH/IBIK JKeTiCIMEH OipiKTIPETIH kKaHa 9IICTEMECIH YChIHABI. byt 9/1ic KUMBLIIAP
Ti30€riH THIMII 6HJICY JKOHE OJapibl HAKThl YaKbIT PEKHMIHIE TaHy IOJJIITIH apTTBIPY YIIIH
KOJIIAHBUIATHIH LICIIM PETIH/E YCHIHBUIAIbI.

Marepuajgap MeH dficTep

3epTTey Ka3ak bIM TUTIHE TOH JCPEKTEP/li KUHAY KOHE OHJICY 9/ICTEMECiH YCBIHAJbI, O TeK
CTaTUKAJBIK €MeC, TUHAMUKAIBIK KUMBUIAAPIbl a KaMTHIbL. byl Tocinm bIM TiniHiH Oacka bIM
JKYHeJepiHeH epeKIleIeHeTiH Oipereil epekleniKTepiH ecKepe ajaThlH KyherepAl Kypy YLIiH
MaHbBI3/IbI.

JluHaMUKaJIBIK KUMbUIIApAs!l TaHy yiuiH OipHeme LSTM kaGaTblHaH TypaThbiH PEeKKYPEHTTIK
HEHPOHABIK ke Kypsuiabl [20]. MoaensaiH THIMIUTITIHE alTapiIbIKTaid ocep €TeTiH HeHPOHIBIK
XKeTepai Kypy KesiHje KaOaTTapIbslH caHbl MEH op KabaTTarbl HEMpOHAApHABIH caHbl. byn mapa-
METpJIep/i TaHJ1ay SKCIIEPUMEHTTIK JKOJIMEH KY3€ere achlpbuIajbl, ce0edi onap OKbITY MEH TECT YJI-
rijgepinjeri 60mKay JTOJIITIH TiKeJIelH aHbIKTaNIbI.

XyiteHiH apThIK OKBITBUTYHI (overfitting) skui Ke3mecesIi, erep >KachIpblH KaOaTTapbIHBIH CaHbI
THIM Kol 00JIaTBIH KYp/Iesi MoIebaAep Kypbiiica. MyHail xkaraaiina MoIeb TEK OKBITY JepeKTepiH
KaTTan aimyra Oedimzaenedi ne, jKaHa NEpeKTepli OHJAeyAe >KMHaKTay KaOljaeTi Hammapiiaiipl.
Kepicinmie, kabaTttap MEH HEWpOHIAp CaHBI THIM a3 00Jca, MOJACITh KaKETTI aKMapaTrThl YHpPEHIN
YJIT€pMeEid, )KETKITIKCI3 OKBITBUTFaH KYW/e Kanaapl. byn OamaHcka KoJ KeTKi3y HEHPOHBIK KeiHIH
(hyHKIMOHATIABIK MYMKIHIKTEPiH OHTAMIaHIBIPYABIH OACThI IIAPTHI.
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JKorapbla YCBIHBUIFAH TEOPHSUIBIK TYXKBIPBIMAAPBI €ECKEPE OTBIPHIMN, |-CypeTTe *KacaH bl Hel-
POH/IBIK JKEJIHIH apXUTEKTypachl KOPCETLITEH.

input ayes
LSTM , LSTM e
AELY oL ~r
DRCFOUT (L) RGP G
(5] 3 WEEAREIERIT 2T
REGULARITER{DIT)
1 v
s DENSE CEMSE
RELY
BROGUT (3T "t'“ 0P TMAX
i
T REGLIARUEERTS 81
-
gt Ky

Cyper 1 — Xacannpsl HeHpOHIBIK KETiHIH apXUTEKTypachl

bipnenie MmaHpBI3ABI Kypampaac OONKTEpACH TYPAThIH HEHUPOHIBIK IKEJIi apXHTEKTypachl
I-cyperre cunatranrad. byn monensae kipic kabatsl, yin LSTM kabatel, yuI ThIFbI3 KaaT yKoHE
HIBIFBIC Ka0aThI Oap.

XKacanapl HEMPOHIIBIK >KEIIHIH KIpiC AepeKTepi Kyiere ap0Oip kaapaa 6eminren 1662 HyKTeHIH
opeIHIapbIH kepceTei. by xarnaiina enmemi (30, 1662) Gonbin Tabbutaasl: MyHars! 30 —Tiz0ekTeri
Kazpiap cansl, an 1662 — MediaPipe kiTanxaHacblH KOJIaHy HOTHIKECIHJIE KaAp/Abl OHIEY apKbLIbI
QJIBIHFaH HYKTEJIEP/AiH KOOPIUHATTAPBIHBIH CaHBbI.

Relu (Rectified Linear Unit) Gencenmipy (QyHKIHACH TPAJAMCHTTIH MKOFAIybIH OOJIBIpMaii-
JIbI JKOHE Kepl Tapary Ke3iHJle OHTAWIaHILIPYAbl KEHIIICTECTIHAIKTCH, HEHPOHJIBIK KeIIepIiH
OHIMJILIITIH apTThIpyFa kemekrece . Anramkbl eki LSTM kaOarbiHbiH opKaiichichl 128 HelipoHHaH
Typazbl )koHe ochl Kabarrapna Relu Gencennipy pyHKIMACH KOIIaHBUIFAH.

YKeninin apTeIK yiipeny (overfitting) Mocenecin memryre kemekTeckeH Dropout xome L2
peTTeyi CHAKTBI OHTAMIAHABIPY 9IICTEPl MOJICIIbIE KO MaHbLIABI. Dropout osici keitbip HelpoHaapapl
Ke3JeHCOK OIIipy apKblIbl MOJENbIIH CeHiMmirin apTTeipasl, an L2 perreyi HeilpoHmapabiH
caJMarblH IMIEKTEY apKbIIbI MOJETBIIH KYPACIUIITiH TOMEHJETIM, XKalmbl OHIMJIIIIK TIeH Yie-
CIMUTIKKE OH 9Cep €TTi.

Dropout aj1ici HEHpOHBIK KeiepAl OHTaMIaHIBIPY YILUIH apThIK YHPEHYIIH ajlfblH a1y Mak-
caThIHJa KOJAaHbLIIbL. Byt otic okpITY GapbickiHIa opOip epoch ke3iHe HeliponaapabIH Oenrii 6ip
CaHBIH ONIIpY/Il KamMTamachl3 eresi. HoTmwkecinae, HEUPOHIBIK ke Oenrii Oip TyHiHaepre mama-
JIaH THIC TOYeJi OOIMaiIbI xKoHe OapibIK HeHPOHAAp TeH JAdpekKeIe OKbIThIIA bl Dropout omicinae
HEWPOHHBIH OIIIpiTy BIKTUMANALIFel P [0, 1] meringe aHbIKTanabl.

HeiipoHpIK xkemni TypiHe OaillaHBICTBI BIKTUMAJIBIKTBI PETTEYTe apHAJIFaH JKaJIbl HYCKAyJap:

¢ Tonwik Oaitmanbickan (Dense) kabGarrap ymin Dropout nopexeci omerre 0,2 men 0,5
apaNbIFBIHIA OpHATHUIAABI. by kabarrap mry MeH mamanaH Thic oKyra (overfitting) Oeitim Gor-
FaHJIBIKTaH, HEHPOHAAPABIH JKapTHIChIHA JICHIH OIIiplTyl MYMKIH;

¢ CNN (KOHBOJIOIUSUTBIK HEUPOHIBIK JKemiiep) yurin p monaepi ogerre 0,1 men 0,3 apaceiHia
opHaTbUIabl. [lepekrepaeri MaHbI3bl €peKLIeNiKTepAl TUIMII TaHyFa KaOinetti CNN xeninepi
KEHICTIK epEeKIIEeNIKTepIH CAaKTaWThIH KYPBUIBIMHBIH apKachlHIa THIMJAUIITIH apTThIPAAbl KOHE
mamangaH Teic oKyaaH (overfitting) kem 3apman mekneini. Con cebernti, 6acka OHTaWIAHIBIPY
ozicTepi KOJMAaHbUIFaHHAH KelfiH kebinece Dropout kabaTh! eHrisineni;
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¢ MonenpaiH THIMALIITIH apTTHIPBIN, apThIK YilpeHyni (overfitting) Gonnplpmayra KeMeKTecy
yuria, LSTM sxone RNN Monenbaepi OolibIHIIa Kipic IMeH HeTi3ri kabarrapsiaaa Dropout MoHmepiH
JIONT OpHAaTKaH MaHbI3Ibl. MOJENbAiH THIMJI JXYMBICBIH KaMTaMachl3 €Till, HEeWPOHAAPIbIH TEK
KaeTTi Oeiri rana GenceHi OOJBII, KackIpblH Kadartapna Dropout moni 0,2-re meiiiH a3aifbl,
Kipic kabarrapsigaa Dropout moni 0,4 nen 0,8 apacbinaa 6omysl bikTuman. Ce6edi RNN >xorapbl
MoHa1 Dropout ManimeTTepain O6epiyiHe KeAepri KeATipim, OKbITY MPOLIECIH TYPAKChI3 €Tyl MYMKIH.

XKorapeina atanFaH yChIHBICTapFa CyHeHe OTBIPBIN, COHFbI HEHPOHJBIK JKelijie OipiHIIl Kipic
kabaTtsl ymrie Dropout moHi 0,4 men 6enrisieH i, an keneci eki KabaTTa OyJ1 MOH €Ki ece TOMEHICTUII.

Bapnbik TepT KabaThIHAAa HEHPOHBIK JKeNiHIH L2 CBHI3BIKTBIK PETTeYl KOJAaHBUIAbI, MOJIEIIbIe
HIEKTeyJIep KOIO OKBITY IMPOLECIHAE KY3€re achIpbUIbIN, OyJl OHTAMIaHIBIPYy TEXHUKAChl OHBIH
JKaurblFa O0ipaeit 0oy KaOUIeTIH JKakcapTyFa bIKnan ereai. Perynspusanus — Oyl oKy mpouecine
KATTBIFY YJATICIHIE 9cep €TIEHTIH, TeCT YATICIHIET] MIBIFbIH (PYHKIMSICHIHBIH MOHIH TOMEHIETYTE
OarpITTaIFaH MOJIEIIB/IE CHTI3UIETIH KIilIiripim e3repic.

benrimi Gip miHmerTepai memryre OaFbITTaqFaH PETYJSPU3AIMSHBIH €Ki HETi3ri Typi Oap.
Haxreipak aiitkanga, L1 perreyi (Lasso perrteyi) Moaenbae apThIK calMaKTap.IblH Maiia 0oIybIH
aJJIBIH aly YIIiH KOJAaHblIaabl. byn omicte karemik (DyHKIUMSCH Oapiiblk Oap caaMaKTapibiH
MOJIYJIBJIEPIHIH KOCBIHABICHIH Oeinrini Oip KodpuImeHTke KeOEUTI KOCy apKbUIbl ecenTesne/i.
®opmyna (1) L1 perreyin KoyigaHa OTBIPHII, MIBIFBIH (PYHKIMSCHIHBIH MOHI Kelleciiei 6omaabl:

J(0)=MSE+2) 6] (1)

myanarsl J(6) — mbrem Qyskuuace sxone MSE — 6y oprama KBagparTaaraH KaTelik 6oca,
coHza AZ|H| — L1 perreyinig kodddumuenti. Kare ¢QyHKIUsChHAA KOCBHIMINA TEPMHUHHIH
KOCBLITYBI HOTHKECIHIE MOJIENIb TEK KillipeK CaMaKTapMEH >KYMBIC 1CTeyre MYMKIiHAIK anaabl. Ll
peTTeyiHiH epeKIeiri — 0y kei0ip caaMaKTapIbIH HOJITe allHATYbIHA OKEITy1 MYMKIiH, SFHH MOJICITb/Ie
0ocaTpUTFaH caJIMaKTap naiga 6onanel. An L2 perrey (3KOJIbI peTTey) calMaKTap ThIM YIIKeH 0oJica,
YJITi JKa3anaHaabl. Op CalMaKThIH KBaJpaThl aJbIHAIBI KOHE MOEIbAE OapIibIK caaMaKTap/AblH
KOCBIH/IBUIAPHI ecenTeneni (MOIYNb allbIHFAaHBIMEH, TaHOaJaphl OPTYpPJi CaaMaKTapIblH MOHIEpI
xobMaiiibel). Ocblian Keifin, (2) hopmynacbiHaa kepceTirenien, ocelian keidin RMS karecine
HET13/IeJITeH JKOFalnTy (yHKIUACH TOMEH/eriaen 6onaabl:

J(0)=MSE+Y 6, )

MyHna erep YCBIHBLIFAH J(6) — karemikTin q)yHKuHsIcm Oonca, ennemre MSE — Oyt oprama
KBAIPATTAIFAH KaTeJiK, aJl MAITMHAJIBIK OKBITYIBIH MOJICITIHIH caliMakTapsl (weights) kBaaparTapbiH
KOCY/IbI — 491 nen oenrineimis. byn L1 perreyinae kepinOeiTin, 6ipak L2 perteyiHiue Helre TeH
0OMaThIH paspsATaFaH caiMakTap. HemnmiH opHbIHA MaHBI3IBUIBIFEI a3 caiMaKTap HOJTe JKaKbIH
IaFbIH MOHJIEP/1i KaOBLIAai 161, O1paK o Jie yirire Karbicaasl. TarnceipMaaa op KuMbul 1662 koop-
muHatTeiH 30 xaapeabH 30 Tiz0erin OinmiperiH 30 KUMBUIABI aXbIpaTy KepeK OOIFaHIBIKTaH,
JKATTBIFY YIIIH caJMaKTap a3 00s1abl )KOHE 0JIap Ikl MOJICIIBICH TOJIBIFBIMEH aJIbIT TaCTayIbIH KaXKeT1
#OK. CoHibIkTan L2 perteyi TaHIal/Ibl.

HoTu:xesiep MeH TaJaKbLIAY

ToxipuOenik KOMIOHEHT. ¥ ChIHBUIFAH MOJENb CypAoaylapMallblHbl Naianan0ai, bIM TUTIH
KOJIaHATBIH aJaMJIapMeH TiKeJel KapbIM-KaTblHAC OpHaTyFa apHairaH. MoJenbJi KOFaMJIbIK
YUBIMIAPIBIH KBI3METiHE, MBICAJbI, XaJIbIKKa KbI3MET KOPCETY OPTAIBIKTaphl, OAHKTEp, YHUBEP-
CUTETTEp JKoHE 0acka Ja MeKeMellepre HHTerpausiay Kocrapiaanya.

XKobansr a3ipiiey 6aprichinaa Python Garmapnamanay Tisi )oHe OHBIH OipHeIIe KiTalrxaHajaapebl,
aran aiitkanna MediaPipe, Tensorflow, Keras, Numpy, Matplotlib, Sklearn »xoHe 6acka 1a KaxeTTi
Kypanaap KOJJaHbUIIbI. MOJIeNb/li OKBITY Ke31H/Ae HEHPOHIBIK KeJliHI OHTANIaHIbIPy 9/1iCTEPiHIH
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Oipi petinme xyieney (regularization) xonmgany ycbiHbUIaabl. COHBIMEH KaTtap, HEHPOHIIBIK KeJTi-

JepAiH OipHeIe apXUTEKTYPaCchlH TEKCEPIl, OJIap/IbIH IIIIHEH €H THIM/IICiH TaH1ay Kepek. HelpoHIbIK

JKeJIIHI OKBITY OapbIChIHA IIBIFBIHAAP (PYHKLUHUACHI PETIHIE KPOCC-3HTpOMus koHe Adam onTumu-
3aTOpBIH Maianany yChIHbUIAAB. MoAenbAiH THIMAUTITIH Oaranay yiIiH Accuracy CHUSKTBI HETi3ri
JOIAIK KOPCETKIIIIH KoJIJaHyFa 001 abl.

Hetiponapik kemiHi OKbITY. Mojellb KOMIIBIOTEPIMI3IIH pecypcTapbiH YHemaey ymrin Kaggle
Kernels opraceiHga OKBITBUIABL. Moaynb l-kecTefe KeNTIpiAreH bIM-HIIapara YHpeTiTyli Kepek

0O0JIATBIH:

Kecte 1 — OxpITyFa apHanFrad MOJACIb/IIH KUMbIIAapbI

Kumblinapabig

HeMIpi

IL.
III.
Iv.

VL
VIL
VIIL

IX.

XI.
XII.
XIII.
XIV.
XV.
XVI.
XVIL.
XVIIL
XIX.

XX.

XXI.
XXII.
XXIII.
XXIV.
XXV.
XXVI.

XXVIL
XXVIIL

XXIX.
XXX.

KuMbingapabH Ka3ak TimiH/e (JTaThIH)
YCBIHBLTYBI

Canemerci3 Oe (salemetsiz be)
MeH (men)

Yiipeny (uyrenu)

blm (ym)

Byrin (bugin)

Aya paifsl (aua rayi)

Kaxcsl (jaksy)

MeH ceHi cyiieMiH (men seni suyemin)
CysIK (suyq)

blctoik (ystyq)

Pakmer (rakhmet)

Tenedomn (telefon)

Tempmm (tynysh)

Buney (bileu)

Keyne (keude)

Oitray (oynau)

Axpuinsl (akyldy)

¥Ymrak (ushaq)

Ber (bet)

Anam (adam)
Oren (atesh)
Taxcn (taxi)
Hepexi (doreki)
Ur (it)

Kepewmer (keremet)
JKaman (jaman)
Cy (sw)

Cay GoubiHBI3 (sau bolynyz)
Karrsr (katty)
Yrken (ulken)

Kumbinapabig
aFBUILIBIH TUTIHIE

YCBIHBUTYBI
Hello
1
Learn
Gesture
Today
Weather
Good
I'love you
Cold
Hot
Thank you
Telephone
Silent
Dance
Chest
Play
Clever
Plain

Face

Person
Cock
Taxi
Rude
Dog
Perfect
Bad
Water
Good bye
Loud
Big

Kumbinpapabig

OpBIC TUTIH/IE
YCBIHBLTYBI

3apaBCTBYITE
s

VYuutp

Kect
Ceromns
Tlorona
Xopo1o

51 Tebs mro0IE0
Xo10AHO
Kapxo
Cracu6o
Tenedon
Tuxo
Tannesarhb
I'pyne

Urpare
YMHbIH
Camorer

JIuio

UYenosex
ITeryx

Takcu
I'pyOsrii
Cobaka
Omm4aHO
Ilnoxo

Boma

Jlo cBumanus
I'pomxko

Bonpmoi
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Kaggle mmardopmackiHna TOJBIK IEPEKTEP KUBIHTBIFBI PETIHAC KYPBUIBIN, BIM TUTIHIH KH-
MBUIIApbI Oip MyparaTTa *KHUHAKTal bl KuMbLiiapasl oHIey Ke3iHae oJapAblH TOIBIK KYPhUIBIMBIH
KaJIBIITACThIPY MaKcaTbiHAA, O1p KUMBUIABIH OapiblK Ti30eKTepiH Oip-OipiHe KOCY KaKETTUIIr Ty-
BIHJIA/IbI, O©UTKEHI 9p KMMBUI YIIiH KeKe KaTasorrap 6ap »oHe opOip KaTasorra KajapiapaaH TYpaTbiH
PETTUTIKTEP OpHAJIaCcKaH.

Keneci ke3enne sklearn kitarmxaHacblH TaiimaigaHbIl, >Kaambl JepekTep KUBIHTHIFB 90/10 Ka-
TBIHACHIHJIA OKY OHE TECT YJiTrijepiHe OeiiHmil. 3epTTey KYMBICBIMBI3a HETI3Ti MaKcaT — Kiac-
CU(UKAIMs TaChIPMACHIH OPBIHIAY OOJFAaHIBIKTAH, IIBIFBIH (PYHKIMSCHI PETIHIEC KOTKATETOPHSIIBI
KPOCC-PHTPOIUS TMaldalaHbUIIbl, ajl OHTAWIaHABIPY YIIiH Mojaenbae Adam anroputmi KoimaHy
targaapl. OKyAbpl €pTe TOKTATy 9J1ici OHTaHIaHABIPY MPOIECiHAe KOIaHbLIaaAbl, Oy 9J1ic MO-
JIENbITIH apTHIK YUPEHYIH TeKEI, THIMI1 OKBITY MPOLIECIH KAMTaMachI3 €TyTre MYMKIHIIK Oepeti, Oy
I1amMajaH ThIC OKBITYIBI OOJIIBIpMAy JKOHE TPAJAUCHTTIH JKOFATYbIH QJIJBIH ATy YIIiH KOMEKTECTI.
by sxarmaiina, erep kate kepcetkimi 10 kaTapeiHan epoch 6otibl @3repmece (patience = 10), onaa
OKBITY aFbIMJIaFbl epoch-TaH KeliH TOKTaM I, TINTI OKY YIIiH 91 Jie epoch KanraH OoJica 1a.

Mogens 150 epoch 60iibl KaTTBIKTBIPBLIABI, all HETI3rl OKY METPUKACHI PETiHIE KOIKAaTero-
pusutbl  ganmik (categorical accuracy) Ttanmanasl (ceb6ebi Oyy kimaccuUKalus TarcChbIpMachl).
Tect nepekTepinie HaKThl yakKbIT pexuMiHe TecTiney xyprisrenne, LSTM sxone Dropout + L2
perymsipuzanusiceiMer RNN mozeni 92% xanmnsl 19711iK KOPCETKEeH1 2-KeCTe/1e YChIHBIIFaH.

Kecrte 2 — LSTM sone Dropout + L2 perynspusarusicsl 6ap RNN mozeniHiH HOTHKeIepi

Mopnenb Mertpukacsl MaHi DKCIEePUMEHTTIK LIapTTap
RNN with LSTM Accuracy 92% 30 xaznp op nmapara, 30 kaacctan
and Dropout + L2

Regularization

LSTM xone Dropout + L2 perynspuszanusce 6ap RNN mozeni sxorapbl 197111K MEH KbUam
OHJIeY YaKbIThIH KepceTei, 0ys1 oubl YOLOVS sxxone SVM MmojieniepiMer 0acekere KadiaeTTi eTei
(3-kecTe).

Kecrte 3 — bIM Tini KUMBUIIAPBIH TaHy YIIH MOACTBACP/II )KOHE OJIap/IbIH CUTIATTaMaIapbIH CaJbIC-
TBIPY

Monenb Hepextep Honmiri (%) Kanpnet enney Icke acbIpyabiH
JKUBIHBI YaKbITBI (MC). KYpAEiiri
YOLOvS [8] 99,6 - Korapbl
SVM [13] 99 - YKorapsl
RNN with LSTM and Dropout = Bi3uix 92 30 Oprarira
+ L2 Regularization JIepeKTep

JKUBIHTBIFbI

CemHak yiarici 100 xaap Tiz0eriHeH Typ.bl koHEe Oip KUMBLIIA OpTa ecenmneH 3 Kaap OOJibl,
COHJIBIKTAH YJITiHI TEHJCCTIPIITeH JIeT caHayFa 0onaabl. OKy *oHE OacTarkpl Oarayiay Ke3eHiH asK-
TaFaHHaH KeWiH MOJEJNbl HaKThl yakKbIT pexXUMIHIE TeKcepuniail. byn cuenapuil, nepexrepai 6ein-
TiIeyal JKy3ere achlpblil, ojapibsl Oesiek (YHKIHMS apKbUIbl ©HJAEH, MOJETbIe Xi0epy MpoleciH
AaBTOMATTaHABIPAJIBL, aNIABIMEH KamepaaaH 30 Kaapabl OKUTHIH HEHPOHIBIK YKeJIl YIIIiH JalbIH ChIHAK
CIIeHapHuiii iCKe KOCBUIbI, OYJI MOJENBIIH Kipicl YIIIH JepeKTepai Oenriiey MakcaTblHaa OOJaThIH.
Tuimi OKBITY TIPOIIECi KaMTaMachl3 €TiIe N, erep JIe OChUTaIIa )keKe 0ip GYHKIHS apKbLUTBI OKBLTHIT,
MOJIeNIbI'e KOCBUIBII, JAMbIH (aiiil albii, 0J1 MOJEIBAIH OKBITY HOTH)KECIH/IE aJIbIHFaH jKoHe OeleK
CaKTaJIFaH OHTaWJIaHFaH calMaKTapbl 0ap 00JIybl KAMTaMachl3 €TLICE, OYJ1 MOJIEIb/I1H IQJIITH XKoHEe
OHIMJILTITIH apTThIpyFa MYMKIH/IK Oepei.
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ConaH coH, cost pyHKIMAIA Kipic peTiHAe ajJbIHFaH MOJIIMETTEp OHJICIII, CaIMaKTapMeH Oipre
HEHPOHJIBIK XKEJTiHIH KipiciHe ki0epiiei, HoTHKeciHe 0oipkaM skacanaabl. DyHKIUAIAH allbIHFAaH
Oomxkamaap Kiacc Oenrici TypiHae KauTapbliaabl, oJap KOPCETINTeH KUMbBLLIBI HAKTHI Oip Kajapaa
AHBIKTAIl, OKY MPOIECIH/IE KOIIAHBLIBIN, KUMBUTAAPIBIH A9 COMKECTIr1 aHBIKTaa bl

bipinmi ke3ekre kamepa oObekTici Kypbuibln, ofa (0) mapamerpmni Video Capture TaraiibiH-
nananapl. by oferre jxylieHiH KaTeaikTepre Kapchl TYPAKThUIBIFBIH apTThIPaabl, OYJI IPOLIECcC aBToO-
MAaTThl TYPAE OPBIHIATY 1Bl TOKTATHII, KQAPAbI OKY OapbIChIH/IAa CKPHUIITTA aKay OalKaica, )KyiHeHiH
JYPBIC )KYMBIC icTeyiH KamTamachi3 eTy ymriH destroyAll Windows () amici icke KOChUIabI, KEHIH
KaJp apHaibl QYHKIHMS apKbLIbl OHIEIE/], IIbIMEH KaTe KOJbl MEH KaJp Typi OOWBIHIIIA OKBLIBI,
KaMmepanan OeiiHe arbiHbl ) TaraiiblHAANaAbl, OUTKEHI KONTEreH HOyTOYKTep/ie KaMepaHbIH HJICH-
TU(UKATOPHI eHri3y napamerpi perinze 0 6omasl.

MediaPipe kiTamxaHacbiHaa KipiCTIpUIreH process dJiCiH maimaganbi, OSTTer! )KoHe JeHeeri
mo3a HyKTeJsepi anbIkTanaasl. AnasiMer draw_face() omici, coman keitin draw_hands(), keiiin draw
pose() CUAKTBI 9pPTYPJIi 06JIeK 9IICTEP apKBUIBI OHJIEIII, OYJI 9/IICTEp HOTHKECIH/IC aJbIHFaH aKapar
OeifHe arblHBIHA KalTazaH >xoiifaHanabl. HoTwkecinae, anplHFaH HyKTenep OeiiHene Oip-OipimeH
YKaJIMbLIal ChI3BIKTApMEH OaiIaHBICHIN, OJlap HAKThl HYKTEJEp peTiHAe KOpiHIC alajbl, OChUIaiIa
OeliHesieri aaMHbIH O€Ti MEH 103aChl HAKTHI 9p1 alKbIH KOPCETUIe].

by nmerenimis, kajapaa HYKTENIEpIi KOPCETy MIHAETTI eMec CHUSKTHI KOpiHyl MYMKiH, ce0ebi
0i3re Tek OOJKaHFaH KMMBUIIBI CO3 TYPIH/IE KOPY KETKUTIKTI, aJl Kaapaa HYKTeIepli apThIK KOpCeTy
KaXeT eMec. Anaiaa ToxipuOe KOpCeTKeHIeH, MOAEIbh €Ki KOJIbl dpKalllaH aHBIKTal alMaiisibl,
COHJIBIKTaH OYJI JKep/ie HYKTeNIep il KOPCeTy KaKEeTTLIIr TybIHAal/ bl

Monenbi Ty3eTy KoHEe OHTaMIaHABIPY apKbUIBI PECYPCTAPAbI JKyMcay apThIK JKoHE OoJaiakTa
Kepl 9CepiH THUTi3yl MYMKIiH, OCBIHIAW »Xardaija Kajapna eKi KOJABIH HYKTellepl KepceTiiMece,
MOJIeJTh TOJIBIK €MeC IEPEKTep HeTi3iHIe KaTe OomKaMIap Kacaybl MyMKiH HEMece MyJIieM 0oinKam
’Kacail anMaysl BIKTUMAJ.

Ocpl ¢axTiHi eckepe OTBHIPHIN, OapibIK HYKTeNep Kaapra opHaiacTeipbuiafbl. ComaH KeifiH
MOJIeJIb AJIBIHFAH KaApiapabl OHaey Al Oactaiiibl. AnjasiMe ckpunt 30 Kaap sKUHAY/bl KAMTaMachl3
eTel.

Keitinnen 30 xazpnaH TypaThlH BHJEO arbIChl KMHAKTAJbIN, OAAaH KeWiH Moxenbjeri predict
(GYHKIUSACH MaKbIPbUTaAbl. bysl QyHKIUSHBIH HOTHKEC] answ aifHBIMAJIBIChIHA €HT131TII, COHBIHAA
Ooimkam xkacamnabl. bapiblk O0KaHFaH CHIHBINITAP apachblHAH €H KOFaphl BIKTHMa MOHI TaHIaJIa Ibl.
Erep Oyi1 MoH anjipIH ana OeNrieHTreH MEeKTEH aChIl KETCE, OJ1 AYPHIC HOTHIKE PeTiH e KaObUTIaHaIbI.

by Mojiens HaKThI OChI KUMBLI OCHHEICHTeHIH KopceTe i, OUTKEeHI bIKTUMAJIBIK MOHJICPiHIH
1IIIIHEH eH JKOFapbIChl argmax () oici apkbuibl TaHaasaabl. ConbiHaa 30 bIKTUMAT MOH KalTapbLIa b,
Oyn kxarmaiina 30 kumbul = 30 kimacc Kypaiiibl. MacCUBTIH Y3BIHABIFBI JKQJIIbl CHIHBIITAP/IBIH
CaHbIHA TEH 0OJaMbl JKOHE BIKTUMAIIBIK MOHJIEPIHIH TOJIBIK MacchBi Oepinemi. MyHIa MOAETbIiH
’KayaObl T€K Oip HAaKTHI CaHJIbI, CHIHBIN OENTICIH HEMece JKeKe BIKTUMAJIIBIK MOHIH eMec, 0apIbiK
BIKTUMAJIZIBIK MOHJEPIH KaMTHIIbI, ce0eOl 0JI KOTCHIHBINTHI KIACCH(PHUKAIUSA MIHICTIH IICIIeIi.
BomkanraH bIM TUTIHIH KUMBLIBI Opay3epe 2—3-cypeTTepae KepceTirenaei oeiineneHeni:

Cyper 2 — «Salemetsiz be!» neren KuMbUIIBIH Opay3ep/eri OeitHeci
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Cypert 3 — «Bugin» nereH KUMbULABIH Opay3ep/eri Oeifneci

Be6-unaTepdeicTin Kimipicci3 )KyMbIC icTeyl oTe MaHbI3Abl 006, COHIBIKTAH OHBIH TaHIA-
JYBIHBIH 0acThl ce0edi — maiiaanybuIapFa MOJICIbICPMEH HAKThl YaKbITTa KYMBIC ICTEY MYM-
KiHzirin 6epyi. Byt KypanbiH Heri3ri apThIKIIBUIBIFBI — Streamlit anrbik 6acTankel KOATHI I1aTdopma
petinzae Python Heri3iHae MalIMHAIBIK OKBITY jk00ajapblHa apHaIFaH AepOec BeO-KoChIMILaIapabl
KypyFa MYMKIHJIIK Oepezi. ChlHaKTaH 6TKeH COH HEHPOH/IBIK XKeJIIMeH NaijalaHyIbIHbIH bIHFalIbI
e3apa OpEeKeTTeCyiH KamMTaMachl3 €Ty YIIiH apHaibl KapamaibiM BeO-KochMIa HHTEpQEHciH
KYpY KaKETTUIIri TybIHIabl. BeO-KochMImaHbeiH OomikTepiH a3ipiey ymriH Streamlit ¢ppeiMBOpKi
tagnanasl. Kocbimima ymr OeTTeH Typajbl: alFallKbIChl — 0acTally Mapakiiachl, OHIA JKYMBICTHIH
0acThl MaKcaThl KOPCETUITeH (4-cyper).

ANropHTM PACNOIHABAHHA MECTOR B PEANLHOM BPeMEHn

P e vy mpmmEa 2 B Y R 7 U g T W

Cyper 4 — bpay3seperi «bacTany» mapakmacel

Konnanymsl «HelpoHIbIK el Typaibhy TapMarbiHa OackaHza, o1 eKiHII OeTke eTell, OHAa
HEHPOHMBIK KENHIH apXUTEKTypachl KOHE OKYy JEpeKTepiH >KMHAYAbIH AapTHIKIIBUIBIKTapbIHA
OaifTaHBICTHI KBICKAIIA aKmapaT YChIHBUIAAB! (5-cypeT). bysl MonmiMeTTep KaiKbpIMaiabl HaBUTAIIHs
MaHeTH/EeT OYHIpITiK Ma3ip/ie OpHAIACKaH COJI )KaK 0eIiri apKbUTBI KOJKETIM/II.

O HERPONHOR CETH

Kax colfspanisch ToERREOB0YRME GaHRme]

Cyper 5 — bpay3sepaeri « AKnapart any» mapaxKiacel
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Cyper 6 — Bpaysepaeri «KepceTy» mapaxmacel

Konpanymsl KUMBUIIapAbl KOPCETyTe XKoHE CONl Tepe3ene OomKaMaapiAbl alyFa MYMKIHAIK
anajpl, TYHMeHi 0acKaH coTTe KaMepaHbIH Tepeseci ambuibim, «KepceTy» Oetinne GomkamaapIsiH
JOIAITH KaMTaMachl3 €Ty YIIiH MallMHAIBIK OKBITY/BIH YITICIH Naiinanany OOWBIHIIA HYCKAYIIbIK-
Tap Oepinren (6-cyper). Keitin, «Kepcety» TapmarbiH 6acy KOJAaHYIIbI bIM Ti71 KUMBUIIAPBIH TaHY
YILIiH TiKeJIeH yIriHi KoJiJjaHa ajJaThlH HeTi3r1 OeTKe arnapajbl.

KopbIThiHBI

Byn makanana kamepana 30 Ka3zak bIM TiTI KUMBUIBIH HAKThl YaKbITTa TaHyFa JKOHE OJapbl
MoTiHre aifHanmabipyFa Kabuterti LSTM HelpoHnblK >kemici o3ipnenin, tectinenni. Conpaii-ak,
HEHPOH/IBIK KeJli MEH MalJalaHyIlibl apachlHAAFbl bIHFAHIBI ©3apa OpeKeTTeCy YIIiH HIaFbliH BEO-
uHTepderic xacanasl. JKoOaHBIH HETI3Ti apTHIKIIBUIBIKTAPBIHBIH Oipi — JEpeKTepi KUHAYIaFbl
CTaHIAPTTHI eMecC, COHBIMEH KaTap MIa0JIOHCHI3 TOCLI, Oy Oip BIM TiTI KMMBUIBIH Kazpiap Tiz0eri
peTinge KaObuIIayFa MYMKIHZIIK Oepeli, OChUTalia JMHAMHUKAIBIK KHMBUIIAP.IBI IYPHIC OHJIEYTEe
KOJ amael. bapiblk )KUHAKTaIFaH JEpeKTep Ka3ak bIM TUIIHIH MaTepuaiIapblHa kKaTaabl, Oipak
Oonamakra opbICc TUTl ce3liepi MeH aigaBUTIH €CKepe OTBIPBII, OKY YITICIHIH KOJeMiH KeHEUTy
kocnapiianraH. Kazakcranaarbel eH 0acThl KapbIM-KaThIHAC TiJIIHE apHAIIFAH )KAJIFbI3 bIM TiJ1i KAMBLIBI
0a3achIHBIH OO0JybI HEWPOHIBIK KEJiHI >KacayJblH allFalllKbl Kagambl Ooyiazpl, O Oojalrakra
OpTYpii JKyHenep MeH KOCBhIMINaliapFa WHTerpanusuiaHanbl. HeHpoHIBIK JKeNiHiH Oomkamaay
nonairi 80%-maH >xorapsl, OyJ1 Kas3ip/iH ©3iHe jKaKChl KOpCeTKill, Oipak OojamakTa apXUTEeKTy-
paHbl OHTAMNIAHABIPY apKBUIBI TANIIK mIeriH 95%-ra geiiin apTTeipy kocmapnanrad. CoHaaii-ax,
HEHPOH/IBIK K€l MOJIeINI AUCKIAEeT1 00C OPbIH TYPFBICBIHAH BIKIIIAM €KEHIH aTal 6TKeH XKOH, OUTKEeH1
TEK CaJMaKTap KHUBIHTBIFBI CAKTaJIa/Ibl, OJIap LIbIFapyFa OHAW MIIIM/Ie CaKTalFaH HAKThI CaHAap.

Ocburaiiia, OomKaMIapAbIH JKOFapbl JOJAIr, KEHICTIKTIH a3[bIFbl KOHE apXUTEKTYpaHbIH
enimzi Python crienapuiii TypiHzmeri kepiHici HEHPOHIBIK JKeJiHI KeHIHHEH MaiiblH IIenTiMaepMeH
OipikTipyre BIHFAWIBI eTel. EcTy koHe celiyiey KabieTi Hamap ajaMaapra KbI3MET KOpCeTy JKaf-
JabIHIIA QNIEYMETTIK KbI3METTEP/1i KOPCeTyAeTi MHKIIFO3UBTLIIK ICHIeiiH apTThipaabl. HelpoHIbIK
XKEJiHI opTYpil KOCBIMIIATAP MEH KBI3METTEpre JKallail CHTi3TreHHEH KeHiH, ecTy oHe Ceiey
Ka0i1eTi Hamap azaMmap cypaoayaapManibl KbI3METTEPiH KoJgaHOai-aKk MEMJIEKETTIK MEKeMeTepre
OHaii Oapa anapl.

Kap:xbrianapipy Typajisl aknapat. byn seprrey Kaszakcran PecmyOnukaceiabiy Fruibiv

JKOHE JKOFaphl OLTIM MUHHCTPIITiHIH FBUIBIM KOMUTETI TapamnblHaH KapKbLIaHasIpbulasl (I'paHT
Ne BR24992875).
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CO3JAHUE MOJEJIA JJIS1 PACIIO3HABAHUS KA3AXCKOI'O
KECTOBOTI'O AA3bIKA B PEXKUME PEAJIBHOT'O BPEMEHU
C IoMoumbiO MEDIAPIPE U METOAOB I''I1YBOKOI'O OBYYEHUA

AHHOTAIUA

B nanHO# crarke paccMaTpHBaeTCs MpoIecc pa3pabOTKH CHCTEMBI pacliO3HABAHUS KAa3aXCKOTO KECTOBOTO
A3bIKa ¢ ucnonabs3oBanueM mardpopmel MediaPipe. [Tnardopma nosBomnsier 3peKTHBHO pacrio3HaBaTh KECTHl B
peanbHOM BpeMeHH. OCHOBHOE BHMMaHHE Y/EJICHO CO3JaHUIO MOJIENeH Ul paclio3HaBaHMs JKECTOB, 00yUEHHIO
HEHpPOHHBIX CeTel M MHTerpanuu ¢ miatpopmoit MediaPipe. OmuH M3 BaXKHBIX aCIEKTOB — TOCTIKEHUE BBICOKOI
TOYHOCTH U CKOPOCTH 00pabOTKH KECTOB C MCTIONB30BaHUEM apXHUTEKTYPHI HEHPOHHBIX ceTeil. Cructema Oblta 00-
yuc€Ha Ha OOJIBIIIOM Ha6ope AHHOTUPOBAHHBIX KECTOB, YTO 3HAYNUTEILHO YJIYUIINJIO KaY€CTBO paCIIO3HABAHUA. I[.HH
pacro3HaBaHUs )KECTOB Ka3aXCKOTO s13bIKa HCIIOJIb30BaIach HelpoHHas ceTh Tnna LSTM, Tak kak oHa 3 (peKTHBHO
paboTaer ¢ BpeMEHHBIMHU PSIaMH U TIOCIIEIOBATEILHOCTIMU JaHHbIX. Mozens Obuta oOydena Ha 30 jxecrax Ka-
3aXCKOTO ECTOBOT'O SI3bIKa, YTO ITO3BOJISIET MPEOOPA30BHIBATH JKECTHI B TEKCT B PEAJIbHOM BPEMEHU. DTOT MOAXO]
3HAUUTENHEHO O0JIETYAeT KOMMYHHKAIIMIO C JIIObMH, UMEIOIINMHE ITPOOJIEMBI CO CIIyXOM H PEeUbI0, U CITIOCOOCTBYET
TIOBBIIICHUIO HHKITIO3UBHOCTH. Kpome Toro, 6511 pa3paboran ymoOHBIH BeG-nHTEepheiic, KOTOPHIA MO3BOMIAET JIETKO
MHTETpUPOBaTh HEHPOHHYIO CETh C MPUIOKCHUAMH JUIS PaclOo3HaBaHU kKecToB. OTHUM U3 KITIOYEBBIX aCIIEKTOB
padoTHI SIBISETCS YIYYIICHHE METOI0OB aHHOTHUPOBAaHMS M OOpPaOOTKH JaHHBIX JUISl MOBBIIICHUS] TOYHOCTH pac-
nosHaBaHus. Bymyiee pa3BUTHE CHCTEMBI BKIIIOYACT paclIMpeHHe 0a3bl JaHHBIX JKECTOB M MHTETPALNIO C BeO-
TIPWIOKEHUSIMU. DTO TO3BOJIMT YIYUIIUTh COINAIBHYIO HHTETPALIHIO JIFO/ICH ¢ HApyIICHUSIMA CITyXa M PE4r U CO3-
JIaTh IIMPOKYIO ¥ JOCTYTHYIO TIIaT(hopMmy.

KaioueBble ciioBa: ka3zaxckuii )ecToBbli s13bik, MediaPipe, riiybokoe oOyueHre, HCKYyCCTBEHHAsl HeHPOHHAsI
CeTh, PEIKUM PEaTEHOTO BPEMEHH.
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DEVELOPMENT OF AMODEL FOR REAL-TIME RECOGNITION
OF KAZAKH SIGN LANGUAGE USING MEDIAPIPE
AND DEEP LEARNING METHODS

Abstract

This article discusses the process of developing a Kazakh sign language recognition system using the
MediaPipe platform. The platform allows for efficient real-time gesture recognition. The main focus is on creating
models for gesture recognition, training neural networks, and integrating with the MediaPipe platform. One of the
key aspects is achieving high accuracy and speed in gesture processing by using neural network architecture. The
system was trained on a large dataset of annotated gestures, which significantly improved the recognition quality.
For recognizing Kazakh sign language gestures, an LSTM neural network was used because it effectively works
with time series and data sequences. The model was trained on 30 Kazakh sign language gestures, enabling the
conversion of gestures into text in real-time. This approach greatly facilitates communication with people who have
hearing and speech impairments and contributes to increased inclusivity. Additionally, a user-friendly web interface
was developed, allowing easy integration of the neural network with applications for gesture recognition. One of
the key aspects of the work is improving data annotation and processing methods to enhance recognition accuracy.
The future development of the system includes expanding the sign language gesture database and integration with
web applications. This will improve social inclusion for people with hearing and speech impairments and create a
broad, accessible platform..

Key words: Kazakh sign language, MediaPipe, deep learning, artificial neural network, in real-time.
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]AKHapaTTI:IK KOHC eCCHTeinlI TEXHOJIOTUAJIap HHCTUTYThI, AnmaTtel K., KaSaKCTaH

ABTOTPECCHSAJIBIK EMEC JEKOJITAV/bIH KA3AK
TIIIHAETT COMJIEVAI TAHYIA KOJJIAHY

Anjarna

Ceiineyni TaHy cajachblHIa HHTETPAIABIK MOACTBICP AOCTYPIIi KOHE THOPUATI Tocimaep i OipTiHAeT BIFBIC-
THIPHIT Keteai. OnapapIH HeTi3ri MPUHIIATI — aBTOTPECCHSITBIK ICKO/ITay, MYH/Ia IIBIFATHIH TI30€K CONaH OHFa Kapail
Kasblnracajpl. Aaiiia ocbl yakbITKa JIeiiH OYJI 9/1iC JaybICThl MOTIHI€ aybICTHIPY/A €H YKAKChl HOTHXKE OepeTiHi
JonenieHreH koK. COHbIMEH Karap, HHTETPaIIbIK MOJIEIIbIED TeK aJIJIbIHFbl KOHTEKCTKE CYHeHel, Oy aHbIK eMec
Hemece OypMaslaHFaH JaybIcTapibl oHAeyll KublHaaTa sl OcbiFaH OaitymaHelcThl Insertion ofici YCBHIHBULABL, OJ1
ABTOIPECCHSUIBIK JICKOATAYbI Maii1aaHOali bl )KOHE LIBIFATBIH IEPEKTeplli Ke3 KeJIIeH PeTIICH reHepalusIIaiibl.
Ocprl )xyMmbIcTa Insertion 911ici MeH KOHHEKITMSUTHIK yakbITia kinaccudukarms (CTC) HeriziHIe OKBITBUIFAH Ka3ak
TUTIHJETI COMIey/li TaHy MOAEl KapacThIphUIaasl. JKypri3ireH skcnepuMeHTTep OyJT 9IiCTiH TaHy AQJIriH apT-
TBIpPyFa MYMKIH/IIK OCpEeTIHIH KOPCEeTTi. ABTOTPECCHSIIBIK MOJEIbICP/ACH allbIpMallbUIbIFbI, Insertion oamici Ti3-
Oexrepni eHJEyIe YJIKSH MKeMAUTIK Oeperi, ceGeOl o IIBIFaThIH AEepPEeKTep/i KaJIBIITACThIpy/la KaTaH TOPTIITI
KaxeT eTreii. by nexoaray kesinzeri KigipicTep/i a3aiTa bl )KoHE MOJICJIbI aHBIK aUTBUIMaraH Co3/epre Te3iM i
ereni. ConpiMeH Katap, Insertion omicin CTC-meH yiecTipy ayano JIepeKTep MEH MOTIiH TPaHCKPHITLHACHIHBIH
COMKECTITH KaKcapTyFa MyMKIiHIIK Oepeni. byl armmroTHHATHBTI Tiaep, MBICambl, Ka3aK Tii YIIiH ©T€ MaHBI3BL.
OKCIEPUMEHTTEP HOTIKECIH/IE YCHIHBUIFAH MOACTBIIH TaHy aanmiri 10,2%-ra neiiin sxetim, Ka3ipri Tagna 6ocexere
KaOLIeTTl KepceTKimTepre ue OoIb.

Tipek ce3mep: KOHHCKIWSIIBIK YaKbITIIA KIaCCU(MUKAIWS, WHTCTPAIUUIBIK MOJCIBACP, Ka3ak TUTIHACT1
IBIOBICTHI TaHy, Insertion, Transformer.

Kipicne

Ceiineyai cuHTE3Ey KOHE TaHy TEXHOJOTHUIAPbl POOOTTAHIBIPHUIFAH KOHE aBTOMATTaH-
JBIPBIIFAH JKYHENep/IiH axbipamac Oemirine aiHamapl. Onap call-opransikTapaa omepaTopiiapabiy
KYKTEMECIH a3aiiTyra, KOHbIpayJapAbl MaMaHIap apachlH/Ia KbulgaM Oelryre, COHAal-aK OaHK ca-
JIACBhIHJIa WHTEJUICKTYAJbl AaybIC KOMEKIIiepi MeH 0acKa j1a cepBUCTEp TYpPiHJIE KEHIHEH KOoJija-
uetyna. Marerpannsik (end-to-end, E2E) monensaep [1], OHBIH ilIiHAEe KOHHEKIUSIIBIK yaKbITIIA
knaccudukanys (CTC) [2], konep-nexonepiik apXuTeKTypajiap MEH Hazap ayJjapy Mexanusmepi [3],
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COHJAl-aK arbIMJIBIK AybICTHI OHACYTe apHAIFaH OHJIAH-Moenbaep [4, 5], ABIOBICTEI ABTOMATTHI
tany (ASR) xyiienepin Kypyasl aiiTapibikTaid xeHinaerTi. E2E-monenbaep noctypri kenjeHreni
KyHenepai Oiperel TepeH HEHPOXKETIMEH aybICTBIPBII, OKBITY KOHE JICKOATAY YaKbIThIH KbICKAPTYFa
MYMKiHAIK Oeperni. CoHbIMEH Karap, ojap TaHy MPOIECIH KOHE OHBIH KEHIHT1 OHJICYiH, MbICAJIbI
TaOUFH TUIAEPAL TYCIHY TarchlpMaapsl YIIiH, OHTaHIaHABIPYFa JKOJ aIllajbl.

Conrpl xbimapsl E2E-mMopensaep i THIMAUIITIH apTThIpy OoMbIHIIA OEJICEHII >KYMBICTap
xyprizinyzae, acipece CTC [6, 7] »xoHe Hazap aymapy MexaHm3miaepiH [8, 9] kerimipyne yikeH
KETICTIKTepre KOJ JKeTKI3Uai. 3epTreyniep KOpCceTKeHAeH, apTypili apXUTEKTypanapasl OipiKTipy
apKBUIBI MHTETPAJIBIK MOJACIBIEPAI KoiaaHny noctypii ASR xylienepineH FaHa eMec, COHIai-aK
xKeke Kysere acblppuirad E2E TocingepiHeH nie »oFapbl HOTHIKEIEepre KOJI JKeTKi3yre MYMKIHIIK
Oepeni. Ocel cananarsl aiitapibikrail mporpecc Transformer mozeniHiH makga 00ysl )KOHE OHBIH
CTC-men Oipikripinyi [10, 11] apkaceiHga MyMKiH O0nabl, OyJI JBIOBICTBI TaHY CallachlH KaHA
JICHTelTe KOTEeP/Ii.

Kenreren E2E-mMoznenbaep «Tiz0ekTeH Ti30ekke» (seq2seq) TOCUTIMEH JKYMBIC ICTEHli, oHaa
ABTOTPECCHSLIBIK IEKOITaY KOJIIaHbLIA Ibl, MYH/IA IIBIFATHIH TI30€K COJIIaH OHFa Kapai KaJIbINTaCa/IbL.
Amnaiina Oy ofic mIeKTeyJepre ue, 01 TeK alJIbIHFbl KOHTEKCTI ecKepir, OoJaIiak ce3aep Typaibl
aKmapaTThbl eneMeiini. by aHbIK emec alThUIFaH JBIOBICTHI OHCYE KAaTeNiKTepre oKelyl MyMKiH.
MyHnaii >karmaiiia TeK aJlIbIHFBl €MeC, COH/Ial-aK KEWiHT1 ce3lmepli ecKepy MaHbI3Abl. byHmait
Ke3Kapac MOJICNb/IiH (OHETUKAIBIK OypMaayiapra TO3IMIUTITIH apTThIPAIb.

MamuHanslk ayJapMa TalchlpManapbiHaa OelceHal Typlle aBTOTPECCHSUIBIK €MeC TpaHC-
dhopmepiep [12] konaaHbIIaAbL, KOHE OCHI TICUIII COMICY I TaHyFa OeiimMey OOMBIHIIA OPEKETTEP
skacamael [13]. byt oic HerisiHzae JeKoaTay MpOIeCiHAe KachlpaThlH TOKEHEP I 00Kay JKaThIp.
Mopnenb KachIpbIHBIN KaJFaH d3JEMEHTTEpIl Hazap aynapy MeXaHW3Mi apKbUIbl KailTa KypyFa
OKBITBUIAbI, OYJI OFAaH aBTOTPECCHSUIBIK €MeC TOCIIMEH Ti30eKTep/i TeHepanusiiayra MYMKIHIIK
Oepeni. byt omic aBTOrpecCHsIIBIK MONEIBACPMEH CaNBICTBIPFaHIIA KOFApPhl THIMIUTIK KOPCETTI,
Oipak OHBI KOJ/IaHy Ke3iH/I€ KUBIHABIK TYBIHIANIbI. Byl — IIBIFATBIH Ti30€KTiH Y3bIHABIFBIH aJIIbIH
aja aHbIKTay KaKETTLIIri.

Ocpl MaceneHi menry yuriH Insertion 91ici YCBIHBUIIBI, OJI IIBIFATBIH JEPEKTEPAl Ke3-KeITreH
peTIieH TeHepauusiayra MyMKIHAIK Oepeni, Oyl Ti30€KTiH Y3BIHABIFBIH OOJDKAy YIIIH KOCBIMIIA
AIIEMEHTTEPII KakeT ermedi [14]. by Tocinm mekoaray KamaMIapblHBIH CaHBIH a3alThII, OHJCY
YaKBITBIH KbICKApTyFa MYMKIHIIIK Oeperti.

Biznin 3epTTeyiMi3 Ka3ak TLTIH aKmapaTThIK XXYHeleple aBTOMATThl TaHy TEXHOJIOTHSIIAPBIH
JIaMBITYFa KOHE EHTi3yre OaFbITTaFaH. AJIBIHFBI )KyMbIcTap/a [15,16] ka3zak TiniH MalTuHAIBIK
aynapma MeH MOP(OJIOTHIIBIK Tajaay Macesenepl KapacThIpbUIFaH, COHIal-aK JaybICThl UICHTH-
¢dukanusay jxoHe BepupuKanusiay sxyienepi a3ipienren [17]. byran neiiin 613 arriroTHHATHBTI
TiJIEep, MBICANBI Ka3ak j>KOHE d3ipOaibkaH TUINEpiHIE TaHy YIIH Hazap aynapy MexaHu3mi Oap
CTC-monenwaepin [18], cornaii-ak ka3ak TimiHae arbIMabIK Tany yimiH RNN-T monenin [19] icke
achIPIBIK. AJaiizia, KOJITaHBICTAFbI ICHTIMACP Ka3aK TUTIH MOTIHIe TYPJICHIIPYAIH AJIITIH apTThIPY
YILIH KEeTUIAIPYAl KaKeT eTell.

Bys skyMBICTBIH HETi3ri MakcaThl — Insertion ojiciHe HETI3JENTeH Ka3ak TUTIH WHTErPaJIbIK
TaHy MOJIEJIIH 93IpJiey kKOHE TeCTijey, COHIaNH-aK OHbIH THIMIUIIIIH KOJIAHBICTaFbl TOCUIIEPMEH
CaNBICTBIPY. 3epTTey OaphIChIHIA KEeJIeC MIHACTTEP KOWBLIIBL:

¢ Kazax TiTiH aBTOMATTHI TaHy YIIiH Insertion MomemiH 93ipiaer, OKBITY.

¢ Jlexonray ponairid aprTeipy yiuiH Insertion omicin CTC-men OipikTipy.

+ KazakTiniHTany OOMbIHIIIA SKCIEPUMEHTTEP KYPTri3il, HOTHKEIEPIi A3CTYPIli aBTOTPECCHSITBIK
MOJIEJIbJIEPMEH CaJIBICTBIPY.

¢ Jlexonray KanaMIapbIHBIH CaHBIH a3ailTy >KOHE MOIENBAIH JKYMBICBIH JKEICTACTy YIIiH
Insertion omiciHiH ocepiH Oaraay.

Y CBIHBUTFAH TOCUT Ka3aK TUTIH TaHy JQJJIITIH apTThIpyFa *KOHE CO3/ep MEH TaHOalapibl Ta-
HyJIaFbl KaTeIIKTEepAl a3aiiTyra OarbITTainFaH. byl arrimoTUHAaTUBTI MOpQOIOrHsick Oap Tinaepi
OHJIeyTe epCHEKTUBTI OOIATHIHBIH KOPCETEI].
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Marepuajigap MeH dicrep

En mixTHMan ce3gep TizOeri W Oapiblk MyMKiH OomateiH V Tizbektepi apacbiHma P(W|A)
BIKTUMAJIIBUTBIFBIH MaKCUMU3ANMSIIAY apKbuTbl aHbIKTanmaab! (1). By mporecti keneci epHeKneH
kepceryre 6omanst [20]:

W#* = argmax P(W|A) (1)
WeVv#

Bys1 epHekTe aKyCTHKaJBIK CHIIATTaManap A TypiHAErl epeKIIesiK BeKTOpJIApbIHBIH Ti30eri
petinge kepcerineni, an W — mbIFeic co3aep Tiz0erin Ouraipeni. Ochunaiiia, HHTETPAIIBIK aBTO-
MaTThl COMIIEY Ii TaHy >KYMeCiHiH Heri3ri MiHAeTi — 6apibIK BIKTHMAN V* Tizbekrepi yurin P(W | A)
anoCTEpHOPIIBI YIIECTIPIMIH 1o Oaraiail ajgaTblH MOJEIb KYpy.

Insertion mMozeniH icke achlpy YIIIH TE€K ce3aep Ti30eriH eMec, ojlapblH KOChUTy TOPTiOiH Je
eckepy kKaxer. Order mapameTpi ce3AepaAiH ACKOATAy MPOIECIHIE HOTHXKENIK Ti30eKKe KaHmail
TOPTINIEH EHrI3UIeTiHIH aHbIKTaiibl. Mblcamsl, ce3aepai OipiHeH coH OipiH Ti30eKTel KOCyIbIH
OpHBIHA, MOJICITb AJIJIBIMEH HETI3T1 CO3Iep il HeMece €H BIKTUMAaIl TOKSH e/ 1i 00JmKail amaibl, COChIH
oNapApl KaJIFaH SJIEMEHTTEPMEH TOJBIKTHIpaabl. byn nexonrayabl mkemai erexi, cebebi Monenb
OpTYpIi Kardaiapra OeriMenin, 6oamiak ce3aep KOHTEKCIH maiianana anxajbl.

Order mapameTpiH eckepe OThIpbII, (1) TeHaey1 Keneci TypAe TYpAeHEeIl:

P(W | A) - Z‘4Ordcrp(W’()rder | A):ZOrdcrp(W

Onder A)p(Order|A) 2)
By Tocin nekoaray Ke3iHje MbIFbIC TI30CTiH KYPY/IBIH OipHEIIe HYCKAChIH €CKEPYTe MYMKIHJTIK

Oepeni. Insertion ozmiciHe HerizenreH AEKOATayIbl icke achlpy yuuiH Transformer neiposkenici

naiananbliaabpl, MYHJIA TO3UIUSIIBIK TOPTIN MEXaHW3Mi Koianbuia bl (1-cyper).

Hucyer e, spasusslireg
LIl

G____¢

¥ v

DAl HazaE MexaHnami
+
g !

Anra Barb TTAARIH WEAi

) (e

¢ '

Sftmax Soltnmx

!

o —

BIPAECKEH OEHOATAY

Cyper 1 — Insertion-CTC rubpuari MoaeniHIH KYPHUTBIMBI
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O3ipJIeHreH MOJIeNTb HHTETPAIIBIK dicTieH OKbIThIIaabl, Oy E2E apxuTtexTypanapsiabiy Oap-
JBIK apTHIKIIBUIBIKTAPBIH CaKTayFa MYMKIHAIK Oepeni. Byt omicTiH Heri3ri apThIKIIBUTBIKTAPbIHBIH
0ipi — MBIFATHIH TiI30CKTIH Y3bIHABIFBIH JIJIbIH aja aHbIKTAYyIbIH KAKETTUIIr JKOK, COHBIMEH KaTap
OWJI1 JIeKOJITay MPOTICCiH MKEMJI1 eTE/Il.

(2) Tenmeyne KOpCEeTUITeHACH, CO3IepAiIH MO3UIMSIIAPBIH O0JKAY aJIIBIH ajia dKacallFaH Co3Iepre
Ha3ap ayAapy MEXaHW3Mi apKbUIbI €HTI3Y OMICIMEH XKYy3ere achlpbuIaabl. [1o3uIusIapasl KaHAPTY
OYpBIH €CENTENTeH YCHIHBICTapFa 9Cep €TIETeHIIKTEH, SHT13y TOpTiOl Typaibl aKkmapaT KeWiHri ne-
KOJITay Ke3eH IepiHAe KalTa KOJIAaHbLTYbl MYMKIH.

[IsrFpic Ti30CTIH KYPY TPOIECIHAC 9p CO3/AIH MAPTThl BIKTUMAJIBIFBI CO3ICPIIH JKOHE OJIApABIH
MO3UIMSIIAPBIHBIH OIpIKTIPUITeH YJIECTIpIMIH €CKepe OTHIphIN ecenTenedi. byn eHrizy TopriOiH
OHTAMIaHBIPAIBI KOHE JIEKOITAY IBIH JJIITIH apTTHIPAIBI.

HoTu:xesiep MeH TaJaKbLIAY

Insertion omiciHe Heri3IedreH MOAENbIl OKBITY YIIIH AKMApaTTHIK JKOHE €CenTeyilll TeXHO-
JIOTHSUIap MHCTUTYTHI KMHaraH kesemi 405 cararTaH actaMm TULIIK KOPIyC MaiganaHbuiabl. by
KOPITYC 9PTYPJIi KACTaFbl )KOHE KBIHBICTAFBI aJaMIapAbIH Ka3aK TUTIHAET] Ka30amapblHaH TYpabl.
JepexTep KypambliHaa Tene(oH apKbUIbI ceilyiecy xka30amapbl MEH TPAHCKPHITIUSIIAPHI, COHIA-aK
YKaHAJIBIKTAp KO3/IePIHEH allbIHFaH ayArnoMaTepHaiaap MeH KopKeM ayJuokitanTap oap.

Bapneik nw106ic (aiinmapel okpiTy (85%) skoHe Tectiney (15%) >KUBIHTBIFBIHA OOTIHI, Oy
MOJIENb/Il TUIM/I OKBITYFa JKOHE TeKCepyre MyMKIHIIK Oepeli. AJbIHFaH KOpPIYyC TYpJl AepeKTep
JKUBIHTBIFBIHBIH TaHy calachblHa OCEPiH 3epTTeyre, COHJAW-aK MOJENb MapaMeTpiiepiH Tajjarl,
oJIapbIH Ka3ak TUIIH JeKOATAy JNIIIriHe dcepiH Oaraayra MyMKIHIK Oepei.

Aymnodaitngap .wav ¢popMaThIHIa YCHIHBUIFAH, ajl OJIapbl OHACY/1€ JKOFaphl AJIIKIIEH CaH-
JIBIK JICPEKTEP/Il alTyFa MYMKIHIIIK OEpETiH ChI3BIKTBHIK MMITYJIbC-KOATHIK Moayssiiust (PCM) omici
KosnanbltFad. JKazoamap 44,1 k['1p nuckpeTu3anuschl )koHe 16 OUTTIK pa3psITBUIBIKKA HeE, OV
JlaybIC IEpEeKTepiH OHJLY YILIH cana cTaHAapTTapblHA COHKeC Kemel.

Herisri mapametpiepai Oanray

Monenbai OKbITY OapbIChIHAA KoJep MeH aekozep ymiH 10 Giok Tanmanmel, OyHIai TaHmay
Ti30eKTepi OHACY Il JKaKCapThII, €CENTey KYPACTUTiri MeH O0JpKay O apackIHIaFbl OaJaHCThI
cakTayra MYMKIHJIIK Oep/i.

Jlekoaray camachlH >KaKCapTy JXOHE KaKbIHAAyIbl KbUIIamaaTy ymiiH Insertion mopmenine
KOHHEKIUSUIBIK yakbITiIa Kiaccuduxanus (CTC) unrerpanusuianasl. Mogensae op kadatra 512
yambIiFel 6ap antel KabarTel eki OarbiTTl LSTM (BLSTM) xonmanbuinel. OCBIHBIH apKachIHa
KOHTEKCTI OHJIEY JKaKCapThUIBIM, Y3aK COMIeMAEepAl TaHy INIITT apTThl. APTHIK OKBITYIbI 0OJI-
neipMmay ymria dropout = 0,1 ko3 dummenTnenH mexremnmi.

Mozens mapameTpiepiH OHTAMIaHIBIPY YIIiH TPAJUEHTTI TOMEHIECTY TYPaKThUIBIFBIH KaMTa-
MachI3 €TETiH JKOHE CalMaKTap/blH JKbUIIAaM OeiiMIenyiH KamTaMachl3 eTeTiH Adam anropurmi
navipananspibl. Jlexkonray kesinge CTC canmarbr 0,4 nenreitinge opHaThiiAbl. OChIHIAN MIEKTEY
MOJIeIbIe ayTUO CUTHAJIBIH MOTIH/IIK TPAHCKPUITLIUSMEH JKaKChl YHJIECTIpyre MyMKIH/IK Oepi.

Kocsimina beam search i3aey eni 15 naiinanansuiasl, ce0edi ocbIH 1Al IEKTey KypAei TipKecTep
MEH HaKThI Ka3aK o3 TYPJIEPiH TaHy CalachlH XKaKcapTyFa bIKIal eTTi. [37ey eHiH yirFaiiTy Mozensre
COHFBI ONITHUMAJIIBI OOJDKAYIBI TAHIaMac OYPBIH KOOipeK runoTe3anap/Isl eCKepyre MyMKIHIIK Oep/i,
Oipak OyJ1 ecenTey IbIFBIHAAPBIH a3/1all APTTHIPABI.

OxpiTy 100 ke3eH O0ibI KYpri3uigi, 0 MOJAEIBAIH TEPEHIPEK KAKbIHAYbIHA YKOHE IIBIFBIC
JIEPEKTEPiHIH KAKChl TeHepausIChIHAa MYMKIHIIK Oepsi. COHbIMEH KaTap, ajJIbiH aja OKbITBHIIFaH
AMOeTMHTTEP KOMAaHbULIBL. Onap OKBITYIBIH OaCTanmKbl K€3€HIH JKbUTIaM/IATHII, Kbl JOIAIKTI
apTTHIpYyFa BIKMAJ €TTi.

Jlexonray Ke3eHIHIIEe COMIey Ti30eKTepiH YHIeCTipy, CHpEK CO3AEpAl TaHy bl KaKCapTy KOHE
MOJICJIb/IIH COHFBI IIBIFBICBIHAH THIMJII HOTHDKE aJly YIIIH TULAIK MOJICIb KOJIIaHbLIIbI.
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DKCIIEPUMEHT KYPTi3y jKOHE HOTIKEJIEP/Ii aTy

Kasipri yakpITTa Ka3ak TUTIHJIET1 COMIey Il TaHy OONBIHIIIA MHTETPATIBIK MOICIbACPTe apHAIFaH
3eprreynep am mekTeyni. COHBIMEH Katap, Ka3akK CeilyieyiH aBTOMATThl TaHyFa apHaJIFaH JoCTYpIi
YKOHE THOPUATI TOCUIIEp T KapacThIpFaH OipHeIIe FEUIBIME KYMBICTap Oap.

bi3aiH anmbHFE KYMBICBIMBI3AA [18] TpaHCchepIik OKBITYFa HETI3/ICITEeH TOCUT YCHIHBUIFaH,
OJI Ka3aK JkoHe d3ipOaibkaH TUIIEPiHIE HHTETPAJIBIK COUIICYl TaHy YIIH KOJIIAHBUIABI. 3epTTey
asChIHIA arTJIOTHHATHBTI TUIAEpAi THiMIi eHjaeyre MyMkiHmik Oepetin CTC-mazap aymapy
Moenbaepi a3ipieH . OKBITY €Ki TULIIK KOpITyc OOWBIHINA O1p yaKbITTa KYPTi3iii, OHBIH IIIiH/IE
400 caraTThIK Ka3aK TUTIHIETI ayuoJiap OOl

Backa 3eprreyne [19] ka3zak TutiHAeTi ObIOBICTHI TaHy yiniH Ocitimaenren RNN-T moxeniHig
HYCKAachl iCKe achIpbUIIbl. by skymbIcTa ceiiney OomkaMaapblH jKaKcapTyFa OH 9CEpiH THUTI3reH
Tinaik Mmozaens (TM) konmparbuiael. Moaens 300 caraTThIK KOpPITyc OOMBIHIIIA OKBITBUIIBI, OYJT COHFBI
TPAaHCKPUITIUSIIAPIBIH AJIIT1H aliTapIbIKTal apTTHIPIBL.

ATanran 3epTTeyliep/ie alblHFaH IBIOBICTHI TaHYy HOTIDKENIEPIH CaJbICTHIPMAIIBI TajIay >KOHE
OCBI J)KYMBICTa YCHIHBUTFaH [nsertion MOAEMiHIH THIMILTIT] 1-KecTene YChIHBUTFaH.

Kecre 1 — [IpiObicTHI Tany Kyienepi ymin CER kepcetkimrepi

Mopens CER (%) Jepekrep xeieMi, car
End-to-end Tpancpepmen, TM-ci3 14.23 400
LSTM sxone BLSTM wneriziageri RNN-T, TM-men 10.6 300
¥cpbutrad Mozenb Insertion-CTC 10.2 405

Insertion momenin CTC »oHe TUAIK MOAETBMEH YHIECTIpIN KOJMAaHy TaHy AdairiH 4%-ra
apTThIpyFa MYMKIHIIK Oepai. Amnaiina, ocbl KOMIIOHEHTTEP/iH k0K Ooiysl Insertion mopeniHiH
THIMJIUTITIHE Tepic ocep eTir, 6oikay canacklH TeMeH1eTTi. COHbIMEH KaTap, Insertion of1iciHiH epek-
HIETIKTEPIHIH apKachlHIa JEKOATay KaJdaMIapbIHBIH CaHbl a3ailTbuiabl. byn G6acka MonenbaepMeH
CaJIBICTBIPFaH/Ia OKBITY MEH COMIIEy/ Il OH/eY MPOIIECIH JKbIIIaM/IaTyFa bIKIAI eTTi.

KopbIThIHABI

By xymbIc Ka3ak Tininaeri ceitneyai tany ymin CTC sxone Insertion 6ipsieckeH MHTETPaIbIK
MOJIENIB/IEPIHIH 9CEPIH 3epTTeyre apHanajbl. DKCIIEPUMEHTTEep Ka3ak TUTiHIH 405 caraTThIK apajac
Coliyiey KOPIYChIMEH JKYPTi3UIAl KOHE HOTIKeNep KepceTkeHael, skyiie RNN Herisinzmeri Tinmik
MOJIeNb/Iep KOJIAAHBIIFAH/IA JKOFaphl HOTHDKENIEpre KO JKeTKi3e anabl. by Mozenbaep HerisiHieri
JIEKOJITay €CeNTey IIBIFBIHIAPbIH APTTHIPMANIbI, COHJIBIKTAH JEKO/ATaY KbUIJaM/IbIFbI OastyTaManIbl.
ConbiMeH Katap, Insertion Mozieni icke achIpblIIFaH/IA IEKOITaY Ke31H/1e UTepaIsiap CaHbl a3asi/ibl.
Ocpuraiima, CER kepceTkilniHiH eH jkakchl HoTvkecl 10.2%-1b1 Kypaabl, Oyt OyriHri TaHa 6aceke-
re KaOueTTi HoTHKe OOJIBIN TaOblIaabl. ¥ CHIHBUTFAH 9/1iC MKEM/Ii KOHE aliHBIMAIBIIIAPABIH IAPTTHI
Toyesci3airid Tanan erneiai. CoHpIMeH Katap, OyJ1 MOJeb/1l TYPKI TUIIEpl CUSKTHI TYbIC TiJEpe
celiyieyIl TaHy YIIIiH KOJIJaHyFa 00Jaibl IeTeH KOPBITBIH/IBI KacayFa 0oJabl.

Keneci xymbicTapia 613 arriaroTHHATUBTI TUIAEpAl TaHy yuriH Oacka Transformer Herizinzeri
MOJIENB/IEP/Il 3EPTTEY/ 11 )KOCTIapiIarn OTIPMBbI3.

Kapxbuianabsipy tTypadasl aknapat. byn 3eprrey Kaszakcran PecmyOnukacbiabiH Frutbim

XKOHE JKOFapbl OUTIM MMHHUCTpuri FbulbIM KOMMTETI TapamblHaH KapKbUIaHAbIpbuIAsl (I'panHT
Ne BR24992875).
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INPUMEHEHHUE HEABTOPEI'PECCHUOHHOT'O IEKOAUPOBAHUSI
JJISA PACITIO3BHABAHUSA KA3ZAXCKOU PEUYH

AHHOTAIHUA

B oGnacTu pacro3HaBaHUS PeUn MHTETPATIBHBIC MOEIH ITOCTEIIEHHO BBITECHSIOT TPAJANIIMOHHBIC U THOPHI-
Hble 110X0bl. OCHOBHBIM UX NPUHLMIIOM SIBJISCTCS aBTOIPECCHOHHOE JEKOAMPOBAHHUE, IIPH KOTOPOM BBIXOJHAS
TIOCIIeIOBATENBHOCTD (YOPMHUpYeETCs cieBa HarpaBo. OIHAKO 0 CUX ITOp HE ObUIO JOKa3aHO, YTO ATOT METOJ JaeT
HAWITy4IIne pe3ylbTaThl IMPH MPeoOpa3oBaHUM pedd B TEKCT. Kpome TOro, MHTErpajbHBIE MOAETH MOJIAraroTcs
TOJIBKO Ha MPEbLIYIIHI KOHTEKCT, YTO 3aTPpyJHsET 00paOb0TKy HEUETKUX MM MCKQ)KEHHBIX 3ByKOB. B cBs3M ¢ aTHM
ObLT TIpe/uIoKeH MeTon Insertion, KOTOPBIN HE MCIIOIB3YET aBTOIPECCHOHHOE JIEKOJMPOBAHNE W T€HEPHPYET BBI-
XOJIHbIC IAHHBIE B IPOU3BOJILHOM TIOpsiike. B manHo# paboTte paccMarpuBaeTcs MOJEb PACIO3HABAHUS Ka3aXCKON
peun, oOyueHHast Ha OCHOBE MeTofa Insertion i KoHHEKIIMOHHOH BpemeHHoH kinaccudukarun (CTC). [Iposenen-
HBIE SKCIIEPUMEHTBI IOKa3aJI1, 9TO 3TOT METOA ITO3BOJISIET IIOBBICUTH TOYHOCTH paclio3HaBaHus. B otimyue ot aBro-
IPECCHOHHBIX Mojiesield, MeTo Insertion nmpepocranisieT OONbBIIYI0 THOKOCTh B 00pabOTKe IOCIIEI0BATEIbHOCTEH,
MOCKOJIBKY He TpeOyeT CTpOroro nopsijaka popMHpPOBaHMUS BBIXOAHBIX JIAHHBIX. DTO CHMKAET 3aJIePKKH IIPU JEKO-
JMPOBAHMU U JIeJIaeT MOJIesIb Oojiee yCTOHYMBOI K HEYeTKO PON3HECEHHBIM ciloBaM. Kpome Toro, couetanne MeTo-
na Insertion ¢ CTC mo3BosisieT yaydnnTh COOTBETCTBHE ayJJMOJAHHBIX M TEKCTOBOW TPAHCKPUIIIMU. ITO 0COOEHHO
B&KHO JUISl arlJIFOTHHATHBHBIX S3bIKOB, TAKMX KaK Ka3zaxXckuil. [1o pe3yapraTraM SKCIEpUMEHTOB TOYHOCTh Pacios-
HaBaHUs MpeAnokeHHoN Moaenu gqoctuma 10,2%, uTo nemaer ee KOHKypEHTOCIIOCOOHOH Ha CeroAHSIIHUN AEHb.

KonroueBble cjioBa: KOHHEKIIMOHHAS BpeMEHHas KiIacCH(UKALMSA, WHTETrpalbHbIe MOJIEIH, PACIIO3HABAHHE
Kazaxckoil peuw, Insertion, Transformer.

29



HERALD OF THE KAZAKH-BRITISH
No. 4(75) 2025 TECHNICAL UNIVERSITY

*QOralbekova D.,
PhD, Senior Researcher, ORCID ID: 0000-0003-4975-6493,
e-mail: dinaoral@mail.ru
'Mamyrbayev O.,
PhD, Professor, Chief Researcher, ORCID ID: 0000-0001-8318-3794,
e-mail: morkenj@mail.ru
Yerimbetova A.,

PhD, Cand.Tech.Sc., Associate Professor, ORCID ID: 0000-0002-2013-1513,
e-mail: aigerian8888@gmail.com
'Bekarystankyzy A.,

PhD, Senior Researcher, ORCID ID: 0000-0003-3984-2718,
e-mail: akbayan.b@gmail.com
"Turdalyuly M.,

PhD, Senior Researcher, ORCID ID: 0000-0002-1470-3706,
e-mail: m.turdalyuly@gmail.com

!nstitute of Information and Computational technology, Almaty, Kazakhstan

APPLICATION OF NON-AUTOREGRESSIVE DECODING
FOR KAZAKH SPEECH RECOGNITION

Abstract

In the field of speech recognition, end-to-end models are gradually replacing traditional and hybrid approaches.
Their main principle is autoregressive decoding, where the output sequence is formed from left to right. However,
it has not yet been proven that this method provides the best results in converting speech to text. Moreover, end-to-
end models rely solely on the previous context, which complicates the processing of unclear or distorted sounds. In
this regard, the insertion method was proposed, which does not use autoregressive decoding and generates output
data in an arbitrary order. This paper examines a Kazakh speech recognition model trained using the insertion
method and Connectionist Temporal Classification (CTC). The experiments conducted showed that this method
improves recognition accuracy. Unlike autoregressive models, the Insertion method provides greater flexibility in
processing sequences, as it does not require a strict order for generating output data. This reduces decoding delays
and makes the model more robust to poorly pronounced words. Furthermore, combining the Insertion method with
CTC improves the alignment of audio data and text transcription. This is especially important for agglutinative
languages such as Kazakh. According to the experimental results, the recognition accuracy of the proposed model
reached 10.2%, making it competitive today.

Keywords: connectionist temporal classification, end-to-end models, Kazakh speech recognition, insertion,
transformer.

MaxkanaHblH pefakIusra TyckeH kyHi: 24.02.2025

30



KA3AKCTAH-BPUTAH TEXHUKAJIBIK
YHUBEPCUTETIHIH, XABAPIIBICHI Ne 4(75) 2025

MPHTH 28.23.15
YK 004.85

https://do1.org/10.55452/1998-6688-2025-22-4-31-39

1906:xanoBa A.E.,
crapuuii npenonasaresib, ORCID ID: 0009-0003-7796-1862,
e-mail: abdygappar29@gmail.com
'"Tanupo6eprenos A.2K.,
K.T.H., 1.0. gorenta, ORCID ID: 0009-0000-8401-5434,
e-mail: t.adilbek@mail.ru
’Tacyos b.,
norent, ORCID ID: 0000-0002-2000-6720,
e-mail: b.tasuov(@dulaty.kz
’Tackypekona K.K.,

n.o. nouedra, ORCID ID: 0000-0002-8307-9417,
e-mail: taszhurekova@mail.ru
"Cepuxbaena C.K.,

PhD, n.o. norrenra, ORCID ID: 0000-0002-3627-3321
*e-mail: inf 8585@mail.ru

"EBpasuiickuii HaroHabHBIN yHEBepcuTeT uM. JI.H. ['ymunesa, r. Acrana, Kazaxcran
*Tapasckuii yauBepcuter uMm. M. X. [lynartu, r. Tapa3, Kazaxcran

NPUMEHEHUWE TUBPUJTHON MOJEJN MAIIMHHOTO OBYYEHU S
A KIACCUOPUKALIMA TUITOB I1IOYB

AHHOTAIUA

B naHHO# cTaThe npencTaBieHa rHOpUIHAS MO MALIMHHOTO OOYYEHUsl, IpeIHa3HaueHHas JUIsl KJIACCH-
(buKanMy THITOB TI0YB HAa OCHOBE aHAIIN3a UX re0(pU3MIECKUX XapaKkTepuCTHK. [IpemiosxkenHas MoaeIb 00beTuHsIET
nmBa anroput™ma — RandomForestClassifier w MLPClassifier, 9To m03BoJSET MUCIIONB30BATh MIPEUMYIIECTBA aHCAM-
071€BBIX METOJ0B, OOECIIEUNBAOIINX BEICOKYIO TOYHOCTh KIIACCH(HUKAIINN, 1 HEHPOHHBIX CETEH, CIIOCOOHBIX BBISIB-
JSITh CJIOXKHBIE HEJTMHEHHbIE 3aBUCMMOCTH MEX/y IapaMeTpaMu. B KauecTBe HCXOHBIX NaHHBIX HCIIONb30BAINChH
MOKAa3aTeJN 3JIEKTPOIPOBOAHOCTH, INIOTHOCTH, CKOPOCTH pacnpocTpaneHus: P-BoiH u riryOuns! 3aneranus. [lepen
oOyueHHeM MoieH Oblila MPOBEAEHa MpeABapUTEIbHAs 00pa0dOTKa JaHHbIX, BKIIOYAIOIAs yJajJeHne BEIOPOCOB,
CTaHAAPTU3ALNIO U KOJUPOBAHNE KAaTErOpHaJIbHBIX NPU3HAKOB. [ MOpHIHAs apXUTEKTypa MO3BOJIMIA O0BEIMHUTH
pe3ynbTaThl IBYX MOJENEH ¢ pa3MUuHBIMHA BECAMH, YTO O00OECHEUMIO ONTHMHU3AINIO TOYHOCTH KIIACCH(UKALIUH.
[IpoBeneH cpaBHUTENBHBIN aHATH3 3(QHEKTUBHOCTH MPEIIOKEHHOTO MOJX0/1a C albTEPHATHBHBIMY aITOPUTMAaMH,
Bkiouas XGBoost u Keras, Ha ocHoBe MmeTpuk Accuracy, F1-score, Precision u Recall. Pe3ynsrarsl mokasanm, 4to
TrHOpU/IHASI MOJIEINb JOCTUTAET TOUHOCTH 96,07%, MpeBOCX0/s 10 Ka4eCTBY NPOTrHO3UPOBAHHMSI OTACIBHBIC AITOPUT-
MBbI. JIONOTHUTEIBHO BINOJIHEHA BU3yaIM3allksl MaTPULL OLIMOOK, YTO TIO3BOJIMIIO BBISIBUTH PACIIPEICIICHUE KIIACCOB
1 OLCHUTH YCTOWYMBOCTH MOJIeNH. [lorydeHHbIe pe3yabTaThl HOATBEP)KIAIOT, YTO KOMOMHHPOBAaHNE aHCAaMOJIEBBIX
1 HEHPOCETEBBIX METO/IOB OOECTIeUnBACT Oosiee cTaOMIIbHBIE U HA/ICXKHBIC TIPOTHO3HI ITPpH paboTe ¢ Teopr3nIeCKH-
MU JaHHBIMH. PazpaboTanHas MOJEIh MOKET OBITh HCTIONB30BaHA [UIsi aBTOMaTH3UPOBAHHON KJIacCH(UKALIUK TTOYB
B F€OTEXHUUYECKHUX HCCIEIOBAHUIX, CTPOUTEIBCTBE, CENbCKOM X035HCTBE U HKOJIOIMYECKOM MOHUTOPUHIE, TIOBBI-
mast 3 GEeKTUBHOCTD aHAIHM3a U CHIIKast HEOOXOMMOCTb JOPOTOCTOSIIHMX Ja00PaTOPHBIX HCIBITAHUI.

KaioueBble cioBa: MammHHOE OOydeHHe, KiIacCH(pHKAIMs MOo4B, TMOpuaHas monesnb, RandomForest,
MLPClassifier, reopu3nyeckue mapaMeTpbl, aHCAaMOJICBBIC METOIBI, HEHPOCETH.

BBenenune

B nocnennue roast MmamunaHoe odydyenue (ML) cTano MOIIHBIM HHCTPYMEHTOM B 00J1aCTH T€0-
TEXHUYECKUX UCCIICIOBAHNH, TO3BOJISISI aBTOMATU3UPOBATh U 3HAYUTEILHO TTOBBICUTH TOYHOCTH aHa-
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mu3a nmoyB. Kiaccudukamnus TUIIOB TPYHTOB UTPAET KITFOYEBYIO POJIb B CTPOUTEIHCTBE, CEITHCKOM
XO34HCTBE U DKOJIOTUH, 0OecreunBas HaIeKHbIE TIPOTHO3BI 111 ONTUMAJIBLHOTO MPOSKTUPOBAHUS U
SKCIUTyaTallly 3eMeIbHBIX PECYPCOB.

TpaauumoHHbIE METOBI KIacCU(UKALIMU TT0YB, OCHOBAaHHBIE HA JIAOOPATOPHBIX HCCIEIOBaHH-
SIX U OMIIUPUYECKUX MOJEINSX, 3a4acTyl0 TPeOyIOT 3HAYMTEIbHBIX BPEMEHHBIX M (PMHAHCOBBIX 3a-
Tpar. B cBsi3u ¢ 3TUM BO3HHMKAaeT HEOOXOIUMOCTh B pa3pabOTKe aBTOMATU3MPOBAHHBIX MOAXOOB,
UCHOJIb3YIOIUX COBPEMEHHBIE AJITOPUTMbI MAIIMHHOTO 00y4€HUs JUIsl TOYHOTO ONpEAEIeHHs THIa
IPYHTa Ha OCHOBE IreO(H3NUECKUX MTapaMEeTPOB.

B nmanHOM mccnenoBaHMM TpeuiaraeTcsl THOpUAHAS MOAEb, OOBETUHSIONAs aHCaMOIEeBBI
meTton RandomForestClassifier u meiipocereBoit MLPClassifier. JlaHHBIN TOAXOA MO3BOJISIET 00B-
€IMHHUTD MIPEUMYIIECTBA JBYX PA3JIMYHBIX AJITOPUTMOB: BBICOKAsi TOYHOCTh aHCAMOJIEBBIX MOJEIen
¥ CIIOCOOHOCTh HEWPOCETe! BBISBIATH CIOKHBIC HETMHEIHBIE 3aBICHMOCTH B JIaHHBIX. B xo71e pa-
OOTBI UCIOB30BANCH KIIFOYEBBIE T€O(U3NIECKUE TTapaMETPhI: AIEKTPOIPOBOIHOCTD, TNIOTHOCTD,
CKOPOCTb pacmpocTpaneHus P-BoiH u riryObuHa 3aneranusi.

Pesynbrarel MofenupoBaHus MOKa3alid, YTO MpeIoKeHHasi THOPUIHAS MOJIENIb 00ECIICUNBAET
TOYHOCTB 96,07%, NpeBOCXO/s 110 ITOMY OKAa3aTeNI0 OTJEIbHbIE AITOPUTMBI, Takue kak X(GBoost
u Keras. [IpoBeneHHbII CpaBHUTENBbHBIN aHaIN3 MOATBEPAUI, YTO KOMOMHUPOBAHHE METOAOB Ma-
IIMHHOTO 00Yy4YeHMs MO3BOJISIET 10OUTHCS 0oJiee YCTOMUMBBIX U HAJCKHBIX MpeACKa3aHHii, yeM uc-
MOJIb30BaHUE OJMHOYHBIX MOJIEIIEH.

B crarbe nmpeacTaBieHbl MPUHIUIBI TOCTPOSHHSI THOPHIHON MOZIEIH, METO/IbI PeI00padOTKH
JTAHHBIX, AITOPUTMBI KJIacCU(UKAIIMY U CPABHUTEIBHBIN aHAU3 MOJYYSHHBIX Pe3yabTaToB. Takxke
paccMaTpHuBarOTCsl OTPAHUYEHHS] MOJENIN U MIEPCIEKTUBBI €€ JAIbHEHIIEro pa3BUTUS [UIs TOBBIIIIE-
HUSI TOYHOCTH U 000011aeMOCTH TIpeICKa3aHuil B pa3TUIHBIX TeoTpaduIecKuX PeTHOHAX.

B nmannoit pabore [1] uccnenyercs MpuMEHEHNE Pa3IMYHBIX METOJAOB MAITMHHOTO OOy4YeHUs
i knaccuukanuu mous. [IpoBeneH cpaBHUTEIBHBINA aHAIN3 aJTOPUTMOB U BBISIBICHBI Hanbosee
3¢ (deKTUBHBIE MOAETH JJIsl TPOTHO3UPOBAHUS TUIIOB TPYHTOB. OCHOBHOE BHUMAHHE YIEISIETCS aH-
caMOJIeBBIM METOAM U HEHPOCETSIM.

B crarbe [2] onucan anroputm ciyvaitabix jecoB (Random Forest), ero mpuniumnsl padoTsl,
NPEeUMYILECTBa U HEOCTATKH, a TAK)Ke 00JIACTH MPUMEHEHH B 3a7ja4aX KJIacCU(PUKAILIMU U perpec-
cun. [IlpuMeHenue JaHHOTO aNropuTMa MO3BOJIWIIO YITYUIIUTh TOYHOCTh MpEACKa3aHUii 10 cpaBHe-
HUIO C TPAAUIIMOHHBIMU METO/IAMHU.

ABTOpHI [3] paccMaTpuBarOT MPUMEHEHHE METOIOB IITyOOKOTO 00y4eHUs, BKIIIOUasi CBEPTOYHbIE
U PEeKyppEeHTHbIE HEHPOHHBIE CETH, JJISi aBTOMAaTHUYECKON KIacCU(HUKAIUU MOYB Ha OCHOBE CIIEK-
TpaJbHBIX JaHHBIX. [loguepkuBaeTCs BaXKHOCTh MPEIBAPUTEIBHON 00paOOTKH JaHHBIX JUIS MOBBI-
IIEHUS TOYHOCTH MOZEIIEH.

B nannoit pabote [4] npeacrapineHa rmodanbHas 6a3a TaHHBIX TOYBEHHBIX XapaKTEPUCTHK, CO3-
JaHHAsI C MCTIOJIb30BaHWEM METOOB MAlIMHHOTO OOy4YeHHs. AHaIU3UPYIOTCS MPEUMYIIECTBA HC-
MOJIb30BaHMSI TAKMX 0a3 TaHHBIX B TE€OTEXHUYECKUX MCCIICTIOBAHMSIX.

B cratbe [5] uccnenyrorcs pa3nuyHbie alrOPpUTMbI MAIIMHHOTO 00YYeHHMsI, BKIIIOYast aHcaMOJe-
BbI€ METO/IbI U HEHPOCETH, IPUMEHSIEMBbIE JIJIsl TPOTHO3UPOBAHUS YPOXKAMHOCTH U KJIACCU(PUKAITUN
noyB. [IpuBeieH aHAINU3 TOYHOCTU PAa3HBIX MOJIEICH.

PaccmarpuBaetcs [6] mpumMeHeHHE ClydallHBIX JIECOB B 33Ja4ax JUCTAaHIIMOHHOTO 30HIUpPOBA-
HUS 1 Kiaccudukanyu JanamadToB. J[eMOHCTpUpYeTCs BHICOKAsi TOYHOCTh METO/a 110 CPAaBHEHHUIO
C TPaJUIIMOHHBIMHI METO/IaMH KJIACCH(DUKAIUH.

B crarbe [7] o0cyxaaercss HCTIONB30BaHNE CITyYaHBIX JECOB AJIsi 0OpaOOTKH TaHHBIX TUCTaH-
IIMOHHOTO 30HJUPOBAHUS U PEUICHUs 3a1a4 KiIacCu(pUKauu. ABTOPBI aHATU3UPYIOT TOYHOCTh MO-
JIEJIA ¥ BO3MOXKHOCTH €€ TPUMEHEHUSI.

IIpencrasien [8] 0630p MeTOIOB IITyOOKOT0 00yUEHHS, X Pa3BUTHE, APXUTEKTYPBl 1 OCHOBHBIE
obmactu nmpumeHeHust. Oco0oe BHUMaHUE YISIECHO MPUMEHEHNIO HEHPOCETEBBIX MOJIETICH B T€OTeX-
HUYECKHUX 3a/1auax.

B nannol [9] KHUTE Mpe/CTaBICHA TEOPUS CTATUCTUICCKOTO 00YUCHHS, 00CYKIAI0TCSI OCHOBBI
MAIIMHHOTO OOYYEHHUsI U METOJIbl MOCTPOEHUS MIPOTHO3HBIX Mozeneil. Pabora sBisiercs pyHnamen-
TaJbHBIM UCTOUHUKOM JJIs TOHUMaHusi OCHOB ML.
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B pa6ore [10] paccmarpuBaeTcs mpuMeHEHHE MAITMHHOTO 00YYeHHUsI B TEOTEXHUYECKHUX U I'eo-
9KOJIOTUYECKHUX MCCIIEI0BAHMIX. AHAIU3UPYIOTCSI OCHOBHBIE QIITOPUTMBI M UX 3 (EKTUBHOCTH MPH
00paboTKe OOIBIINX MACCUBOB JIAHHBIX.

AHanu3 NMpHUBEJICHHBIX Pa0OT MOKA3bIBAET, YTO COBPEMEHHBIE METOJbl MAIIMHHOTO OO0y4eHUs
aKTHMBHO NPUMEHSIOTCS Ul Kiaccu(UKanuu 1moyB. AHcaMOieBble MojenH, Takue kak Random
Forest, mo3BOJIAIOT AOCTUraTh BBHICOKOM TOUHOCTH IPEACKa3aHUl, a METOJbl IITyOOKOro 00yueHHs
o0ecreunBaloT BBIABICHHE CIOKHBIX 3aKOHOMEPHOCTEH B NaHHBIX. Harra padora mpomomkaer oty
TEHJICHIIUI0, 00BbEeIUHsI aHCAMOJIeBble U HEHPOCETEBbIE METO/bl B €AMHYI0 THOPUAHYIO MOJEIb,
YTO MO3BOJIAET TOBBICUTH HAJIEXKHOCTb M TOYHOCTD IpesickazaHuil. Takum oOpa3oM, pey1oKEeHHbIN
MIO/IXO/ OCHOBAaH Ha MPEAbLIYIINX HCCIEA0BAHUIX, HO B TO K€ BpPeMs IpeJylaraeT HOBbIH yPOBEHb
KOMOWHUPOBAHHOTO MALTMHHOTO OOYYEHUS [T PEUICHNUs 33/1a4 KIacCU(pUKAIIUU TTOYB.

MarepuaJibl 1 METOABI

B nanHOM HccIe10BaHIH UCTIONB30BAJICS HA0OP JaHHBIX, BKIIOYAOMINK HH(opManuio o ¢pusu-
YECKUX XapaKTEePUCTHKAX IMOYBBI, TAKUX KaK AIIEKTPONPOBOTHOCTH, INIOTHOCTh, CKOPOCTh PACHpO-
cTpanenus P-BoiH u rmyOuHa 3aneranus. Jlanabsie ObUTH IpeABapUTEIBHO 00paO0TaHBI: BHITIOIHEHO
yaaJleHue MPOIMyIIEHHBIX 3HAYeHUH, (PUIbTpaIys BEIOPOCOB M CTaHAAPTU3AIMS MPU3HAKOB C HC-
nonbs3oBaHreM Merona StandardScaler. J{ns npeoOpa3zoBaHus KaTeropuaibHBIX MEPEMEHHBIX MPH-
mewsuicst LabelEncoder.

Jlnis knaccuuKaluyuy TUIIOB OYB OBLIM UCTOIBb30BaHbI ABa anroputMa: RandomForestClassifier
u MLPClassifier. Meron ciyuaiinoro seca (Random Forest) ctpout aHcamOnib 1epeBbeB pelleHui,
00BeANHSS X TTPOTHO3BI /IS OBBIIIeHUs] TouHOCTH. HeiipocereBoii knaccudukarop (MLP) ocHo-
BaH Ha MHOTOCJIOHOM IEPLENTPOHE C TPeMs CKPBITHIMH CIOsIMH, QyHKIHen aktuBaiuu ReLU u
ontummzaropoM Adam. ['ubpuanas moxens oObeInHsIIA TIPEACKa3aHUsl 000UX alTOPUTMOB C Beca-
Mu 0,8 1 0,2 COOTBETCTBEHHO.

OneHka TOYHOCTH MOJAEIH MPOBOAMIIACH C UCIOIB30BAHUEM METPHUKH accuracy Score, a Tak-
ke moka3zarenei Precision, Recall u F1-score. Jlanuble ObuIH pa3zieneHsl Ha 00y4arolyto U TeCTo-
ByI0 BbIOOpKH B mponopuuu 80/20. s mpoBepkr yCTOWYMBOCTH MOJENIN ObUI MPOBEIEH KPOCC-
BaJIMIAIIMOHHBIN aHanu3. Pe3ynbTaTsl CpaBHUBAIMCH C aJIbTEPHATHUBHBIMU aJTOPUTMAMH, TAKUMHU
kak XGBoost u Keras, uro0b1 onpenenuts Hanbosnee 3pPexTUBHBINA METO KJIaCCH(PHUKAINH MTOYB.

Pe3yabTarhsl 1 00Cy:KIeHNE

Co3nanue, oOydeHue U TecTupoBanue Monenu (createmodel.py)

Pazpaborana rubpuaHas MOJenb Uil IPOrHO3UPOBAHUS TUIA TOYBEL. [laHHBIE 3arpyKaroTCs C
nomouibio Pandas, a kioueBsie mapamMeTpsl (3IEKTPOMPOBOAHOCTD, TNIOTHOCTh, CKOPOCTH P-BOMHEL,
TyOMHA) UCTIONB3YIOTCS sl 00y4eHus. Tur mouBkl konupyetcs yepe3 LabelEncoder, a 3arem maH-
Hble pasaersitores Ha 80% ans oOyuenns u 20% i TectupoBanus (train_test split).

s cranpaprusanun npuMensiercsa StandardScaler. OGydenue mpoBoAUTCs Ha JBYX MOAETISX:

RandomForestClassifier (cirydaiinslii iec) — aHaTU3UPYET JTaHHBIE C TOMOIIBIO MHOXKECTBA Jie-
PEBBEB PELICHUIA.

MLPClassifier (MHOTOCIIOMHBINA MEPLENTPOH) — MUCHOIB3YyEeT HEHPOCETh C TPEeMs CKPBITHIMHU
CIIOSIMH.

B ruGpunnoit monenu pesynasrarsl o0beauHenbl: RandomForest nmomyuwnn Bec 0.8, MLP — 0.2.
3T0 MO3BOJWIIO MOBBICUTH TOYHOCTH IPOrHO30B. OLIeHKa MPOBOAMIIACH € IIOMOIIBIO accuracy score,
U UTOTOBasi TOUHOCTh cocTaBmiia 96.07%.

Mogaens coxpansiercs: uepes joblib mon Ha3zBanuem «hybrid modell.PKL», uTo mo3Bomnser ee
MOBTOPHO 3arpy’kaTh M HMCIIOJIb30BaTh. BHICOKAs TOUHOCTH JOCTUTHYTA 33 CYET KOMOMHUPOBAHUS
JIBYX METOJIOB, UTO JIeJIaeT MPOTHO3BI 00Jiee HaIeKHBIMH.

Cpasuenne mozeneii (rivals_model.py)
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Pazpaborana Moiens MAaIMHHOTO 00yUeHHS 17151 KJacCu(UKAIMK TUTIOB TI0YB Ha OCHOBE Xapak-
TEPUCTHK: IIEKTPOIPOBOIHOCTD, INIOTHOCTh, CKOPOCTh P-BoNH 1 rityOuHa.

JlarHble OBLTH 3arpy’KEHBI U TIPEABAPUTEILHO 00paboTansl yepes daiiin CSV.

Mpr paznenuinm naHHble HAa MeTKH (X) U 1eNeByro iepeMeHnyo (y). s neneBoii mepeMeHHO#
ucnons3oBaics LabelEncoder st npeoOpa3oBaHus TEKCTOBBIX 3HaU€HUH B uMci0BOil opmar. [1o3-
ke Habop ObLI pa3zesieH Ha 00yJarolIylo U TECTOBYIO YacTu B mpornopiuu 80/20.

Jannbie 6butH MacTabupoBaHbl ¢ moMotbio StandardScaler s Hopmanuzanuu mMeTok. O0y-
YeHHE MPOBOAMIOCH C UCTIOIB30BAHUEM TpeX Mojieneii: rubpuanoi moaenu (RandomForest + MLP),
XGBoost u Keras. ['ubpuanas Mmoaens Obuia 3arpy:KeHa U3 MpeIBapUTEIILHO COXPaHEHHOTO (aiiia
Y MCTIOJIB30BANIACK LIS POTHO3UPOBaHUs, 00bequHss pe3ynbTarel RandomForest u MHOTOCIIOHOTO
nepuentpona (MLP) ¢ koappunmentamu 0,6 u 0,4.

Mopnens XGBoost Obi1a 00yueHa 5 1epeBbsiM pelieHu, 5 ypoBHAM ITyOUHBI U CKOPOCTH YTe-
Hus 0,001. Monenb Keras cocTosiia u3 Tpex clioeB: BXOAHOTO (64 HelipoHa), CKpbIToro (32 HelipoHa)
1 BBIXOJJHOTO (KOJIM4ECTBO TUMOB M0uBbI). ReLU mcrnonb30Baics B CKPHITHIX CIIOAX U softmax B BbI-
XOIHBIX CIIOAX B KayecTBe PyHKIMH akTuBauu. Onrumuzarop Adam MCTonb30Baics 11 00ydeHHs
Mozenn BMecTe ¢ (DyHKIMeH 3arpar sparse categorical crossentropy. [Iporiecc oOydenust Momenu
Keras npoBoausics cepueit u3 10 3nox u 8§ uaMepeHui.

bbutn mosryueHs! MPOrHO3bl KaX10M MOJEIN U PacCUUTaHbl MTOKa3aTesn TouHoCTH (Accuracy,
Precision, Recall, F1 Score). Taxxe Obla co3gana MaTrpuiia OomrOOK /Ui Kak10i Mozien. Pe3yib-
TaThl CPAaBHEHHSI TI0 METPHUKaM OBbLITH BU3yaTM3HPOBAHBI C TIOMOIIBIO TpaduKa, KOTOPBIN MOKA3bIBAET
tounocTh U F1 Score mis kaxmoit Mmomenu. B pesynbrare Busyanu3anuu ObUIO OOHAPYKEHO, YTO
rubpuanas mozaenb RandomForest + MLP nmocturna makcumanbaoi Tounoct (0,962), XGBoost
nokazan 0,957, a Keras nokazan 0,938 (pucynox 1).

CpapHEHne MORENEA MO METPWLAM
0.957 0957

PFandomFonest+MLP MG Bogst EETHS

Pucynox 1 — CpaBHeHHe Mojienieil 1o MeTprKam

Jis kaxmoit Moziei ObITH COCTABJICHBI TETIJIOBBIE KAPThI MAaTPHUI] OIIMOOK, TO3BOJISIONINE Olle-
HUTH pacrpe/esieHue TPOTHO30B 110 OTHOIIEHUIO K UICTHHHBIM KJIacCaM.

Pucynok 2 npencraniisier co00# TpH TEIIIOBBIE KapThl MAaTPHI] OLTUOOK JUTSl pa3IMIHBIX MOJICIICH
MammHHOTO 00ydeHusi: RandomForest + MLP (cnesa), XGBoost (B mentpe) u Keras (crpasa). I1o
ocH Y OTJIO’KEHBI UCTUHHBIE KJIACCHI, 110 OCH X — MPEJICKa3aHHbIC MOJIEIH KJIACCHI. 3HAYEHUSI BHYTPH
KJIETOK TIOKa3bIBAIOT KOJIMYECTBO OOBEKTOB, OTHECEHHBIX MOJIEIIBIO K OTIPE/ICTICHHOMY Ki1accy, a I[Be-
TOBasi HHTEHCUBHOCTH OTPa)kaeT YacTOTY BCTPEYAEMOCTH TPEACKa3aHU — YeM TeMHee KJIETKa, TEM
0oJIbIIIe 3HAYSHUH TPUXOINUTCS HA JJAHHOE COOTBETCTBUE. DTH TETUIOBBIC KApThl TOMOTAIOT BU3YyalTh-
HO OIICHUTh TOYHOCThH MOJICIICH ¥ BBISIBUTH HarOOJIee YacThIe OMNOKHU KiacCH(DUKAIINN.
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PI/ICYHOK 2 — TouHoCTh MIpOrHo3a npu KHaCCH(bHKaHHH THIIOB I1OYB

Takum 00pa3om, TPOBENEHHOE HCCIEAOBAaHUE TOKa3aJl0, YTO KOMOWHUPOBAHUE HECKOIBKUX
QITOPUTMOB TIO3BOJISIET TIOBBICUTH TOYHOCTH IMPOTHO3A MPH KIACCH(HUKAIIMH THIIOB TI04B. Moerb,
co3nmaHHas Ha ocHoBe KomOmHanu RandomForest m MmHOTOCHOMHOTO TIeprienTpora (MLP), coxpa-
HeHHas kak «hybrid modell.pkl», obecrieunBana moap30BaTeIsiM MaKCUMIIbHYIO TOYHOCTD (0,962).

JlanHas Monenab MPOJEMOHCTPUPOBAJIa BHICOKYIO TOYHOCTh B KJIacCH(UMKALMU THIOB MOYB 3a
cuet oObenuHeHus anroputMoB RandomForest 1 MLP, uto mo3Bonmiio 3peKTUBHO HCIIONB30BaTh
WX CWIbHBIE CTOPOHBI. [lomydyeHHbIe pe3yapTaThl MOATBEPHKIAIOT CIIOCOOHOCTh MOJEIH KOPPEKTHO
00pabarsIBaTh Pa3HOPOIHBIE TaHHBIE U TOUYHO AU((epeHInpoBaTh KIACCHI.

Pucynok 3 moka3piBaeT pacnpeiereHne pa3indHbIX (PU3NYECKHX XapaKTepPHCTUK IPyHTa B Jia-
TaceTe. DJIEKTPOIIPOBOAHOCTh MIMEET aCHMMETPUYHOE pacpeieeHre ¢ HanOOJbIIEeH 4acTOTOH 3Ha-
yeHui okosio 50 MCM/M, TIJIOTHOCTB cocpeioToueHa B ipenenax 1.8—2.2 r/cm?, ckopocts P-BonH fe-
MOHCTPHUPYET ABYXIMKOBOE paclpeiesICHHE, YTO MOKET CBH/IETEIHCTBOBATh O HATMYUU PA3IIUYHBIX
TUTIOB MarepuasioB. [ myOuHa pacrpeneseHa HepaBHOMEPHO, C HECKOJIbKHUMH JIOKAJTbHBIMU MaKCUMY-
MaMH, 9TO MOJKET YKa3bIBaTh Ha CTPaTU(UKAINIO TPYHTA M HAJTMYHE CIIOEB C Pa3HBIMU (HU3HUYECKU-
MH CBOWCTBaMH.

PacnpenenseHWe NpW3IHAKOE B aTaceTe
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Pucynox 3 — Pacnipenenenue npu3HaKkoB B JaTacere

35



HERALD OF THE KAZAKH-BRITISH
No. 4(75) 2025 TECHNICAL UNIVERSITY

Pucynok 4 mpencraBnsier co0oil cTOnO4aTyro nuarpaMMy pacHpesieleHusl KJIAacCOB TIPYHTA,
BKJIIOYasi TOp(, CyINIMHOK, MECOK, W U IIMHY. KaXkKIIplii THIT TpyHTa BCTpEYaeTcs MPUMEPHO O/IMHA-
KOBOE KOJIMUECTBO Pa3, YTO TOBOPUT O COAIAHCHPOBAHHOCTH BEIOOPKU. DTO BAYKHO ISl TIOCTPOCHHS
TOYHBIX MOJIEJIeH MAIIMHHOTO OOYYEeHHsI, TaK KaK PAaBHOMEPHOE IMPE/ICTAaBICHUE KIAaCCOB CHIKAET
BEPOSITHOCTH CMEIICHHUS PE3YIILTATOB.

Poasnpegenenis mnscon (Tan rigytal

Ly

:

P / .

Tean FOHTE

Pucynok 4 — Pacnipesienienre kiaccoB rpyHTa

Mopnens XGBoost oTiinyaercst BBICOKOI THOKOCTBIO M XOPOIIO paboTaeT ¢ peaibHbIMU JIaHHbI-
MH, HO TpeOyeT TIaTenbHOW HaCTpOorKH napameTpoB. OHa 0coOeHHO 3P ekTHBHA TTPU 00pabOTKe
TaOJIMYHBIX JJAHHBIX M CIIOCOOHA BBISIBIISITH CJIOKHBIC 3aBUCUMOCTH, HO IIPH ATOM MOXKET OBITh YyB-
CTBUTEIIbHA K IIIyMY W BBIOpOCaM.

Hetiponnas cets Keras, ucmonb3ytomas METOIBI IITyOOKOTO 00ydeHHsI, CTOCOOHA U3ydaTh CIIOXK-
HBIE MOJIETTH U HAXOIUTH CKPBITHIC 3aKOHOMEPHOCTH. OTHAKO €€ CKOPOCTh 00yYEHHSI OTHOCUTEIIEHO
HH3Kas, 0COOCHHO NpH pabore ¢ OOIBIIMMH 00BEMaMU JAaHHBIX, YTO TPEOyeT 3HAUUTEIbHBIX BbI-
YHCIIUTEIBHBIX PECYPCOB.

D¢ dexruBHOCTS THOPUAHON MOJENN OBLIA JOKAa3aHa, MOCKOJIBKY OHA 0OecreyrBaia BHICOKYIO
HaACKHOCTh W TOYHOCTH, AaBajia CTaOMJILHBIE PpEe3yinbTarbl U YCHICIIHO COYETAJIa MPCUMYIIECCTBA
XGBoost u HeliponHsix cereit Keras.

Pesynbrartel SKCIEPUMEHTOB TOKA3bIBAIOT, YTO THUOpWAHAs MOJENb, KOMOWHUpYOIIas
RandomForest 1 MLPClassifier, 3Ha4nTETbHO MPEBOCXOAUT OTNENbHBIC AJITOPUTMBI MO0 TOYHOCTH
knaccupukanu. KoMOMHHPOBaHHBIH MTOIX0/ MO3BOJISIET YUECTh KaK JTMHEHHBIE, TAK M HEJIMHEHHbIC
3aBHCUMOCTH MEXK]y XapaKTePUCTUKAMHU TIOYBbI, YTO MIPUBOJUT K CHUKCHHUIO OIMIMOOK KiIaccupuKa-
1un. [IpoBeneHHbIN aHaTH3 MAaTPHUIBI OIIMOOK TOATBEPAMII, UTO MPEATIOKESHHAS MOJIETh 00eCIeun-
BaeT Oosiee cOaTaHCHPOBAHHOE PACIIpeNleICHHE MPEICKa3aHuid, YTO 0COOCHHO Ba)KHO IPH paboTe ¢
Pa3HOPOIHBIMU TaHHBIMH.

Kpome Toro, uccnenoBanue mnoxasano, YTO UCTIOJIB30BaHKUE MTPEIBAPUTEIBHON 00paOOTKH JaH-
HBIX, TAKUX KaK HOPMaJIM3alUs U yIAJICHUE BHIOPOCOB, MOJOKUTEILHO CKa3bIBACTCS HA TOYHOCTH
mojenu. CpaBuenne ¢ XGBoost u Keras nmponemoncTpupoBaio, 4to rudpuaHas Moaens obecre-
YUBACT HE TOJIBKO BBICOKYIO TOYHOCTb, HO U YCTOﬁqHBOCTB K U3MCHCHUIO MapaMETPOB JaHHBIX. B
Oy/yIeM IUTaHUPYETCs! UCCIIE0BAHNE BIIMSIHUS TOTIOTHUTEIBHBIX Te0(U3NIECKUX XapaKTePHCTUK
Ha Ka4eCTBO MPEJCKa3aHUi ¥ TECTHPOBAHUE MOJIEIT Ha HOBBIX BBIOOPKAX.
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3akiouenue

B nannoii pabore npemyiokeHa ruOpuIHas MOAETh MAITMHHOTO 00y4YEeHHsI, COYETA0Ias ajro-
puTMBI citydaitHoro sieca (Random Forest) n MmHOTOCTOMHOTO TeprienTpoHa (MLP) mis kmaccnduka-
IIUM TUIIOB 1T0YB. Pa3paboTaHHbIN MOAXO0 TO3BOJIIII JOCTUYb BBICOKOM TOUHOCTH NMPOTHO3UPOBAHUS
(96,07%), uro nemoHCTpHUpyeT 3(h(HEeKTUBHOCTH KOMOMHALIMH aHCaMOJIEBBIX METOAOB U HelpoceTen
IIpU aHAJIM3€ MOYBEHHBIX XapaKTepPUCTUK. B Xo/e nccnenoBanys NpoBeeHO CpaBHEHHE ¢ aJlbTepHa-
TUBHBIMU MeTOoAamMu, TakuMu kak X GBoost u Keras, moaTrBepskaatoiiee npenMyIiecTBO MpeIIokKeH-
HOM MOJIEJIM B YCTOMUMBOCTU U TOYHOCTH MPEACKAZAHUM.

CpaBHUTENBHBIN aHATN3 MTOKa3aJjl, YTO THOPUIAHBIN TTOXO0 IPEBOCXOIUT TPATUIIMOHHBIC aJTo-
pUTMBI, 0OecnieunBas 0ojee TOYHbIE U Ha/IeXKHbIE pe3ynbTarhl. [I[puMeHeHne MeTpuk accuracy _score,
Precision, Recall u F1-score moaTBepauio, 4To NpeanoKeHHbIH METOI CTAOUIBHO AEMOHCTPUPYET
BBICOKHE MTOKa3aTeu KauyecTBa Ki1acCu(uKaluu.

B nanpheiiiem npeanonaraercs yinydlieHHEe MOJENN IyTeM ONTUMHU3ALNUU TUIIEPIIapaMeTpoB,
pacummpenus Habopa JaHHBIX U TECTUPOBAHUS HA APYTUX reorpaduveckux peruoHax. Buenpenue
MPEUIOKEHHOTO ITOIX0/1a MOYKET CIIOCOOCTBOBATH PA3BUTHIO aBTOMATU3HUPOBAHHBIX CHCTEM MOHHUTO-
pHHTa ITOYB M MOBBICUTH TOYHOCTh T€OTEXHUUECKUX MTPOTHO30B B PA3IUUHBIX c(hepax MPUMEHEHHS.
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TONBIPAK TYPJAEPIH )KIKTEY YIIIH MAIIUHAJBIK
OKBITY/JBIH TMEPUATI MOJEJIH KOJJIAHY

Angarna

By xywmbicra RandomForestClassifier s;xone MLPClassifier anropurmepin 01piKTipeTiH TOIBIpaK THIITEPiH
JKIKTEyTe apHaIFaH MalTUHAIBIK OKBITYIBIH THOPUATI MOIETI YCHIHBUIABI. O3IpICHTCH TOCLI aHCaMONBIIK dIic-
TEPIiH KOFaphl MONIITIH HEHPOHIBIK KETMUIePIiH Kypaeli OCHCHI3BIK TOYSNIUTIKTEPAi aHBIKTAy MYMKIiHIITIMEH
yinectipeni. bacTankpl nepekTep peTiHAe JEKTP OTKI3TIIITITi, THIFBI3ABIFBI, P-TONKBIHIAPBIHBIH Tapaty >KbLI-
JIAMJIBIFBI JKOHE JKaTy TEPeHJIIT KOpCeTKIMTepl maiaananbuiasl. Moaesb/ii OKbITIIaC OYpBIH AEPEKTep aJ/IbIH alla
OHJICJIIN, ayBITKYJIAp JKOMBUIIBI, CTAHAAPTTAY JKOHE KaTeropusuIbIK Oeirinepal koxray »kyprizinai. [mdpunrik ap-
XHUTEKTypa €Ki MOJEJIb/IIH HOTIKEJIEPiH TYpill caIMaKTapMeH OIpiKTipim, IKTey AQJIriH OHTaWIaHABIPIbL. ¥ Chl-
HbUTFaH Tocuiniy tuiMainiri XGBoost skoHe Keras cHsKThI Oamamalbl allTOPUTMACPMEH CaJBICTHIPBUIIBI JKOHE
Accuracy, Fl-score, Precision, Recall merpukamapbl KOMgaHBUIABL. 3epTTEy HOTIDKENEPI THOPHUATIK MOIEIbBIIH
96,07% nonuikke *KETKeHIH KOPCETTi. ANIBIHFAH HOTIDKENEP re0(pU3UKANBIK AEPEKTEPMEH KYMBIC iCTey Ke31He aH-
caMOITb/TiK KoHEe HEHPOHBIK /ICTEp/iH KOMOMHAIMSCH HEFYPJIbIM TYPAKThI XKOHE CeHIM/II Ookamaap OepeTiHiH
Jonenieii. ¥ ChIHBUIFAaH MOJIENbl TEOTEXHUKAIIBIK 3epTTeyiepe, KYPbUIbICTa, aybll IIapyallblIbIFbIHAA JKOHE
9KOJIOTHSIJIBIK MOHUTOPUHITE KOJIIaHyFa 00Jabl.

Tipexk ce3mep: MalIMHAJBIK OKBITY, TONbIpaK Kiaccupukauuscel, rudpunri monenb, RandomForest,
MLPClassifier, reopu3nKaibIK mapamMmeTpiep, ancaMOIIbIiK 9/1icTep, HEHPOHIBIK JKEILIep.
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APPLICATION OF A HYBRID MACHINE LEARNING
MODEL FOR SOIL TYPE CLASSIFICATION

Abstract

This article presents a hybrid machine learning model designed for soil type classification based on the analysis
of geophysical characteristics. The proposed model combines two algorithms — RandomForestClassifier and
MLPClassifier — integrating the high accuracy of ensemble methods with the ability of neural networks to capture
complex nonlinear dependencies between parameters. The input dataset included indicators such as electrical
conductivity, density, P-wave propagation velocity, and burial depth. Prior to training, data preprocessing was
performed, including outlier removal, standardization, and categorical feature encoding. The hybrid architecture
allowed the integration of results from both models with different weights, optimizing classification accuracy. The
effectiveness of the proposed approach was compared with alternative algorithms such as XGBoost and Keras using
metrics including Accuracy, F1-score, Precision, and Recall. The hybrid model achieved an accuracy of 96.07%,
outperforming individual algorithms. Visualization of confusion matrices provided insights into class distribution
and model robustness. The results confirm that combining ensemble and neural methods ensures more stable
and reliable predictions when working with geophysical data. The developed model can be effectively applied in
geotechnical studies, construction, agriculture, and environmental monitoring, enhancing analytical efficiency and
reducing the need for costly laboratory testing.

Keywords: machine learning, soil classification, hybrid model, RandomForest, MLPClassifier, geophysical
parameters, ensemble methods, neural networks.
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KOMIIJIEKCHAS METOAUKA BBISAIBJIEHUA U AHAJIM3A UHIOUAEHTOB
BE3OIIACHOCTH B BECITPOBOJHBIX CEHCOPHBIX CETAX

AHHOTALUA

Crarbs mocBsIIeHa BorpocaM kudephuszngeckoit 6ezomacHoctr 6ecpoBonHbix ceHcopHBIX cetelt (BCC). Co-
BpemenHbie BCC ysI3BUMBI K IMPOKOMY KJIACCy arak, Takux Kak sinkhole u wormhole-ataku, aTaku «4ejI0BEK I10-
CCPCANHC», aTaK! MMOAMEHBI JaHHBIX, YHUBCPCAJIbHBIC CETCBLIC aTaKu U AP. Ha IMMPaKTUKE BO3SMOKXHOCTH I10 3aIUTC
BCC ot nanHOro BH/1a arak 3aTpyIHEHbI BCICACTBUE Pa3HOOOPa3Hsi BOSMOXKHBIX BO3JCHCTBUH, Y3KOCIICIIUAIN3UPO-
BaHHOM HaNpaBIeHHOCTH HHPPACTPYKTYPHI M OTPAHUUCHHOCTH PECYPCOB y3JIOB CeTH. B HacTosei crarbe mpen-
JlaraeTcsi KOMITIEKCHAs METO/IMKA BBISIBIICHHsT MHIMICHTOB Oe3onacHocT B BCC mist addextrBHOrO 00HApY)KEHUS
aTak ¥ pearupoBaHMUs HA MHIMJICHTBI, YTO MO3BOJUT MUHMMHU3UPOBATH MIOTEHIMAIBHBIN yIliepO U odecrnednTs Oec-
nepeboitHyto paboTy Takux ceTeid. K anemMenTaM HOBU3HBI METOIMKA OTHOCUTCS €€ KOMIUIEKCHOCTh, CIIOCOOHOCTh
BBIBIIATH Pa3HOOOpasHble KHMOephu3nyeckue BO3ICHCTBHS U 00ECIIEUMBATh BBHICOKYIO TOUHOCTh M IOJHOTY 00-
Hapy>KCHHs] MHINACHTOB, YUUTHIBAsI PACIPEICNICHHYIO CTPYKTYPY M JIMHAMUKY M3MEHEeHHH B cocTtase y3110B bCC.
Meronnka anpobupoBaHa Ha (parMeHTe ceTH, PyHKIMOHHUPYIOIIEH Mo mpoTokony ZigBee /Ui KOHTpoJs Xapak-
TEPUCTUK COCTOSIHUSI aTMOC(HEPHOTO BO3/yXa MPOMBIIIJICHHOT0 00beKTa, ropojia. Paspaborannasi MeTouka Oyaer
CII0cOOCTBOBATH MOBBIIICHAIO KaueCTBA M CBOCBPEMEHHOCTH OOHAPYKEHISI HHITUICHTOB O€30MacCHOCTH B Oectpo-
BOJIHBIX CEHCOPHBIX CETSIX, YTO IMO3BOJIUT YIIYUIIUTh YCTOWYMBOCTh CETeW K BHEITHUM U BHYTPEHHHUM 3JI0HAMEPEH-
HBIM BO3JICHCTBHUSM U MPEIOTBPAIIATE [UIUTEIIbHBIC TIEPeOoU B paboTe HHPPACTPYKTYPHI B CIyYae YCICIIHBIX aTak.

KaroueBrnie ciioBa: 6CCHp0BOI[Ha${ CCHCOpHAad C€Tb, MHIIUACHT 6630HaCHOCTI/I, BBISIBJICHUE, MOJACIIUPOBAHUC,
MCTO/IHKA.

BBenenune

B nacrosimiee Bpemst npoOiemarnka kudeppusndeckoir 0€30macHOCTH OeCTIPOBOTHBIX CEHCOP-
HbIX ceteld (BCC), u BhISIBIECHUS U aHAJIN3a UHIIMJIEHTOB O€30M1aCHOCTH B YACTHOCTH, NPEICTABISET
KpaifHe Ba)KHBIH IUIACT aKTyaJbHBIX HAYYHO-TEXHUYECKHX 3a]ad, TpeOyromux 3PPpeKTUBHBIX MOI-
XOJIOB K UX pelIeHHI0. B mepByo ouepeab 3TO CBsI3aHO C Bce 0o0Jiee NIMPOKUM PacipOCTpaHEHUEM
JaHHoro Buaa 6ecrnpoBoanbix cereil. BCC HauMHAIOT UCIONB30BaThCs MPAKTUYECKU TOBCEMECTHO,
HayuHasi 0T MOHUTOPHUHTA OKPY>KAOILEH CpeJibl M 3aKaHYMBAsl yIIPABICHUEM ITPOMBIIITIEHHBIMH IIPO-
eccaMu U MEAMLIMHCKUMHU MPUIIOKEHUSIMH B PAMKaX MHyCTPUAIbHOIO MHTEPHETA BELIEH, UTO Jie-
naet bCC npuBnekaTeabHbIMU 00BEKTaMU JUIsl IPOBEIECHUS aTaKyIOIIUX BO3ACHCTBUIA CO CTOPOHBI
3J1I0yMBIIIJIEHHUKOB.

ITo cpaBHEHHIO C TPOBOAHBIMH U OECTIPOBOHBIMH CETSIMHU OOIIETO Ha3HAYCHUS, PA0OTAIOIIUMHU
no nporokonam TCP/IP, criermanu3upoBanHbie OECIPOBOIHBIE CEHCOPHBIE CETH, (YHKIUOHUPYIO-
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e 1o npotokosiam LoRa, LPWAN, ZigBee u np., moaBepKeHbI 0ojiee 3HAYUTSILHOMY YUCITY U
OonpiieMy pazHoOOpa3Hio yrpo3 Kubepdusnueckolr 0€30MacHOCTH, BKIIOYAIONINM aTaKH, CBSI3aH-
HBIC C HAPYIICHUEM MapIIpyTH3AIMK B CETH, TAKUMH Kak sinkhole n wormhole-ataku, He Xapakrep-
HBIC JUTS TPAIUITMOHHBIX ceTel obmero HasHayeHus [ 1]. [Ipu atom, kak mpasmito, BCC Takxke ocra-
IOTCSI TIO/IBEP’)KEHHBIMH TAaKUM BHJIAM aTaK, KaK aTaK! THIIA «UEJIOBEK MOCEPEeTUHE», CITy(PUHT-aTaKH,
aTaky O0TKa3a B 00CITY)KMBAaHUH, XapaKTEPHBIE IJIsl pa3IMYHBIX BUIOB CETEH.

OrpaHn4eHHOCTb pecypcoB yCTpoHcTB y310B BCC, B TOM 4Hciie SHEPropecypcoB, pecypca ome-
paTUBHOW MaMATH, BEIYHUCIUTEFHBIX MOITHOCTEH, 3aTPy/AHSACT BHEAPEHHE CIOKHBIX KpUMITOrpadu-
YECKUX aJITOPUTMOB U METOJIOB 3aIlUTHI, UTO yBennuuBaeT ys3BuMmoctb bCC mepen atakamu [2].
BwMmecre ¢ TeM ¢ yBenmMUeHHEM YUCIIA YK3EMIUISIPOB y3JIOB B CETH YIpaBIeHHE 0€30MacHOCThIO, KaK
NpaBUIIO, CTAHOBUTCS cioxHee. [loaToMy HeoOxoauMo pa3pabarsiBaTh 3((HEKTHBHBIE CITOCOOBI 00-
HapYXXEHUS aTaKk M pearupoBaHUs HA MHIUIACHTHI IS TOTO, YTOOBI MUHUMHU3HUPOBATh yIIepo OT Ta-
KHX aTak 1 o0ecneunTh Oecrepe0oiHy0 U KHOepyCTOMINBYIO paboTy OeCIpOBOIHOM CETH.

BecripoBoHbIe CEHCOPHBIE CETH MMPUMEHSIOTCS B COBPEMEHHBIX KPUTHUECKU BaYKHBIX 00JIACTAX,
TaKUX KaK TEJIEMEIMIMHCKHE CHCTEMBI, TPAHCIOPT, JIEKTPOIHEpreTHKa u Qusmueckas Oe3orac-
HOcTh [3]. Hapymienne paGoThl TaKMX CETEH MOXKET MPUBECTU K CEPbE3HBIM MOCIEACTBUSAM, B TOM
YHUClie K yrpo3aM HapylIeHHH TpeOOBaHHMA IKOJIOTUYCCKON, MEIUIIMHCKON, TPAHCIIOPTHOW U TIPO-
MBIIIICHHOM 6e30macHoCTH. [IpH 3TOM B yCIOBUSX CTPEMHUTENBHOTO Pa3BUTHS COBPEMEHHBIX TEX-
HOJIOTUH, TaKUX KaK MalIMHHOE 00y4eHHe, NCKYCCTBEHHBIH MHTEIUICKT, OOJIbIINE TaHHBIE, HHTEP-
HET Belllel, BOZHUKAET HEOOXOAUMMOCTh ONTUMHU3HPOBATh U aJallTUPOBATh CYLIECTBYIOLIUE METO/IbI
aHaJIM3a MHIUICHTOB U Pa3padOTKH HOBBIX MOAXOOB, YUUTHIBAIOMINX 0COOCHHOCTH COBPEMEHHBIX
TEXHOJOrn4eckux pemenuil. [lomumo storo, pasnuunas uHpopmamms, nepeaasaemas B bCC, 3a-
YacTyI0 COACPKUT KOH(UICHIINANbHBIE TaHHbIE, KaK, HAPUMED, KypHAIIbI COOBITHI 0€30MacHOCTH
BCC. IToaTOMy Ba)XKHO MpeAOTBpaLIaTh YTEUKH U HECAHKIIMOHUPOBAHHBIN JOCTYN K TAKUM JAHHBIM,
OHOBPEMEHHO 00ecIeunBasi UX ETOCTHOCTh U KOH(PUACHIINATBHOCTb.

OtmeTuM, 4TO NOTPEOHOCTh B KOMIUIEKCHOCTH HEOOXOAMMBIX CPE/ICTB BBISBICHUS U aHAJIN3A
uHnuaeHToB 6ezomnacHoctd bCC obycnaBnuBaercst pa3HooOpazneM (akTopoB, KOTOPbIE HEOOXOIH-
MO YYHTBIBATH B Ipoliecce OOHapyKEeHUsI MHIMJEHTOB [4]. B yacTHOCTH, TpY BBISIBICHUN UHIIH]ICH-
TOB 0€30MacCHOCTH HEOOXOAMMO paccMaTpUBaTh BCE OCHOBHBIE M3BECTHBIE BHUIBI yTPO3, KOTOPHIM
HOZIBEprKEHa IienieBast OecrpoBoHas ceTh. K TakuM yrpo3am OTHOCSTCS yTpO3bl HapyIIeHHs KOH(pH-
JCHIIMAIBHOCTH, BKIIOYAIOIINE PACKPBITHE CEKPETHON MH(OPMAINH, HAPUMEP TepexBaT JaHHBIX.
Taxke JOHKHBI YUUTBIBATHCSI YIPO3bI LIETOCTHOCTH, B TOM YHCIIE€ CBA3AHHBIE C U3MEHEHHEM WIIU
pa3pylLIeHHEM JaHHbIX, K IPUMEpY, MOAJENKa JaHHBIX, a TAKXKE Yrpo3bl JOCTYIMHOCTH, BKIKOUYAIO-
1€ OrpaHUYEHHE JOCTYyIa K CEpBUCAM WM pecypcaM, HallpUMep, YHUBEPCAJIbHBIE CETEBBIE aTaKH,
takue kak DoS-araku [5]. Kpome Toro, Heo0XonumMo yuuThIBaTh pa3indHbIe TPOU3BOIHBIE YTPO3HI,
00BbEAMHSAIONINE OTHOBPEMEHHO HApYIIEHNE HECKOIBKUX CBOMCTB O€30MacHOCTH.

OTMeTHM TakXke, 4TO MPOLECC BBIBICHHS MHIUICHTOB JOJKEH OXBaThIBaTh KAK aKTUBHBIE aTa-
KH, KOTOpbIe BMEIIMBAIOTCS B pa0OTy CETH, B TOM YHCIIE BHEIPEHUE BPEIOHOCHOTO MTPOrPaMMHOTO
oOecrieyeHus], TaKk U MACCUBHBIE aTaKH, BKIIOYAIOIINE HAOIIOEHUE 32 CETEBOW aKTHBHOCTHIO 0e3
KaKoro-1100 3HaYMMOTO BMEIIaTeNbCTBa B npouecc ¢pyHkiuuonupoBanuss bCC u oTaeIbHBIX ee y3-
70B [6]. BmecTe ¢ TeM 0OHapyKeHHE aTaKylOIIMX BO3ACHCTBUN OMKHO OXBaTbIBaTh PA3JINYHBIC
aTaky, OTIMYAIOLIMECs MacITa0OM PAcIpOCTPAHEHM I, HAUMHAs! OT JIOKAJIU30BAHHBIX aTak, 3aTparu-
BAIOIINX OT/EJIbHBIE Y3JIbl UM CETMEHTHI CETH, M 3aKaH4MBasi 0ojee MacIITaOHBIMU BO3ICHCTBUS-
MU, OXBAaTbIBAIOIMMH B TOM YHUCIIE BCIO OECIIPOBOJHYIO CEHCOPHYIO CETh WM 3HAYMMYIO €€ YacTb.
[To yacTn 0OBEKTOB MPUIIOKEHHS BO3/ICHCTBHIA BBIJICIISIOTCS aTaKH, HAIIPABJICHHBIE HA KOHKPETHBIE
YCTPOICTBA CETU, CEHCOPBI, UCIIOTHUTEIbHBIE MEXaHU3MBbI Y3JI0B, aTaKl Ha KaHAJbl CBS3H, Halle-
JICHHBIEC Ha HapyIIeHHEe KOMMYHUKAIIMH MEX/Ty y3JIaMH, a TaKXKe BO3/ICHCTBHA HA HH(PACTPYKTYPY,
BKJTIOYAIOIIYIO CEPBEPHI, CHCTEMBI YIIPaBJIeHUs 0a3aMU TaHHBIX U JPyTUE CYITHOCTH.

[To MeTomam peanu3anuu aTak BBIACISIOTCS, BO-NIEPBBIX, aTaKH, BKIIOYAOLIUE B IIEPBYIO OUe-
pens anmaparHble, pu3nyecKue BO3eCcTBIS Ha 000pyI0BaHNe, K TPUMEPY, KpaKy YCTpOicTBa y31a,
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HOBpEXIAeHNE ceHcopa [7]. Bo-BTOphIX, yUnThIBaeTCS BO3MOKHOCTD BO3/ICHCTBUI HAa MPOTPaMMHOE
o0ecrieueHune, SKCIUTYaTUPYIONINX W3BECTHBIC BUIBI YSA3BHUMOCTEH B MPOTPAMMHOM O0€CIICUEHUH,
BUPYCHI, SKCIUIOUTHI [8]. B-TpeThHX, YUUTHIBAIOTCS TaKkKe Pa3iU4HbIe KOMOMHHPOBAHHBIEC, B TOM
YrcJie MHOTOLIATOBBIE aTaKH, OOBeTUHSIONINE BO3ICHCTBUS ammapaTHO-QU3HIECKOTO U IPOrpaMM-
HO-WH(pOPMAITMOHHOTO XapakTepa [9].

KommuiexcHocTh mponieccoB oOHapyxenus arak B BCC cBsizana Takke ¢ moTpeOHOCThIO B TU-
(epeHIanuy atak B 3aBUCUMOCTH OT YPOBHS BO3MO)KHBIX PUCKOB U MPEATOIaraeMoro yuepoa ot
HuX [10]. MoryT paccMaTpuBaThCsi HE3HAYUTENBHBIE TTOCIIEACTBUS, TAKUE KaK OTKIIOUCHHUE SMHNY-
HOTO y3J1a, BpEMEHHas [OTeps I0CTyIa K OnpeaeTIeHHoMY cepBucy. [IpuMep nocnencTsuii cpenHero
MmacmTada — BpeMeHHas OTepsi JOCTYIMHOCTH K CETMEHTY CETH, TOT/Ia KaK 3HAYUTEIbHbIC TOCIIe-
CTBWSI, HAITPUMEP, BKIIIOYAIOT NIepeXBaT yNpaBieHHUs U BHEAPEHHE BPEJOHOCHOTO KO/Ia B IPOTPaMM-
HOe obecrieueHue OOIBIIOT0 YUCIIA Y3JI0B CETH C IMOTepei paboTOCIIOCOOHOCTH BCEil CETH.

[To wcTOYHMKY BOILIOIMIAEMOW YTrpoO3bl HEOOXOAMMO YUYHUTHIBATH KaK aTakKH, OCYIIECTBISECMbBIC
U3BHE, TaK ¥ BO3ACHUCTBHS, MPOBOANMBIE HETIOCPEACTBEHHO CO CKOMITPOMETHUPOBAaHHBIX y3710B bCC.
[Tpu 5TOM B COOTBETCTBUU C dTanamu ku3HeHHOro 1uKkina BCC BbAEISIOTCS MPOSBIEHUE aTaKyro-
MIMX BO3JEHCTBUI Ha dTanax pa3paboTKH, pa3BepThiBaHus U npoektupoBanus bCC, Ha sTame sKc-
ryararmu BCC, a Taxke npu 0OHOBJICHHWU NMPOTPAMMHBIX MOy M HACTPOEK CETH M TeXHHYe-
CKOH Mmoaep Kk ()yHKIIMOHUPOBAHHSA. Y UUTHIBAIOTCS TAKXKe CTETIEHb CKPBITHOCTH aTakd U €€ Mpo-
SIBJICHUSI, KOTOPBIE 3aBUCST B TOM YHUCIIE OT PA3JIMYHBIX Ia0IOHOB M CTATUCTUYECKHUX pacIperene-
HUH TPU3HAKOB (PYHKIIMOHUPOBAHUS MIPHU HOPMAJIBHBIX U aHOMAJIBHBIX OTEPAMOHHBIX CLEHAPHIX
YCTPOUCTB OecTipOoBOIHON CeHCOpHOH ceTu. K 3HaunMbIM (akTopam, yueT KOTOPBIX Iesiecoo0pas3eH
JUTs1 KOMIUIEKCHOTO OOHapy KeHUsl HHIIUIeHTOB Oe3onacHocTH B BCC oTHOCATCS Takke opraHu3ai-
OHHAs U TEXHUUYECKas CIOXKHOCTH [11] oOHapykeHus aTak U CBSI3aHHAS C TUM CTETIEHb aBTOMATH-
32U} BBISIBJICHUS HHIIUIEHTOB 0€30MaCHOCTH, ONPEAEIIAIoNas 00beMbl BOBJICUCHHUS YEIIOBEYECKOTO
pecypca ornepaTopa CeTH W/HIIN y4acTHsI SKCIepTa o kuobepdusnueckoit 6ezomacHoctu [12].

[Tomumo 3TOTO, OOHApPYKEHHWE WHIUIEHTOB OE30MaCHOCTH JOJDKHO YYHTBHIBATh CHENU(UKY
creHapus (GYHKIMOHUPOBAHUS CETH, YCIOBHUS M OTPaHUYEHUS 10 ee pacmmupsemoctu [13], momy-
CTUMOCTH U3MEHEHHUH MPOCTPAHCTBEHHOTO MECTOMOJIOKEHHS Y3JI0B CETH, U3MEHEHHUI CETEBOU TO-
nonorun bCC [14—15], Hanmuume 3HEpropecypcoB U 0COOCHHOCTH MX PAcXOJO0BaHHS B TPOIECCE
HOpMaJIBHOTO (pyHKITMOHUpOBaHUS [16].

B nacrosiiiee BpeMsi OIMyOJIMKOBAaH PsAJl HAYYHO-HUCCIIEIOBATENLCKUX PA0OT, (HOKYCHUPYIOIIUXCS
B MIEPBYIO OYEpeab Ha BOIMPOCAX OOHAPY)KEHHsI aHOMAJIHH B (PYHKIIMOHHPOBAHUHU OECIIPOBOIAHBIX
ceHcopHbIx cerel [17—19], Ha Bompocax BBISIBIEHUSI YHUBEPCAIbHBIX CETeBbIX artak Ha y31bl BCC,
Takux Kak paznmnanble flooding-araku u araku ckanupoBanus [20—21], aTaku HapyIIEHUS TPOLIECCOB
uaeHTudukanuu y3noB u Mapmpytusanuu B BCC, takue kak wormhole-ataku, sinkhole-araku u
Sybil-araku [22-24], ataku uctomieHus sHepropecypcoB y3inoB bCC u npyrue. [Ipu 3ToM netanb-
HBII aHAJIHM3 JTUTEPATYphl B TaHHON MPEIMETHON 00NacTH BBISIBHII CYIIECTBEHHYIO HEXBATKY IOJ-
XOJIOB M KOHKPETHBIX METOJIMK M0 KOMITJIEKCHOMY BBISIBJICHUIO MHIIMJCHTOB O0€30MMaCHOCTH B TaKUX
CETAX, KOTOPBIE MOIIIN ObI MPUMEHSATHCS HA MPAKTHKE JJIs TIOBBILICHUST OCBEJOMIIEHHOCTH 00 ypOB-
He Oe3onacHocTi BCC B mprMeHeHHH K MIUPOKOMY CIIEKTPY 00JacTeil MPUIIOKESHUH.

OCHOBHBIM BKJIaJIOM HACTOSIIEH PaOOTHI SIBISETCS MpeAIoKeHHAst METOMKA BbISIBICHHS U aHa-
J¥3a MHIUACHTOB 0€30MacHOCTH B OECIPOBOTHBIX CEHCOPHBIX CETSAX, KOTOpasl anpoOMpoBaHa Ha
¢parmente BCC, ¢pynkumonupyromei mo nporoxony ZigBee i KOHTPOIIS XapaKTePUCTHK COCTOSI-
HUSI aTMOC(EPHOTO BO3IyXa MPOMBIIIJIEHHOTO 00BEKTa, TOpo/a.

K anemMenTamM HOBU3HBI TaHHOH METOTUKU MOXKHO OTHECTH €€ KOMITJIEKCHOCTh i OPHEHTHPOBAH-
HOCTh Ha BBISIBIIEHHE HMIMPOKOTO Kilacca KHOepPHU3MUECKUX BO3ACHCTBUI B YCIOBUSIX JOCTHKCHUS
BBICOKMX 3HAYCHHWH TOKa3zaTeJel TOYHOCTH U TOJHOTHI OOHAPYKEHUS MHIUICHTOB C Y4E€TOM pac-
npeeseHHoro xapakrepa ananusupyemoit bCC u muHaMU4ecKoro M3MEHEHHUsl COCTaBa €€ Y3JIOB.
[TomMumoO TOBBIIIEHHST YPOBHS KuOepdu3ndecKkoil 6e30MacHOCTH Ha MPAKTHUKE CIeT0BaHUE JaHHOU
METOJUKe Oy/IeT TaKkKe CIOCOOCTBOBATh CHI)KEHHIO PUCKOB BO3HHUKHOBEHHSI HHIIUICHTOB Oe3011ac-
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HOCTHU ¥ ONTHMHU3AIIUH CTPATETUH 3aAIIUTHI, COOTBETCTBYIONIECH YCIOBHAM U TpeOOBaHHUSIM Oe301ac-
HOCTHU KOHKPETHOH OecripoBOIHON MH(PACTPYKTYPHI.

OcraBmiasics 4yacTh CTaThi OpPraHU30BaHa CIeayronM odpasom. Pasnmen 1 mocssimien aHamu-
3y OCHOBHBIX BHJIOB MHIUCHTOB Kubepdusnueckoit 6ezomacHoctu BCC. B pasnene 2 packpbiBa-
€TCS CYyITHOCTh METOJMKH, B TOM YHCJIE OCHOBHBIE MpENbIBIsEMbIe K Hell TpeOOBaHUS M CTAAUU
MeToaukH. B pasgene 3 onmcebiBaeTcs ucnonb3oBaHus MeToauky Ha npumepe BCC ans koHTpois
XapaKTePUCTUK COCTOSIHUSI aTMOC(HEPHOTO BO3/AyXa MPOMBIIUIEHHOTO 00bEKTa, TOPOAa C HMCIOIb-
30BaHMEM MHKPOKOHTPOJIIEPOB, JATYMKOB M JPYTOTO IEKTPOHHOTO 000pyaoBaHus. B 3akmoueHue
MO/IBEJICHBI OCHOBHBIE UTOTH U C(HOPMYIHUPOBAHbI NAJTbHEHININE IAard M0 JaHHOMY HaIrlpaBJICHUIO
HCCJIEIOBAaHNN.

AHanm3 MHIKICHTOB O€30MaCHOCTH B O€CITPOBOIHBIX CEHCOPHBIX CETSIX

[TpoBeneHHbII aHaIN3 aKTyaJbHBIX MAaTepPHAJIOB B IPEIMETHOI 00JacTH UCCIEIOBAHUS TO3BO-
JIMJT BBISIBUTH CIIEIYIOIIHE OCHOBHBIE BHJIbI MHIUICHTOB KHOephu3nueckoil 6e30macHoCcT B Oec-
IPOBOJHBIX CEHCOPHBIX CETSIX, OXBAaTHIBAIOIINE IIUPOKUN CHEKTP NOTEHIHMAIBHBIX YIpo3, HallpaB-
JICHHBIX B TOM YHMCJIC Ha HapyIIeHHe KOH(PHUICHINATBHOCTH, [IEIOCTHOCTH U JOCTYIMHOCTH JaHHBIX
B Takux ceTsax (tadbmuma 1). OrMeTnM, 9To KOHKpETHBIH HHIUACHT B BCC MOXET OMHOBPEMEHHO
UMETh IPU3HAKU HECKOJbKUX IPUBEICHHBIX B Tabnuie | BuaIoB MHIKIAEHTOB. BMecTe ¢ Tem mepe-
YHUCIIEHUE yKa3aHHBIX BUJOB MHILUJCHTOB HE SBISETCS MOJIHBIM, & OTOOpaKaeT JHILb OCHOBHBIE,
HanOoJee aKTyaIbHbIEe BUJIbI TPOSIBICHHH.

Tabmuna 1 — OcHOBHBIC BUIBI MHITMICHTOB KrOepdu3ndeckoit 6ezonacaoctu B BCC

Ne By unmunenra Omnucanue TTocnencTaus
1 VYTeuka qaHHBIX C y371a HexonTponupyemoe VYTeuka KOH(DUICHIIUATBHBIX TaHHBIX
CEHCOpHOI ceTn pacrnpocTpaHeHue MOXKET PUBOJUTH K (DUHAHCOBBIM
YYBCTBUTEIHHON HH()OPMALIAN O | TIOTEPSIM, PEITy TAIIHOHHBIM
COCTOSIHUH y3J1a CeTH M3epIKKaM WA IPYTHM HeTaTUBHBIM
MO CIIEACTBUSIM
2 | Hapymenwne nienoctHoctn | HecaHKIMOHWpOBaHHOE CHIKEHHE TOCTOBEPHOCTH TAaHHEBIX B
JTaHHBIX HW3MCHEHHUE JaHHBIX, BCC, HenpaBMWIIbHBIC U HEONITUMAIIEHBIC
MIEPEAATONINXCS MEXKTY Y3TIaMU penieHust, IpHHIMAaeMbIe B POIIecce
ceTH pearupoBaHUs Ha COOBITHS U
HMHIUICHTHI 0€30MaCHOCTH
3 | Ortka3 B o0CIyKUBaHUU [Iponomxkatomiasics Bo BpemeHn | Hapymienne HOpManbHOTO
neperpys3ka KOMMYHUKAIIMOHHBIX | (yHKunonuposanus bCC, BHeceHHe
KaHAJIOB CCTH, MIPUBOJSAIIAS K 3aJIepKEK B MPOIECC KOMMYHUKAIIHH,
HEIOCTYITHOCTH Y3JI0B CETH U morepst HparMeHTOB JaHHBIX,
MIPEOCTABIIEMBIX CEPBUCOB IUPKYTUPYIOMIUX IO CETH
4 | HecaHKIIMOHHPOBAaHHBIN Henerutumuoe nponnkaoBerne | [loTepst mocTymna u KOHTPOIS HaT
JIOCTYTI aTaKyIOIIETO B CETh C IENBI0 y3namu BCC u ux pecypcamu

MOJTyYEeHHMs I0CTyIIa K pecypcam
Y370B ¥ UX UCIOIB30BaHUS, B
TOM 4HCJIE ATl MOCTIETYOIUX

arak
5 HecankuuonupoBaHHas [Nepenaya MmoxnduumpoBaHHbIX 1 | [IprHATHE OMIMOOYHBIX pelIeHNI Ha
Moan(pUKanUs JTaHHBIX CKOMITPOMETHPOBAHHBIX JAHHBIX | OCHOBE HEKOPPEKTHOM MH(OpMAIK
OT 37I0YMBIIIJICHHHUKA
6 duznueckoe ®dusnueckas HHUUACHTHL, Takue | [lonHas uiay yacTUYHas MPUOCTAHOBKA
BMEIIATEeILCTBO B paboTy KaK Kpaka, IOBPEXICHUE NN pabotst BCC, notepst 1aHHbBIX,
Y37I0B CETH Moan(UKanus, 3T0HAMEPEHHBIE | HEOOXOJMMOCTh PEMOHTA MM 3aMEHBI
HM3MEHCHHUS KOHPUTYpaIii obopymoBaHHUs
obopynoBaHus
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[Iponomkenue Tadmumist 1

7 | HecaHKIMOHMPOBaHHBIN [TpocnymmBanne 1 XpaHeHNE PackpeiTie KOHPHUICHIIMATBHBIX
TepexBar 1 aHaIn3 LUPKYJIUPYIOUINX B CETH JaHHBIX | JAHHBIX, onpeaenenue Tononorun bCC,
Tpaduka JUISl TIOCJIEIYIOIIETO UX aHaIu3a | HAXOXJEHHE OTKPBITHIX YSI3BUMOCTEH

B IIPOIPaMMHOM 00€CIIeUeHHH Y3JI0B
ceTu

8 | IIposiBneHue BpeTOHOCHOTO | 3apaskeHHe CeTH BPeJOHOCHBIM | HeoOXoaumMocTh BOCCTAaHOBICHUS
IIPOrpaMMHOTO [10, HanpaBiIeHHBIM Ha CEeTH, BKJIIOUas 3aMEHY OT/JEJIbHBIX
oOecrieueHuns Ha y3i1ax MOAN(DUKALUIO TAHHBIX, MIPOTrPaMMHO-aIIapaTHBIX MOTyJIEH
CeTH (BUPYCHI, YCPBH) 6:10KMpOBKy padoTh! y31m0B BCC, | 1 KoHPUTYpaIllMOHHBIX HACTPOEK,

XHIIEeHNEe NHHOPMAIIN (bMHAHCOBBIC MTOTEPH, PEIyTALMOHHbIC
U3AEPKKI

9 TTognenka maHHBIX Komnpomeranust yueTHbIX HecankmoHupoBaHHBIM 1OCTYI Ha

YYETHBIX 3alucen 3aMnucei MoJb30BaTesiei u YCTPOMCTBA CETH

AJIMUHHUCTPATOPOB CETHU U
CCTEBbLIX CCPBHUCOB

10 | Araku tuna Man-in- BwmemarenscTBo B ITonMeHa nepeaBaeMbIX TaHHBIX,
the-Middle (uenoBek KOMMYHHKAIIMOHHBIE KaHAIIbI YTEUKHU JITAaHHBIX
MOCepeIuHe) Mexy y3namu BCC ¢ nenbto
repexBara, MoiM(pUKaLH
JTAaHHBIX
11 | HexoppekTHas OwmunoKky B HaCTpoOiiKe [oBsllIeHNE BEPOSATHOCTH
koHpuryparust bBCC OecnpoBOHOM ceTn, YCIICIIHBIX aTaK ¥ CHHKEHHUE YPOBHS
MIpUBOIAIINE B OOJBIIEH samuieasoct bCC

ysa3sumocti bCC

OtmeTruMm, 4TO pazHooOpa3ue BUAOB MHIUICHTOB 0€30MacHOCTH B OECIIPOBOIHBIX CEHCOPHBIX
CeTAX 00yCIaBIUBaeT HEOOXOAUMOCTh M BKHOCTH IMOCTPOCHHUSI KOMIUICKCHON METOAMKH UIsi 00ec-
neyenus: 6e3onacHoctd bCC, CHIDKEHHS YUCIa YCIIEIHO BBHIIOTHEHHBIX aTaKyIOUINX BO3/1EHCTBUI
U CHIO)KEHUS TIPE/II0NaraeMoro ymepoa ot HUX.

MarepuaJibl 1 METOIBI

MertoarKa BBISBICHUS M aHAJIM3a MHLIUACHTOB 0OE30MaCHOCTH B OECHPOBOAHBIX CEHCOPHBIX
ceTsx

[Mpennaraemasi KOMIUIEKCHAsE METOJMKA BBISBICHHUS M aHAJIM3a MHIUACHTOB O€30IacHOCTH B
0eCcrnpOBOAHBIX CEHCOPHBIX CETSIX MpEeAHa3HaYeHa JJIs OCYILECTBICHHs Ha dTane (yHKIMOHUPOBa-
Hust BCC 00cmyKUBarOIMM epcoHaNIoM HHPPacTPyKTypbl ceTH. KoHeUHOM 1eTTbI0 METOIMKY SIBIS-
eTcs noBblleHue YpoBHs 3amuiieHHocTH BCC, uto BeIpaskaeTcs B CIEAYIOIUX LENsIX:

¢ MaKCHMMU3alUs J0JIH YCIEIIHO BbISBICHHBIX MHLIUICHTOB O€30MaCHOCTH, TPOU3OILEAININX 32
OTIpe/IeTICHHBIN MPOMEXKYTOK BpeMeHH At 110 OTHOILIEHHUIO KO BCEMY 00beMY MHIIUICHTOB 3a JaHHbII
MPOMEKYTOK BPEMEHU

P (I, m)———>max ,

Tacp— 06061HCHHI>II>1 IMOKa3aTeJib YCIICIIHO BbIABJICHHBIX HHIIUACHTOB I ¢ ucnons3oBanneM METOAM-
KM M, TIOJIBEPTAIOIINICSI MAaKCUMU3AIIUH;

¢ MUHUMMU3AIUU YMCJIa BBIABICHHBIX JIOXKHO ITOJIOKUTEIBHBIX WHIIUACHTOB 0€e30MacHOCTH 3a
MMPOMEKYTOK BpeMEHH At:

fAt(],m)W)min;
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¢ CHIDKCHUS 3aTpaT KOMMYHHMKAIMOHHO-BBIYUCIUTEIbHBIX pecypcoB y310B BCC, BblenseMbIx
Ha (PyHKIIMOHMPOBAHHE PACIIPEACICHHOTO MEXaHU3Ma BBISBJICHUS M aHAJIN3a UHIIUJICHTOB Oe3011ac-
HOCTH, @ TAK)K€ JOCTUKECHUS LIEIH.

B oOmem ciydyae ogHOBpPEMEHHOE JOCTHIXKCHHE TOCTABICHHBIX LIENeH MpeACTaBiIseT coO0i
MHOTOKPUTEPUATIbHYIO ONTUMH3ALMOHHYIO 3a/ady, pELIEHHe KOTOPOl MPOU3BOIUTCS C UCIIOJB30-
BaHUEM CJEIYIOIINUX MeTo0B. Ha nepBoM miare npon3BOIUTCS CyKEHUE TPOCTPAHCTBA BO3MOMKHBIX
pelieHnii Ha OCHOBE MeToza ontuMu3auuu no Ilapero, npu kotopom Haxoautcs rpanuna [lapeto
JUIs 3aIaHHON KOH(UTYpauy 0eCIpOBOAHON CEHCOPHOW ceTH — HAabOp HEeyIydIIaeMbIX PELICHUH,
ontuMaibHbIX 1o Ilapero. K anprepHaTtuBHOMY BapHaHTy MOXHO OTHECTH ucnoib3oBaHue DEA-
ONTHMU3ALINN, KOTOPBIN MO3BOJISIET MOAYYUTh HA0Op IPAaHUYHBIX 3HAYEHHM, IPUHUMAEMBIX 3a yC-
JIOBHO onTUMaibHbIe [25]. Ha BropoMm miare npuMeHsieTcs METO CBEPTKHU C ONPENIEICHUEM BECOBBIX
KO3 GHUIMEHTOB HAa OCHOBE B&KHOCTH OTACIBHBIX (DOPMYINPYEMBIX ONITUMH3AIIMOHHBIX KPUTEPHEB.

Pacuer MuHMMM3a1IMM KOMMYHUKALMOHHO-BBIYMCIUTENBHBIX pecypcoB y3510B bCC B ycnoBusx
JMCKPETHBIX MOMEHTOB BPEMEHH B paMKax MPOMEKYTKa At TPOU3BOJUTCS CIEAYIOMINM 00pa3oM:

max (|7’ |) —max (|r|)
max telt teAt N min
AteT max(|r|) meM ’
teAt

rne 7 = (7,,7.,7,) — BekTOp NOKa3arelneil pecypconoTpebieHus ¢ KOMIIOHEHTOM 7, [UIsl ONpeiesICHUS
3aTpaunBaeMbIX KOMMYHHUKAITMOHHBIX PECYpPCOB, 7, — 3aTpauMBacMbIX BBIYHCIUTEIBHBIX PECYpCOB
u 7, — DHEPropecypcoB, 3aTpaunBacMbIX B MPOLIECCE HOPMAILHOTO (PYHKIIMOHHUPOBAHUS CETH. AHa-
JIOTMYHBIM 00Pa30M 3a[a€Tcs BEKTOPHBIN MoKaszarens p7) = (rn(p ),rc(” ),re(p )}, crerndUIEpPy Ot
Ka)XJIbI BUJI PECYpCOB, 3aTpaylBaeMbIX B ycioBusX ¢yHkumonupoBanus bCC, Bkirouaromeil pa-
00Ty MpOrpaMMHBIX MOIYJICH BBISBICHUS U aHAJN3a WHIUJIECHTOB Oe3onacHocTH. Benmnunna T 3a-
JaeT MHOXKECTBO PABHBIX MO MPOIOKUTEILHOCTH MPOMEKYTKOB BpeMEHH At, Ka)X/IbIi U3 KOTOPBIX
(hopMHpYET KOHEUHYIO TIOCIEI0BATEILHOCTh JUCKPETHBIX MOMEHTOB BPEMEHH t JIIsl U3MEPEHUS BbI-
YHCITMMBIX TIOKa3aTeleH.

OtTMeTnM, 4TO 3HAYCHHS BEIUYUH I' U P MPECTaBISIOT cO00 HOPMUPOBAHHBIE CPEIHEB3BE-
HICHHBIC BEKTOP-3HAYCHUSI C UCIIOJIB30BaHUEM KOA(PPUIMEHTOB Ba)KHOCTH, 3a/1aBAEMBIX C YYETOM
cnenn(uKy KOHKpeTHOTO ciieHapus ¢pyHKimonuposanust BCC. HopMupoBka KOMIOHEHTOB BEJIMYHH
r u r® npousBoautcs Ha uHTepBane (0,1), rae 1 o0o3HayaeT MakCMMaabHOE MOTPEOJICHHE COOT-
BETCTBYIOIIETO pecypca. MHTerpanbHOe 3HaUe€HHE PeCypConoTPEeOICHHS BEIYUCISETCS CICAYIOMINM
obpazom

|r| _ \/(rn(m))z N (rc(i+1))2 i (re(i+1))2 ’

imp 1 — Y

b

"R ]f:l.cr}f:k
= likr:k
P — ke i re(i)

e

ok, tk +k, e

Benuuunbl K , k1 k, — Koo puumenTs BaXHOCTH, B OOLIEM Cilydae ONpPENENsIEMbIE PEKYPPEHTHO,
MCXOJIS U3 allOCTEPUOPHO YCTAHOBIICHHBIX PAaBHOBECHBIX 3HaueHMH B Bujie B Buje (0,33; 0,33; 0,33),
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MOCJIe YeTO Ha OCHOBE OTOOPaKeHUs imp ¢ y4eTOM BHEIIHHI 3HAHHH peoOpa3yroTcs B TpeOyeMbIid
BEKTOp JJIsl yueTa KpUTUYHOCTH ucnoib3dyeMbix pecypcoB BCC. Ilpu sTom anroputm npeodbpaszosa-
HUST K03(p(PUIIMEHTOB MPON3BOIUTCS C yUETOM 3HAHUI 00 M3BECTHBIX YS3BUMOCTSX IPOrPaMMHO-
anmapaTHoro o0ecrnedyeHus: OECIIPOBOJHON CETH, W3BJIEKAEMBIX U3 OTKPBITHIX 0a3 JaHHBIX, TAaKUX
kak CPE s onpenenenust XxapakTepuCTHK IporpaMMHo-anmnaparHoro obecnedenus, CVE — kak
CpelcTBa MpeAcTaBieHus ysi3BuMocTel u madnonoB arak CAPEC [26].

B ywactHocTH, 13 6a3bl nanHbiXx CAPEC 11 kakmoi HalJIeHHOH YSI3BUMOCTH, COOTBETCTBYIO-
et xapakrepuctukam CPE, nomyyarorcs ciemyroniue 3Ha4eHUS:

¢ Likelihood Of Attack — 3axaromiee BepOsSTHOCTh 3KCILTyaTallMd JAaHHOM YSI3BUMOCTH; HC-
HOJB3YIOTCS TpU KareropuanbHbIX 3HaueHus High, Medium u Low, npeoOpa3yembie B 4HCIOBbIE
spauenus 0,33, 0,66 1 1 COOTBETCTBEHHO;

¢ Typical Severity — onpezesioniee ypoBeHb KPUTUUHOCTH YA3BUMOCTH, TAKXKE 3a]1aBacéMOe
B paMKaX HACTOSIICH METOJMKH Ha OCHOBE TPEX KareropuaibHbiX 3HaueHni High, Medium u Low,
npeoOpasyembie B uucioBbie — 0,33, 0,66 u 1 COOTBETCTBEHHO.

OtmeTnM, 4TO B paMKax TEKyLIEH peanus3alii METOAMKH PEKYPPEHTHBIN XapakTep BBIYMCIIE-
HUS KO3(PPHUIMEHTOB BaXHOCTH OrPAaHUYMBAETCSA OAHON WTEpauued MPUMEHEHUS OTOOPAKEHHS
imp 7#© _5 (1, B TO BpeMs Kak B 00111eM ciaydae 0ojblIee YUCIIO UTEPALIUil TO3BOJIUT Oosee KOM-
IUIEKCHO YY€CTh Pa3HOIIAHOBOCTD aKTyaJIbHBIX BUJOB ysi3BUMOcCTel U auddepeHnuanmo mo xapak-
TEPUCTUKAM IIPOrpaMMHO-aIAPaTHOrO 00ECIEeYeHUsI B COOTBETCTBUU C KOHKPETHBIMU UCHOJIb3Yye-
MbIMH uAeHTH(DHUKaTopamu u3 6a3bel CPE u ux 3HaueHmii.

[Ipu sTOM A5 pacdera K03((HULIMEHTOB BaXKHOCTHU 711 KOMMYHUKAallMOHHOTO pecypca 7, uc-
MOJIB3YIOTCSI MAOJIOHKI aTak, npuHaaiexamue kareropusim « CAPEC-216: Communication Channel
Manipulation», «CAPEC-192: Protocol Analysis», «CAPEC-117: Interception» u ap., Ui BbI-
YHCIUTENbHOro pecypca 7. ucnonb3yrorcs kareropun «CAPEC-20: Encryption Brute Forcingy,
«CAPEC-49: Password Brute Forcing», «CAPEC-97: Cryptanalysis» u ap., Torma Kak 3HEpro-
pecypca ¥, UCTHOJNB3YIOTCS, B YaCTHOCTH, Takue kareropuu, kak « CAPEC-604: Wi-Fi Jammingy,
«CAPEC-124: Shared Resource Manipulation» n «CAPEC-233: Privilege Escalation». Takum 06-
pazoMm, k03(h(PpULIHEHTHI BaXXHOCTU BBIUUCIISIFOTCS 110 CIEAYIOUIUM (popMynam:

k, = count(v,r,)- me’gn(Likelihood _Of _Attack(v))- meﬁm(T ypical _Severity(v)) |
k. = count(v,r,)- meﬁm(Likelihood _Of _Attack(v))- megm(T ypical _Severity(v)) ,
k, = count(v,r,)- megm(Likelihood _Of _Attack(v))- megn(T ypical _Severity(v)) ,

rae GyHKIMS count BO3BpalaeT 001ee Yiciio ya3BUMOCTE!, pEIeBaHTHBIX PACCMaTPUBAEMOMY Clie-
Haputo bCC B koHTeKkcTe oTpebnenus pecypcoB 7, 7., . COOTBETCTBEHHO; YHKIHS mean BO3-
BpalllaeT yCpeIHEHHbIC 3HaUCHUsI BEPOSTHOCTU IKCIUTyaTalliu aTaku vV U YPOBEHb €€ KPUTUUYHOCTH.
[Ipu 5TOM COOTBETCTBYIOIIME MHOXKECTBA V , V 1V — OAMHOXECTBA YSI3BUMOCTEH, OTHOCSIIAXCS
K PacXo/I0BaHUIO pacCMaTpUBAEMBIX PECYPCOB U CHIEHUPUIUPYEMbIX SIKCIIEPTHBIM MyTEM.

Cdhopmynupyem OCHOBHBIE TPYIIIBI TPEOOBAHUH, MPEIBIBISIEMBIX K METOTUKE M OMPEIEIISIO-
IIMX OCHOBHBIE KPUTEPUH ITPOBEPKHU €€ BHIMOTHUMOCTH (Tabnwuia 2).

OTmeTHM, YTO BBITIOJIHEHUE ATHX TPeOOBaHUI OyIeT CrlocOOCTBOBATh IOCTPOCHUIO HAIEKHOM
u Oosnee TMOKOM METOAMKM BBISBICHHS M aHAINM3a MHIMICHTOB OE30MACHOCTH B OECIPOBOIHBIX
CEHCOPHBIX CEeTSIX, CIOCOOHOM aAanTUpOBaThCS K MEHSIOMIMMCS C TEUEHUEM BPEMEHH YCIOBHIM
U yTpO3aM B 3aBHCUMOCTH OT ocobeHHocTel (yHkunonnpoBanus koHKpetHoi BCC. Paccmorpum
OCHOBHBIE CTaJIH MpeaIaraéMoil MeToauKH (pUCYHOK 1).
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Ta6muna 2 — OcHOBHBIC BUBI TPEOOBAHUM, TIPEABSIBIIEMBIX K METOIUKE

I'pymnmer TpeboBanmit

TpeboBanus

YHUBEpCanbHOCTb U
MacITadupyeMocTh

- OpueHTupoBaHHOCTH Ha pazHble TUNBI BCC, oTnyaromumecs
TIPOTOKOJEI CBSI3H, COCTaB M KOJTHMYCCTBO Y3IIOB.

- MacmtabrupyeMocCTh [T yBETHMUSHIS YHCTa Y3JI0B M JaTYNKOB 0e3
3HAYUTENILHOTO CHIKEHHsI (DYHKIIMOHAIBHOCTH, HAPYILICHUH TOCTya U
3aJIepKEK, a TAKXKe MOBBIMIEHUSI MHTEHCUBHOCTH TIOTOKOB JJAHHBIX.

KauecTBo oOHapyxeHHs
WHINICHTOB

- BrIcOK¥e TOYHOCTD ¥ TIOJTHOTA BBISBIISICMBIX HHIHCHTOB
0e301aCHOCTH ¢ BO3MOXKHOCTBIO HACTPOMKH THIIEpIIapaMeTpOB
Mojeneil 0OHapyKeHHS.

- CHWXXeHHE pa3MEPHOCTH U 00BEMOB aHATTM3UPYEMBIX JJAHHBIX 32
CUeT y/laJIeHHs CITy4allHbIX BBIOPOCOB M HE3HAYMMBIX COOBITHH U MX
JIeTaJIN3aIHH.

- [IpoBepka kadecTBa pabOTHl MEXaHH3Ma OOHAPYKCHHUS HHIUJICHTOB
Ha HE3aBUCHUMBIX BBIOOPKAX PEHPE3CHTATHBHBIX JaHHBIX JOCTaTOYHBIX
00BEMOB.

OrnepaTHBHOCTD BBISIBICHUS
MHIMAEHTOB 0€30ITaCHOCTH

- JomxHa obecneduBaThCs ONEPAaTUBHOCTD BRISBICHHUS BCEX 3HAYMMBIX
WHIAICHTOB 0€301MaCHOCTH C YUETOM CLIEHAPHBIX OTPAHUYICHUH.

- OTCcneXuBaHNE UHITUICHTOB JOJIKHO MPOBOIUTHCS HETPEPHIBHO C
yueToM Tekyuiero coctogHus bCC u ee 1OCTYIHBIX yCTPOHCTB.

- JlomKHBI TaKke ONPEAEIsATbCA CTATUCTUYECKU 3HAYUMBIE OTKJIOHEHHUS
OT HOPMAJIFHOTO (DYHKIIMOHHPOBAHUS PabOTHI CETH, U 3TH JTaHHBIC
HEOOXOIMMO UCIIONIF30BATh IS YTOUHEHHS 1 PACIIUPEHUS MacCHBa
AQHAIN3UPYEMBIX JaHHBIX.

- JlomkHO coOmoaThesl OrpaHNUEHHE Ha MAKCUMAIIBHO JTOITYCTHMYIO
3aJIePIKKY MEXK/Ty MOMEHTOM (PaKTHYECKOTO BO3HUKHOBEHHS
MHIMACHTA U €T0 BBISBICHUCM.

KommnnexcHocTh MCTOJUKH

- MonynpHOCTh apXUTEKTYPhI U TOICPKKA BOSMOKHOCTH UHTETPAIHH
C CYIIECTBYIOIIMMY CTaHIAPTAMHU U MPOTOKOIAMHU KUOEpPH3HIeCKOI
0e30MacHOCTH.

ABTOMaTI/I3aHI/I${ METOJUKH

- HeoOxonmmocTh aBTOMaTu3MpoBaTh Haubosee TPYI0EMKHE 1
MOBTOPSIEMbIE IIard METOJHMKH 10 3aJaHHOMY Ha0Opy NpaBUI, B TOM
YHCIIe IIard 10 aBTOMaTHIecKoMy cOOpy B 00padoTKe TaHHBIX C
MHHUMAaJILHBIM Y4acTHEM OllepaTopa CeTH.

3aImuIeHHOCTh MPOIECCOB
BBIABJICHUS U aHAJIN3a
HMHIUIEHTOB 0€30I1aCHOCTH

- 33H.II/IIJ.IGHHBIC XpaHEHHUEC U nIepeaada NCXOAHBIX U ITPOMEKYTOTHBIX
JaHHBIX, a TaKKE pE3YyJIbTaTOB 06Hapy>1<eHI/151 " aHaJin3a MHIMJICHTOB.
- Hanuuwme CpCACTB PE3CPBUPOBAHNA KPUTUYHBIX MOZ[yJ'Ieﬁ CCTH U
BO3MOKHOCTHU ONICPATHBHOT'O BOCCTAHOBJICHUS pa6OTOCHOC06HOCTI/I B
CJIy4dac OTKa30B.

Pacnpenenennsiii xapakrep
METOJUKHU

- HeoOxonmmocTh pacrpeelieHns: MOIyJIei o 0OHAPYKEHHUEO
U aHaJM3y MHIMACHTOB MEX/y y3laMu U ycrpoiictBaMu BCC
C BO3MOKHOCTBIO MPUMEHEHUS TIPUHIMIIOB (heepaTHBHBIX
BBIYMCIIEHUH.

D¢ dexruBHOC
pecypconoTtpebieHne

- HeoOxomMocTh ONTHMHU3AIMN 3aTPaT Ha SKCIUTyaTaluio 1
oOcryxuBanne nHppacTpykTypsl BCC 1 npoueccoB oOHapyKeHHs U
aHaJIM3a HHIUIEHTOB OE30MTaCHOCTH.
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1. CHOp MCXO0HBIK
Hansexo BOC

U

2. Npegobpatotra

AAHHBIX | wowesnsoeasoa

[ 3, AHanu3 QaHHBIX ] .;::;5 [ q-j.::j_':':::;an ]

[ 5. Nogaepmwna ]

NPHHATHA PELLer WA

Pucynok 1 — OcHOBHBIE CTaIN METOAMKH BBISIBICHUS
U aHaJIM3a MHIUIeHToB Oe3onacHocTy B BCC

Ha craguu 1 metonuku npousBoAguTCs: cOOp MCXOTHBIX JAHHBIX O OECIPOBOIHON CEHCOPHOI
CEeTH, B TOM YHCJIE:

¢ CTaTUYECKHE JaHHBIC, BKIIOYAIOIINE COCTAB M TOMOJIOTHIO CETH, CHIENN(UKAINIO SJIEMEHTOB
porpaMMHO-aNmnapaTHOro oOecredeHus: y3joB ¢ Hcnonb3oBanueM uaeHtupuxaropos CPE, uc-
MIOJI3YEMBIH IPOTOKOJI CETEBOTO B3aUMOJICHCTBHSA, TPUMEHIEMbIE TIOJIMTHKN 0€30IacHOCTH Ha OC-
HOBE MPeIMKaTUBHBIX MpaBui [27], cienupuKanuo HHPPaCcTPyKTYphl CETH;

¢ JMHAMHMYECKHUE JaHHbIe, BKIouaromue ganusle Tpaduka BCC n xypHaisl coObITHI Ha y371aX,
B TOM YHCJI€ TI0JIb30BaTEIbCKAE KOMaH bl BBO/IA/BBIBO/IA HA y3JIaX, MMOKa3aHUs CEHCOPOB M COCTOSI-
HUS UCTIOJIHUTEJIBHBIX MEXaHU3MOB Y3JIOB.

HcxomHple maHHBIE COOMPAIOTCS B MIOTOKOBOM peXHMe, oOecrieunBasi BRIOOPKH HEOOXOTUMBIX
JUIS aHAJIM3a TaHHBIX Ha MPOTSHKEHNUU (DYHKIIMOHUPOBAHUS CETH.

Cranus 2 BkiIrO4aeT npenoopaboTKy cOOpaHHBIX HA CTaAuK | JaHHBIX, B TOM YHCIIE:

¢ yHU(UKAIHIO JAaHHBIX — X MPUBEICHHUE K eTUHOMY (opMaTy;

¢ yCTpaHEHHE U MCTPABICHHUE OMIMOOYHBIX U MPOMYIIIEHHBIX 3HAYCHUH;

¢ (UIBTpaAIMIO TAHHBIX — YJaJICHHE JUITHEH, HeHY>KHOU ISl IOCTIeYIOLIero aHanu3a HHdop-
MaIu (B TOM YHUCIIE [ITyMa, CTy4YalHbIX BRIOPOCOB, HE3HAYUMBIX aHOMAJIUN, TyOIUPYIOIIUXCS TaH-
HBIX);

¢ 00beMHEHUE aHHBIX C PA3JIMYHBIX Y3JIOB — MMOCTPOEHUE M HAMOJHEHUE €IUHOrO LEHTpa-
JM30BAaHHOTO XPAHWINIIA JaHHBIX C MPUBS3KOM K Y3IIy-KOOPAWHATOPY C UCHOIb30BAaHUEM PEIIsIH-
oHHbIX U NoSQL-cpenctB xpaneHusi. OTMETHM, 4YTO B OOILEM CIyyae TAaKO€ XPAHWIHIIE MOXKET
OBITh JCLIEHTPAIM30BAaHHBIM — (PAKTHUECKH JTAHHBIE MOTYT PACHpPEACIATHCS B MOIYIISIX XpaHEHHS
HECKOJIBKHX Y3JI0B, HO 33 UX yNPaBJICHHE OTBEUACT y3el-KOOPIUHATOD;

¢ CHU)KEHHE Pa3MEpPHOCTH JIaHHBIX, KOTOPOE MOKET OCYIECTBIATHCA C UCIIOIBb30BaHUEM METO-
Jla TIIaBHBIX KOMITOHEHT [28] 1 aBTo3HKOACPOB [29];

¢ HOPMaJHM3ALMIO/CTAaHIAPTU3AIMIO JaHHBIX — TPUBEICHHE K YHHBEPCAJIBHBIM THAlla30HAM
3Hau€HMH, YTO, B YACTHOCTH, IIO3BOJIIET MOBBICUTH ITOKA3aTeJIM KauecTBa OOHApYKEHUS aTak C UC-
NOJIB30BaHUEM psa 00yJaromux Mojese, kak, Hanpumep, KNN.

Cragust 3 npencrasisier co0oil aHaiau3 coOpaHHBIX U MpeaoOpadoTaHHbIX AaHHBIX. [Ipu 3TOM
cOOp MaHHBIX M YACTUYHO MX MpenoOpadoTKa MOTYT MPOU3BOJUTHCSA HA YPOBHE KOHEUHBIX Y3JIOB
BCC ¢ BO3MOXHOCTBIO OTOOpAa M HAKOIUIEHUS (PParMEHTOB JAHHBIX JUISl UX MEPUOAMYECKOM OT-
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MIPABKU HA CTOPOHY y3JIa-KOOPIMHATOPA CETH IS IIEHTPAIM30BaHHOW 00pabOTKM U aHanu3a. AHa-
JIM3 JaHHBIX BKIIIOYAET, B YaCTHOCTH, BO3MOXKHOCTh OAlaHCUPOBKU JAHHBIX IO KJIaccaM aTak Ui
MOTIOJTHEHUST TPEJICTABUTENICH MUHOPUTAPHBIX KiIaccOB. [IoMHMO KOHKpPETHBIX METOJOB aHau3a,
BKJIIOYAIOIIMX METOJ] OMTIOPHBIX BEKTOPOB, CBEPTOUHBIE HEHPOHHBIE CETH U METOJIbI Ha OCHOBE Jiepe-
BHEB HA JIAHHOW CTaJINU MMPUMEHSFOTCSI METOIbI aHCAaMOIMPOBaHUS KTacCU(PUKATOPOB, BKITFOUAIOIITHE
OSTTHHIOM M CTEKHHT, OyCTHHT, B3BEIICHHOE U MaxopuTapHoe TojocoBanus u Ap. [30]. I[Tpu sTom
Takoe KOMOMHUPOBAaHWE HAMPABICHO B TOM UHCJIE HA CHYDKCHUE BIHSHUS d(dekTa mepeodydeHus.
Takum 00paszom, IS KaXJI0T0 aKTyaJlbHOTO BHIA aTak, KOTOPHIM TpeOyeTcss MMETh BO3MOKHOCTD
oOHapy>xuBaTh 3 (HEeKTUBHBIM 00Pa30M, JaHHAS CTAIUS BKIIOYACT BBIMOJIHEHUE CIEIYIOIIUX I1aroB:

¢ H3BJIEUEHHE MTPU3HAKOB U3 Ipe10OpaboTaHHBIX BEIOOPOK JaHHBIX;

¢ (hopMupOBaHME YACTHOW TUIOTE3bl OTHOCHTEIBHO BHJIOB JIAHHBIX, SBJISFOIINUXCS MEPBOCTE-
MIEHHBIMU TPU3HAKAMHU 11 OOHAPYKEHHUS JAHHOTO BHJIA aTakK;

¢ KOHCTPYHPOBaHHE MPU3HAKOBOTO MPOCTPAHCTBA B COOTBETCTBUH C 33JJaHHOU TUIIOTE301;

¢ BbIIeNICHHE 00yUalolUX U BaJIUJAIIMOHHBIX BEIOOPOK;

¢ ompeneneHne TpeOyeMbIX 3HAUYCHHWH IMOKa3zaTellell KadyecTBa OOHAPYKEHHsI, BKIIFOYAFOIIAX
TOYHOCTb, IOJHOTY, f1-Mepy, a Takke MoKa3areneil OnepaTUBHOCTU U PECYpCONOTPEOICHUS;

¢ BBIOOp MOJIENIEH U METOIOB OOYyYEHUS IJ1si OMHAPHOW KIIaCCH(UKAIIHH;

¢ ompejelieHUE 3HAUYCHUI THUIIEPIIapaMeTpOB I BBIOPAHHBIX 00YYarolIuX MOJCIICH U METO-
JI0B;

¢ omnpeneneHre Pa3MeTKH JTAHHBIX;

¢ o0yueHue ¢ MPUMEHEHUEM METO/I0B Kilaccu(uKaluu, KiacTepu3aliu, perpeccum;

¢ KOMMOMHMPOBaHHE OMHAPHBIX KJIACCH(PHUKATOPOB B paMKax MYJIBTHKIACCOBOH Kiaccuduka-
LK

¢ IpoBepKa Mokaszaresieil myTeM TeCTUPOBAaHUs Ha BAIMJAIIMOHHBIX BhIOOpKax. [Ipu HemocTu-
JKCHHH TpeOyeMbIX 3HAUCHUH IMOKa3aTesield BO3Bpar Ha mar (opMUpOBaHUS yTOUHEHHS TUTIOTE3HI.

Craaust 4 BKIIOYAIOT BU3YabHYIO aHAJIMTUKY, BBIMOJHAEMYIO MapajieIbHO METOJaM MalllH-
HOTO OOYYEHHMS B IEJISIX BU3YaTbHOTO KOHTPOJISI aHATM3UPYEMbIX JaHHBIX, B TOM YHCIIE Pe3yJIbTaTOB
MAaIIMHHOTO aHaJli3a CO CTOPOHBI OIeparopa 1eneBoi cuctembl. Kpome Toro, BU3yaslbHbIN aHaIN3
MOYKET OBITh TPUMEHEH /ISl yTOUHEHHSI OTIEIBHBIX [IAr0B CTAIUH 3, B TOM YHUCIIE JUI YTOUHEHUS U
KOPPEKTUPOBKH C(HOPMUPOBAHHOM THITOTE3BI JIJIs TPOBEICHHSI MAIIMHHOTO O0y4YeHUs ¥ (POpMUPOBa-
HUS IPU3HAKOBOTO NpocTpancTBa. Ctanus 4 BKIIOYAET CIEeIyIOIINe IIaru:

¢ [OATOTOBKY MCTOYHUKOB M BHIOOPOK JAHHBIX JUIsl BU3YyaJIbHOTO aHAIN3a;

¢ oa00p BU3YaNBHBIX MOJIENIEH MOJ pa3IMyuHbIe BU/IbI aTaKyIOLIUX BO3AEHCTBHI, a TaKxKe ma-
paMeTpoB ATUX MOJIeNIeH, TAKUX KaK YUCIIO OTOOpaKaeMbIX CIOEB, OCEH, MapaMeTpOB IPyIITHPOBKH,
THIIOB MCITOJIb3YEMbIX I'Pa(OBBIX CTPYKTYP U TIp.;

¢ IIPOBEPKY U KCIEPTHYIO OLIEHKY IMOCTPOCHHBIX MOJENEH Ha TECTOBBIX HAOOpax NaHHBIX, B
TOM YHcie (GOpMUPOBaHUE W YTOYHCHHE WHITMICHTOB OE30MMaCHOCTH, BKIIOYAOIINX WH(HOPMAITHIO
0 TUTAX aTak, IPUBEIINX K BBISIBIEHHOMY HHIIUJAEHTY, YCTPOHCTBAX — UCTOYHHKAX aTaK U yCTPOM-
CTBax, BOBJICUECHHBIX B aTaKy, BDEMEHHbIE METKH CTapTa, 3aBEPIICHUSI BPEJOHOCHONW aKTUBHOCTH U
JPYTYIO COMYTCTBYIOIIYIO HH(OPMAIIHIO.

Ha cramuu 5 meTonuku oCyIiecTBIseTCs MOANEPKKA IPUHATHS PEIICHUI TI0 pearupoBaHUIO Ha
BBISIBJICHHBIC MHITUICHTHI 0€30TIaCHOCTH, KOTOPask BKIIIOYACT CIICAYIONINE TCHCTBUS:

¢ [PHUHATHE PEUICHUI IO pearupoBaHUIO Ha OOHapyKeHHbIe HHIUAEHTHI Oe3onacHocTu B BCC.
KitoueBbIMU (hakTOpamMu 37€Ch SBISFOTCS KATErOpUU aKTUBOB, y3710B bCC maHHBIX, KOTOpBIE HETO-
CPEICTBEHHO CBSI3aHbI C BBIABICHHBIM MHIUAECHTOM, KDUTHUYHOCTb 3TUX aKTUBOB M BO3MOKHBIE I10-
CJIEJICTBUS JAHHOTO MHIHIeHTa. OCHOBHBIMH ITOKA3aTEISIMHA, HA OCHOBE KOTOPBIX OCYIIIECTBIISETCS
MOJIIEPKKA TIPUHSTHSI PEIICHUS SIBISIFOTCSI BETMYMHA yIiepOa OT WHIUJEHTA U PUCK BO3MOKHOTO
MIPOIOJDKSHUSI IEHCTBHSI MHLIMCHTA B CIIy4ae MPOAOJDKAIOIIECICS BO BpEMEHU aTaKy;

¢ BBIPA0OTKA MEP MO PEarupOBAHUIO HA BBISBICHHBIN WHIIUJCHT, BKIIIOUAIOIIAsl IPUHATAE MEP
Jutst kKaxaoro aktiBa BCC, BOBIICUEHHOTO B UHITUCHT C YUSTOM IIEJIEBBIX (DYHKIIUH U OTPaHUYCHUMA
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y3110B, cueHapueB ¢yHkiuonuposanusi BCC. B yacTHOCTH, K MOJOOHBIM KOHTPMEpPAM OTHOCSTCS
MOBBIIIEHUE OTKA30yCTOMUYMBOCTH Y3JI0B M MPEAOCTABISIEMbIX CEThI0 HH(POPMALIMOHHBIX CEPBUCOB,
pe3epBUPOBaHKE y3JI0B, KAHAJIOB CBSA3H U ITaHHBIX, HEOOXOAMMBIX B nporecce padbotel BCC;

¢ YTOYHEHHUE U KOPPEKTHPOBKA MOJUTUK OE30MTACHOCTH, OTIPEIEIISIONINX, B YACTHOCTH, ITPABH-
Ja KOHTPOJISI IOCTyNa B CeTH, (PMIIBTpAlK TpauKa U MPOBEPKH CIYKEOHBIX KOMaH/, Iepechliae-
MBIX 110 CETH;

¢ paccliieioBaHMeE, BKIIIOUAIOIee BbISICHEHHE IPUUNH BO3HUKHOBEHHUS BBISIBIIEHHOTO MHIIUACHTA
U BBIICHEHHE COITyTCTBYIONIEH HH(OpMALNK BEKTOPA aTaKH, BKITIOYAIOLIEH BpeMsl, JIOKalluu BO3HHK-
HOBEHMs aTaK, BOBJIEUEHHBIX [10JIb30BATENIEH U NCIIOJIb30BaHHbIE JaHHBIE U KOMaH Ibl. B yacTHOCTH,
cOOp CJIe0B aTaKH BKIIOYAET COOp M COXpaHEHUE NAaHHBIX, CBSI3aHHBIX C MHIIUCHTOM, CHCTEMHBIX
KYPHAJIOB, TpapUK M JaMIIbl TaMSATH y3710B. B ciaydae ¢pparMeHTapHOrO MOHMMaHUS Ipolecca aTa-
KU MIPUMEHSIETCS aHAJTUTHYECKOEe MOJICTMPOBAHHUE aTaku, MO3BOJISIONIEe BOCIIPOU3BECTH U OLEHUTD
€€ BO3MOYKHBIE CLIEHAPUH C TOUKH 3PEHUS UX BBIIOJTHUMOCTH, OPraHU3aI[MIOHHO-TEXHUYECKOM CII0XK-
HOCTH, OTIEPaTUBHOCTHU U PECYpCONOTpeOsIeHNs;

¢ HenpepbIBHBIM MOHUTOPUHI cOCTOSSHUS BCC, OTHENBHBIX Y3]I0B U KOMIIOHEHTOB C LEJIBIO
YCTpaHEHUs MOCIEICTBUIN aTaky U NPEJOTBPAILEHUS €€ MOCIEAYIOIUX UTEPALINN.

Pe3yabTarhl U 00Cy:KIeHTE

[Ipennoxxennass MeToauka anpoOupoBaHa Ha (parMeHTe pa3padOTaHHOTO MPOrPaMMHO-AIIa-
paTHOro cTeHaa Kubephu3nyeckor CUCTEMBbI sl KOHTPOJIS XapaKTePUCTUK COCTOSHUS aTMocdep-
HOTO BO3/1yXa MPOMBIIIJICHHOTO 00BEKTa, TOpoa ¢ MCIOJIb30BAaHUEM MUKPOKOHTPOJLIEPOB, JaTyu-
KOB U JPYroro 3JeKTpOHHOro obopynoBanus. PeanuszoBanubiii pparment BCC Bkitoyaer B CBOit
COCTaB y3JIbl HA OCHOBE MUKpPOKOHTpoisiepoB Arduino Uno, OecripoBoHbIE KOMMYHUKAIIMOHHBIE
unTepgeiicel XBee, naTunku TeMeparypsl U BIaKHOCTH.

Ha nannom ¢parmente BCC 6bu1 mpoMoeupoBaH MHIMASHT KuOepdu3nueckoil 0ezonacHo-
CTH, IPEICTABIAIOMUN COOOM CIEIYIONYyI0 KOMOMHUPOBAHHYIO aTaKy, OCYIIECTBIIIEMYIO C UCIIOJb-
30BaHUEM HATYpPHOTO MOJENUpoBaHus. Moaenupyemasi araka BKIIIOYAeT, BO-TIEPBBIX, BO3ACHCTBUS
tuna wormhole [31-36], HanpaBieHHbIE Ha HapyLIEHUE IMpolLiecca KOPPEKTHOM MaplipyTH3aLUU
NakeToB JaHHBIX B ZigBee-ceTu u, BO-BTOpHIX, spoofing-Bo3aelicTBUE ISl HOAMEHbBI 3HAYEHUH T10-
kazanuii yactu cencopoB BCC. Ha pucynke 2 nokaszan ¢pparmeHT unTepeiica MoaeIupoBaHus cLe-
HapueB padotel BCC ¢ 3amannemM xapakTepUCTUK COCTOSIHUSI aTMOC(EpPHOro BO3/yXa, CHUMAEMbIX
Ha y3JlaX CeTH.

# Colorful Sensor Dashboard — O *

Ternperature ("Cl I ME2"C

Air Quality (%) l 6341 % O

Ci02 Concentration (ppm): I 45665.58 ppm

Hurnidity (%): [ | 2859%

Pucynoxk 2 — UnTepdeiic monenupoBanus crieHapues padoTsl bCC

B Ttabnunax 3—7 npuBeneHBI CBEICHUS O BBITIOIHEHUN S5 CTaAUM NPEIOKEHHOW METOJIUKH B
paMKax JaHHOTO JIEMOHCTPAITMOHHOTO CIIEHAPHSI.
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Ta6muna 3 — BeimonmHeHue craauu coopa UCXOmHbIX AaHHBIX 0 BCC

Craausa METOIUKHA JHevictBus Omnucanue

Cranus 1. Coop COop cTaTnyecKux Tornonorus cetn B cocrase 6 y3108 ¢ ponbio poyrepa (R, R,
HUCXOJIHBIX JJAHHBIX nannbix bCC R, R, R, R, R)), oTBeqaromux 3a obecrevyeHne cBI3HOCTH
o BCC U ocylecTBIsomux Mapupytusanuio B BCC, a takxke y3en

¢ poubto KoopauHaropa C, OTHOCSIIMECS K YHUKAJIbHOMY
unenrudukaropy cetu PAN ID. Tononorus cetn 3aiaercs

B COOTBETCTBHH CO CXEMOM, IPUBEICHHOM Ha PUCYHKE 2, C
ucnonb3oBanueM map suza (R, R), rae 1,j=0..6 n i7j.
Hcnons3yemoe nmporpaMMHO-araparHoe ooecreyeHne
crienuduIpyeTcs uenonb3oBanueM uiaeHtudukaropos CPE,
Kak, HarpuMep, ¢ momouisio «cpe:/h:raspberrypi:raspberry
pi_3 model b%2b:-» 3amaercs ucnons3yeMsiii Ha y3ie C
OZIHOILIaTHEIN KoMitbtoTep Raspberry Pi 3B+, rne nmapamerp
/h 0603HaYaeT yKa3aHUEe KOHKPETHOTO (PH3HUYECKOTO
YCTPOWCTBA, pabOTAIOIIEro 1Mo npoTokory ZigBee ¢
ucroib3oBaHueM Moayieil XBee series 2.

Hcnionb3yemble TOJMTHKN QUIBTPALMHI 3aJIAF0TCS C UCTIONb-
30BaHUEM NpaBuIl Buja N, — Nj, rae k u j 3aiatoT Homepa
Y3JI0B, MEX/ly KOTOPBIMH KOMMYHHKAIHSI Ha TIPUKIIQJHOM
YPOBHE CETEBOTO B3aMMOACHCTBUS pa3pelleHa. Y3ibl
3aJ1al0TCsI [IPY TTIOMOIIM YHUKAIIbHBIX 8-0alTOBBIX a/IpecoB,
IIPE/ICTABICHHBIX B IIECTHAIIATEPHUYHOI (hopme.

COop AMHAMHUYECKUX CunThiBaeMbIe B mporecce GyHKIpoHnpoBanus nanasie bCC
nmauaeix bCC BKJIIOYAIOT:

— HCXOJIAIINE U BXOJAIINE Ha y3€Jl TTaKeThl JAHHBIX, KaXIbIH
U3 KOTOPBIX BKJIIOYAET CTAPTOBBIN OAMT, UIMHY M THIT
¢peiima, 64-OUTHBIN aJpec Moydares, ypoBeHb Ipruema
curHaia RSSI, Bo3MokHBIE IOMIOIHUTEIBHBIE ONIKH (peiima,
MOJIE3HYIO HArpy3Ky U KOHTPOJBHYIO CYMMY, HCIIOJIB3YEMYIO
JUTSL IPOBEPKH TIEIOCTHOCTH.

— cobbiTus 16 (ni]}nfEN,tEd.t, cobHrpaeMble B KypHaIax

Ha y311ax n, B npejienax npomexytka At. Ilpumep Taxoro
coObITust — AT-xoman 61 ND, HanpaBiisiemMast y3iiy-
HOJIy4yaTellto B BUE IIHPOKOBEIIATEIBHOTO 3apoca s
CKaHUpOBaHUs ZigBee-ceTn [uis IOTy4eHusl CBelIeHnI 00
aKTyaJIbHBIX y3JIaX-COCESIX JaHHOTO y37a.

— MOKa3aHusl U(PPOBBIX U AHATIOTOBBIX CEHCOPOB {(5 T }'?1-]},
KOTOPBIE MOTYT OBITh ITOAKIIOYEHBI HETTOCPECTBEHHO K

1 (POBBIM MIIM aHAJOTOBBIM MMMHAM MHKPOKOHTPOJLIEPa,
OJIHOIIIATHOTO KOMITBIOTEPA MM OECIPOBOHOTO
unrepgeiica XBee. B pamkax pa3paboTaHHOTrO cTeH/a Ha
KaXIOM y3ii€ R — R, OCYIIECTBIIAETCS IIEPHOANYECKOE
CHSATHE MOKa3aHUM TeMIepaTyphl, KoHienTpauun CO, n
BIQKHOCTH B Ka4eCTBE KJIIOYEBBIX XapPAKTEPUCTHK COCTOSHUSA
armocdepHoro Bo3nyxa. Bmecre ¢ TeM crienmanu3npoBaHHBIX
HCTIOJIHUTENIFHBIX MEXaHU3MOB B paMKaX CTeHJa He
IpeyCMOTPEHO.
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Tabmuna 4 — BeimonmHeHWE cTaauu MpenoOopaboTKH TaHHBIX

Cragus [ewicTBust Onucanune
METOAMKHI
Cranus 2. Yuuduxanus Ha nanHO# cTaguy ocymecTBIsieTcs MPUBEIEHUE PA3HOPOIHBIX
IIpenobpabdoTka JTAaHHBIX JTAaHHBIX, ITOJYYaeMbIX U3 PA3JIMYHBIX HCTOYHUKOB, K €IIMHOMY
JTAHHBIX (opmary npencraBieHus JaHHBIX. PopMuUpyeMble COOBITHS CHCTEMBI

MOHHTOPHHTA COCTOSTHHS aTMOC(EPHOTO BO3/1yXa 3alUChIBAIOTCS B
JSON-dopmare. Huxe npuBeieH npumep COOBITHS TIOITYyYCHHS 3HAUCHHS
JlaTuMKa TEMIEPaTyphl ¢ y371a R :
{
“event_id”: “123”,
“timestamp””: “2025-03-05T10:30:002”,
“node_id”: “R02”,
“location”: {
“lat”: 51.166667,
“lon”: 71.433333

}

13

b

ensor_data”: {
“sensor_type”: “temperature”,
“value: 19.3,

99, 6

“status”: “in_progress”

}7
“alerts”: [
{
‘Ltype”: “info,”
“message””: “Inside threshold bounds.”
}
]
}

VYerpanenue u

— (unpTpanyst COOBITHI C HETTIOTHBIMU JaHHBIMH.

HUCHpaBJICHUEC — (uabTpaius COOBITHI ¢ TaHHBIMH BHE 3alaHHBIX JHUANa30HOB HA OCHOBE

OIMOOYHBIX 1 OTpaHUYEHUH BUIA 5, ipiels l-'mm';s :’ rmm] Ha 3a1aHHBIC CEHCOPBI

TpOMYICHHBIX TEMITEPaTyPhl, BIAKHOCTH, YIIIEKHUCIIOTO ra3a U Ip. JUTA KaXKI0T0 H3

3HAYEHUH V31108,

Ounbrpanus — yZlaJIleHue JIMIIHEN, HeHYKHOM IS TOCJIEAYIOILEro aHaIu3a

JTaHHBIX uH(opmanuu, B TOM YUCIIe yIaJICHUe OKa3aHui yOnupyomux
CEHCOPOB MJIX CEHCOPOB, 3HAUCHUI KOTOPBIX HE TPEOYeTCsl COXPAHATDH B
COOTBETCTBUU ¢ OU3HEC-JIOMMKON U HacTpoiikamu oneparopa bCC

O0benuHeHNe — IIOCTPOCHUE M HAMOJIHEHNE €IMHOTO IIEHTPAIM30BAHHOTO XPaHUIIHIIA

JTAaHHBIX C JTAaHHBIX, ucronb3oBanueM NoSQL 6a3st MongoDB.

Pas3iInIHbIX Y3JI0B

CHuxeHue B nenesoii BCC cHmkeHne pa3MepHOCTH HANpaBiIEHO B IEPBYIO OYepe/ib
pa3MepHOCTH JUTSL OITUMHU3AIIMY 00BEMOB pa3MepOB XPaHUIIHUIIA JaHHBIX B YCIOBHIX
JIAHHBIX orpannueHnii y31oB bCC, ocymecTsiseMoe Ha y3J1e-KOOpIHHATOPE B
pamkax Raspberry Pi ¢ ucrons3oBannem oudmmorexku Keras
autoencoder = Model(input_layer, decoded)
autoencoder.compile(optimizer="adam’, loss=binary_crossentropy’)
autoencoder.fit(X_train, X_train,
epochs=50,
batch_size=256,
shuffle=True,
validation_split=0.2)
Hopmanuzauus — B LeISIX 00paOOTKU JAaHHBIX OCYILIECTBILIETCS MiN-max-HOPMaIH3aLust
JAHHBIX ¢ MCIOJIb30BaHueM Oubnnoreku Sklearn

scaler = MinMaxScaler(feature range=(1, 2))
event = scaler.fit_transform(data)
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Tabnuma 5 — BelmonHenne cTagun aHaIn3a JaHHBIX

BBIOOPOK JaHHBIX

Cranus JleiicTBust Omnucanne
METOUKH
Cramus 3. W3zBneuenue B wactu cobupaemsix Ha y3max bCC HCXOMINIMX U BXOAAMINX TTaKETOB
Amnanus MIPU3HAKOB U3 6ecrpoBozHoro Tpaduka BCC n3BnexaemMble IPH3HAKH XapaKTEPU3YIOT KOHKPETHBIS
JTaHHBIX petoOpabOTaHHBIX | SK3EMIUIIPHI HAKETOB JAHHBIX, IIPUYEM Ka>KIBIH ITaKeT BKIII0YAeT CICTYIONIHe

MIPU3HAKN: HOMEp MOC/IeI0BAaTeIbHOCTH MAKeTa, THII TakeTa, uaeHTudukarop PAN
ID ceru, MAC-aapec ucrounuka, MAC-aapec nosydaress, JUIMHY [1OJIC3HON
Harpy3KH, METKy BpeMeHH (aKTHIEeCKOIl JOCTAaBKH MaKeTa Ha y3ell U HEKOTOPhIe
JIpyrue moJs.

B wactu coObrtnii xxypranos y3noB BCC ananusupyemble 00pa3mbl JaHHBIX
BKJIIOYAIOT MAEHTH(HKATOp KoMaH bl yrpasienns (Command ID), Tun koMaHIbl,
OCHOBHBIE ITapaMeTphI (Ha3BaHue mapamerpa u 3Hadenue), Cluster ID st yxazanus
THUIA B3aUMOJCHCTBHUSL. B 9acTy nndpoBBIX 1 aHATOTOBBIX CEHCOPOB B MEPBYIO
04CPE/Ib U3BICKAKTCS TPOUKH (71, S, P, 1S), CICUMPHUIMPY OIS Y3eI 71, Ha
KOTOPOM PACIIONaraeTcsi CEHCOP S, IOKA3aHNE p, ¢ METKOi BPEMEHH 5.

dopmupoBanne @dopMupoBaHKe HKCIEPTHBIM ITyTEM THIIOTE3EI O TPEATIONaraeMon KOppeIsum
THIOTE3bI TS OTJICITIbHBIX BUJIOB JaHHBIX U LIEJICBOIl HEPEMEHHOH KilacCH(UKaLMK HHIIHJICHTOB
KJIacCU(HUKALII 0€30I1aCHOCTH.
Konctpynposanue Crnenyrolue pou3BOIHbIC IPU3HAKU UCIIONIB3YIOTCS B 3aBUCUMOCTH OT BUJIA
NIPU3HAKOBOTO HHIUJICHTOB, KOTOPBIE HEOOXOIMMO BBISIBIISATH:
MIPOCTPAHCTBA — CTaTUCTHKH MO y3JaM-HCTOYHHKAM M ITOJTy4aTeIIsIM NTaKETOB JIaHHbIX;
— 00BEeMbI OJIE3HOH HArpy3KH MAKEeTOB JTaHHBIX;
— CTaTUCTHYCCKHE BEJIMYHUHBI HHTEPBAJIOB BPEMEHH MEXK/Ty [TAKCTaMHU JaHHBIX;
— JIMCKPETHBIC 3HAYCHUS! IVIOTHOCTH PACIIPEJICTICHNS AKSTOB JAHHBIX 110 HX
THIIaM;
— pa3IUYHbIC CTATUCTUYCCKUE BEJINYMHBI HHTCHCUBHOCTH TpaduKa, B TOM YUCIIe
MaKCHUMAaJIbHbIe, MUHUMAJIbHBIE U YCPEAHCHHBIC 3HAYCHMS 3a/IePIKEK Iepeadnt
JIAHHBIX, CKOPOCTH TTOCTYIUICHHUS ITAKETOB M OAWT B CEKYH/LY;
— H0JIA ITOTEPAHHBIX PI/I/I.]'II/I HETIPAaBUJIBHO JOCTABJICHHBIX IMAKETOB JTaHHBIX;
— BEJIMYUHEI Hepronorpednenus y3nos bCC;
— MecronosnoxkeHnus y310B bCC (¢ ucnonb3oBannemM GPS-koopauHar uim HHOTO
BH/Ia TO3UIIMOHUPOBAHNS B IIPOCTPAHCTBE);
— BPEMEHHbIC CTATUCTUKU JOCTYIIHOCTHU U aKTUBHOCTH y310B BCC u 1p.
Brigenenus Jlst o0yuenust Kitaccu(puKaTopoB MPUMEHSIETCS THIIOBOE pa3OHeHNe Ha
o0ydaromux u 00yJaromIyIo 1 TeCTOBYI0 BEIOOPKH B cooTHommeHnH 0,8 k 0,2 ¢ yueTom
BaJIMJALIHOHHBIX CyMMapHOro o6bemMa BBIOOPOB 1 cOalaHCHPOBAHHOCTH JAHHBIX 10 KJIACCAM.
BBIOOPOK
Ormpenenenne B xadecTBe pedepeHCHBIX 3HAUCHUH 110 YMOITYaHUIO BHIOPAHBI 3HAYCHHS
TpeOyeMbIX TOYHOCTH, MTOTHOTHI U f1-Meprl, a Taroke mokaszarenst ROC-AUC B pasmepe 0,95.
3HauUCHUH
rnokasarenei
Ka4yecTBa
OOHapyKEHHS

Bri6op moneneii u
METOIOB O0yUYCHUS

B kauectBe 00y4aroMx MOAECICH UCIIONB3YIOTCS CIIELYIONINE MOJIEIH,
OCYIIECTBILIIONINE KIAaCCH(HUKAIMIO C yIUTEIIeM Ha OCHOBe JiepeBbeB (Random
Forest u AdaBoost), cBepTouHast HEHPOHHAsI CETh Ha OCHOBE MaTPHIl H300pakeHHU it
(CNN)

Kpome TOro, MpUMEHSIETCs: aBTOPHKO/EP /Ul CHI)KEHHS Pa3MEPHOCTH AaHHbIX.

Pa3merka maHHBIX
1 o0yueHHe ¢

Pa3meTka JaHHBIX HA UX MPUHAUICKHOCTH HOPMAIEHOMY U @aHOMAJIEHOMY
(YHKIMOHMPOBAHHIO OCYIIECTBISAETCS SKCIIEPTHO C MPHUMEHEHHEM

HpUMEHEHHEM ABTOMAaTH3UPYIOIET0 CKPUITa, HaricaHHoro Ha Python. Pa3meTka KOHKpeTHBIX

METOIIOB 00pa3noB JaHHBIX (COOBITHH, TpaduKa, TOKa3aHUH CEHCOPOB) MIPOBOIUTCS B

](J'laCCI/I(bI/IKaLIl/Il/I IEPBYIO OUEPEAb UCXO/s1 U3 METOK BPEMEHU CMOACIMPOBAHHBIX NHIIUAEHTOB
0e30I1aCHOCTH, a TAaKXKe HACHTU(PHUKATOPOB y3JI0B, HHUIIMATOPOB aTaKH U
BOBJICYCHHBIX B HEe.

KomOunupoBanue ITpy HEOCTHIKEHHHU YCTAHOBJICHHBIX 3HAYCHNUH TTOKa3aTeNei KauecTsa

KJ1acCHU(HKATOPOB KJIaccU(UKALNY, @ TAKKE B LENAX MYJIbTHKIACCU(HUKALUK OJJHUH U3 ITyTeil nX
TIOBBIIICHHS — JOTIOJTHUTEIEHOE HCIIOIb30BaHIE aHCAMOINPOBAHNS, BKITIOUAsT
CTEKHHT ¥ MaKOPUTAPHOE TOJI0COBAHHKE.

TectupoBanue TunoBoe TecTUpOBaHUE NOCTPOCHHBIX KIACCH(PHUKATOPOB OCYIIECTBISIETCS Ha

KJ1acCH(HKATOPOB YCTaHOBJIEHHOH TECTOBOI BBIOOPKE JaHHBIX.
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TaGmuna 6 — BeImmoTHEHWE CTaiK BU3YaIbHON aHATUTHKU

Craausa METOIUKHA JeiictBust Onucanue
Cranus 4. ITonroroBka HCTOUHUKOB AHanu3 NCTOYHMKOB aHHBIX 00 y31ax BCC n ux
Busyanbnas 1 BEIOOPOK JTaHHBIX JUIS (YHKIIMOHUPOBAHUH, B TOM YHCIIE KypPHAJIBI COOBITHH,
aHAJINTHKA BU3YaJIbHOTO aHAJIN3a CeTeBO Tpa(uK U IMOKA3aHHsI CECHCOPOB Y3JIOB.
[TonGop BU3yalIbHBIX Hcnonp3yroTcs ciaeayonye Tpu OCHOBHbIE BU3YaJIbHbIE
Mozenei MOJIEIH:

— rpadMiK BpEMEHHOTO Psi/ia JUTS BBISBICHUS M aHAIM3a
AHOMAaJIbHOM CEeTeBOM aKTUBHOCTH MPU B3aUMOJICUCTBUU
Heckonbkux y310B bCC;

— JIBYMEPHBIE M TPEXMEPHBIE JHarpaMMbl pacCesTHUST IS
OTIpE/IeTICHUS OTKJIOHEHUH B KIIIOUEBBIX XapaKTEPHCTHKAX
COOBITHH, ITAKETOB, TOKA3aHUI CEHCOPOB, HAIPUMEP JUTS
ydeTa HOAIETbHBIX JaHHBIX XapaKTEPUCTHK CEHCOPOB
TEMIIEPaTyphl, BIAKHOCTH, SHEPTOMOTPEOIeHHS,
CBUJICTENBCTBYIOIINX O 37TOHAMEPEHHOM MOJIENKE JaHHBIX
monutopunra bCC. Kpome Toro, B ciryuae KOHTpOJIs
XapaKTEePUCTUK COCTOSHHS aTMOC(EPHOTo BO3/1yXa
MIPOMBIIIICHHOTO 00BEKTa WM TOpOo/ia TaKast MOJIeNb
BU3YyaJIN3aIMN UCIOJIB3YETCS TAKKe ISl OTIPECIICHUS
KJIaCTEPOB HOPMAJILHOTO (DYHKIIMOHUPOBAHHS CUCTEMBI,
4TO, B CBOIO OYE€PE€Ab, TOBLICUT OCBEJOMJICHHOCTD
orneparopa BCC 1 MOBBICHT Ka4ueCTBO BBISIBICHUS
AHOMAJIHH;

— TEIIOBasi KapTa, KOTOpasi HaKJIaabIBAeTCs

Ha paxTryeckyto cxemy tomonoruu bBCC ms
0TOOpa’KeHNsI HMHTEHCUBHOCTHU CETEBOM aKTMBHOCTH,
9HEpronoTpeOIeH s, MapIIPYTH3AIMH TTAKETOB U IPYTUX
XapaKTepUCTUK, N3MEHEHHSI B KOTOPBIX SIBJISIFOTCS
npusHakamu arak Ha BCC.

IIpoBepka u sKcriepTHas OreHrBaHNE MOJIeNICi HA OCHOBE PE3yJIbTAaTOB MX
OIICHKA BU3yaTbHBIX MIPUMEHCHHS B CITy4ae KOHKPETHOTO (PAKTUYECKOTO WITH
Mojerneit MOJICITUPYEMOTO UHIIHCHTa O€30IIaCHOCTH BKITFOUACT:

— (hopMHpOBaHKE MAIIMHOYUTAEMbIX HH()OPMALMOHHBIX
MIPU3HAKOB, IT0J]aBaEMbIX B Ka4€CTBE JIOMOJIHUTEIBHOMN
I/IH(i)OpMaI_H/II/I Ha BXOJ MHTCIUICKTYaJIbHBIM MOJCIIAM
aHaJiu3a JaHHbIX B paMKax CTaaun 3 MCTOJHKH;

— OIIEHKY KOPPEKTHOCTH M KauecTBa MIEPBUYHBIX JJAHHBIX,
norydaeMbx oT bCC, B TOM 4ncIie JaHHBIX HOPMAJIBHOTO
(YHKLMOHUPOBAHUS CETH;

— BBISIBJICHHUE Apeii(a B JaHHBIX C TEYCHHEM BPEMEHH,
YTO HEOOXOMMO JUTsl CBOEBPEMEHHOIN KOPPEKTUPOBKH

u HepeO6y'-IeHI/Iﬂ HUHTECJUICKTYaJIbHbBIX MOZ[eJ'lefl JUISA
BBISIBJICHUS MHIIMICHTOB 0E€3011aCHOCTH;

— JU1sl BOSMOXKHOCTH ITOBTOPHOTO UCIIONTB30BAHUS
TIOJIOYKUTEIBEHOTO OIBITA MALTMHHOTO O0YyUYEeHUS ISt
BBISIBIICHUS MHIIMJCHTOB Ha CXOAHBIX Keficax (T.H. transfer
learning);

— IJIs1 JOKYMEHTUPOBAHUA U MMOBLIILICHUA
YEJIOBEKOYMTAEMOCTH PE3yJIbTaTOB HHTEIUIEKTYaIbHOTO
aHaIM3a ¥ OOHAPY)KCHUS] MHLMCHTOB B LIEJISIX MOBBILICHUS
3¢ PeKTHBHOCTH 0OMEHA HKCTIEPTHBIMU TaHHBIMHU H
paccieoBaHus Y)Ke BBIBICHHBIX HHIUICHTOB.
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Tabmunia 7 — BeImosTHEHUE CTaUH TOIICPKKA IPUHATHS PEIICHUH

Cranus JHeticrBus Omnucanue
METOINKH

Cranus 5. [IpunsTue pemenuit Jis BCC muist KOHTPOIISt XapaKTEPUCTHK COCTOSIHUS

IMoxnepxka | Mo pearnpoBaHUIO Ha aTMoc(epHOTo BO3/TyXa MPOMBIIIIIEHHOTO 0OBEKTa TOpo/ia Ha

TIPUHSATHS 0OHapyKCHHBIE MHIUJCHTHI | JAHHOHN CTaJNH BBIMOIHIIOTCS CIEIYIOMNE JeHCTBHSA:

pereHui 6e3omacuoct B BCC — OIIEHKa BEJIMYMHBI ylllepOa cepBrcaM MOHUTOpHUTa
1 BBIpaOOTKa Mep 10 COCTOSIHHSI aTMOC(EPHOTO BO3/yXa, BKIIFOYAsl TIOCIEICTBHS OT
pearupoBaHUIO Ha HepaborocnocooHocT BCC 1 puHaHCOBBIE 3aTpaThl HA PEMOHT
BBISIBJICHHBIN MHIM/ICHT 00opynoBaHUs HHPPACTPYKTYPHI CETH;

— aHaJIU3 BO3MOXKHBIX MOCJIEACTBUH aJbHENILIEr0 MPOIOJIKEHHS
U PaclpOCTPaHEHUs aHAIIU3UPYEMOH aTaky;

— MIPUHSTHE PEIICHHUS O TaJbHEHIINX KOHTPMEpax, B TOM

YHCIIe MPOIOKeHNE (DYHKIIMOHUPOBAHUS B OTPAaHUYCHHOM,
ABTOHOMHOM DPEKUME;

— TOKyMEHTHPOBaHNE MHIIUICHTOB B IIEJIAX 00ecTIeueHHs
paccieoBaHus HHUUACHTOB.

YTounenue u [IpousBoaUTCS YTOUHEHHE U KOPPEKTUPOBKA MOJIUTUK
KOPPEKTUPOBKA ITOITUTHK 0€30MacHOCTH IS TIOBBIIICHHUS YCTOWIHBOCTH CETH K OYIYIIHM
0e30macHOCTH aTaKam, B TOM YHCJIE IS
— muddepenimanyuy GyHKINI 1 MUHUMHA3AIMU TPUBUIICT U
y3710B;

— noBsleHus 3amuiiesHoctd bCC Ha anmapaTHOM ypOBHE;
— MOBBIIEHNS PPEKTUBHOCTH IPOLIECCOB aBAPUITHOTO
BOCCTAHOBIICHHS [TOCIIC HHITUICHTOB;

— pe3epBUPOBAHUS Y3JIOB, MOIITHOCTEH, KOMITOHCHTOB
3aIIUIICHHOTO XPAHCHUS JaHHBIX.

Pesynwrarer knaccudukamnmm Ha ocHoBe MeTo0B Random Forest, AdaBoost u cBepTouHOi1 HEeli-
ponnoii cetn (CNN), BBIOIHEHHBIX Ha Habope mpenoOpadoTaHHBIX JaHHBIX, BKIIOYAIOIIUX CMO-
JISIMPOBaHHYI0 KOMOMHHPOBAHHYIO aTaKy C HMCIOJIb30BaHueM wormhole u spoofing-Bo3neicTBuit
npuBesieHb! B Tabnuie 8. B kauecTBe Hanbosee BaXKHOTO MMOKA3aTess Jisl OLIEHKU KadyecTBa PadoThI
KJIaCCH(MKATOPOB W WX CpaBHEHHUs ObLIT BBIOpaH ToKa3zareib fl-Mephl, mpeacTaBiIsionii 6amaHc
MEK/y TOUHOCTBIO BBISIBICHHS aTaKH U NOITHOTOM. [lokazaTens nmpuBeeH ¢ OKpyIIeHHEM /10 2 3Ha-
KOB II0CJIE 3aIISITON.

Tabnuua 8 — Pesynbrars! kiaccupukaum

Knaccudukarop F1-mepa
Random Forest 0,97
AdaBoost 0,98
CNN 0,67

Takum o6pazom, metoabl Random Forest u AdaBoost mo3BoJsitOT OcyIecTBUTh Kiaccuduka-
U0 C MHTErPaJIbHBIM TOKa3aTesieM KauyecTBa MpeBbIatonieM pedepercuoe 3nadenue 0,95, uro, B
CBOIO 0Yepeib, MOATBEPIKIACT BHIMOIHUMOCTD MPEIaraéMoil METOUKHU Ha TIPUMEPE MPAKTUIECKO-
ro cruenapus pabotsl BCC B paMKax MOCTPOCHHOTO CTeHa KHOep(PH3MIeCcKoil CUCTEMBI il KOH-
TPOJISE XapaKTEPUCTUK COCTOSHHSI aTMOC(EpPHOT0 BO3/1yXa MPOMBIIUIEHHOTO 00bekTa/ropoaa. Takxke
OTMETHM, YTO OTHOCHUTEIIbHASI CXOXKECTh PE3YJIbTaTOB Kiaccuukaimu s metogoB Random Forest
n AdaBoost oOyciaBnmuBaeTcsi TaM, 4To 00a M3 HUX IMPEACTABISIOT aHCAMOJIMPOBAHHBIC METOJIBI,
NOCTPOCHHBIE HAa CXOXKUX MPHHIUIAX U OCHOBAHHBIC Ha JEpeBbsiX pemieHuid. [Ipu sTom mydmiue
pe3ynbraThl Kinaccudukanuu y meroga AdaBoost 0OBsSCHSIIOTCS B3aUMOCBSI3aHHOCTBIO OTICITBHBIX
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JIEpEBBEB PELICHUI B IMpOIlecce UTEPAMOHHOTO Tepedopa, uTto Oojee CymeCTBEHHO ISl Habopa
AHAJIU3UPYEMBIX JTaHHBIX.

[Tocnenyromiee COBEPIICHCTBOBAHUE MOAETEH KIACCH(PHUKAMKN BKIIOYAeT TAKKEe OTPabOTKY
MoJiesIel TIPU YBEJIMYEHUH YMCIIa TECTOBBIX CLIEHAPUEB, a TAKXKE pPaCHIMPEHUE IKCIIEPUMEHTOB IS
OXBaTa JIPyT'MX pa3HOBUIHOCTEH KOMOMHMPOBAHHBIX MHOTOLIAroBHIX Bo3xeicTBuil Ha y3i1bl BCC.
B tom uncne npenmnonaraercs ananu3 naHHbIX GyHkunonupoBanus BCC nox aTakoif, B paMKax Ko-
TOpPOM HAPYUIUTENh UCIOJB3YET MOJAETbHbIC UACHTH(PHUKATOPHI Y3JI0B U MAHUITYJUPYET UMH IS
nepexBara JaHHBIX U HAPYUICHUH MapuIpyTU3aluH B CETH.

OTMeTuM, 4TO B paMKaxX MpeajaraéMoil METOAMKH pacdeT K03 UIIMEHTOB BaXKHOCTH TPOH3-
BOJIUTCS B IIEJISIX ONTHMHU3AIMN 3aTpaT almmapaTHbIX, KOMMYHUKAITMOHHO-BBIYHCIUTEILHBIX PECYP-
coB BCC, BpiiensieMbIx Ha (PyHKIIMOHUPOBAHHE MEXaHU3Ma OOHAPYKEHUS aTakK. Y YUTHIBAIOTCS TPU
BUJIa PECYPCOB — BBIYHMCIUTENbHBIC, KOMMYHUKALIMOHHBIE U dHEpropecypchl. B 3aBucuMoctu ot
KOHKPETHOTO MPHUKJIAJHOTO ClieHapHsl KO PUIIMEHTHI TO3BOJISIOT BEIOUPATH T KIIACCUPHUKATOPHI U3
UMEIOIINXCSI, 3aTPaThl HAa (PYHKIIMOHUPOBAHUE KOTOPHIX COAIaHCUPOBAHBI U B HAMOOJbIIEH CTENIEH!
ONMU3KH K pecypCHBIM TpeOOBaHUAM paccMaTpuBaeMoro crieHapus. Hampumep, B ciydae MOOHITB-
HBIX CETE€Hl MOHUTOPUHTA MECTHOCTH, y3JIbI KOTOPBIX MOHTHPYIOTCSI Ha OSCIHIIOTHBIE JIETaTeIbHbIC
anmaparbl, XapakTepu3yIONIHecsi CTPOTO OTPAHUYCHHBIM MAaKCUMaJIbHBIM BPEMEHEM I10JIeTa, Hau-
OoItee BaXKHBIM MPECTABISIETCS YDHEPTOPECYPC, TOTa KaK BEIUUCIUTEIbHBIE U KOMMYHHKAIIMOHHBIE
pecypchl OKa3bIBalOT MEHbIIIEE BIUSHNE HA JOCTHKEHUE Leeld Muccuu. M mosToMy BBIYHCIUTEINb-
HBIMH 1 KOMMYHHUKAIIMOHHBIMH PECypCaMH B JAHHOM BOIIPOCE, BEPOSITHO, MOXKHO TPEHEOPEUb.

OtmeTuM, 4TO B OOIIEM Cilydae pa3paboTaHHas METOJMKA MO3BOJIIET 00ECIEUUTh 3HAYUTEb-
HOE yITydYIlIeHHue Ka4eCTBa U CKOPOCTH OOHApY>KEHUsI HHIIUJIECHTOB 0€30MacHOCTH B OECIIPOBOTHBIX
CEHCOPHBIX CETSX, a TAK)KE ONEPATHBHO BBIBISATH KaK BHEIIHUE, TAaK M BHYTPEHHUE YTIPO3bI. ITO
CIIOCOOCTBYET MOBBIIICHUIO YCTOWYMBOCTH TaKUX CETEH K pa3jMuHOrO BUJA aTakaM, TaKHUM Kak
DDoS, nmoaMmena JaHHBIX, MAHUIYISIIUHA ¢ MAapIIPyTU3ALUeH U IpyTre THITbI 37I0HAMEPEHHBIX BO3-
nerictBuii. KpoMe Toro, 370 OyZIeT ClTOCOOCTBOBATh CHUKEHUIO PUCKOB BO3HUKHOBEHHSI JUTUTEILHBIX
nepe6oeB B paboTe KPUTUIECKU BAXKHBIX 00BEKTOB, IPON3BOICTBEHHBIX KOMIIEKCOB, HH(PACTPyK-
TYp MEIUIUHCKUX YUPEXKIECHUIN U TOPOICKHUX CITy:KO MOHUTOPHHIA OKpYXKarolien cpeasl. B pe3yinb-
TaTe BHEIPEHHSI METOIMKH TIEPCOHAI CMOXKET ObICTpEEe pearupoBaTh HA MHIUICHTHI, JIOKAJTH30BaTh
UX BIMSHUE U MUHUMH3HPOBATh BO3MOXKHBIN yIIepO, 4TO MPUBENET K MOAIEPIKAHUIO CTAOMIBHOCTH
U HAJe)KHOCTH Bcel MHMpacTpyKTypbl. Takke HAKOTUIEHHWE JAaHHBIX O BBISBICHHBIX WHIIUJACHTAX
JIacT BO3MOXKHOCTB IIPOTHO3UPOBATH U MPEIOTBPAIIaTh OyIyIIie aTaky, YTO JOMOTHUTEIFHO MOBbI-
n1aet ypoBeHb kubepdusuueckoit 6ezonacnoctu bCC.

3akJ/ouenue

B crarpe uccrneayorces BOnpockl KHOepPU3NIECKOl 0€30MacHOCTH OECITPOBOIHBIX CEHCOPHBIX
ceTeil 1 0COOEHHOCTH 0OHAPYKEHUS aTaK B TAKHX CETAX C yUETOM MX apXUTEKTYPHBIX U PECYPCHBIX
orpaanyeHui. [Ipenyoxena KOMITJIEKCHAasE METOIMKA IS BBISBJICHHUS MHIIUICHTOB, CIIOCOOCTBYIO-
miast 6osee ObICTPOMY OOHApPYKEHHIO IIMPOKOTO KJjlacca arak U MUHUMM3AIMK yiiepoa or Hux. B
KaueCTBE HANpaBJICHUI JaIbHEUIIeH paboThl IO JAHHON TeMAaTUKE MPEATIOIaratoTCs HCCIST0BaHMS
10 IPUMEHEHUIO AJITOPUTMOB M CPEICTB OOHAPYKCHHS COCTA3aTeIbHBIX aTak (adversarial attacks)
Ha MEXaHU3MbI KHOep(hHU3NIEeCKONM OE30MacCHOCTH M MOHUTOPHUHTA ypoBHS 3ammuiieHHocTH bCC.

HNudopmanus o punancupopannu. Pabora npooaurcs B pamkax AP23489127 «Moxaenu u

AJITOPUTMBI TMMOBBIMICHHSA 3alMUIITICHHOCTH KI/I6Cp(1)I/I3I/ILIeCKI/IX CUCTEM IPOMBIIIIJICHHOT'O MHTEPHETA
BCH.Ieﬁ C UCIIOJIb3OBAHHUEM I'PAHUYHBIX BBIYUCIICHUIN.
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CbBIMCbI3 CEHCOPIJBIK XKEJUJIEPIET'T KAVIIICI3AIK MTHIOUUAEHTTEPIH
AHBIKTAY )KOHE TAJIJAYFA APHAJIFAH KEIHNEH/I 9OAICTEME

AHgaTna
Maxarana ceiMchi3 ceHcopisiK xeninepaid (CCXK) kubeppu3uKambK Kayircizairi Mocemnenepi KapacTeIpblia-
nel. Kasipri 3amanrer CCXK sinkhole sxone wormhole malysuimapsl, «opTamarsl agaM» THITIHIETI maldybuigap,
JICPEKTEPl aIMacThIpy, oMOeOan JKeIUTiK MadyblIap KoHe T.0. CUAKTHI KeH ayKbIMIbl KayinTepre ocai. Toxi-

58



KA3AKCTAH-BPUTAH TEXHUKAJIBIK
YHUBEPCUTETIHIH, XABAPIIBICHI Ne 4(75) 2025

pubene MyHnail malybsuigapiaH KOpFaHyFa BIKMal eTeTiH (GakTopiapiAblH OpTYPILIiri, WH(QPaKypbLUIBIMHBIH
Tap OarbITTANFaH SPeKILIeIiri oHe XKelll TYHIHAEPIHIH IeKTeylli pecypcrapsl Kenepri kenripeni. byn makanana
CCXK-zeri xayinci3nik WHIUICHTTEPIH aHBIKTAayFa apHAJFaH KCIICH/I dficTeMe YChIHBIIaAbL. O malybuiaapisl
THIMJII aHBIKTayFa JKOHE WHITMICHTTEPre YaKBITBUIBI OPEKET eTyre MYMKIHIIK Oepemi, Oy 03 Ke3eriH/ae BIKTHMal
SUSHIBl A3aWTHIN, JKENIHIH Y3IIKCi3 )KYMBICBIH KaMTaMachl3 eTefi. ¥CBHIHBUIFAH OICTEMEHIH >KaHAIIBIFBI OHBIH
KEIICHAUTITIHAC, 9pTYpal KuOephHU3UKAIBIK Kayil-Karepiaepai aHbikTay Kaoimerinme xone CCX Tyiinmepini
TapajfaH KYpPbUIBIMBI MCH KYPaMbIHIAFbl ©3TepPICTep MUHAMUKACHIH CCKEPE OTBIPBIN, WHIMICHTTEPI YKOFApPhI
JIOIIIKIICH JKOHE TOJIBIKTHIKIICH alKbIHAAybIH A XKaThIp. OnicTreme ZigBee MpoTOKobl HETi3iH/Ae KYMBIC ICTEHTIH
JKOHE OHIIPICTIK HBICAHHBIH HEMece KaJlaHBIH aTMoc(epalblK ayachIHBIH CHIIaTTaMallapblH OaKpLIayFa apHAIFaH
CCX ¢parmenTiame chiHAKTaH OTKi3UNmi. JaMBITBUTFaH 9iCTEME CHIMCBI3 CECHCOPIBIK JKENUIepIeri Kayinci3mik
WHITUICHTTEPIH aHBIKTAy Camachl MEH JKeIESNIITiH apTTHIPHII, KEeMUIePAiH 1IIKi KOHE CHIPTKBI 3USHIIBI ocepiiepre
TO3IMJILIITIH KOFapbLIaTaIbl )KOHE ITa0ybLI COTTI OOIFaH XKaraakiaa HHPPaKYPLIBIM KYMBICBIHBIH Y3aK YaKbITKa
TOKTAIT KATybIH OOJIIBIPMANTBI.

Tipek ce31ep: CHIMCHI3 CEHCOPIIBIK JKeJi, KayiNCi3IiK HHIUJICHT], aHBIKTAY, MOJICIIbJICY, d/liCTEME.
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COMPLEX TECHNIQUE FOR DETECTION AND ANALYSIS
OF SECURITY INCIDENTS IN WIRELESS SENSOR NETWORKS

Abstract

The article comprises issues of cyber-physical security of wireless sensor networks (WSN). Modern WSNs
are vulnerable to a wide class of attacks, such as sinkhole and wormhole attacks, man-in-the-middle attacks, data
substitution attacks, universal network attacks, etc. In practice, the ability to protect WSNs from this type of attacks
is hampered by the variety of possible impacts, highly specialized focus of the infrastructure and limited resources
of network nodes. This article proposes a comprehensive technique for identifying security incidents in WSNs for
effective attack detection and incident response, which will minimize potential damage and ensure uninterrupted
network operation. The novelty of the technique includes its complexity, the ability to identify various cyber-physical
threats and ensure high accuracy and completeness of incident detection, taking into account the distributed structure
and dynamics of changes in the composition of WSN nodes. The technique has been tested on a WSN fragment
operating on the ZigBee protocol to monitor the characteristics of the atmospheric air of an industrial facility or a
city. The developed technique will help improve the quality and timeliness of detecting security incidents in wireless
sensor networks, which will enhance the resilience of networks to external and internal malicious influences and
prevent long-term interruptions in the operation of the infrastructure in the event of successful attacks.

Keywords: wireless sensor network, security incident, detection, modeling, technique.
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DEVELOPMENT OF AUTOMATION AND CONTROL SYSTEM
OF THE TECHNOLOGICAL PROCESS FOR SULFUR PRODUCTION

Abstract

Given the sophisticated technologies that modern industrial organizations are equipped with, monitoring and
diagnostics of equipment condition are critical tasks. The current study aims to develop an improved diagnostic
system for industrial equipment in the oil and gas industry using Schneider Electric M241 and M340 programmable
logic controllers (PLCs). The first step in this process is to analyze the faults that occur during equipment operation,
as well as to study the signal processing methods used in the oil and gas industry. The second step is to use PLCs for
automated data collection, parameter monitoring and diagnostics of equipment condition. This approach allows for
real-time control of key technological processes, reducing the probability of failures and increasing the reliability
of production equipment. The study examined the impact of various data processing strategies on the efficiency of
industrial equipment diagnostics. PLC data collection and analysis methods were considered, including continuous
parameter monitoring, threshold control and trigger events. Based on these methods, diagnostic algorithms were
developed and implemented in the EcoStruxure Machine Expert and EcoStruxure Control Expert, which provide
automatic fault detection and alarm generation.

Key words: Industrial equipment diagnostics, programmable logic controller, sulfur production, PID control,
Modicon M340, Modicon M241.

Introduction

Sulfur and its derivatives takes a huge applicational meaning in a wide range of industrial systems.
In the realm of chemical production, approximately half of the global sulfur output is dedicated to
the synthesis of sulfuric acid, while another quarter contributes to the creation of sulfites. Also,
sulfur serves as a crucial component in the manufacturing of insecticides, accounting for up to 15%
in the production of pesticides for grapes, cotton, and other crops. Also, sulfur is indispensable in
the production of polymers and synthetic fibers, as well as in the formulation of pyrotechnical and
explosive mixtures such as gunpowder and match head compositions. The paper industry also relies
on sulfur for processing and subsequent production. Those factors make sulfur extremely useful
material for humanity.

The production of certain steels with specialized properties is impossible without the involvement
of sulfur. Additionally, sulfur plays a vital role in disinfecting agricultural facilities like vegetable
storage warehouses, poultry houses, and basements. In the process of wine-making, the preservation
of vegetables and fruits necessitates the involvement of sulfur. Sulfur also finds application in the
creation of modified asphalt pavements and diverse types of concrete possessing specific properties,
as well as in organic synthesis and the production of pharmaceuticals designed for addressing skin
conditions.
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Materials and methods

Claus process

The Claus method is still remains as a fundamental technique in gas desulfurization, primarily
which is used for extracting elemental sulfur from hydrogen sulfide-rich gas streams. A method was
introduced in the late 19th century by Carl Friedrich Claus and then the process has since evolved into
a multi-stage industrial standard. Its widespread adoption is largely due to its ability to process waste
gases from refining and natural gas treatment plants, converting them into usable sulfur through a
combination of thermal and catalytic reactions. A hydrogen sulfide, which is produced, for example,
during of the process of hydrodesulfurization in refinery naphthas and some other crude oil products,
is being transformed into sulfur in a Claus reactors [1].

The Claus process involves two main stages:

2H,S+30,-280,+2H,0 (1)
4H,S+2S0,—3S,+4H,0 )

Elemental sulfur serves as a valuable component in both fertilizer and pesticides. The Claus
process can be divided into two stages: thermal and catalytic.

Thermal stage
In thermal stage of the Claus process, the hydrogen sulfide-rich gas is partially combusted under
the substoichiometric conditions at the high temperatures which are above 850°C. This controlled

reaction initiates the conversion of H,S into sulfur dioxide (SO,), releasing significant heat in the
process. As the hot gas mixture cools, elemental sulfur begins to condense and is subsequently
extracted in a gas cooling unit. This step not only drives the initial transformation of sulfur
compounds but also ensures thermal decomposition of unwanted byproducts such as ammonia and
hydrocarbons, preventing catalyst fouling in the subsequent stage. Claus gases are acidic gases and
with no additional combustible substances aside from the hydrogen sulfide, are being ignited in a
lances arranged around a central muffle through the whole following chemical reaction:

2 H,S +3 03 — 2 SO, + 2 H,0 (AH = -518 kJ mol—1) 3)

This is a highly exothermic process of complete combustion of hydrogen sulfide, resulting in
the formation of sulfur dioxide, which undergoes further reactions. Of particular significance is the
Claus reaction:

2HS+80,—-3S+2H0 4)
The overall equation looks like this:
2HS+0,—-28S+2HO0 (5)

The temperature in the Claus furnace exceeds 1050°C. This guarantees the destruction of
BTEX compounds like benzene, toluene, ethylbenzene, and xylene, which would otherwise go to
the downstream of Claus catalyst. The gases that contains ammonia, like those from the sour water
stripper at the refinery, or hydrocarbons, are transformed inside of the burner muffler. A sufficient
amount of air is introduced into the muffler to ensure the complete combustion of all the hydrocarbons
and ammonia present. The air-to-acid gas ratio is carefully regulated so that one-third of the total
hydrogen sulfide (H,S) present is converted into SO,. Usually, from 60 to 70% of the total amount of
all elemental sulfur produced in the process is obtained in the thermal process stage. The bulk of the
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heated gas emerging from the combustion chamber traverses the conduit of the process gas chiller,
undergoing a cooling process that allows the sulfur generated during the reaction to condense. The
sulfur forms in the thermal phase as highly reactive S, diradicals which combine exclusively to the
S, allotrope:

48,— S, (6)

The thermal energy expelled by the process gas, coupled with the latent heat associated with
condensation, is harnessed to generate medium- to low-pressure steam. The congealed sulfur is
extracted at the liquid discharge segment of the process gas chiller.

Catalytic stage

Following the thermal step, the Claus process enters its catalytic phase, where the remaining
hydrogen sulfide reacts with sulfur dioxide in the presence of a solid catalyst — commonly based on
activated alumina or titanium oxide. This stage significantly increases the overall sulfur recovery
rate by facilitating the main Claus reaction under milder temperature conditions, typically ranging
from 200 °C to 330 °C. To prevent sulfur condensation and maintain catalyst activity, the process
gas is reheated before entering each catalytic reactor. As the reaction progresses through multiple
beds, additional sulfur is formed and then condensed downstream. Effective temperature control and
catalyst management at this stage are essential for sustaining efficiency and minimizing byproduct
formation.

During the Claus process, a significant amount of hydrogen sulfide (H,S) reacts with sulfur
dioxide (SO,), which is produced during combustion, in the reaction chamber. This reaction leads to
the formation of gaseous elemental sulfur:

2H,S+S0,—3S+2HO (AH =-1165.6 kJ mol-1) (7)

The tail gas from the Claus process still containing combustible components and sulfur
compounds (H,S, H, and CO) is either burned in an incineration unit or further desulfurized in a
downstream tail gas treatment unit.

Process Block Diagram

The first step of the process includes the preliminary treatment of the feed gas that generally
consists of hydrogen sulfide (H»S) as well as other constituents. The feed gas is then heated at a
higher temperature inside a furnace, where the conversion of the hydrogen sulfide into sulfur dioxide
(SOy) occurs. It's referred to as thermal decomposition (Refer to Figure 1).

H";_"' ey ‘
o
oo——e >
&
o= >

Figure 1 — Claus process, thermal stage
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The remaining gas blend is then sent to a set of scrubber units such as the waste heat boiler and
then the LP steam generating the sulfur condenser, where they remove any leftover sulfur constituents
like carbonyl sulfide (COS) and the disulfide of carbon (CS,). Sulfur gets condensed and extracted
in the condenser of the sulfur.

Description of the general parameters

The Claus process is a tried and tested procedure utilized within the petroleum industry for the
production of sulfur from sour gases. It has been used for many decades and its effectiveness relies
on a number of crucial parameters such as temperature, pressure, residence time, and the feed gas
composition. The raw material, which consists mainly of hydrogen sulfide, is fed into a steam boiler
provided with gas tubes where it will go through a process of thermal conversion. In the combustion
chamber of the boiler, temperatures of about 1100 °C are reached, progressive cooling to 350 °C as
the gases make their way through the bundle of pipes. At this stage, water vapor at a pressure varying
between 2.0 and 2.5 MPa is created.

Table 1 indicates general characteristics while Table 2 indicates general parameters.

Table 1 — Characteristics of purified VD/SD/ND gas and acid gas

Parameter Purified VD gas, Purified SD gas, Purified ND gas, Acid gas,
mol % mol % mol % mol %
Temperature, °C <50 <62 58 <50
Pressure, bars <65 <26 4.5 <1.1
H,S content, ppm about <15 <35 <15 not standardized

The reaction vessel residence time is a key variable for the Claus process as a measure of the
exposure of the gases to the reaction conditions. Short residence times may lead to a lack of complete
recovery of the sulfur present, while longer residence times may cause equipment fouling.

Table 2 — General Parameters on Installations

Parameter Unit of Accura-cy | Acceptable range Acceptable range Recommend-ed
measurem-ent % of technologi-cal of technolo-gical optimal value
parameters, des. parameter-rs, real
The water
level in
the steam
collector % 2.52 0-100 40-70 60-65
Steam
pressure Bars 0.82 33 20-30 27-29.5
Catalyst
temperature °C 1 400 260-370 310-320

The ratio of the composition of the feed gas, including hydrogen sulfide (H,S) and carbon
dioxide (CO,), is another significant factor of the process. The source of most of the sulfur added by
the feed comes from H,S and depends on its concentration and the level of impurities present. The
process requires high recovery rates of the sulfur, and these are obtained by careful management of
residence time and carefully optimized composition of the feed. The operators are able to improve
the efficiency and sustainability of the Claus process by recognizing and controlling these factors.
The gas from the top of the contactor is sent directly to the afterburning furnace where the remaining
sulfur compounds are oxidized into SO,. The level of SO, present within the flue gas is then detected
using the flow analyser. The temperature of the furnace is kept at around 800°C with the assistance
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of the control of the temperature indicator. The flue gas fuel comes from two sources: the separator
where the gas comes from the two separators and the flare, as well as the separator where the
recycle streams of the top products of the fuel gas contactor and the phlegm of discharge from the
diethanization tower. [16].

Description of the Control Object:

A heat exchanger is a device used for the exchange of heat energy between two or more fluids
without physical mixing. The functioning of a heat exchanger is regulated by a host of parameters
like the temperature difference between the fluids, the surface area exposed for the exchange of heat,
the flow of fluids, and the respective modes of movement of the fluids. Heat exchangers are utilized
on a large scale in multiple industries such as petroleum refining, food industry, manufacturing of
petrochemicals, power production, nuclear power production, and even spacecraft system designing.
There exist various types of heat exchangers consisting of [17]:

¢ Shell-and-tube heat exchangers (Figure 2): Such heat exchangers are made of a number of
tubes having one type of fluids flowing inside the tubes and another flowing externally over the tubes
within a shell. Shell-and-tube heat exchangers are commonly used in petroleum engineering because
they are very effective and have the ability to withstand very high pressures.late heat exchangers:
These types of units use thin plates as the separating medium between fluids and are generally smaller
and more efficient for some uses, although they might be less long-lived than shell-and-tube types.

¢ Plate heat exchangers: These types of units use thin plates as the separating medium between
fluids and are generally smaller and more efficient for some uses, although they might be less long-
lived than shell-and-tube types.

* Air-cooled heat exchangers: These use air rather than water or other liquids as the cooling
agent and thus are ideal for places where water supply is scarce.

Heat exchangers have a key role to play within petroleum engineering as they are used for
numerous processes including:

¢ Heating crude oil or cooling it for the purposes of processing.

+ Cooling water from the production of oil to avoid damage to the equipment and ensure ideal
working conditions.

+ Harnessing industrial process waste heat to make electricity or steam.

¢ Air-cooled heat exchangers: These use air rather than water or other liquids as the cooling
agent and thus are ideal for places where water supply is scarce.

SULFUR

EXCHANGER

VALVE-1

HEAT \
J

Figure 2 — Heat Exchanger’s structural scheme

Specification and calculation of the general parameters of the mathematical model
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By given parameters like the temperature of inlet and outlet sulfur it’s possible to calculate the
mathematical model for heat exchanger. Determining the thermal energy balance:

Q= GC(TinTooue) = GulolTin=Tous) ()
The temperature of inlet sulfur is 220 C and the temperature of outlet is 130 C.
Q = G,C.(220 — 130) 9)
Mass consumption of sulfur will be around 5 kg/s.
Q = 5x0.73x (220 — 130) = 3285 (10)

The transfer function of the heat exchanger is described by an aperiodic link of the first order
with a precise delay:

wp) = Tptis e

(11)
K, = e
GsCsl Ts in—Trout) (12)
K, = 3285 1
5%0.73x(220-130) (13)

After finding the transfer coefficient and time it’s possible to find the transfer function of heat
exchanger.

— P
Iy = Gs (14)
Tr _ 181[:-([!1.5: 181 (15)

A transfer function of a heat exchanger with precise delay:

w(p) =

g PTt
181p+1C (16)
For the convenience of analysis, we use the first-order Pade approximation.:

Pre

et = o (17)
T, =10 T
_ 1-5p
wp) = 181pt1 - 155p (18)

Wip) = ——2 (19)

(181p+1)(5p+1)

The final transfer function looks like:

1-5p
Wp) = 505p3+186p+1 (20)

After determining the final transfer function it’s possible to use it for further analysis. The transfer
function is needed to mathematically describe a dynamic system [2]. Some purposes of using the
transfer function. Determination of the dynamic properties of the system. The transfer function of a
system determines all its dynamic properties, so the primary task of calculating a control system is
to determine its transfer function. The transfer function describes the system's response to a change
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in the input parameter, including the reaction delay and the rate of change in the output value [3].
Restoring the output signal. If the transfer function and the input signal of the system are known,
then the output signal can be restored. In Figure 3 is shown a system of heat exchange with control
valve and temperature indicator in transfer functions that was designed in a Matlab Software in
Simulink tool. The system has 3 different PID regulators with different coefficients and creation of a
regulator based on fuzzy logic principles was considered [4]. The need for a mathematical model of
the selected control object lies in the ability to predict and evaluate the behavior of the process [5].
It is a differential operator that expresses the relationship between the output and input of a linear
stationary system [6].
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Figure 3 — Simulink heat exchange system with PID regulators

In Figure 4 a graph of the scope of each system with different PID coefficients is shown and
Table 3 shows them.

Peak time

kg SO IO, i s i i

Figure 4 — Scope of each system with different PID coefficients
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Table 3 shows the different PID coefficients for each system with the same transfer function.

Table 3 — Different PID coefficients

Color Kp Ki Kd
Yellow 0.0187 0.00009 0.13
Blue 0.0150 0.00014 0.12
Red 0.1000 0.00015 0.15

Development of automation and control system on the basis of PLC

Programmable logic controllers (PLCs) are the basis of industrial automation, as it is a hardware
and software component that directly interacts with sensors, actuators, and other field devices. APLC
provides access to control and monitoring of many machines connected to it and the software system
integrated with them. PLCs can effectively work with various communication protocols, analyze data,
perform conversions, interact with I/O modules, process signals, etc. PLCs are fully programmable
by the user using the development environment and standard IEC 61131-3 programming languages,
such as ST, FBD, SFC, LD, IL. EcoStruxure Control Expert is a software platform for developing,
configuring and maintaining control systems in various industries. Its necessity is due to the ability to
simplify and improve control processes, increase operational efficiency and ensure smooth integration
of various automation components. EcoStruxure Machine Expert is a software from Schneider
Electric that is used for the design, programming and maintenance of machines and equipment in
industry. Configuration software EcoStruxure Operator Terminal Exper screen designed to create
and save applications for automating control systems for Mageli GTU (Premium and Open units)/
STO Color/GTO terminals and Magelis industrial PCs (elpan and unit) [7]. In Figure 5 is shown
«Industrial automation Laby (Schneider Electric).

Figure 5 — Sulfur production control system
realization in «Industrial automation Laby (Schneider Electric)
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«Industrial automation Lab» (Schneider Electric) was used for achieving the goal of a
construction of a system for sulfur production. In Figure 6 a connection of controllers of 2 Masters
M340 with 3 Slaves M241 each connected by TCP Modbus protocol and by one controller connected
on HMI Harmony Panel with Ethernet network. If one of the connections with the controller broke
the indicator will show exactly what controller connection were broken is shown from the laboratory.

PLC M241 .FI'.II:H.H!

SLAVEY H’ SLAVE3
H.Emf

Figure 6 — Architecture of controller connection

Figure 7 represents us a control plant of sulfur production. Having reaction furnace which
is RF — 100, 4 condensers C-XXX, 3 reheaters, 1 huge tank — T-100 and heat exchanger HE-100.

Figure 7 — Development of the operator screen
for sulfur production in EcoStruxture Control Expert
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In Figure 8 all the equipment of a Stand from the laboratory is shown that it were used for the
construction of the system.

HMI Panel HMISTOT735 @

" l_u.-_ = ]

G | HMI Panel HMIST6400

Figure 8 — Realization on stand

Figure 9 represents the view of an HMI panel for monitoring the control object.

CONTROL OBJECT - HEAT EXCHANGER
01FvO1

Control Panel

[ 0 ] seg £ start ()
ﬁ) ¢ STOP .

01FvVO1

RF-100

R-100

MANU MODE pOFp
MANU . DFR
F-100 . EFR
=100 - DFR
2-101 . OFR
1-102 . OFR

Figure 9 — Development HMI display on the basis of HMIST6400 Panel with
EcoStruxture Operator Terminal Expert
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Figure 10 shows software for Panels EcoStruxure Operator Terminal Expert.
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Figure 10 — EcoStruxure Operator Terminal Expert

The PLC connections are based on a sending pulse signal from Slave to Master controller for
indication of controller connection. In Figure 11 an HMI panel with an opened PID graph which
is realized with program on M340 controller by using the special software EcoStruxure Operator
Terminal Expert.

Desired Value

. Current Value

Figure 11 — PID graph on HMIST6400
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In Figure 12 an HMI panel with an opened PID graph which is realized with program on M241
controller by using the special software EcoStruxure Operator Terminal Expert.

19:23:06

Figure 12 — PID graph on HMISTO735

By using the WebVisu from EcoStruxure Machine Expert it’s possible to share the visualization
that was realized in a Software to other devices that connected to the same network as PLC by using
it’s address with WebVisu extension. In Figure 13 is shown the exact phone connection to PLC for
Emergency Shut down in case if operator would have troubles with control point/room.

Figure 13 — Mobile PLC Modicon M241 control
with Webvisu and EcoStruxture Machine Expert
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In Figure 14 is shown another software EcoStruxure Machine Expert with visualization and it’s
WebVisu configuration for generating a website based on controller’s IP address.

S P U [P

......

Figure 14 — EcoStruxure Machine Expert

Figure 15 represents HMI panel with opening menu and starting the Manu mode of the Automated
Sulfur production system by using the special software EcoStruxure Operator Terminal Expert.
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Figure 15 — Menu and Manu mode from HMI Panel
As the representation of control objects were chosen ATV630 (Figure 16a) as Reaction Furnace
and ATV320 (Figure 16b) for valve opening control with 3 PID controllers — 1 for M340 and 2
for M241. Summarizing this part of the project, the strengths of the program realization is the
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implementation of overall 8 PLC controllers with 17 sensors including 10 pressure sensors and 7
temperature sensors. The system has an HMI control with Auto and Manu modes and control objects
as frequency converters like ATV320 and ATV630. System also has an emergency shut down by
phone manipulation for remote control of the safety in case of trouble in operator’s room or system.

a) ATV630 frequency converter b) ATV320 frequency converter
Figure 16 — Description of the frequency converter in the system

The PLC connection is based on a TCP Modbus connection with Ethernet connection to HMI
Panels. On stand realized the indicators based on a simple lamp that uses the Discrete output from
the modules of PLCs

AT IMPLEMENTATION IN PLC SYSTEM

By using a software Modbus Poll it’s possible to collect the data from sensors using Modbus
addresses. In Figure 17 is shown an Exel table that was collected from Pressure sensors ST700 and
Temperature sensor PT 1000.

The temperature at the inlet and outlet is an important parameter for diagnosis, as temperature
changes may indicate a decrease in heat exchange efficiency. Inlet and outlet pressure — pressure drop
or sudden fluctuations may also indicate clogging or other problems in the system.

This data can be used to create a model that will track anomalies and warn of possible accidents.
For example, to predict clogging, you can build a model that will take into account changes in
temperature and pressure as signs of deterioration of the heat exchanger.

Availability of accident data on previous accidents can be very useful for training an Al model.
Typically, in industrial systems such as heat exchangers, data on accidents and failures is stored in an
event log or in a maintenance database (CMMS - Maintenance management system). This data can
be useful for training a machine learning model that will look for patterns in the behavior of the heat
exchanger before an accident.

As a little experiment a simple code was written in a Google Colaboratory using a Python
programming language to analyze and detect anomaly from collected data from sensors.

In Figure 18 is shown an Excel file that was gained from the result of Google Colaboratory. It
used the Isolation Forest algorithm to detect the anomaly score from sensors. Isolation Forest is an
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algorithm for detecting anomalies. He does not build a density model but tries to isolate outliers.
A tree is built where each node randomly selects one feature and a random split value. The data is
divided recursively until each point is in its own separate sheet. A point is considered an anomaly
based on how quickly it was isolated (the shorter the path, the more anomalous). If an object separates
in just a couple of steps, it means that it is very out of the picture

A B c D E F_ |
4 | 2025-04-1711:54:14.976 2,5 0.4 09 245 1,2
5 2025-04-17 11:54:15.093 2,5 0.4 0.9 24,5 1,2
6 2025-04-17 11:54:16.865 2.5 0.4 0.9 4.5 1.2
7 2025-04-17 11:54:17.861 2,5 0.4 09 245 1,2
8 2025-04-17 11:54:18.898 2,5 0.4 0.9 24,5 1,2
9 2025-04-1711:54:19.895 2.5 0.4 09 248 1,2
10 2025-04-17 11:54:20.892 36 0.4 0.9 25 1,2
11 2025-04-17 11:54:21.904 55 0.4 09 252 1,2
12 2025-04-17 11:54:22.918 6.4 0.5 09 254 1,2
13 2025-04-17 11:54:23.959 6.8 1 09 257 1,2
14 2025-04-17 11:54:24.955 7.3 1.4 09 259 1,2
15 2025-04-17 11:54:25.960 7.5 1.5 0.9 261 1,2
16 2025-04-17 11:54:26.988 6.5 1.1 09 262 1,2
17 2025-04-17 11:54:28.003 5,7 0.6 0,9 264 1,2
18 2025-04-17 11:54:29.008 58 0.5 26 265 1,2
19 2025-04-17 11:54:30.023 6.3 0.4 5 268 1,2
20 2025-04-17 11:54:31.028 6.6 0.4 61 267 1,2
21 2025.04-17 11:54:32.054 66 04 65 267 1,2
22 2025-04-17 11:54:33.071 6.4 04 58 268 1,2
23 2025-04-17 11:54:34.081 4 0.4 27 268 1,2
24 2025-04-17 11:54:35.086 29 0.5 1.4 6.8 1,2
25 2025-04-17 11:54:36.095 26 1 1.1 269 42
26 2025-04-17 11:54:37.124 2,5 1,3 1 269 6,8
27 2025-04-17 11:54:38.136 2,5 1.5 0.9 269 7.4
28 2025-04-17 11:54:39.162 2,5 1,5 09 269 7.5
29 2025-04-17 11:54:40.175 2,5 1,4 09 269 59

Figure 17 — Collected data

| Type log narme hare ] Unnamad: 1 | Unnamaed: 2 | Unnamad: 3 | Unnarmed: 4 | Unnamed: 5 |Momnh_5mu|
Poll definition: 1D = 1, Function = 03, Address = 0, ScanRate = 1000
Pres_Sen_1 Pres_Sen_2  Pres_%en_3 Temp_Sen_1  Pres_5Sen_4

2025-04-17 11:54:14.976 25 0400000006 0899999976 245 1200000048 0304535275
2025-04-17 11:54:15.093 25 0400000006 0899999976 245 LI00000H8 0304535275
2025-04-17 11:54:16.865 25 0A00000006 0859995976 245 1,700000048  0,304535275
2025-04-17 11:54:17. 861 25 0400000006 0859999976 245 1200000048 0304535275
2025-04-17 11:54:18.898 25 0400000006 0,890999076 245 1200000048 0,304535275
2005-04-17 11:54:19.895 25 0400000006 08999990906 2479959924 1000000048 0304535275
2005-04-17 11:54;20,892  3,599995905 0400000006 0859999976 25 1,200000048 0304535275
2025-04-17 11:54:21. 504 55 0400000006 0899999576 520000076 1,200000048  0,304535275
2025-04-17 11:54:22.918 £ AD0000095 05 0859999076 1539999962 1200000048 0304535275
2025-04-17 11:54:23.959  6,800000191 1 0560999976 2570000076 1200000048 0304535275
2025-04-17 11:54:24.555 7300000191 1299599976 0850999576 2589959962 1200000048  0,304535275
2025-04-17 11:54:25.960 75 15 0859999576 2610000038 1200000048 0304535275
2025-04-17 11:54:26.983 65 1100000024 0899999976 1620000006 1,200000048 0304535275
2025-04-17 115428003 5699995809 0500000024 0850999606 2639995062 1200000048 0304535275
2025-04-17 11:54:29.008  5,800000191 05 2,599995505 265 1,000000048 0304535275
2025-04-17 11:54:300023  6,300000191 0400000006 3 2660000038 1200000048 0304535275
2025-04-17 11:54:31.028  £,50999%905 0400000006  6,099999505  26,/0000006 1200000048 0304535275
2025-04-17 11:54:32.054 6509995905 0400000006 65 MTO000076 1200000048 0304535275
2025-04-17 11:54:33.071 6400000095 0400000006 5800000191  26,79999524 1 200000048 0304535275
2025-0:4-17 11:54:34.081 4 0400000006 27000000438 2679999924 1300000048 0304535275
2025-04-17 11:54:35.086  2,900000095 05 1300999076  16,79990024 1200000048 0304535275
2025-04-17 115436095 2,599955905 1 1100000024 2689906962 4190995809 0304535275
2025-04-17 11:54:37.124 25 1299939952 1 2689999962 6800000191 0304535275
2025-04-17 11:54:38.136 25 15 0899999976 2689999962 7400000095 0304535275

Figure 18 — Anomaly detection result
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A code for building the trees is shown in Figure 19. The total number of trees that were built was
50. By using those trees code detects points and then calculates the anomaly score for the analysis.

3% Wm of trees: 5@

Figure 19 — Isolation Tree code

By using matplotlib.pyplot library it was possible to construct the plot to visually see the anomaly
detection of collected data (Figure 20). The closer coefficient gets to 1 the more anomaly appears,
and it means a very short path in the trees. As it’s possible to see from a plot a collected data is
closer to 0 which means that it’s closer to a normal. The Isolation Forest algorithm has shown its
effectiveness in spotting anomalies in a collected data set. By using the same principle it’s possible to
build a Model which can detect and predict the accidents and prevent them if it has access to database
of sensors in a real time.

Anomaly distribution

=== Line = 063

az e
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Figure 20 — Matplot of anomaly distribution
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However, for safety reasons it would be better to limit access to control of plants from that
model. By limiting model from full control of automation systems it’s possible to prevent them from
damaging the system. The last choice must be made by a professional and qualified person.

This small experiment showed the potential in combining machine learning and artificial
intelligence with automation and control of production processes, as well as in other areas. If narrow
down the created model to analyzing the data it receives in real time, it is possible to create an
effective incident prevention system that will significantly reduce the costs of many companies.

Results and discussion

This section presents and discusses the main results obtained during the research. Figure 7 shows
the builtup control system which is based on Programmable Logic Controllers (PLC) by using TCP
Modbus protocols. In Figure 8 shown the scheme of process control logic of the technical process.
Figure 14 demonstrates the implementation of remote monitoring and control using WebVisu from
EcoStruxure Machine Expert. Figure 19 presents a summary table of data collected from sensors, and
Figure 20 shows the results of anomaly distribution analysis performed using Python programming
language.

The Modbus TCP based architecture demonstrated the ease of integration with industrial sensors
and the ability to scale. The key performance indicators of the system include data exchange latency,
polling frequency, and channel stability under peak loads. In the future, it is recommended to conduct
systematic network measuremetn and analyze their impact on the performance of control algorithms
for technological processes.

The analysis of data from sensors using machine learning methods made it possible to identify
patterns and detect deviations from the normal behavior of the equipment. The obtained distribution
of'anomalies (as shown in Figure 21) indicates the presence of localized spikes on individual sensors
and periodic deviations, which makes it possible for surgical intervention. For an objective assessment
of the anomaly detector's effectiveness, accuracy and completeness metrics are highly required as
well as testing on a dedicated deferred samples.

Conclusiion

Modernization of automatic control systems for sulfur production is necessary for efficient
production. The state of automation affects the efficiency and functionality of production systems.
The issue of improving automated systems is acute. The article contains research on the analysis of
an automated sulfur production system using Schneider Electric techniques.

The utilization of mathematical modelling, particularly through the MATLAB software, plays a
pivotal role in understanding and optimizing the control system. The study involved examining the
mathematical model of the heat exchange process.

During the study, a connection structure was created from several PLCs using Schneider Electric
software and the network configuration and system architecture were implemented. During this
process, a PID controller was designed, which allowed for better productivity. Automated systems
at strategically important facilities and enterprises must comply with all applicable standards and
function promptly.
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'KazakcTan-bpuran TeXHUKAJBIK YHUBEPCUTETI, AnTMaThl K., Kazakcran

KYKIPT OHAIPY TEXHOJOT'UAJIBIK IPONECIH ABTOMATTAHIBIPY
KIOHE BACKAPY ) KYUECIH JAMBITY

AnjiaTtna

3amaHayl ©HEPKOCINTIK YHBIMOapAa KYpAesi TeXHOJOTHIApABIH KEHIHEH KOJIAaHBUIYBIH €CKepe OTBIPHIIL,
JKaOIBIK KaFAalbIH OaKplIay JKOHE THarHOCTHKAIdy MaHBI3IB MiHAeTTepAiH Oipi. by 3eprrey Schneider Electric
M241 sxone M340 OarmapiamanaHaThiH JIOTHKAIBIK KoHTposwiepsiepin (PLC) maiimanmaHy apKpUIbl MyHai-ras
OHEPKACIOIH/Ier! OHAIPICTIK XKaOIbIKTapAbl AUATHOCTHKAJIAY/IbIH KETULNIPUIreH KyieciH a3ipieyre OarbITTasiFaH.
3eprTeyniH anfamksl KagaMbl — dKaOJBIKTHI MaiianaHy OapbIChIHIA TYBIHIAWTBIH BIKTUMAJ aKaylap/bl TaJaay,
COH/Iali-ak MyHal-ra3 canachlH/la KOJJIAaHBUIATBIH CHTHAJJIApAbl OHJEy oIicTepiH 3eprrey. Exinmn kamam —
aBTOMATTAHIBIPBUIFAH JIEPEKTEPAl KHUHAY, IapaMeTpiiepAl Oaxpulay KoHE >KaOAbIK JKarAaiblH HAarHOCTHUKAJIAY
ymin PLC xonmany. ¥ CBIHBUTFAH TOCLT HETI3T1 TEXHOIOTHSIIBIK MPOIIECTEP i HAKTHI YaKbIT PeXUMiHIe OacKapyra,
ICTCH IIBIFYy BIKTHMAJIIBIFBIH a3alTyFa KOHE OHIIPICTIK JKa0IbIKThIH CCHIMIUIITIH apTThIPyFa MYMKIHIIK Oepei.
3eprrey OapbIChIHIA OPTYPIi JAEPEKTEeplli OHJIEY CTpaTerusulapbIHbIH OHEPKACINTIK KaOIBIKThI UArHOCTHKAJIAY
THIMJIUTITIHE BIKNAIBl KapacTelpbulasl. PLC Heri3inme nepexTepli knHay »KoHe Tajijgay SicTepi, COHBIH imIiHae
Y3IIKCi3 TmapameTpiep MOHUTOPHHTI, IIEKTI MOH/AEPAl OaKkpulay YKQHE TPHUITEPIIK OKHMFajap/bl TIpKey 3epTTeli.
Ocsl omictepain Herizinae EcoStruxure Machine Expert skone Unity Pro 6armapimamalibik opTanapbiHia aKaynapibl
aBTOMATTHI TYPJE AHBIKTAY KOHE MAOBLT KaJIBIITACTHIPYAbl KAMTAaMAaChl3 €TETIH AMArHOCTHKAJIBIK alITOPUTMICD
93ipJIeHil, iCKe achIpbUI/IbI.

Tipex ce3mep: Schneider Electric, eHepkacinTik »aOIBIKTBIH JAMAarHOCTHUKACHI, KOHTpOJUIEpIEp, KYKIpT
eHipici.
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PABPABOTKA CUCTEMBI ABTOMATU3ALIUU U YITPABJIEHUSA
TEXHOJOI'MYECKUM INPOLHECCOM ITPOU3BOJACTBA CEPbI

AHHOTAUA

YYHTBIBasT CIIOKHYIO TEXHOJIOTHIO, KOTOPOW OCHAIICHBI COBPEMEHHBIC ITPOMBIIIICHHBIC OPTaHU3aIlUH, MOHH-
TOPHUHT U TUATHOCTHKA COCTOSHISI 000PYIOBAHUS SABISAIOTCS KPUTHICCKH BaXKHBIMU 3a/1auaMi. Llenbio HacTosIIero
HCCIICIOBAHMUS SIBIISICTCS pa3paboTKa yCOBEPIICHCTBOBAHHON CHCTEMBI THarHOCTUKY IIPOMBIIIUIEHHOTO 000pyIoBa-
HUs B He(DTEra3oBoi OTPACIIK C UCIOIB30BAHHUEM MPOrPaMMHUPyeMbIX torndeckux koutposuiepos (ITJIK) Schneider
Electric M241 u M340. IlepBbIM I1aromM B 3TOM IPOIIECCE SBISICTCS aHAJIU3 HCHCIPABHOCTCH, BO3HUKAIONIUX B
MPOIECCE IKCILTYyaTallii 000PYIOBAHMUS, a TAKIKE U3YyUCHHE METOJOB 00paOOTKU CUTHAJIOB, UCIOIB3YeMbIX B He-
(hrerazoBoit orpaciu. Bropem marom sBisieTcs uctonszoBanue [TJIK ams aBToMaTH3MpoBaHHOTO cOOpa JTaHHBIX,
MOHHUTOPHHTA TTAPAMETPOB U AUATHOCTHKH COCTOSHHA 000pynoBaHus. Takoi MOAXO MO3BOIAET B PEKIME peallb-
HOTO BPEMEHHU KOHTPOJIMPOBATH KIIFOUEBIC TEXHOIOTHUECKHE MTPOIECCHI, CHIKAsi BEPOATHOCTH OTKA30B U IOBBIIIAS
HAJICXKHOCTh MPOU3BOJICTBEHHOTO 000PYI0BaHus. B HCCIen0BaHNN H3y4daaoCh BIMSHHE PA3JIMUHBIX CTPATEIuil 00-
pabOTKK JaHHBIX Ha 3((GEKTUBHOCTh TUATHOCTUKU MPOMBIIIICHHOTO 000pyIoBaHus. BbUIM paccMOTPEHBI METO-
Iel cOopa u ananmu3a paHHbIX [1JIK, BKIIFOYAss HEMPEPHIBHBI MOHHTOPUHI TApaMETPOB, MTOPOTOBBIA KOHTPOJb U
TpHUrrepHbie coObITHs. Ha 0cHOBe 3THX METOOB pa3paboTaHbl M BHeApeHBI B cpeasl EcoStruxure Machine Expert
u Unity Pro anroput™Msl IHarHOCTHKH, 00ECIIEINBAIOIINE aBTOMAaTHIECKOe OOHApY)KEeHIE HEUCITPaBHOCTEH 1 TeHe-
palurio aBapUHBIX CUTHAJIOB.

KuroueBbie ciioBa: Schneider Electric, quarHocTrka mpoMBIIIICHHOTO 000PY/I0BaHUSs, KOHTPOJUICPHI, IPOU3-
BOJICTBO CEpBL.
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COMPARATIVE STUDY OF MACHINE LEARNING METHODS
FOR DETECTING ANOMALIES IN NETWORK TRAFFIC

Abstract

The demand for intrusion detection systems (IDSs) that can promptly identify both known and new types of
attacks is on the rise due to the rapid expansion of cyber threats and the consequent increase in network traffic. The
utilization of machine learning techniques to autonomously analyze the behavior of network packets and classify
them as normal or malicious is a promising way to address this issue. The objective of this investigation is to
assess the suitability of a variety of machine learning algorithms for the resolution of network security issues by
employing network data analysis as an illustration. This investigation assesses the efficacy of machine learning
models in detecting network intrusions using the UNSW-NBI15 dataset. This study’s primary objective is to assess
the effectiveness of various machine learning models, including Random Forest, K-Nearest Neighbors (KNN),
Support Vector Machine (SVM), XGBoost, LightGBM, and Logistic Regression, in network security applications.
According to the analysis, all models exhibited high classification accuracy; however, the LightGBM model attained
the most remarkable results. This model exhibited the highest values of Accuracy (95.86%), Precision (96.02%), and
Fl-measure (96.99%), confirming its capacity to effectively manage complex and heterogeneous data. Overall, the
study underscores the significance of selecting the most appropriate model based on the security system’s objectives
and the specifics of the data.

Key words: machine learning, network traffic, LightGBM, cybersecurity, IDS, data analysis.
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1 Introduction

The world of today is undergoing a rapid transformation, and the number and complexity of
cyber threats are increasing as a result of the increasing digitalization. Organizations and consumers
worldwide are increasingly emphasizing information security. The active integration of machine
learning and artificial intelligence into network security systems is being driven by the increasing
ineffectiveness of traditional protection methods in this environment. Not only do these technologies
enhance the precision of malware and network attack detection, but they also adjust to the constantly
evolving tactics of attackers. New opportunities for the development of more robust and proactive
mechanisms to safeguard data and infrastructure are presented by the introduction of intelligent
approaches to information systems protection.

A model for the automatic detection of P-wave seismic signals in the Almaty region was devised
by D. Zhexebay and his colleagues using convolutional neural networks (CNNs) [1]. The authors
determined that the implementation of deep learning enhances the dependability of earthquake
early warning systems and can be effectively employed to reduce the risks associated with natural
disasters. K. Moulaei et al. conducted a comparative analysis of various machine learning algorithms
to predict lethal outcomes in patients hospitalized with COVID-19 [2]. The authors concluded that
machine learning models, particularly RF, can be effectively employed to identify patients at a high
risk of lethality and to assist in clinical decision-making.

Advanced machine learning models are becoming more precise and resilient in their ability to
map vulnerability to natural disasters, such as flooding. A novel method of Flood Susceptibility
Mapping (FSM) was proposed by S. T. Seydi et al with the use of the Cascade Forest Model [3].
Zhao et al employed machine learning algorithms to investigate the capabilities of the Google Earth
Engine (GEE) platform in land use and land cover classification (LULC) tasks [4].

Malware detection continues to be a significant obstacle in the realm of contemporary network
security, necessitating a comprehensive strategy. The accuracy and comprehensiveness of threat
detection can be substantially enhanced through the integration of machine learning techniques with
both static and dynamic analysis. M. Ijaz, M. H. Durad, and M. Ismailin their paper, examined
the efficacy of machine learning techniques for malware detection through both static and dynamic
analysis [5]. The problem of polymorphic malware detection was examined by M. S. Akhtar and
T. Feng through the application of various machine learning algorithms [6]. R. Baker del Aguila and
his associates investigated the feasibility of employing resource-efficient machine learning models
for static malware analysis [7].

Intrusion Detection Systems (IDS) assist in the development of anti-cyberattack defenses by
analyzing network traffic and detecting suspicious activity. Some new and complex forms of attacks
may not be effectively detected by traditional rule-based methods. Machine learning (ML) techniques
are being integrated into intrusion detection systems to enhance their capacity to autonomously
identify attacks in order to resolve this issue.

Traditional machine learning (ML), ensemble learning, and deep learning methods were
evaluated by C. Zhang et al. [8]. Based on the KDD CUP99 and NSL-KDD datasets, experimental
evaluations were conducted using the following algorithms: Decision Tree, naive Bayesian algorithm,
SVM, Random Forest, XGBoost, CNN, and RNN. The results indicated that the naive Bayesian
algorithm was more effective in detecting new forms of attacks, while the ensemble learning methods
demonstrated high accuracy. Furthermore, the efficacy of deep learning methods was determined to
be contingent upon their structure, hyperparameters, and training duration. The primary challenges
and prospective research directions in network attack detection are also emphasized by the authors.

Z. Ahmad and his colleagues examine the most recent advancements and obstacles associated
with network intrusion detection systems (IDS) in their paper [9]. They outline the potential of
deep learning (DL) and machine learning (ML) techniques for the effective detection of attacks.
The authors underscore the necessity of enhancing the precision of intrusion detection systems,
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minimizing false positives, and identifying novel types of attacks. Furthermore, they recommend
future research directions and classify intrusion detection systems according to machine learning/
deep learning.

In the context of a large network data and the Internet of Things (IoT), M. Asif et al. suggest a
MapReduce-based intelligent model (MR-IMID) for security [10]. In order to avert future assaults,
this model detects network attacks in real-time and stores the data in a database. The MR-IMID
model demonstrated an accuracy of 97.7% during training and 95.7% during validation, surpassing
previous methods.

A machine learning (ML)-based intelligent intrusion detection system (IDS) for detecting
cyber attacks targeting Internet of Things devices is examined by authors D. Musleh, M. Alotaibi,
F. Alhaidari, A. Rahman and R. Mohammad [11]. The investigation assessed numerous machine
learning models (including Random Forest, KNN, SVM, and stack models) and various feature
extraction algorithms (including DenseNet and VGG-16). The model that demonstrated the highest
accuracy (98.3%) when utilizing the IEEE Dataport dataset was a combination of VGG-16 and
layering.

The Intrusion Detection System (IDS) model proposed by H. Attou, A. Guezzaz, S. Benkirane,
M. Azrour, and Y. Farhaoui [12] is a security-enhancing approach to cloud computing systems that
employs Random Forest (RF) and feature engineering. The accuracy of the model was 98.3% on
the Bot-IoT dataset and 99.99% on the NSL-KDD dataset. The authors observe that this method
outperformed other state-of-the-art methods in terms of precision, accuracy, and completeness.

A machine learning-based intrusion detection system (ML-IDS) model for detecting attacks
in IoT networks is presented by Y. Saheed, A. Abiodun, S. Misra, M. Holone, and R. Colomo-
Palacios [13]. The UNSW-NB15 dataset was employed in the study, and dimensionality reduction
techniques were implemented through PCA and minimum and maximum normalization. The results
of the testing of six distinct machine learning algorithms were as follows: PCA-XgBoost achieved
an accuracy of 99.99%, PCA-Cat Boost achieved an accuracy of 99.99%, PCA-KNN achieved an
accuracy of 99.98%, PCA-SVM achieved an accuracy of 99.98%, PCA-QDA achieved an accuracy
0f 99.97%, and PCA-NB achieved an accuracy of 97.14%. The authors observe that this method is
in competition with existing methods [14].

A. Turukmane and R. Devendiran suggest a sophisticated Intrusion Detection System (IDS)
that is automated and based on machine learning as a solution to the detection of network intrusions
in their research paper [15]. They employed techniques such as Min-Max normalization, zero-
value processing, class inequality removal using ASmoT, and meaningful feature extraction using
M-SvD to analyze the CSE-CIC-IDS 2018 and UNSW-NB15 datasets. Furthermore, the Mud Ring
Multilayer SVM (M-MultiSVM) was employed to classify the attack classes, and the Opposition-
based Northern Goshawk Optimization (ONgO) was employed to select the most appropriate
features [16]. Consequently, the proposed system obtained an accuracy of 99.89% (CSE-CIC-
IDS 2018) and 97.535% (UNSW-NB15). The K-Nearest Neighbor, Naive Bayes, Support Vector
Machine were tested in detecting 19 different types of attacks based on data from the UNSW-NB15
dataset, and the SVM algorithm showed the best results with an accuracy of 97.78%, exceeding
the others. Despite its ability to achieve 98.9% accuracy on the KDD’99 Cup dataset, the SVM
algorithm proved less effective than the Random Forest algorithm, which demonstrated the highest
result of 99.81% [17]. The study also analyzed the classification of machine learning algorithms
used in intrusion detection systems (IDS) in areas such as IoT, Big Data, Fog computing, and 5G
networks. However, the following study notes that the advantage of this algorithm is revealed when
computational resources are limited [18].

The comparative analysis of state-of-the-art ensemble and classical machine learning algorithms
on the real and diverse UNSW-NB15 dataset is the unique feature of this study. The concentration is
on the efficacy of the models in the face of cyber threats.
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2 Materials and methods

2.1 Description of machine learning

Machine learning (ML) is a subfield of artificial intelligence that enables systems to autonomously
learn from data and make predictions or decisions without the need for explicit programming. It is
predicated on the development of models that can recognize patterns in historical data and apply
those patterns to the analysis of new input data. The machine learning process is comprised of
numerous critical stages, each of which is crucial to the development of the effective model depicted
in Figure 1.

DATA COLLECTION

Ad
DATA PREPROCESSING

i
FEATURE SELECTION l

[‘ 'MODEL DEPLOYMENT l

Figure 1 — Block diagram of the machine learning process

The process commences with the acquisition of data from a variety of sources, including sensors,
databases, and web services. Subsequently, the data is subjected to preprocessing to eliminate outliers,
duplicates, noise, normalize, and code features. Subsequently, feature selection is implemented,
which involves the identification of the most critical attributes that influence the outcome in order
to enhance the model’s precision and simplify its structure. This is followed by the selection of an
appropriate learning algorithm based on the data structure and problem type. The subsequent phase
involves the model’s training, which involves the analysis of the training data to identify the internal
dependencies between inputs and outputs. Following the training process, the model is assessed on
a test sample using a variety of metrics, including the F1-measure and accuracy, to guarantee its
efficacy. The model’s final stage is to be deployed in a real environment, where it begins to process
real data and generate predictions.

2.2 Data preparation

In 2015, the Australian Centre for Cyber Security developed the UNSW-NBI15 dataset,
which served as the foundation for the investigation. This dataset was produced by utilizing IXIA
PerfectStorm traffic, which offers a more accurate and current perspective on the behavior of both
legitimate and malicious network traffic. The dataset comprises a total of 175,341 network sessions,
of which 56,000 are normal and 119,341 are attacking. The nine primary categories of attack traffic
are as follows: Fuzzers (introduction of incorrect data to disrupt the system), Analysis (analysis
and scanning attacks), Backdoors (stealthy remote access), DoS (denial of service attacks), Exploits
(vulnerability exploitation), Generic (cryptographic attacks), Reconnaissance (gathering information
about the system), Shellcode (injection of malicious code through the shell), and Worms (self-
propagating malware).
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UNSW-NB15 comprises 49 attributes, each of which delineates a distinct characteristic of
a network connection. Basic attributes (e.g. IP addresses, ports, and protocols), traffic content
attributes (e.g. HTTP methods and FTP commands), temporal attributes (duration, connection start
and end timestamps), flow attributes (amount of data transferred, number of packets), and additional
automatically generated attributes (e.g. delay values, packet intervals, and TCP connection attributes)
are all possible categories into which these attributes can be roughly categorized. Furthermore, class
labels are present, including a binary label for normal traffic (0) and an attack cat label for aggressor
traffic (1), which denotes the category of the attack. In order to guarantee the generalizability of
the models, the data were partitioned into training and test samples in an 80/20 proportion using
train_test split (random_state=42).

The id and attack cat features were eliminated from the dataset during the preprocessing stage,
as they were deemed unsuitable for binary classification tasks. In order to guarantee the accurate
performance of feature scale-sensitive models, including Support Vector Machine (SVM) and
K-Nearest Neighbors (KNN), categorical variables were transformed using one-hot coding and
numeric features were scaled using StandardScaler. This data preparation enabled the formation of
a balanced and homogeneous sample for the purpose of further training machine learning models.

In this study, the UNSW-NBI15 dataset was selected as the primary benchmark for evaluating
the performance of machine learning models. To justify this choice, a comparative analysis was
conducted with two other widely used datasets in the field of intrusion detection: NSL-KDD and
CICIDS2017. The comparison highlights the strengths of UNSW-NBI15 in terms of modernity, class
balance, and relevance to contemporary cybersecurity challenges.

Table 1 — Comparison of Popular NIDS Datasets

Characteristic UNSW-NBI15 NSL-KDD CICIDS2017
Release Year 2015 2009 (based on 1999 KDD99) 2017
Number of Features 49 (original) / ~186 (after 41 >80
one-hot)
Number of Attack Types 9 categories 4 categories 15+ attack scenarios
Traffic Type Modern protocols (FTP, Outdated protocols (Telnet, Realistic mixed traffic
SSH, HTTP, DNS) ICMP)
Class Balance Moderate (=60% attack Highly imbalanced Highly imbalanced
traffic)
Threat Relevance Modern threats Outdated threats Modern threats
Dataset Size ~2 million packets ~150,000 records >3 million packets
Realism High (generated via IXIA | Low (synthetic benchmark) Very high (real-world
tools) captures)

As shown in the comparison in Table 1, NSL-KDD is an improved version of the outdated KDD99
dataset. However, it does not reflect modern network behavior or attack patterns. CICIDS2017 offers
high realism and a diverse set of attack scenarios but suffers from extreme class imbalance and
excessive volume, which complicates training and evaluation processes.

In contrast, UNSW-NB15 provides a balanced trade-off between size, realism, and diversity
of attack types. It includes up-to-date network traffic and protocols, a reasonable number of well-
defined classes, and moderate class balance, making it ideal for building and benchmarking intrusion
detection models.

2.3 Model training and evaluation

The system initially receives input network traffic, which is data regarding network connections,
including both legitimate and malicious sessions. This data is gathered using specialized tools, such
as IXIA PerfectStorm, to provide a realistic and current representation of the network behavior in
Figure 2.
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Figure 2 — Process of anomaly detection in network
traffic using machine learning

The traffic is subsequently subjected to a data preprocessing stage. The set is purged of irrelevant
features, including connection identifiers and assault categories, as they do not offer any valuable
information for binary classification tasks. Numerical features are scaled using standard normalization,
while categorical variables are transformed using one-hot encoding. This process guarantees the
accurate operation of machine learning algorithms, particularly those that are vulnerable to the scope
of the data, such as the support vector method or K-nearest neighbors.

Machine learning models are trained using the data that has been preprocessed. The study
employs six distinct algorithms: Random Forest, K-Nearest Neighbors, Support Vector Machine,
XGBoost, LightGBM, and Logistic Regression. From interpretability and fundamental accuracy
to high performance and robustness to overtraining, each has its own parameters and advantages.
Training is conducted on a labeled sample that is divided into normal and assault traffic.

The model that has been trained subsequently acquires new data and performs classification.
The decision phase is responsible for determining whether a specific network connection is normal
or anomalous. The connection is classified as anomalous if the features correspond to malevolent
behavior patterns. Therefore, the system is capable of efficiently filtering network traffic, thereby
detecting potential hazards in near real-time.

Six machine learning algorithms were selected for comparison:

Random Forest

The Random Forest Classifier is implemented by employing a fixed random number generator
sid (random_state=42) and 100 decision trees (n_estimators=100). This method of ensemble
construction achieves high accuracy and robustness against overfitting by constructing multiple trees
and averaging their predictions.

RandomForestClassifier(n_estimators=100, random_state=42)

K-Nearest Neighbors (KNN)
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The parameter n_neighbors=5 is employed in conjunction with the K nearest neighbors method.
It categorizes objects based on the most labels among the adjacent neighbors in the feature space. It
is imperative to scale the data prior to training, as the distances between nodes have a direct impact
on the outcome.

KNeighborsClassifier(n_neighbors=5)

Support Vector Machine (SVM)

The probability parameter = True and the linear kernel (kernel="linear’) were implemented in
the support vector algorithm to facilitate the construction of the ROC curve. SVM is capable of
effectively handling binary classification tasks in the presence of a substantial number of features.

SVC(kernel="linear’, probability=True, random_state=42)

XGBoost

In order to construct a robust gradient-enhancing model, the XGBoost algorithm is employed
with the following parameters: n_estimators=200, learning rate=0.1, and max_depth=6. The loss
during the learning phase is estimated using the eval metric="logloss’ parameter. This algorithm
exhibits a high degree of accuracy and a strong capacity for generalization.

XGBClassifier(n_estimators=200, learning rate=0.1, max_depth=6, eval metric="logloss’,
random_state=42)

LightGBM

LightGBM, like XGBoost, is a gradient-based booleaning algorithm; however, it operates more
efficiently on data of substantial magnitude. The parameters n_estimators=200, learning_rate=0.1,
and max_depth=10 are employed to achieve a balance between performance and accuracy.

LGBMClassifier(n_estimators=200, learning_rate=0.1, max_depth=10, random_state=42)

Logistic regression

In order to ensure convergence with a substantial number of features, the logistic regression
model was implemented with an increased number of iterations (max_iter=1000). Logistic regression
is a fundamental model that is frequently employed as an initial benchmark and is easily interpreted.

LogisticRegression(max_iter=1000, random_state=42)

Each model was trained on a standardized training sample and subsequently tested on the
deferred portion. The evaluation was conducted using the following metrics:

¢ Accuracy — The total proportion of correct predictions.

¢ Precision — The accuracy of attack classification.

¢ Recall (completeness) - the model’s ability to find all attacks.

¢ Fl-score is the harmonic mean between precision and recall.

+ ROC AUC is the area under the ROC curve showing the quality of the binary classification at
different thresholds.

¢ Confusion Matrix — for the visual evaluation of classification errors.

A comparative ROC curve was also generated, which enabled a visual comparison of the models’
quality in terms of AUC by calculating TPR (True Positive Rate) and FPR (False Positive Rate)
values for each model and interpolating them over the total interval.

3 Results and discussion

3.1 Results of the ML algorithms

Based on the results of the experiments, the LightGBM model demonstrated the most effective
performance, as illustrated in Table 2. The model’s exceptional capacity to differentiate between
assaults and normal traffic was demonstrated by its high classification accuracy of 95.86% and
an area under the ROC curve (AUC-ROC) value of 94.6%. Furthermore, the model demonstrated
a precision of 96.02%, recall of 97.98%, and F1-count of 96.99%, indicating a high equilibrium
between the accuracy and completeness of predictions.

The effectiveness of LightGBM in the network attack detection assignment is confirmed by
these results, which are based on the features presented in Figure 3.
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Table 2 — Results of the ML algorithms

Model Accuracy Precision Recall F1-score AUC-ROC
Random Forest 95,83 95,96 98,0 96,97 94,6
KNN 93,77 94,45 96,53 95,48 92,2
SVM 93,27 91,12 99,86 95,29 89,5
XGBoost 95,74 95,91 97,92 96,9 94,5
LightGBM 95,86 96,02 97,98 96,99 94,6
Logistic Regression 93,42 92,09 98,83 95,34 90,3

W accuracy [l Precision [ fecall Fiscore [l AUC-ROC

Rangdam Foast KMN SV AGBoost LightGam Logistic
Regression

Figure 3 — Results of the ML algorithms

LightGBM showed the highest AUC-ROC value (94,6) in Figure 4. In general, LightGBM was
the most effective model. The study’s findings indicated that machine learning models are highly
effective in the detection of attacks. The LightGBM model, in particular, demonstrated exceptional
performance on all critical metrics, owing to its ensemble nature and capacity to effectively adjust
to the complexity of the data. This demonstrates that it will be highly beneficial in real-world
applications, particularly when analyzing large volumes of network traffic.

ROC Curves Comparison
He —— Random Forest (AUC=0.946}
—— KNN (AUC=0.922)
—— 5VM (AUC=0.895)
—— XGBoost (AUC=0.945)
—— LightGBM [AUC=0.946)
—— Logistic Regression (AUC=0.903)
--- Random Guess (AUC=0.5)
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Figure 4 — Comparison of ROC curves for the six models
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Similar high performance was also obtained by the Random Forest and XGBoost models. This
is a result of their structural similarity (ensembles of decision trees) and their capacity to iteratively
reduce errors. The SVM model was effective in maximizing assault coverage (Recall); however, it
was inferior in terms of overall performance (AUC-ROC, Precision). Although the logistic regression
and KNN algorithms are straightforward and basic models, they demonstrated relatively limited
performance in identifying complex types of attacks, as illustrated in Figure 5.

Random Forest KMNMN
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Figure 5 — Confusion matrix analysis for the six models

It is important to acknowledge that the UNSW-NB15 dataset utilized in the study encompasses
specific categories of network attacks; however, it may be deficient in certain aspects of real-time
complexity. Additional testing is necessary to conduct a comprehensive assessment of the performance
of these models in real-world scenarios. Furthermore, it is advised that future research make use of
alternative datasets (e.g., CICIDS, NSL-KDD) and assess the efficacy of the models’ application to
real-time systems.

Therefore, the findings of this investigation demonstrate that reinforcement models, including
LightGBM, are ideal for practical application in the context of automated attack detection, thereby
facilitating the development of effective network security decisions.

An analysis of classification errors by attack category (attack cat) was conducted to conduct a
more thorough assessment of the quality of the models. False positive (FP) and false negative (FN)
classifications were given particular attention, as they are essential components of intrusion detection
systems.
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Table 3 provides a summary of the analysis’ findings, including the quantity of FP and FN errors

for each category of attacks.

Table 3 — Classification errors by attack category

Attack category False Positives False Negatives

Fuzzers 0 416

Analysis 0 40

DoS 0 2

Exploits 0 18

Generic 0 1

Reconnaissance 0 3

Shellcode 0 2

Normal 971 0

The analysis indicates that the Exploits category has the maximum number of FNs, which may
be attributed to the diverse attack behavior patterns in this group outlined in Figure 6. This suggests
that it is necessary to enhance the sensitivity of models to this category.

The number of False Negatives by attack categories

400 1

350 1

False Negatives
(] LN
= an E
=] =] =]
s L

-

v

(=]
i

100 1

50 4

. .sfa‘d' 05-: ¥ &a f“ C’é&& ‘._é‘(\é r (&,z o @p

W & <

Attack categories

Figure 6 — Graph of the number of False Negatives by attack category

3.2 Evaluation of efficiency by resource consumption

The results of the measurements of peak memory usage, prediction time, and training time are
summarized in Table 4.

For the practical application of the models, it is crucial to evaluate not only accuracy but also
memory and time efficiency, as illustrated in Figure 7.
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Table 4 — Comparison of resource intensity of models
Model Training time (s) Prediction time (s) Memory (MB)

Random Forest 19.296 0.466 114.5

KNN 0.091 19.070 213.9

SVM 15833.081 60.857 416.5

XGBoost 2.820 0.030 1.5

LightGBM 1.906 0.071 4.1

Logistic Regression 8.979 0.007 2123
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The results indicate that LightGBM exhibits the highest accuracy/performance ratio, with
minimal training time and relatively low resource consumption.

3.3 Configuring hyperparameters

Heuristics and expert settings were implemented to enhance the models’ precision through
manual hyperparameter selection. The parameters utilized for each model and their fitting procedure
are summarized in Table 5.

Table 5 — Model hyperparameter settings

Model Selection method Parameters Values

Random Forest Manual selection n_estimators 100

KNN Manual selection n_neighbors 5

SVM Manual selection kernel, probability linear, True

XGBoost Manual selection n_estlinato‘rs, max_depth, 200, 6, 0.1
earning_rate

LightGBM Manual selection n_esiiiators, max_depth, 200, 10, 0.1
earning_rate

Logistic Regression Manual selection max_iter 1000

To ensure optimal model performance, hyperparameter tuning was performed using Optuna, a
Bayesian optimization framework. The study optimized n_estimators, learning_rate, and max_depth
for LightGBM, as well as n_estimators, max_depth, and min_samples_split for Random Forest over
30 optimization trials each, using 3-fold cross-validation and ROC-AUC as the objective function in
Table 6.

Table 6 — Results of LightGBM and Random Forest

Model Accuracy Precision Recall F1-score AUC-ROC Best Parameters

LightGBM 95,97 96,09 98,06 97,07 99,40 n_estimators=279,
learning_rate=0.0910,
max_depth=14

Random 95,92 95,81 98,32 97,05 99,40 n_estimators=297, max_
Forest depth=26, min_samples_
split=5

Due to their superior baseline performance, hyperparameter optimization was initially applied to
LightGBM and Random Forest classifiers. Other models were evaluated with standard or manually
selected parameters, as their optimization yielded marginal or less impactful improvements.

Both LightGBM and Random Forest, after Bayesian optimization via Optuna, achieved almost
identical performance with an AUC of 99,4. LightGBM demonstrated slightly higher precision
(96,09) and a better F1-score (97,07), while Random Forest had slightly better recall (98,32). These
results confirm the high effectiveness of ensemble models in detecting network anomalies in the
UNSW-NBI15 dataset.

3.4 Importance of attributes

In order to enhance the interpretability of the models, feature importance diagrams were generated
for the LightGBM and Random Forest models contained in Table 7.
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Table 7 — Top 10 traits by importance (LightGBM)

Ne sign Importance value
1 smean 575
2 sbytes 527
3 ct_srv_src 432
4 ct_srv_dst 266
5 ct dst_src Itm 246
6 sload 229
7 dbytes 201
8 synack 198
9 stepb 195
10 dmean 187
The 10 most critical features, as indicated by the LightGBM version, are illustrated in the
Figure 8.
st
shytes
o_srv_5iC
ct_srv_dst

ct_dst_src_ltm

shoad

diytes

synack

stepb

dmean

100

Critical attributes include:
sbytes (bytes sent)
dbytes (bytes received)

*

*

¢ ct_state ttl (connection state and TTL)

¢ ct dst sport Itm (port destination frequency)
*

sttl (packet lifetime)
These features have the greatest impact on the final solution of the model, which confirms their
importance in the task of detecting anomalous behavior in the network.

400 500

Figure 8 — Top 10 attributes by importance of LightGBM
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3.5 Error Analysis

A refined evaluation of classification results underscores the significance of analyzing false
positives (FP) and false negatives (FN) in intrusion detection. For the LightGBM model, 950 FPs and
463 FNs were observed, while the Random Forest model yielded 1028 FPs and 403 FNs. Although
overall error rates were moderate, false negatives are particularly critical as they represent undetected
attacks.

Key causes of false negatives include overlapping feature distributions between benign and
malicious traffic, underrepresentation of specific attack types, and high intra-class variability.
Conversely, false positives may arise from benign behavior mimicking attacks under certain
conditions, increased noise due to high-dimensional features, and classifier uncertainty near decision
boundaries.

To mitigate these errors, the following strategies are recommended:

+ Employ class balancing techniques (e.g., SMOTE, class weight adjustment) to reduce FNs.

* Apply feature selection or dimensionality reduction to minimize FPs.

¢ Optimize classification thresholds using validation metrics.

¢ Evaluate model performance per attack type to identify and address specific weaknesses.

Several related works have evaluated machine learning models on the UNSW-NB15 dataset, yet
their reported performance metrics vary depending on the selected models, features, and experimental
setups.

For example, the study by Yakub Kayode Saheed et al. applied PCA and XGBoost to the UNSW-
NB15 dataset and achieved an accuracy of 99.99%. However, the study did not report detailed
F1-scores or confusion matrices, making it difficult to assess classification robustness across all
classes [19].

Another study by Turukmane and Devendiran used a multi-class SVM ensemble on the CSE-
CIC-IDS2018 dataset, reporting an F1-score of 99.89%. While the performance is high, the dataset
used was significantly larger and more diverse, which limits the comparability to UNSW-NB15
results [20].

In contrast, our optimized LightGBM and Random Forest models, evaluated strictly on the
UNSW-NBIS5 dataset, achieved F1-scores of 97.07% and 97.05%, respectively, along with ROC
AUC scores of 0.994, which are highly competitive. Additionally, our models demonstrated strong
generalization without relying on excessive feature engineering or complex ensembles.

This comparison emphasizes the effectiveness and simplicity of the proposed approach,
showcasing that with proper hyperparameter optimization, standard tree-based models can achieve
state-of-the-art results on modern intrusion detection datasets.

Conclusion

The performance of a variety of machine learning algorithms, such as Random Forest, K-Nearest
Neighbors (KNN), Support Vector Machine (SVM), XGBoost, LightGBM, and Logistic Regression,
was compared in this study. All of the models that were evaluated exhibited exceptional performance
in the classification of network traffic; however, certain algorithms were particularly noteworthy.

After applying Bayesian hyperparameter optimization using Optuna, both LightGBM and
Random Forest models achieved significant performance improvements across all key evaluation
metrics. The LightGBM model demonstrated the best overall performance, with an accuracy of
95.97%, precision of 96.09%, recall of 98.06%, and an F1-score of 97.07%, alongside a near-perfect
ROC AUC score 0f 0.994. Random Forest model achieved nearly equivalent results, with an accuracy
of 95.92%, precision of 95.81%, recall of 98.32%, F1-score of 97.05%, and the same ROC AUC
score of 0.994. The high adaptability of this model to complex heterogeneous data structures, as well
as its overall efficacy, are demonstrated by these figures. Gradient bousting, a high learning rate, the
efficient handling of large quantities of data, and the ability to minimize errors at each iteration step
are the primary benefits of LightGBM. In addition, the model is particularly well-suited for real-
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time cyber threat detection systems due to its ability to perform well on categorical features and its
reduced resource consumption.

Random Forest and XGBoost also demonstrated satisfactory performance, with an F1-estimation
that exceeded 96.9% and an AUC-ROC value of approximately 94.5%, in addition to LightGBM.
These findings substantiate the reliability of ensemble methods and their exceptional prediction
accuracy in network security tasks.

The SVM model’s recall was 99.86%, which was an intriguing characteristic that suggested its
capacity to accurately identify all affirmative cases. Additionally, it demonstrated an exceptionally
high level of sensitivity to attacks. Nevertheless, its AUC-ROC and overall accuracy were inferior
to those of the ensemble models. The Logistic Regression and KNN models, despite their simplicity,
also obtained satisfactory results; however, they demonstrated less robustness when confronted with
more intricate types of attacks.

The research demonstrated that LightGBM is the most balanced model in terms of speed,
responsiveness, and accuracy. These attributes render it an ideal choice for practical implementation
in network threat detection systems. The significance of meticulously selecting a machine learning
model in real-world applications is underscored by the paper, which considers the complexity of
data, the availability of computational resources, and the accuracy requirements.
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AKEJLIIK TPAOUKTEI'T AHOMAJIMAJIAPABI AHBIKTAY YIHIIH
MAHMUWHAJIBIK OKBITY 9AICTEPIH CAJIBICTBIPMAJIBI 3EPTTEY

Anjiarna

KubepkayinTepaiH KapKeIHIBl 6CYIHE JKOHE COHBIH CalJapbIHAH JKEIUTIK TPaQUKTiH apTyblHa OailIaHBICTHI
Oenrini jkoHE jkaHa IMA0yBUT TYPIICPIH JKBIIAM aHBIKTAl amaTblH malybUaapAbl aHbIKTay kyhenepine (IDS)
CYpaHbIC apThI Kememi. JKemiTik makeTTepAiH dpeKeTiH aBTOHOM/IBI TYP/IE Talaay JKOHE OJIapbl KaJBIITH HeMece
3MSIH/IBL JIETT KIKTEY YIIIH MalllMHAJBIK OKBITY 9JICTEpiH MaijanaHy — OyJl MoceseHl IIeNIy/IiH MepCHeKTHBAIIbI
Tocim. By 3epTTeyniH MakcaThl — WUTFOCTPAIUsS PETIH/IC JKEJi JSPEKTEPIiH Tauaayabl KOJIaHa OTBIPHII, KEILTIK
Kayilci3aik MacesesepiH IIenIye apTypili MallMHAIBIK OKBITY aJrOpUTMICpPIHIH THIMALIIriH Oaranay. 3eprrey
OapriceiEa UNSW-NB15 nepexrep sKMHAFbI HETi31HAE JKeJire 3aHCHI3 Kipy/i aHBIKTayldaFbl MAITHHAIBIK OKBITY
yirinepinin eHiMaimiri Tekcepinmi. Herisri mazap Random Forest, K-Nearest Neighbors (KNN), Support Vector
Machine (SVM), XGBoost, LightGBM »xone LOngth Regress1on MoOJenbAepiHe Ay/IAPBLIIBL. Tan/:[ay HOTIKECiHe
OapJIbIK MOJIEITBIep KOFaphI Knaccu@nxaum JoIiria kepeeri; anaiina LightGBM mozeni eH y3iik HoTHKelepre
KOJT JKeTKi3ai. Atam ailTKaHaa, of ANIAiK OonbiHIma — 95,86%, HaKTHUIBIK OobiHIIa — 96,02% sxone F1-emmem
Ooitpiama — 96,99% HoTmXKeNepiH KepceTTi. by oHbIH Kypz[em 9p1 OipTeKTi emec nepeKTepAl THiMi 6aCI<apy
MYMKIHAITH pactajasl. JKaimsl anranaa, 3epTTey KeJLTiK Kaylncnz[uc JKYHenepinae KONTaHbLIATBHIH YITiIepi
TaH/ay/IbIH MaHBI3ABUIBIFBIH alKbIHAaa6l. HoTmxenep IDS ixyiienepin sxobanaya HaKThI MakcaTTap MEH AEpeK-
TEpIiH epeKIIeNKTepiHe ColKec €H KONaiIbl MAIIMHAIBIK OKBITY YITICIH TaHAAyAbIH THIMIUIITIH JOIeaeHI.

Tipek ce3mep: MalIMHAIBIK OKBITY, ek Tpaduk, LightGBM, kubepkayincismaik, IDS, nepexrepai Tanaay.
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CPABHUTEJBHOE HCCIEJOBAHUE METOJOB MAIINMHHOT'O OBYYEHMUA
JAJIAA BBIABJIEHUA AHOMAJIMU B CETEBOM TPA®UKE

AHHOTAUMS
Crpoc Ha cucteMbl 00HapykeHus Bropxkennit (IDS), KoTopbie MOTYT OTepaTHBHO ONPEACTSITh KaK H3BECTHBIE,
TaK U HOBBIC THUIIBI aTaK, PACTET M3-3a OBICTPOrO PACIIUPEHUS KHOSPYTpO3 U MOCICIYIOIIETO YBEIHUCHHSI CETEBOIO
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Tpa(i)I/IKa. Hcnonp3oBanue METOA0B MAILIMHHOI'O o6yquI/151 JUI1 aBTOHOMHOTI'O aHaJIn3a IIOBCACHUS CETECBLIX ITIAKETOB
1 KJIaCCU(HKAIMH MX KaK HOPMAJIbHBIX MJIM BPEJIOHOCHBIX SBJISIETCSI MHOTOOOCIIAIONIMM CIIOCOOOM PEILeHHUS STOM
ripoOiembl. Llenpio JaHHOTO MCCIIEOBAaHMS SIBISICTCS OLICHKA ITPUTOAHOCTH Pa3IMYHBIX aJTOPUTMOB MAIIMHHOTO
00y4eHHs JUISl PEIICHUs IPOOJIeM CETEeBOI Oe30IIaCHOCTH ITyTEM HCIIOJIb30BaHHs aHaIN3a CETeBBIX JAHHBIX B Ka-
4YecTBe WUIIOCTpalMu. B naHHOM HcciieoBaHUH OLeHUBaeTCs (M(GEKTHBHOCTh MOJEINICH MAalIMHHOTO OOy4eHHUS
Ipu 00HAPY>KEHUU CETEBBIX BTOP)KEHUH ¢ UCToNMb30BaHKeM Habopa naHHeix UNSW-NBI15. OcHoBHas 11e71b 3TOTO
UCCJIEZI0OBAHUS — OLCHUTH A(P(PEKTUBHOCT PA3IMYHBIX MOJIeIeH MalIMHHOTO 00yUeHHMsI, BKIIIOUasl CITydaifHbI Jiec,
merox K-ommxaimux coceneid (KNN), onopayto Bekropryto matnny (SVM), XGBoost, LightGBM u noructnye-
CKYIO PErpeccuio, B MPHIOKEHHSIX ceTeBoi Oe3onacHocTH. COIIacHO aHaIn3y, BCE MOJEIN IPOAEMOHCTPHPOBAIN
BBICOKYIO TOYHOCTH KiaccH(UKaluu; oxHako Monenb LightGBM mocturia caMbIX 3HAYMTEIBHBIX PE3YNIBTaTOB.
OTa MozEIb NPOAEMOHCTPHPOBAJIA CaMBbIE BEICOKHE 3HaYEHHS TOUHOCTH (95,86%), TouHoCcTH (96,02%) 1 F1-Mepst
(96,99%), uto MoATBEPKIAET ee CIIOCOOHOCTH AP (HEKTHBHO YIPABISTH CIOKHBIMHA M HEOJHOPOIHBIMH JJAHHBIMU. B
[EJIOM MCCIIS/IOBAaHUE MOAYEPKUBACT BAXKHOCTh BBIOOpA Hanbosee MoAXO/IIeH MOJIENIM Ha OCHOBE 1IEJIeH CUCTEMbI
0€3011acCHOCTH M CIIEUU(PHUKN TaHHBIX.

KaroueBsbie cioBa: MammHHOe 00y4eHue, ceteBor Tpaduk, LightGBM, kxubepbdezonacHocts, IDS, anamus
JAHHBIX.
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DEVELOPMENT AND OPTIMIZATION OF NEURAL NETWORK
MODELS WITH ATTENTION MECHANISMS FOR INTRADAY
PRICE FORECASTING FOR EUR/USD

Abstract

The study examines the problem of intraday forecasting of the EUR/USD currency pair using various neural
network architectures, in particular models integrating attention mechanisms. Three neural network architectures
were studied: the basic LSTM model, the LSTM model with the Bahdanau attention mechanism, and the Transformer
model with the self-attention mechanism. The experiment was conducted on historical minute data for the period
from January 2020 to December 2022. The results showed that attentional models are significantly superior to the
basic LSTM architecture. The best results were obtained by the Transformer model (MSE=0.185, MAE=0.297,
RMSE=0.431, MAPE=7.3%). A detailed analysis confirmed the stability and accuracy of the Transformer model.
The identified advantages of attention models justify their prospects for use in algorithmic trading and require
further research to optimize and adapt to real trading conditions. In particular, further research may be aimed at
integrating attention models with trading strategies and risk management systems, as well as studying their behavior
in the face of sudden changes in market volatility. In addition, it is proposed to explore the possibilities of combining
attention architectures with other forecasting methods to increase the overall stability and reliability of forecasts in
practical trading.

Keywords: intraday forecasting, Forex, exchange rates, EUR/USD, neural networks, attention mechanism,
Transformer, LSTM, self-attention.

Introduction

Accurate forecasting of prices for currency pairs, especially on the scale of intraday trading, is
a critically important task for participants in the foreign exchange market. The Forex market, where
the EUR/USD currency pair is traded, is characterized by high volatility and significant noise levels,
especially over short time intervals such as minutes. This significantly complicates the process of
forecasting short-term price movements, setting traders and analysts the task of finding effective
tools to capture complex and rapidly changing patterns [1].

Traditional forecasting methods, including statistical approaches (for example, ARIMA or
exponential smoothing models), often prove to be insufficiently effective when working with high-
frequency Forex data. Even classical neural network models such as LSTM and convolutional
networks (CNN), despite their power and ability to detect nonlinear dependencies, are sometimes
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unable to quickly and accurately adapt to sudden market changes. This is due to their limited ability
to focus on the most significant elements of time sequences.

In this regard, this study aims to improve the quality of intraday price forecasting of the EUR/
USD currency pair through the use of modern neural network architectures that integrate attention
mechanisms. Attention mechanisms that have proven effective in areas such as natural language
processing and sequence analysis have the potential to highlight the most significant and relevant
segments of historical data. In the context of intraday forecasting, this can lead to a significant
increase in prediction accuracy by selectively focusing the model on important time points.

The novelty of the research lies in the fact that the mechanisms of attention, including
transformer-type architectures and hybrid models combining CNN and LSTM with attention, are still
insufficiently studied in the field of algorithmic trading on the Forex market, especially on small time
scales. Most of the research in the field of deep learning applied to finance has traditionally focused
on daily and weekly intervals and is mainly focused on the stock market. Intraday Forex data and
approaches using attention architectures have been studied much less. Thus, this study is aimed at
filling the existing gap, assessing how effectively attention mechanisms can improve the quality of
short-term forecasts of the minute interval in the foreign exchange market.

It is assumed that the results of this study will provide new knowledge and clearly demonstrate
whether modern neural network architectures with attention mechanisms can significantly exceed
the accuracy of traditional approaches based on intraday currency data. This will allow us to better
understand the possibilities of applying attention models in the practice of algorithmic trading and
lay the foundation for further developments in this area.

Traditional Neural Network Models for Intraday Forex

Long-term short-term memory (LSTM) and similar architectures have become the most popular
models for predicting financial time series. LSTM captures time dependencies well and by 2020 has
demonstrated superiority over classical methods in the task of short-term price forecasting. Thus,
Yildirim et al., LSTM was used to predict the direction of movement of the EUR/USD pair using a
hybrid architecture: one network was trained on macroeconomic indicators, the other on technical
indicators [2]. Combining the results of two LSTMs through a special rule made it possible to improve
the accuracy of the direction classification in comparison with a single LSTM for all signs. The
authors also introduced a neutral «no change» class for small fluctuations and showed an increase in
the final profit metric (profit_accuracy) to ~73.6%. This approach reduced the number of erroneous
transactions, filtering out insignificant price fluctuations. In another study, a two-input LSTM model
was proposed, where fundamental and technical indicators are presented separately; this approach
also showed an increase in forecast accuracy compared to models using only one type of feature [3].

Other works have investigated various modifications of recurrent networks. In particular, a
comparison of LSTM and its bidirectional version of BILSTM demonstrated some advantage of
Bidirectional-LSTM in the accuracy of forecasting exchange rates [4]. Hossain and colleagues
proposed a hybrid GRU-LSTM for predicting the prices of four major pairs (EUR/USD, GBP/USD,
etc.) at intraday intervals of 10 and 30 minutes [5]. Their two-layer network contains the GRU layer
first, and then the LSTM; this combination surpassed the accuracy of the individual LSTM and
GRU models, especially in the 10-minute interval. According to MSE, RMSE and MAE, the hybrid
showed the smallest error (for 10-minute forecasts) among all comparative models, and in terms of
the coefficient of determination R2 it also turned out to be the best, which indicates its more stable
results. These results confirmed the effectiveness of combining different types of RNNs to capture
complex patterns of intraday fluctuations. Additionally, it was shown that the complication of the
LSTM architecture itself in the form of its multilayer version also increases accuracy: the two-layer
model (Stacked LSTM) for the AUD/USD pair surpassed the single-layer LSTM and a number of
alternative approaches in terms of error indicators [6].

In addition to recurrent networks, convolutional neural networks (CNNs) were also used to
extract local patterns from price ranges. However, the direct application of CNNs or deep multi-layer
networks to a financial range can lead to instability due to sensitivity to noise [7]. Therefore, CNN is
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often combined with RNN: for example, in one approach for Forex, it was proposed to first compress
the input data of 1-D CNN, and then process the sequence with LSTM (CNN-LSTM). Such hybrids
are designed to combine CNN’s ability to recognize short patterns with LSTM’s ability to work
with long dependencies. For example, Markova et al. (2023) developed a CNN-LSTM auto-encoder
model for predicting 5-minute EUR/USD prices, which demonstrated very high forecast accuracy
(RMSE=0.0036 on test data) [8]. In another study, the CNN+LSTM combination reduced the standard
error of the forecast by about 9% compared to LSTM alone, while increasing the stability and learning
rate of the model (~40% gain in training time) [9]. In addition, approaches are being explored taking
into account the macroeconomic context: for example, Pornwattanavichai et al. (2022) proposed the
BERTFOREX cascade model, where fundamental indicators (such as inflation, GDP, indices, etc.)
are first processed using BERT and an autoencoder and then combined with technical indicators;
such a hybrid achieved about 79.4% accuracy in forecasting course directions [10].

It is important to note that the success of the model based on historical data does not always
guarantee a practical profit when trading costs are taken into account. A study by Ito et al. analyzed
the prediction of intraday returns of currencies using LSTM based on events in the bid stack [11]. The
model was good at predicting the direction of change in the mid-exchange rate (mid-quote) in minute
increments, ahead of a number of other algorithms. However, when taking into account the spread
and commissions, such a predictive model ceased to bring economic benefits, in fact confirming
the hypothesis of market efficiency. This indicates a limitation of many purely predictive models:
without taking into account market frictions, their results may be overestimated. Nevertheless, the
very fact that the neural network is able to detect signals in the order flow is valuable — it indicates the
presence of predictable patterns, even if they are not directly monetized in the presence of transaction
costs.

It should also be mentioned that some comparative studies question the universality of LSTM.
For example, Zafeiriou and Kalles tested several architectures on a short Forex trend and found
that a special multi-layer perceptron network simulating a technical analyst worked no worse than
LSTM with much less computing time [12]. This highlights that the success of models depends on
fine-tuning and structure: increasing complexity does not always automatically lead to a better result
without taking into account the specifics of the data.

Attention-oriented and hybrid approaches

Current trends in forecasting financial series are related to the introduction of attention
mechanisms, which allow the model to focus on the most informative parts of the sequence. In the
context of currency series, attention is able to identify important time steps (for example, reactions
to news or certain market phases) and thereby improve the quality of the forecast compared to
conventional LSTM/GRU, which «remember» everything. From 2020-2021, works began to appear
adapting the successful Transformer architecture from the field of natural language processing to
financial forecasting tasks. Transformer is completely based on the self-attention mechanism for
modeling dependencies in a sequence and eliminates RNN memory length limitations.

One of the first examples of Transformer’s use in intraday Forex is the study by Gradzki and
Wojcik [13]. Their goal was to test whether the Transformer architecture could outperform modern
deep models based on high-frequency currency data. The authors note that intraday trading in the Forex
market using deep learning has not been studied enough, so they first identified the best benchmark
(it turned out to be ResNet-LSTM), and then compared Transformer with it. The results showed
that Transformer has a high predictive power based on Forex minute data and slightly surpasses the
carefully tuned ResNet-LSTM in terms of forecast quality. This is an extremely important conclusion:
even taking into account that the improvement was not radical, the fact that the attention model is
superior confirms the prospects of this approach. Interestingly, Other authors also note the potential
of Transformer models for high-frequency trading: for example, a decoder-free model trained on the
EUR/USD and GBP/USD minute series reached a loss function (cross-entropy) value below 0.2,
which indicates the possibility of building profitable strategies based on attention architectures [14].
In accordance with these observations, Fischer et al. (2024) note that Transformer is very suitable
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for currency forecasting, however, in order to be confidently superior to LSTM, it requires the use
of multiple input features (i.e., taking into account several simultaneously predicted time series and
factors) [15]. Interestingly, in the work of Gradzki and W¢jcik, the transformer performed better on
larger timeframes (up to 12 hours), whereas there is too much noise in the very small data. In general,
this study demonstrates the viability of Transformer for intraday currency forecasting and provides
a basis for further improvements (for example, cost accounting in real trading — the authors also
conducted a backtest of strategies and took into account commissions when evaluating the model).

Another notable trend is hybrid architectures with attention, combining different types of
networks. For example, in the related field of cryptocurrencies, Peng et al. proposed the ACLMC
model, which combines a convolutional network and an LSTM with an attention mechanism to
predict trends of several cryptocurrencies at once at a high frequency [16]. The key idea was to
use multi-frequency data and stabilize the target variable using a triple trend classification. As a
result, the built-in attention helped the model extract useful information at different time scales
and significantly reduced the number of false trades compared to traditional methods. This hybrid
model has improved a number of financial quality metrics and surpassed several basic algorithms
without attention. In addition, the use of improved attention mechanisms directly in recurrent layers
is justified: for example, the integration of a special GRU-enhanced attention mechanism into the
LSTM structure has improved the accuracy and stability of predictions in a volatile stock market [17].
Similar results show that the combination of CNN/LSTM with attention is able to simultaneously
take into account short-term patterns and long-term dependencies, which is especially important for
noisy intraday series.

Complex Transformer architectures are also emerging-derivatives adapted to time series. Zhao
and colleagues conducted a detailed comparison of the classic Transformer with its Informer and
Temporal Fusion Transformer (TFT) modifications on several currency pairs (for example, NZD/
USD, NZD/CNY, etc.) [18]. The results showed that the most advanced TFT model gave the highest
prediction accuracy (coefficient R2 to 0.94) with minimal RMSE/MAE errors. Transformer was
inferior in accuracy without improvements, but the alternative Informer model trained and converged
much faster, albeit with a slight decrease in accuracy. Thus, there is a trade-off between the quality
of the forecast and the computational efficiency of the attention models. In addition, Zhao et al. We
found that the inclusion of additional market indicators, such as the VIX volatility index, improves
the accuracy of TFT forecasts. This underscores the importance of a multimodal approach: attention
mechanisms can easily be expanded to multiple data sources (news, volatility indicators, etc.), which
has already been demonstrated in the latest models combining price series with text news signals
and opens up opportunities for further improving the quality of intraday forecasts. More complex
hybrid schemes based on Transformer have recently been proposed: for example, a dual attention
mechanism, where one subnet processes price ranges with improved self-attention (with masking and
multi-head), and a parallel subnet analyzes related factors through ConvLSTM+BiGRU with self-
attention. Combining such networks has significantly improved forecasting accuracy and surpassed
five modern models on a variety of financial datasets [19].

The use of attention layers on top of classic LSTMs is also being explored in the stock market.
Thus, a modification of Att-LSTM — LSTM with an optimized attention mechanism was proposed
for predicting stock prices, and an improvement in accuracy compared to conventional LSTM was
shown [20]. Such results indirectly confirm the value of the attention mechanism for currency ranges
as well: focusing on the most significant changes should enhance the model’s ability to predict sharp
intraday movements in the exchange rate.

Discussion and identified gaps

An analysis of modern literature shows that neural network approaches dominate in forecasting
exchange rates, especially on high-frequency data. Classical RNN architectures (LSTM/GRU and
their combinations) have been successfully used for short-term and intraday forecasts, surpassing
traditional models in accuracy. At the same time, they are not without drawbacks: the limited ability
to take into account long-term dependencies and important market features (shocks, news) stimulated
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the introduction of attention mechanisms and completely new architectures (Transformers). Modern
attention models have already shown competitiveness and sometimes superiority over the best
recurrent networks, especially in the tasks of classifying the direction of price movement and
detecting signals in noisy data. However, the literature on attention methods specifically for intraday
Forex is still scarce. Only a few papers directly address this area, whereas most studies either
focus on daily intervals or study related markets (stocks, cryptocurrencies). In particular, Gradzki
and Wojcik emphasize that deep learning based on intraday Forex data remains an insufficiently
researched area. Our review confirms this assessment: although some successes (for example, the use
of Transformer) have already been achieved, the mechanisms of attention in the context of intraday
currency forecasting are still not fully understood. It is not fully clear how best to integrate attention
to account for cross-market effects, news flows, and how these models perform in real trading
conditions with slippage and fees.

Thus, there is an obvious gap in research related to the in-depth use of attention mechanisms
for high-frequency currency ranges. Filling this gap may include the development of specialized
attention architectures or hybrids that take into account the specifics of Forex (for example, daily
cycles of trading sessions, spikes in activity when macro statistics are released), and comparing
them with already proven LSTM/GRU models. The conducted studies substantiate the prospects of
such a path: they demonstrate the advantages of existing approaches and at the same time point out
the limitations, overcoming which (through the mechanisms of attention) will be the task of further
scientific work. This logically leads to the hypothesis of the current study, aimed at using attention
mechanisms to improve the accuracy of the intraday forecast - not approving it in advance, but
following from the analyzed achievements and gaps in the literature.

Materials and methods

In this study, historical intraday data of the EUR/USD currency pair with a minute frequency for
the period from January 2020 to December 2022 were used to evaluate the effectiveness of neural
network models. The data has been preprocessed using the following steps:

¢ Data resampling up to a minute interval (to detect gaps);

* Deleting weekend data (Saturdays and Sundays that appeared during resampling);

¢ Interpolation of missing values using the linear method and subsequent filling using the
forward fill method.

The data was divided into three samples: training (up to and including December 2021),
validation (from January to September 2022) and test (from October to December 2022). The signs
for the models were the opening, maximum, minimum and closing prices. The closing price was
chosen as the predicted indicator.

Model Architecture

The following neural network architectures were considered in the study:

¢ Basic LSTM: The architecture of the model consisted of two recurrent layers of the LSTM
type (Long Short-Term Memory) with dimensions of 64 and 32 neurons, respectively. A 0.2 dropout
was applied between the layers to prevent overfitting. The network output used a fully connected
layer with a single neuron responsible for predicting the closing price.

¢ LSTM with the attention mechanism: This model used a single LSTM layer with a dimension
of 64 neurons and a dropout level of 0.2. Next, the Bahdanau attention mechanism was used, which
allowed the model to dynamically distribute the attention weights for each time step. This mechanism
was implemented by two fully connected layers (32 neurons with the tanh activation function and
1 neuron for calculating scoring). The final forecast was formed by summing the LSTM outputs
weighted by attention weights.

¢ Transformer (Encoder-only): This architecture was based entirely on the self-attention
mechanism. It used a multi-headed attention with 4 heads and a representation dimension (d_model)
of 64. LayerNormalization and positional embeddings were also included in the model. After the
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self-attention layer, the Feed-Forward Neural Network block was used (128 neurons with ReLU
activation function and additional dropout 0.2 regularization). The final forecast was carried out
using a global average pooling layer (GlobalAveragePooling1 D) and a fully connected layer with
one neuron.

All models were trained using the standard error loss function (MSE) and the Adam optimizer.
To prevent overfitting, early stopping (EarlyStopping) and maintaining the best model weights
(ModelCheckpoint) were used. The quality of the models was assessed using the MSE, MAE, RMSE
and MAPE metrics in a test sample.

Thus, the proposed methodology made it possible to conduct a systematic comparison of neural
network architectures and identify the contribution of the attention mechanism to improving the
accuracy of intraday price forecasting of the EUR/USD currency pair.

Results and discussion

Table 1 — Model metrics based on test data

Model MSE MAE RMSE MAPE
Basic LSTM 1.773636 1.158659 1.331779 32.238757
LSTM+Attention 0.616269 0.745160 0.785028 22.013667
Transformer 0.185482 0.297064 0.430676 7.299603

The results of the experiment show pronounced differences in the effectiveness of the considered
neural network architectures. The best performance was demonstrated by the Transformer model,
which has a self-attention mechanism, which significantly surpassed the other studied models in all
evaluation metrics (Table 1). The mean square error (MSE) of the Transformer model was 0.185,
which is significantly less than the LSTM+Attention model (MSE=0.616) and the basic LSTM
(MSE=1.774). A similar trend is observed for other key metrics: Transformer showed minimal
average absolute errors (MAE=0.297) and standard deviation (RMSE=0.431), as well as the smallest
average absolute percentage error (MAPE=7.3%).

Test MSE Test MAE et AMSE Test MAPE
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Figure 1 — Comparison of model indicators based on test data

The attentional LSTM model also significantly improved the prediction quality compared
to the basic LSTM, demonstrating a significant reduction in errors (MSE=0.616, MAE=0.745,
RMSE=0.785, and MAPE=22.01%). The basic LSTM model, on the contrary, performed worse
(Figure 1), which indicates its insufficient ability to take into account complex and rapidly changing
market conditions.
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Figure 2 — Model forecasts

An additional analysis of the visual graphs (Figure 2) of the real and predicted values confirmed
the numerical results. The predictions of the Transformer model are as close as possible to the real
values, while the remnants of its predictions are minimal and do not show a pronounced systematic
error (Figure 3). The LSTM model with the attention mechanism also shows stable behavior, but its
deviations from real values are noticeably greater compared to Transformer. At the same time, the
basic LSTM model systematically overestimates forecasts, as can be seen from both the remainder
graph and the error distribution.
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The results obtained suggest that the attention mechanisms, in particular, the Transformer
architecture, have a high potential for use in the tasks of intraday forecasting of exchange rates. The
strong superiority of the Transformer model over the basic LSTM underscores the importance of
dynamically managing attention to various segments of historical data and confirms the relevance of
adaptive neural network architectures.

It is worth noting that even the LSTM model, complemented by a simple Bahdanau attention
mechanism, is significantly superior to the classical recurrent architecture without attention, which
confirms the hypothesis of the study on the expediency of using attention mechanisms in forecasting
high-frequency financial series.

Nevertheless, the success of the Transformer model is due not only to the attention mechanism
itself, but also to the complexity of the architecture, which requires significant computing resources
and careful tuning of hyperparameters. This opens up opportunities for further research aimed at
optimizing and adapting attention models for practical use in trading. It is also important to take into
account that the results may vary depending on currency pairs and time intervals, which requires
additional testing and analysis of the resilience of models to changing conditions.

Conclusion

As a result of the research, it was proved that the use of neural network models with an attention
mechanism is a promising direction for the tasks of intraday forecasting of exchange rates. The
Transformer model, which implements the self-attention mechanism, demonstrated the best results
for all the studied metrics based on the data of the EUR/USD currency pair.

The results obtained confirm the hypothesis that attention mechanisms can significantly improve
the accuracy of short-term forecasting based on high-frequency data, opening up prospects for their
wide application in algorithmic trading. At the same time, it should be borne in mind that the success
of such models depends on their computational efficiency and hyperparameter settings. Future
research may be aimed at expanding the number of currency pairs under consideration, exploring
various attention architectures and developing methods for their effective configuration.
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EUR/USD )K¥Bbl BOMBIHIIA TOYJIIKTIK BAFA BOJIZKAYTA
APHAJIFAH HA3AP MEXAHU3M/JEPI BAP HEUPOH/IBIK
KEJI MOAEJBAEPIH JAMBITY KOHE OHTAUJAHABIPY

Anjarna
3epTTey OpTYpii HEHPOHIBIK KETUTIK apXUTEKTypalapibl, aTan alTKaHAa Ha3ap aymapy MeXaHH3MICpiH
Oipikriperin Moxenbaepai (attention) madigamana oteipei, EUR/USD Banrora »KyObIHBIH OaraMblH Oip KYHIIK
Ooimkay MoceneciH KapacThIpaJbl. YII HEHPOHIBIK KeNiIiK apxuTekrypa 3eprremai: LSTM 0azanbik moneni,
bahdanau 3efiin Mexannsmi 6ap LSTM moneni sxoHe e3iH-031 3eiiinaey MexaHu3Mi Oap TpaHchopmarop mMozeli
(self-attention). Dxcmepument 2020 KpUIIBIH KaHTapbiHAH 2022 KBUIIBIH SKEITOKCAHBIHA JCHIHTT Ke3CHIETi
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TapuXW MHUHYTTBIK JiepekTepae xyprizinai. Hotmwkenep Hazap aynapy mexanusmi 0ap mozensaep LSTM nerisri
apXMUTEKTypachlHAaH aWTapibIKTail >KOFapbl eKeHiH kepceTTi. EH »akcel HoTmkenep Transformer momenimeH
aneraael (MSE=0.185, MAE=0.297, RMSE=0.431, MAPE=7.3%). Erxeii-rerkeiini tannay transformer MonemiHiH
TYPaKTBUIBIFBl MEH JQJIIriH pactansl. Attention MoJeibACpiHIH aHBIKTAIFaH apTHIKIIBLUIBIKTAPBI OJIAPIBIH aJl-
TOPUTMIIK cayfaja KOJAaHy IIEPCIIEKTHBACHIH HETi3Nell *oHe HaKThl cayla j>KardaillapblH OHTalIaHIBIPY
JKoHe OediMJey YIIiH KOChIMINA 3epTTeyepi KakeT eTedl. Atam alTKaHaa, KOChIMIIA 3epTTeynep attention Mo-
JICNBJICPIH cayna CTpaTersuiapbl MEH TOYCKeIAepHAi Oackapy »yieriepiMeH OipiKTipyre, cOHIai-ak HapBIKTBIK
KYOBUIMAJIBIIBIKTBIH KYPT ©3repyi KafFiaibIH/1a oap/blH MiHe3-KYJIKbIH 3epTTeyTe OarbITTaybl MyMKiH. COHBIMEH
KaTap, MPaKTHKAJIBIK cay/lajarbl OOImKaMIap IbH JKaJIIbl TYPAKTBUIBIFBI MEH CEHIMAIIITIH apTThIpy YIIIiH attention
apXUTEKTypaJlapbIH Oacka OoJpKay oicTepiMeH OipiKTipy MYMKIHIIKTEPiH 3€PTTCY YCHIHBLIA B

Tipek ce3aep: Toyimiktik Oomkay, Forex, aiipipbac Garammapbi, EUR/USD, HeHpOHIBIK JKelijiep, Hazap
mexanm3mi, Transformer, LSTM, e3innik Ha3ap (self-attention).
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PABPABOTKA U OITUMM3AIMA HEMPOHHBIX CETEBBIX MOJEJIEN
C MEXAHU3MAMHU BHUMAHUA AJIAA BHYTPUAHEBHOI'O
INPOI'HO3UPOBAHUSA HEHBI TAPBI EUR/USD

AHHOTAHUA
B uccnenoBanum paccMarpuBaeTcsl MpodieMa BHYTPHIHEBHOTO IPOTHO3MPOBAHUS Kypca BAJIIOTHOW Tapbl
EUR/USD c ucmons30BaHAEeM pa3IHYHBIX HEHPOCETEBBIX apXUTEKTYP, B YACTHOCTH MOJEINCH, WHTETPUPYIOMINX
MEeXaHM3Mbl BHUMaHU (attention). beuTH MccieI0BaHbI TPU HEHpPOCETEeBbIe apXUTEKTYpPhI: 0a3oBas Moaens LSTM,
mozenb LSTM ¢ mexanusamom BHuManusi Bahdanau u monens Transformer ¢ mexanusmom camoBHUMaHust (self-
attention). DKCHIEpUMEHT POBOJMJIICS HA UCTOPHUYECKMX MUHYTHBIX JIAHHBIX 32 niepro] ¢ siHBapst 2020 o 1exadpb
2022 rr. Pesynbrarhl 1oKasany, 9TO MOJEIN C MEXaHM3MOM BHHMAaHHS 3HAYMTEIFHO IPEBOCXOASAT 0A30BYIO ap-
xutektypy LSTM. Hammyummie pe3ynbratsl ObutH modydeHbl Monenbio Transformer (MSE=0.185, MAE=0.297,
RMSE=0.431, MAPE=7.3%). [TogpoOHBIii aHaIH3 MOATBEPANI CTAOMIFHOCTh M TOYHOCTh Mojenu Transformer.
BeIsiBiIeHHBIE NTpenMyIEcTBa attention-mozeneii 000CHOBBIBAIOT WX MEPCIEKTUBHOCTD sl IPUMEHEHHS B allro-
PUTMHYECKOW TOPTOBJIe U TPEOYIOT NANBHEHUIINX UCCICAOBAHUI ISl ONTUMH3ALMH U aIaNTalH K PeaIbHBIM TOP-
TOBBIM YCJIOBHSIM. B uacTHOCTH, JanbHEHIINE HCCIIeI0OBaHKS MOTYT OBbITh HAIlpaBJICHbl Ha MHTErpalMIo attention-
MojieIel ¢ TOPTOBBIMH CTPAaTETHsIMH M CHCTEMaMH yIPaBJICHHUs] pUCKaMU, a TAaK)Ke N3ydeHUE MX IOBEJCHUS B yC-
JOBUSIX PE3KMX M3MEHEHMH PHIHOYHOM BoyaTmiibHOCTH. Kpome Toro, mpeiaraercsi nccieqoBaTh BO3MOXHOCTH
KOMOMHHMpPOBaHUS attention-apXUTEKTyp ¢ APYTMMH METOAAMH IPOTHO3MPOBAHMS IS TTOBBIIICHUS OOIIEH yCTOM-

YMBOCTHU M HaJISKHOCTH IIPOTHO30B B IPAKTHUECKOM TPEHIMHTE.

KaioueBble ciioBa: BHyTpHIHEBHOE NporHosupoBanue, Forex, BamotHble Kypcbl, EUR/USD, HelipoHHBIE
cetu, MexaHu3M BHUMaHus, Transformer, LSTM, camoBHUMaHUe.
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CPEJ/ICTBA BBISIBJEHUS YSI3BUMOCTE HH®OPMAIIMOHHOM
BE3OITACHOCTHU HA OCHOBAHUU JAHHbIX
TEMATHYECKUX UHTEPHET-PECYPCOB

AHHOTAIUA

[To mMepe yciokHEeHUsI KHOEpyrpo3 TPaAULUOHHBIE METO/IBI OOHAPYKEHUS YSI3BUMOCTEH TepsitoT 3(h(eKTrB-
HocTb. Llens nanHOM paboThl — pa3paboTKa 1 arpoOaryst MoIXo/a K BEISIBICHHIO YSI3BUMOCTEH Ha OCHOBE aHAJIN3a
JAHHBIX C TeMaTHYECKUX HHTEPHET-PECYpCOB: POPYMOB, OJIOTOB M COIMANBHBIX CeTeH. DTH NCTOUHUKHU COEPKAT
60IBII0e KOTMYECTBO HECTPYKTYPHPOBAHHON HH(POPMAIINH, 9TO TpeOyeT NPUMEHEHUS METOI0B HHTEIUICKTYaTbHO-
TO aHaJn3a JaHHbIX. B paboTe ucnonbp3yercs HHTErpaius COBPEMEHHBIX TEXHOIOTHIA: TPe00ydeHHON SI3bIKOBOM
mozenu SecBERT (Security Bidirectional Encoder Representations from Transformers), npegHa3sHadeHHOM 1715 3a-
Jia4 B o0acti KnubepOe3onacHOCTH, ¥ aJlalTHBHOM Helipo-HeueTkoi cuctemsl BeiBoga DENFIS (Dynamic Evolving
Neural-Fuzzy Inference System). [Ipeanmaraemast cucrema mo3BoiisieT (PMIIBTPOBAaTh HEPEIEBAHTHBIE COOOLICHUS,
BBIJICIATH MHIUKATOPHI KOMIIPOMETAIINHY M ITOTEHIHATBHBIC YTPO3kl. [IpiMeHeHne HEYeTKON JIOTUKHU TaeT BO3ZMOXK-
HOCTH 3(h(heKTHBHO 00padaThBaTh HEONMPEACTICHHYIO M HEMONHY0 nHpopMmanuio. [IpoBeneHHbIE SKCIIEPUMEHTEI
MOJTBEPIUIIA BBICOKYIO TOYHOCTh KJacCH(PUKAIIMKM U yCTOHIMBOCTh HedeTkol kinactepusanuu (FPC = 0,93; PE =
0,28; XB = 0,042). Cuctema mpoeMOHCTPUPOBAia CIOCOOHOCTh K CBOCBPEMEHHOMY BBISIBJICHUIO MIPU3HAKOB KH-
Oepyrpo3 u obJaiaeT MOTEHINAIOM MaclITaONPOBaHUsI IS 3a/1a4 MOHUTOPHHTA 1 ITPECKa3aHusl aTak. Pesynbrars
CBHJICTENILCTBYIOT O €T0 IMOTEHIINAJIC B TOBBIIICHNH CKOPOCTH PEearnpoBaHus Ha KHOEpYTpO3bl M YCHICHUH 3aIIUTHI
WH(POPMAITNOHHBIX CHCTEM.

KuroueBble ci10Ba: ys3BUMOCTH HHPOPMALIMOHHOH 6E30IIaCHOCTH, TEMATHYECKUE HHTEPHET-PECYPCHI, TPAHC-
tdopmepsr, SecBERT, neiipo-HedeTkas J0THKa.

BBenenune

B coBpeMeHHBIX YCIOBHSX CTPEMHUTEIBHOIO pa3BUTHUSl LU(POBBIX TEXHOJIOTHH M pocTa 00b-
€MOB MH(OPMALIUU YBEIUYUBACTCS BEPOSITHOCTh KMOEpaTaK W BBISIBICHUS HOBBIX YSI3BUMOCTEW B
UH(GOPMAIIMOHHBIX cHCcTeMaX. TpaJulMOHHBIE METO/bI OOHAPYKEHUS yIrpo3, TaKUe KaK CUTHATYp-
HBI aHaNu3, MOBEJACHYECKUN aHaIu3, aHAJIU3 aHOMAJIUN W CTaTUCTHYECKHUE MOAXOMAbI, 00IagatoT
CYLIECTBEHHBIMU OI'PaHUYECHUSAMHU, TTOCKOJIBKY OHU OPHUEHTHPOBAHBI HA M3BECTHBIC I1A0JOHBI aTak
WIM aHOMAJIMH, BBISBICHHBIE B ponuioM [1]. OaHako yuuThIBast CIOKHOCTh U IUHAMUYHOCTH CO-
BPEMEHHBIX YIpo3, TpeOyeTcst Ooiee THOKUHN W aJalTUBHBIN TOAX0, CIOCOOHBIN AP (EeKTHBHO aHa-
JU3UPOBaTh PAa3HOPOAHBIE UCTOUYHMKM MH(OpPMALMHU, BKIIIOYAs CHELHUATU3UPOBAHHBIE MHTEPHET-
pecypchl, Xakepckue (Gpopymbl, 6a3bl JAHHBIX YA3BUMOCTEN U HOBOCTHBIE arperaTopsl [2].

Ha ceronusiimnauii 1eHb KIIIOYEBBIMU MCTOYHUKAMU JAAHHBIX O KHOEpYrpo3ax OCTAIOTCS TaKUe
6a3bl, kak NVD unu CVE, a Takke oT4eThl TOCYIapCTBEHHBIX U YaCTHBIX OpraHMU3allMid, Ie cBe/e-
HUS CTPYKTYPHUPYIOTCSI KCIIEPTAMU U UCCIIE0BATEIbCKUMHU LIeHTpaMHu [3]. OQHAaKO 3TU UCTOYHUKHI
MMEIOT OYE€BH/IHBINA HEAOCTATOK: MPOLECC BepU(PHUKAILIMKA U BHECEHUS JAHHBIX MOXKET 3aHMMAaTh 3Ha-
YUTEJILHOE BPEMS, B pE3yJIbTaTe Yero MOsBISETCS BpEMEHHOM J1ar MeX/y BBISIBICHHEM YTPO3bI U €€
oduMansHOM peructpanueil [4]. B mpoTHBONONIMKHOCTS 3TOMY CHELMATU3UPOBAHHBIE POPYMBI U
AQHOHMMHBIE TUIOIIAJKU MPEIOCTABISIIOT HHPOPMALIMIO O HOBBIX YA3BUMOCTAX U MOTEHLHAIBHBIX
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BEKTOPAaX aTak MPaKTUYECKH B PEKUME peanbHOro BpeMeHH [5]. VX BbICOKast MOMyIIpHOCTh Cpein
CTENHAINCTOB B 001aCTH WHPOPMATMOHHON 0€30IaCHOCTH JeNaeT TaKue pecypchl IEHHBIM UCTOY-
HUKOM JJIi MOHUTOPHHTA U aHaJIn3a KHOepyrpos3, Mo3BoJIsis (PUKCUPOBATh M MPOTHO3UPOBATH TEH-
JICHITMH e1Ie 10 X O(UITHATBHOTO MPU3HAHUS [6].

AKTyalbHOCTH JAHHOTO MCCIIEIOBAHHS 00yCIOBICHA HEOOXOIUMOCTBIO CO3/IaHHS aBTOMAaTH3HU-
POBaHHOTO MOAXO0/1A, KOTOPBIH MO3BOMUT YPPEKTUBHO H3BJIEKAThH MOJIE3HYI0 HHPOPMAIHIO O Kube-
pyrpo3ax U3 OTKPBITHIX HCTOYHUKOB [5]. TpaauumonHsie MeTOAbI OOHAPYKEHUS YSI3BUMOCTEH, OC-
HOBaHHBIC HA CTATUYECKOM aHAJIN3€ JAHHBIX, HE CIIOCOOHBI OTIEPATHBHO PEarupoBarh Ha MOSIBICHHIE
HOBBIX THIIOB aTak, B TO BPEeMs KaK MHTErpaIys TEXHOJOTHH TpaHC(HOPMEPOB U HEWPO-HEUETKOU
JIOTMKH MOXET CYIIECTBEHHO IMOBBICUTH KaU€CTBO MPOTHO3UPOBAHMS U BBISBICHUS MTOTEHIINAIBHBIX
yrpos [2].

OOBEKTOM HCCIIeOBAaHMS BBICTYNAIOT HH()OPMAIIMOHHBIE CUCTEMBI, ()YHKIIMOHUPYIOIIUE B yC-
JIOBUSIX aKTUBHOTO HCIIOJIb30BaHUSI WHTEpHET-pecypcoB. [IpeameTrom — MeTOAbI aBTOMAaTUYECKOTO
BBISIBJICHUS yS3BUMOCTEH C MMOMOIIBIO MHTEJUIEKTYaIbHOTO aHaIu3a JaHHbIX. OCHOBHAS 11eh pado-
TBI — pa3paboTaTh KOMITIEKCHBIA METOJI, KOTOPBIH IMO3BOJIUT MOBBICUTH TOYHOCTH M ONEPATUBHOCTD
oOHapyXeHus! KHOepyrpo3 U MOTEHIMAIbHBIX PUCKOB.

Jnst peanu3anuy JaHHOM LeM HEOOXOAMMO PEIIUTh CIEAYIONINE 3a/1a9u:

¢ IPOAaHAJIM3UPOBATH CYIIECTBYIOIINE METO/IbI BBISBICHHUS YSI3BUMOCTEH M BBISIBUTH UX OIPaHH-
YEeHHUS B YCJIOBHSX MOCTOSHHO MEHSIOLIEHCS KHOEPYT O3B,

¢ pa3paboTaTh METOIUKY, COUETAIOIIYIO TpaHCHOpPMEPHI ISl U3BICUCHHS CEMAHTUIECKUX MTPH-
3HAKOB U HEHPO-HEUETKYIO JIOTHKY JUIsl pabOThI C HEOTIPEICIIEHHOCTHIO B TAHHBIX;

¢ IPOBECTHU DKCIIEPUMEHTHI HA peabHBIX TaHHBIX, COOPaHHBIX ¢ (OPYMOB U 0a3 ysSI3BUMOCTEH;

¢ IPOBECTH CPAaBHHUTEIBHBIM aHAN3 MPEUIOKEHHOTO METO/A ¢ TPAAUIMOHHBIMU TTOIXOJaMHU,
TAaKUMH KaK CUTHATypHBIN aHaJIN3, CTATUCTHYECKUI aHAIN3 U METOABI MAIIIMHHOTO O0yYeHHS.

Mertononorndeckast OCHOBA HCCIIEIOBAHMUS BKIIIOYAET B C€0s1 METO/IbI IITyOOKOT0 00y4YeHus, Ipu-
MEHsIeMbIe JJIS1 KJIACCH(PHUKALMN U KaTerOpu3allii COOOUICHNH 00 yA3BUMOCTSIX, HEHPO-HEUETKYIO
JIOTHKY, 00ecneynBaonyo 00padoTKy HeonpeeeHHbIX JAHHBIX U BEPOSITHOCTHYIO OI[EHKY YTIpo3,
a TaKk)Ke CTAaTUCTHYECKUH aHAIN3, TO3BOJISIOMINI BBISBIATh 3aKOHOMEPHOCTH B PACIIPOCTPAHEHUN
YA3BUMOCTEH U MX MOTEHIIMAIBHOE BIUSHIE HA CUCTEMBI [5].

CoBpeMeHHBIE HCCIEIOBaHUS B OONACTH aHajM3a KUOEepyrpo3 JeMOHCTPHPYIOT d(h(EeKTHB-
HOCTh METOJIOB MALITMHHOTO O0YYEeHHUs U ITyOOKOTO aHaIM3a TEKCTa B BBISBICHUU MOTEHIIMAIbHBIX
yrpo3 [2]. B paborax [1] u [5] nmoka3aHo, 4TO MpUMEHEHHE HEUPOCETEBBIX MOJENEH ISl aHaJH-
3a COOOLICHNH Ha XaKepCKUX (OpyMax IMO3BOJSET BBISBISATH HOBBIE YSI3BUMOCTH M BEKTOPHI aTak
3aJJ0JIT0 10 MX SKCIUTyaTalluy 3JI0yMbIIUIeHHUKaMUA. OIHUM U3 KITIOYEBBIX HAIMPABICHUH HCCIIENO-
BaHMI SBIISETCS aHAIN3 HHAUKaTopoB Kommpometanuu (IoC), KOTopblil ncnonb3yercs B miatdop-
max AlienVault OTX, VirusTotal u MISP nns comocraBieHus BBISIBICHHBIX YTPO3 C peasbHBIMHU
atakamu [7].

Oco0eHHO MepCIeKTUBHBIM HAIMIPABICHUEM CUUTAETCS UCTIOJIb30BaHKE TPAHC(HOPMEPOB, TAKUX
kak BERT, u ero cnenmanmsupoBanubix Bepcnuii — SecBERT, DarkBERT. Otu monenu mokasamu
BBICOKYIO 3()()eKTHBHOCTh B 00pabOTKE €CTECTBEHHOTO S3bIKa B KOHTEKCTE 3ahad KubepOesorac-
Hoctu [8]. MccnemoBanust [9] Takke MOATBEPXkTAIOT, YTO MEXaHM3Mbl BHHMMaHUs (attention
mechanism) 3HaYUTEIHHO MOBBIIIAIOT TOYHOCTH M3BJICUCHHS KIFOUEBBIX AIEMEHTOB U3 TEKCTOB, UTO
KPUTHYECKH BaXHO TPU aHajn3e GopyMOB C HECTPYKTypupoBaHHOI nHpopmanueii. B crarse [10]
npexacrasieHa mojens SecureBERT 2.0, oGydenHast Ha OOIIMPHOM U TIIATEIBHO MOJOOPaHHOM KOP-
myce TaHHBIX, BKITFoUaromiem oosree 13,6 MIIp1 TEKCTOBBIX TOKCHOB 1 53,3 MITH TOKeHOB Koza. Kopiryc
BKJIIOYAeT IMMyOJIMYHBIE OTYETHI O O€30MaCHOCTH, YBEIOMIICHHS 00 YSI3BUMOCTSIX, OTKPBITHIE CTAaTbU
1o KuoepOe30MmacHOCTH, TEXHUUECKNE KHUTH U PEeIieH3UpyeMble HaydHbIe PaOOTHI, YTO MO3BOJSET
MOJIETIH TIOJTy4aTh O0TraToe KOHTEKCTHOE MPECTaBlIeHHE O KHOepOe30nacHOCTH B PA3IMYHBIX MOJ-
JIOMEHAX, BKJIIOYAsl CETEBYIO apXUTEKTYPY, YIPABIECHHE TOCTYIIOM, MEXaHH3MbI ay TeHTH()UKAITUH 1
Kpuntorpapudeckue mpotokosnbl. Moaens nocturaet Fl-score 0.945 ¢ Beicokum recall (0.965, nomnst
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KOPPEKTHO BBISIBJICHHBIX CYITHOCTEH) U TOUHOCTHIO (0.927, momst mpaBMIIBHO KJIaCCU(UITUPOBAHHBIX
MOJIOKUTEIBHBIX OOBEKTOB), UTO MO3BOJSIET 3((HEKTHBHO BBISIBISATH KHOSPYTPO3bI U KIFOUEBBIE CYIII-
HOCTH NIPH MUHUMYME JIOKHOTIOJIOKUTENFHBIX cpabareiBanmil. B crathe [11] mpencrasiena monensb
DarkBERT, o0Oyuennas Ha Texctax JlapkHera u3 maraceroB DUTA-10K u CoDA, BKIIFOYArOIINAX
CTpaHuIlbl ¢ onion-gomeHoB, HTML-teru title u body, a Takke pa3nuyHbIe aKTHBHOCTH TOJTb30Ba-
tenelt Jlapkaera. Mogens ucnonb3yet apxutektypy RoBERTa n o6ydanack kak Ha CBIpBIX, TaK U HA
npenoOpadoranubix naHHbIX. Ha matacete DUTA F1-score cocraBmser 80.01 Ha ChIphIX TaHHBIX U
79.98 Ha npenoOpaboTaHHBIX, ¢ precision u recall okono 80, a Ha CoDA mocturaet 94.25 Ha CBIPBIX
n 94.42 Ha ipeoOpadOTaHHBIX JTaHHBIX.

OnHako HECMOTPS Ha YCIEXH IITyOOKOTro 00y4eHHs, OHO OCTAeTCs HEOCTATOUYHBIM ISl TIOJTHO-
IIEHHOW paboThI C JMHAMUYCCKH M3MCHSIOIIUMUCS yrpo3amMu. B 3Toil cBs3M B psijie MCCIea0BaHUI
npeayaraeTcss MHTeTrpanus ¢ ApyruMu Metogamu. Tak, B 063ope [12] aBTOpBI paccMaTpuBaioT MpH-
MeHEeHHE OOJBIMX S3BIKOBBIX Mozeiei (LLM) B kubepOe30macHOCTH U OTMEYAIOT BaKHOCTH pe-
IIEHUS] BOMPOCOB THKH, OOBSICHUMOCTH MOJENEH U UX MHTETPally C JAPYTMMH METOAAMH, a IS
NOBbIIIEHUS (P (PEKTUBHOCTH MpEUIaraloT COTPYIHHYECTBO C KCIIEPTAMH TI0 KOTHUTUBHBIM HayKaM
u ricuxonoruu. [lomumo storo, a7t paboThI ¢ HEONPEAETCHHOCTHIO i JMHAMHUYHOCTBIO YTPO3 B psijie
HCCIIeIOBaHUI MpeIaraeTcs UCIob30BaHue Helipo-HeueTkoi oruk [ 13]. [Toaxoapl, ocHOBaHHBIE
Ha aJanTUBHBIX Helipo-HeueTkux cucteMax BeiBoja (ANFIS, DENFIS), mo3BoisioT moBLICUTH TOY-
HOCTB MPOTHO3UPOBAHHUS YIpo3 0e3 HEOOXOMUMOCTH MOJTHOH mepeo0ydaeMoCT MOJEIU. JTO 0CO-
OEHHO aKTyaJbHO B YCJIOBHSX ITOCTOSTHHOM CMEHBI TAKTUK aTaK U TOSIBICHHUS HOBBIX THIIOB YSI3BH-
MocrTeit [14].

MarepuaJibl U MeTObI
B nanHOM mccneoBaHNM TPUMEHSETCS] HHTETPUPOBAHHBIH MTOX0/1, OCHOBaHHBIN Ha cOope, 00-

paboTKe M aHaJIN3€ JaHHBIX C TEMATUYECKUX UHTEPHET-PECYPCOB C UCIOIB30BAHUEM METOJIOB BEO-
CKpaIuHra, npeao0y4eHHbIX MOJIeTIe N HeHPO-HEYeTKOM JIOTUKH, COTTIACHO PUCYHKY 1.

& —" _'E]—'E—'-

HemopenT DA
I FnacoiEaTop
Brissif He@po-Hisea Tican 07 e TPoOB RS
PEIYALTATOR OrMRA D

Pucynok 1 — ApxutexTypa pazpadarbiBaeMoil MOJIETH

Ha nepBoM 3Tare ocymecTBIIseTCs MAPCUHT TaHHBIX C XaKepPCKUX (OPYMOB U JPYTUX CHelHa-
JU3UPOBAHHBIX MHTEpHET-pecypcoB. Mcnonbdyercs Python-Oubnamnoreka BeautifulSoup, Requests,
Praw mist u3Bneuenus nmoctoB 3 Reddit u Sqlite3 mist amramMugeckoro cOopa TaHHBIX C CAWTOB, TPe-
OyroIMX B3auMOAEHCTBHS Mojb3oBatels. CoOpaHHbIe gaHHBIE coxpaHstoTcs B SQL-0a3e maHHBIX
Ui ocnenyromei oopadorku. CTpykTypa 0a3bl JaHHBIX OKa3aHa HA PUCYHKE 2.

Ha Bropom stane ocymectisiercs nmpenoOpaboTka TeKCTOBOM HH(OpMaIuu, BKIIOYask OYUCTKY
JAHHBIX, yAaJeHHe TyOIuKaToB U (GUIBTPALMIO HepelleBaHTHBIX coobmeHui. [Ipumensiercs nemma-
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TH3alUs U yJaJICHUE CTOI-CIIOB ¢ ucnoib3oBanueM o0nommnorek NLTK u spaCy. JlanHsie monBepra-
IOTCSI IEPBUYHOM (DMIIBTPAIMH C UCTIOIB30BAaHUEM KITOUEBBIX CJIOB, CBA3aHHBIX C HH(POPMAIIMOHHON
0e30MacHOCTbhIO, TAaKUX Kak exploit, vulnerability, malware.

ey P Mans3oBaTan

¥

Vi e WA THATOR Vs WETHATOR

Hazbasish Hogyua WasR NOML30BATENR
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HazBaHIE Telb
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Bpawn myimalmm

MpEsHTWESKATOD MOMLSOEATEAN

Hass TRdmKaTop NansInaTann

ABTOR NOCNENHEIT NOCTA

[AaTa W BDesn COARAHHA

Pucynok 2 — CtpykTypa 0a3bl JaHHBIX

Jia knaccudukanuyu cCOOOLIEHUM U ONpeieNIeHUs] pEIeBaHTHOCTH UCTIONb3YeTCs Mpeno0yyeH-
Hast Mosielib TpancopmepoB SecBERT. SecBERT — 3To si3b1koBast MOjIe)Ib HA OCHOBE apXHTEKTYPhI
BERT, noka3zanHoii Ha pucyHke 3, ajanTupoBaHHas 1jsl 00pabOTKH TEKCTOB B cepe kubepoes3o-
nacHocTd. OH UCTIONB3YeT MEXaHW3M CAMOBHUMAHUSI, KOTOPBIH MO3BOJISIET YIUTHIBATH KOHTEKCTHBIE
3aBUCHMMOCTH MEX]Iy CIIOBAMHU M BBISIBIISITh 3HAYMMBbIE 3JIEMEHTHI B TeKcTe. Mojienb MPUHUMAET Ha
BXOJl TOKCHU3UPOBAHHBIN TEKCT U MPOITYCKAET €T0 Yepe3 CIION TpaHCHOPMEPOB, IMociie 4ero (opMu-
pytoTcs sMOenIuHTU ¢lloB. JlJisl pecTaBIeHHsI BXOIHBIX JaHHBIX UCIOJIb3YETCs BEKTOPHOE MpeJ-

CTaBJICHHE TOKEHOB X = [Xl, X205 eeey Xi], e Xi — 3TO dYMOEIMHT 1-TO TOKEHA. DT dMOEIIUHTU
MIePEIAt0TCs Yepe3 CJIOM CAMOBHUMAHUS, OTIPECIISIEMbIC CCAYIONIMM YPaBHEHUEM:
KT

Q
Vi
e Q, K, V — 310 Marpuiibl 3anpocoB, KITtodei 1 3HaYCHUH, a dk — pa3MepHOCTH Kitoueld. UTorosbiii
CKpBITHINA cioii H dopmupyercs mocie HeCKOIbKUX TaKUX OTepaIiii, Mpoxo/s 4epe3 MeXaHU3MbI
HOpMaJIM3aluy ¥ akTuBanuu. s kiaccudukanuy yrpo3 BeIXOIHOE npeacTasienne H nepenaercs
B ITOJIHOCBS3HBIH €110# ¢ pyHKIMel akTuBanuu softmax, KOTOpbIi BBIYUCIISET BEPOATHOCTD IPUHA/-
JIEKHOCTH COOOIIEHHS K KaTErOpUH yrpos.

Mogens Obi1a 00ydyeHa Ha CHELMATU3UPOBAHHOM KOPITyCE, BKIIIOYAIOIIEM TaKW€ MCTOYHHKH,
kak APTnotes, Stucco-Data, CASIE, a Takxe nanusie u3 3agaun SemEval-2018 Task 8 (SecureNLP).
J171g OBBIILIEHUSI TOYHOCTU PabOThl ¢ TEKCTaMU JAaHHOM TEMAaTUKHU B MOJENIN UCIIONB3YeTCs CIeln-
AMM3UPOBAHHBIN CIIOBaph (secvocab), chopMUpPOBaHHBIM Ha OCHOBE TEPMHHOJIOTHH, XapaKTEPHOI
s kubepOezonacHoctu. [lomumo crangapTHoit Bepcun SecBERT, cymecTByroT Takke ee MOIu-
(uxarnuu, Takue kak SecRoBERTa, co3nannbie Ha ocHOBe apxuTekTypbl ROBERTa u oOmanarormue
CXO)KMMH BO3MOXKHOCTSIMH. 115 perenns 3aqaum Kiaccu(ukanuy B TaHHOH paboTe Mo/enb Obluia
noo0ydeHa Ha pa3MeueHHOM Kopityce, coaepxkaiieM 41 Thicsuy TeKCTOB, OTHOCSAIIUXCS U HE OTHO-
csmmxcst K o0mactu nHOOPMAITMOHHON 0€301MacHOCTH, U MPOAEMOHCTPHUPOBaia TOYHOCTE 98—-99%
Ha JIaHHOM KOpITyCe.

A = softmax x|/ )
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Pucynox 3 — Apxurexrypa BERT monenu

OTtdunsrpoBaHHbIE JaHHBIE COXPAHAIOTCS B OTJEIbHYIO 0a3y JaHHBIX KaK BOZMOXHBIE MTPELCH-
JICHTBI U 3aT€M IMEpelaloTCsa B CUCTEMY HEWpO-HEUETKOW JIOTMKHU JJIs JOTOJIHUTEILHOTO aHaU3a.
Heuerkas noruka npezacrasiser cobod Meros 00paboTku MH(OpMaLUK, MO3BOJSIOUIMN MOJAENU-
pOBaTh HEOMPEAEICHHOCTh U MPUONIMKEHHbIE 3HAYSHUS, B OTJINYME OT KJIACCUYECKOM JIOTHKH, ITIe
NepeMEeHHbIe IPUHUMAIOT CTPOTO OmperesieHHble 3HadeHus [15]. B manHol paboTe mpumeHsieTcs
ajanTuBHAas Helpo-HeueTkas cuctema BbiBojia DENFIS, kotopas coueTaeT 31eMeHThl HEUETKOM J10-
TMKU U HEMPOCETEBBIX aJITOPUTMOB, IMHAMUYECKHU aJallTUPYSCh K N3MEHEHUSM BXOAHBIX JaHHBIX.
ApXUTEKTypa JaHHOW CHCTEMbI NIPEACTaBICHA HA PUCYHKE 4 U OTpaxkaeT mporecc GOpMUPOBAHHS
IIpaBUJI HA OCHOBE BXOJIHBIX JaHHBIX B PEAJIbHOM BPEMEHH C HCIOIb30BAHUEM MEXAHNU3MA IBOJIFOLIH-
oHHoro obyudenus [15]. [lpumeps! npaBui nokasansl B Tabnuue 1.

Tabmuna 1 — [IpaBuina HeYeTKOW JTOTHKH

1 | Ecim KonmmuecTBO KOMMEHTapHEB Ha (JOpyMe BHICOKOE U YPOBEHb PEHTHHIA aBTOPOB BHICOKHH,
TO BEPOSATHOCTH BOSHUKHOBEHHUS YTPO3bl HHYOPMAIIMOHHON O€3011aCHOCTH BBICOKAS.

2 | Ecnm xonmdecTBO KOMMEHTapHeB Ha (hOpyMe BBICOKOE M YPOBEHb PEHTHHIa aBTOPOB CPETHHH,
TO BEPOSATHOCTH BOBHUKHOBEHHUS YTPO3b HH(YOPMAIIMOHHON O€30MTaCHOCTH CPEIHSS.

3 | Ecim xonmmuecTBO KOMMEHTapHeB Ha ()opyMe BHICOKOE U YPOBEHb PEHTHHIa aBTOPOB HU3KHUH,
TO BEPOSATHOCTH BOBHUKHOBEHUS YTPO3bl HHYOPMAIIMOHHON O€3011aCHOCTH HU3KasL.

4 | Ecnm xosmuecTBO KOMMEHTapHeB Ha (hopyMe cpeHee U YPOBEHb PEHTHHra aBTOPOB BHICOKHH,
TO BEPOSATHOCTH BOBHUKHOBEHHUS YTPO3bl HHYOPMAIIMOHHON O€301TaCHOCTH BBICOKAS.

5 | Ecnum xonmruecTBO KOMMEHTapHeB Ha (JOpyMe CpeliHee U YPOBEHb PEHTHHTa aBTOPOB CPETHHH,
TO BEPOSATHOCTH BOSHUKHOBEHUS YTPO3bl MHYOPMAIIMOHHON O€3011aCHOCTH CPEIHsIs.

6 | Ecim xonmrmuecTBO KOMMEHTAapHEB Ha ()OpyMe CpeiHee U YPOBEHb PEUTHHIa aBTOPOB HU3KHUH,
TO BEPOSITHOCTH BOZHUKHOBEHUS! YIPO3bl HH(POPMAIIMOHHON 0€30MacHOCTH HU3KasL.

7 | Ecnu xonmuecTBO KOMMEHTapHeB Ha (pOpyMe HU3KOE M YPOBEHb PEHTHHIa aBTOPOB BBICOKHUH,
TO BEPOSITHOCTH BOBHUKHOBEHUS YTPO3bl MHYOPMAIIMOHHON O€3011aCHOCTH CPEIHSIs.

8 | Ecim xonnyecTBO KOMMEHTapueB Ha (popymMe HU3KOE U YPOBEHb PEUTHHIa aBTOPOB CPEIHUH,
TO BEPOSITHOCTh BOZHUKHOBEHUS! YIPO3bl HH(POPMAIIMOHHON 0€30MacHOCTH HU3KasL.

9 | Ecnu xonmuecTBO KOMMEHTapHEB Ha (pOpyMe HU3KOE M YPOBEHb PEHTHHra aBTOPOB HU3KHH,
TO BEPOSITHOCTh BOBHUKHOBEHUS! YTrPO3bl HH(POPMAIIMOHHON 0e30MacHOCTH HU3KasL.
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[Mpuammn padoret DENFIS ocHOBaH Ha TOM, 4TO BXOJHBIC JAHHBIC OIECHUBAIOTCS Yepe3 HeueT-
KH€ (PyHKLUMU MPUHAIICKHOCTH (HapuMep, rayCCOBBIX WIIM TPEYTOJIbHbIX), KOTOPbIE ONPEAEISIIOT
CTENeHb COOTBETCTBUS KaKJIOTO MapaMeTpa MpaBujiaM, aHAJIOTUYHBIM MIPUBEIEHHBIM B Tabmuue 1.
Kaxnoe 3nHauenue, HanpuMep pEHTHHT aBTOpa WJIM KOJMYECTBO KOMMEHTAapHUEB, IPOBEPSETCS OT-
HOCHUTENBHO ATUX (DYHKIUH, ¥ BBIYHCIISETCS CTETICHb MPUHAJICKHOCTH K Ka)XIOMY BO3MOXXHOMY
YCIIOBUIO paBuia. 3aTeM MUHUMAJIbHOE PACCTOSHUE MEKY BXOIHBIMU JAHHBIMH U LIECHTPaMU KJla-
CTEPOB HMCIOIB3YETCS ISl aKTHBAIIMKM HanOoee peieBaHTHBIX MPaBWII U (POPMUPOBAHUS UTOTOBON
OLIEHKM YPOBHS yrpo3bl. BXoJHbIE mapaMeTphl BKIIOUAIOT YPOBEHBb JTOCTOBEPHOCTH COOOILEHHS,
PEUTHUHT aBTOpa M YpPOBEHb 0OCYKIA€MOCTH TE€MBI, TO €CTh KOJIMYECTBO KOMMEHTAPUEB U AKTUB-
HOCTB TI0JIb30BaTeNei. BRIXOMHOW TapaMeTp MpeICTaBIIsIeT cOO0 OIIEHKY YPOBHSI YIPO3bl, BKITIOYA-
IOLIYIO0 HU3KUH, CPETHUI U BBICOKHI YPOBHHU.

Cucrema amantvBHa: pu NocTyrieHMH HOBBIX naHHbIX DENFIS koppektupyer cBou npasuia
(YHKIUY TPUHAIIICKHOCTA M OOHOBIISICT LEHTPHI KIACTEPOB, aBTOMATHUECKN YTOUHSS YCIOBUS CY-
IIECTBYIOUINX MPABHJI M CO3/IaBasi HOBbIE KOMOMHALIMY XapaKTEPUCTUK MOCTOB.

N

/ \-MFI_-/J " '

X;
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Pucynoxk 4 — Apxutexrypa DENFIS

[Tony4yeHHbIe pe3yabTaThl BU3YATH3UPYIOTCS M MPEICTABISIOTCS B BUIE OTYETOB, COACPIKAIIINX
MH(QOPMAIMIO O BBISIBICHHBIX YIPO3aX, UX KJIACCHU(DPUKALUN 1 BEPOATHOCTHON OLIEHKE 3HAYMMOCTH.
JlaHHbIe MOTYT OBITH HCITOJIB30BAHbI Ui aBTOMATH3HMPOBAHHOTO MOHHUTOPUHTA YIPO3 B pEalbHOM
BpPEMEHU ¥ IPUHSTHS PEILICHHUH 110 pearnpoOBaHMIO HA MOTEHIHAIbHbIE KnOepaTaku. Takum o0pazom,
NpeUIoKEeHHas: METOAMKA COYeTaeT B cebe BeO-CKpanuHr, 00paboTKy JaHHBIX, aHAJIH3 C UCIIOJB30-
BaHUEM TPeI00yUSHHOW MOJIEITN U HEHPO-HEYETKYIO JIOTHKY, YTO M03BOJIseT 3()(DEKTUBHO BBISBISTD
HOBBIE YTPO3bI U 00ECTIEUNBATh UX KIACCUPHUKALUIO C YIETOM BEPOSTHOCTHOM OI[EHKH PHCKA.

Pe3yabTarhl u 00cy:K1eHue

['mmore3a maHHOTO HCCIENOBaHMS 3aKII0YANach B TOM, YTO TEMAaTHYECKHUE MHTEPHET-PECYPCh
MOTYT CIIy’)KUTh JOCTOBEPHBIM MCTOUHUKOM JAHHBIX JUJIsl aBTOMAaTU3HMPOBAHHOTO BBISIBIICHUS YS3BU-
MOCTel HH(POPMALIMOHHON 0€30MaCHOCTH IPHU YCIOBUU MPUMEHEHHUS COBPEMEHHBIX METOJIOB aHAJHU-
3a HECTPYKTYpHpOBaHHOM nH(popMaiuu. B xoae sxciepumenTa ObUT pean30BaH HHTETPUPOBAHHBII
MOJIXOJ], COYETAIINN Tpeo0ydeHHy0 TpaHchopmepHyto mMozaenb SecBERT u Helipo-HeueTKyro
cuctremy DENFIS, uro no3onuno >3ppexTuBHO Ki1accupuuupoBaTh NOCThl U (GOPMUPOBATH Mpa-
BIJIa HA OCHOBE KJIacTepu3alMu. J{JIs OLeHKH TOYHOCTH KJIacTepU3alliy UCIIOIb30BAIUCh METPUKU
FPC, XB u PE: FPC (Fuzzy Partition Coefficient) oTpaxaet cTeneHb YeTKOCTH MPUHAICKHOCTH
00beKTOB K kiactepaM, XB (Xie-Beni index) orieHnBaeT KOMIIAKTHOCTH U Pa3IeIMMOCTh KJIACTEPOB,
a PE (Partition Entropy) uamepsier HeonpeneIeHHOCTh pacipeesieHnss 00bEKTOB 10 KIlacTepaMm.
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CoOpannblii natacet Bkitodai 6omee 300 Tem, cormacHO pUCyHKY Sa, u cbitie 5000 kommeHTa-
pHEB ¢ LIECTH AOCTYNHbIX popyMmoB, BKItouas Reddit, HackerNews, Antichat u qpyrux cnenuanusu-
POBaHHBIX PECYpPCOB, MOCBSIICHHBIX BOPOCaM UH()OPMAITMOHHOM 0€30TTaCHOCTH, U HCIIOJIb30BaJICs
KaK TECTOBBIN KOPITYC AJISl MPOBEPKH paboTel Moaenu. OmHako mporecc BeO-CKpanuHra COmpoBO-
HKIAJICS PAIOM OTPAHUYCHHM, TaK KaK HEKOTOpbIe (OPYMbI ObLITH 3a0710KMPOBAHBI TOCYAAPCTBEHHbBI-
MU YUPEKACHUSAMH, a IPyTHe TpeOOBaIN aBTOPHU3AINIO JIJIsl IPOCMOTPA CONEPKUMOTO, YTO OTpaHu-
YHJIO JOCTYITHBINA 00BEM JaHHBIX.

[Ipenapurensno oOyuenHast mojenb SecBERT ycmemno Beigenuina 214 peneBaHTHBIX TEM,
COTJIaCHO PHCYHKY S5b, COOTBETCTBYIOUIMX MpH3HAKaM MOTEHIMAIBHBIX yrpo3. [Ipumep Takux pe-
JIEBaHTHBIX TIOCTOB MPEJCTaBICH Ha pucyHke 6. Jlanee ¢ mpumenenueM anroputma fuzzy c-means
OBLIM BbIIETICHBI TPU YCTOMYHMBBIX KJIACTEPA M PACCUMTAHbI UX LIEHTPHI 7S NajdbHelel kinaccudu-
Kalliu COOpaHHBIX JTaHHBIX.

B xone paGoTel Takxke OBUT PACCMOTpPEH albTEPHATHBHBIA METOJ KIACCH(PHUKALINU TAaHHBIX Ha
OCHOBE OHTOJIOTH, KaK MoKa3aHo B uccienoBanuu [16]. OnHako naHHBINA MOAX0M 007a1aeT PsiioM
CYIIECTBEHHBIX OrpaHnueHui. OHTONIOTHYECKass MOAEIH IJIOXO CIIPABIISIETCS ¢ HOBBIMHU YIpO3aMH,
TaK Kak TpeOyeT 3apaHee 3aJaHHOW CTPYKTYpbI 3HaHUH. TOUHOCTH KiIacCH(UKAUN HAMPSIMYIO 3a-
BUCHUT OT TOJHOTBHI OHTOJIOTMU M €€ COOTBETCTBHSI COBpEMEHHBIM yrpo3am. OHTONOrHU TPeOyIOT
MOCTOSTHHOTO TIOTIOJTHEHUSI M PYYHOTO KOHTPOJISI, UTO JIEAET UX MEHEee TMOKUMU B YCIIOBUSX IWHA-
MHYECKU MeHsonIeics kubepyrpo3sl. Kpome Toro, oHTOIOTHH CTPOATCS Ha (PUKCUPOBAHHBIX B3aH-
MOCBSI3AX MEX]y MOHATUSIMH, UTO MOXKET IPUBECTU K OLIMOKaM Ki1acCU(UKALUU IPU HAJIUYUU He-
OJTHO3HAYHBIX WJIM HEM3BECTHBIX TEPMHUHOB. Takxke MpoIecc pa3padOTKHU U MOAIEPKKH OHTOJIOTHHI
TpeOyeT 3HAYUTENbHBIX 3aTPaT PECypCcOB, B OTIMYNE OT MAIIMHHOTO OOYYeHHs, TA€ MOJIEIN MOTYT
ABTOMAaTUYECKHU MOACTPAUBAThCA MO/ HOBBIE YIPO3BI.

a) o dpuiprpanun b) IMocne punpTpannu

Pucynox 5 — Pesynsrarsl punsrpanuu npu nomoud SecBERT

Ha nocnennem stane nannsie nepenatorcst B DENFIS nns onpenenenust ypoBHs yrpo3bl 00Cyx-
nennit. CHavana mpoOMCXOAUT MOAKIIOYeHHE K 0a3e TaHHBIX, cofepxKalieil HHHOpMaIUIo O MOTeHIIN-
aJIbHBIX MHIMJIEHTaX UH(popMannoHHoi 6e3onacHoctu. C nmomoursio SQL-3anpoca u3 Tadbmui ¢ mno-
CTaMH U TOJIb30BATEISIMU U3BJIEKAIOTCS HEOOXOMMbIE TaHHbIEe: HICHTU(UKATOP U HA3BAHUE TEMBI,
PEUTHHT aBTOpa, KOJIMYECTBO COOOIIEHNUH, BpeMs CO3/1aHus ITocTa 1 MM aBropa. [locie n3BneueHus
uH(pOpMaIms npeodpaszyercst B yIOOHbIH A aHanu3a Gopmar — AByMEPHBI MacCuB, B KOTOPOM B
KaueCTBE MPU3HAKOB UCIIOJIb3YIOTCS TOJIBKO YHCIOBBIE 3HAUEHUS: pEUTHHT aBTOpa M KOJIMYECTBO CO-
oOmienuii. 910 mo3BosAeT 3HHEKTUBHO MPUMEHHUTD AITOPUTM KJacTepu3aluu s GOopMUPOBAHUS
MCXOJIHBIX MTPABUJI JUIs AajibHEHIeH paboThl HEHPO-HEUETKONH MOJIEIH.

Anroputm fuzzy c-means BBIYHCIIAET HEHTPHI KJIACTEPOB U MATPHILy PUHAICKHOCTH O0BEK-
TOB K Ki1actepam. [lomydeHHbIe pe3yasTaThl BEIBOAATCS B KOHCOJb U BU3YAIU3UPYIOTCS Ha rpaduke,
KaK I0Ka3aHO Ha PUCYHKe 7: 00BEKTHI, MPUHAJIEKAINE K KaKJIOMY KilacTepy, OToOOpakaroTcs pas-
HBIMHU [[BETAMH, a IEHTPbI KJIACTEPOB 0003HAYAIOTCS KPECTHUKAMH.

B pesyasrare paboThl anropuTMa TOIYYMIOCH TPH IeHTpa KiactepoB: (3.98824988e+05,
1.00000024e+00), (1.71489384e+03, 6.88635187¢+01) u (1.58592931e+04, 1.75610911e+00).
Kax11p1ii U3 3TUX EHTPOB OTPa)KaeT XapaKTepHbIE IPYTITbI 00BEKTOB, OTIINYAIOLIHECS, B YACTHOCTH,
1o MacmTaly MepBOro MpU3HaKa U YMEpEeHHO BaAPHHPYIOLIHECS MO0 BTOPOMY.
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Pucynok 6 — I[IpumMep peneBaHTHBIX TOCTOB

CyMMapHO Bce TpU KJIacTepa, BBIICICHHBIC B XOJI€ aHAIN3a, JEMOHCTPHUPYIOT YCTOWIHBOCTD
n 000cHOBaHHOCTH: Bbicokoe 3HaueHue FPC (0.93), auskuii PE (0.28) u am3kuii XB (0.042) moxka-
3BIBAIOT, YTO BBIJICJIICHHBIC TPYIIIBI JCHCTBUTEIHHO OTPAKAIOT Pa3IMUHbIC THUITBI 00CYKIICHUH, TTOJT-
TBEPJIMB BBICOKYIO YETKOCTh U JIOCTOBEPHOCTH KiIacTepu3aruu. [IepBhIil KiacTep MMpu 3TOM Xapak-
TEpHU3yeTCs OYCHb KPYITHBIM 3HAYCHUEM TMIEPBOTO MPU3HAKA U HEOOJBIITM BTOPBIM, BTOPOU KJIacTep
BKJTIOYAaeT OOBEKTHI CO 3HAYUTEITHHO MEHBIIIUM TIEPBBIM MPU3HAKOM U 00JI€€ BBICOKOW BEITUYHHOMN
BTOPOTO, @ TPETUH 3aHUMACT MPOMEKYTOYHOE IOJIOKEHHE 110 TIEPBOMY MPU3HAKY C HE3HAYUTEIHHO
BO3POCIINM BTOPBIM.

Ha ocHoBaHMM maHHOHW KiacTepwu3alii ObLTH chOPMHUPOBAHBI M3HAYAIBHBIC TTPABHIIA JIJIS T10-
cnenyromero nmpuMmenenus anroputma DENFIS, npu koTopom KaaoMy KiracTepy COMOCTaBIISCTCs
COOTBETCTBYIOIIAasi METKA, a CAMH METKH 3aT€M YUHUTBIBAIOTCS B IMPOIIECCE HEYETKOTO HECTPYKTYPH-
POBAHHOTO MOJICITUPOBAHHSL.

[Tocne sTana KiacTepu3aIiy JaHHbBIC MPOXOIAT JOMOIHUTEIIBHYI0 00pabO0TKYy, IIeJIb KOTOPOH —
BBIUMCIICHHE COBOKYITHOTO 0ajuIa MmocTa, OTPa)karoIero ero 3HaunMOCTh U TOTCHITUATBHBIN YPOBCHb
yrpo3bl. JlJis 3TOr0 M3 Ka)I0TO IMOCTa M3BIEKAIOTCS JBa KIIFOYEBBIX IOKA3aTess: peUTHHT aBTopa
U 9HCII0 cooOmieHnid B TeMe. UToObI cliesarh WX COMOCTaBUMBIMHU, TPHUMEHSETCS HOPMaJTH3aIlHsl.
KonmnmdecTBo cooOmeHnii HOpMaIu3yeTcsl JIMHEHHO, a PEHTHHT — ¢ TIOMOIIBIO JIOTapU(PMUIECKOM
TpaHcPOpMaIMH, KOTOpask TIO3BOJISICT HUBEIIMPOBATh BIMSIHAE YKCTPEMAIBHO BBHICOKHMX 3HAYCHHUHA U
MOBBICUTH UyBCTBUTEILHOCTH K KOJICOAHHSIM B HHKHEM JTHATIa30HE.

[Toce HopMau3aIuu o0a mokaszaressi 00bETUHSIIOTCS C pAaBHBIMU BECaMH, TO €CTh CYMMHUPYIOT-
Csl U JIETISITCS TOMOJIaM, a 3aTeM MOJIyYeHHOe 3HaueHne maciuradbupyercs B auamnazone ot 0 go 100.
DTOT UTOTOBBIN OAJLT MPENCTABISIET COOON KOMOMHUPOBAHHYIO MEPY BaXKHOCTH, KOTOpPasi YIUTHIBACT
KaK aKTHBHOCTB (KOJIMYECTBO COOOIIEHMI), TaK M aBTOPUTETHOCTh (PEUTHHT aBTopa). Takum oOpa-
30M, BBICOKHH 0ajlsT CBUACTEIBCTBYET O TOM, YTO ITOCT TIOTYYHJI BEICOKAN PEUTHHT W/WITH CONEPIKUT
0O0JIBIIIOE KOJMYECTBO COOOIIEHHH, YTO MOXKET YKa3bIBaTh HA TIOBBIIIICHHBIN YPOBEHb OOCYKICHUS U
MOTEHITHATBHYIO YTPO3Y.
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Pucynok 7 — Pe3ynprar kiacrepuzannu

Jlanee B 3aBUCUMOCTH OT UTOTOBOTO 0ajuia MOCTy MPUCBAUBACTCS METKA: €CIIM 3HaYeHue Oaa
MpeBBILIAET BEICOKU MOPOT (Hampumep, 66), To nocT nosyyaeT MeTky high; ecnu Gann Haxoaurces B
cpeaneM auanasone (ot 33 1o 66) — meTky medium; a eciu HIKe — MeTKy low. O1a kinaccuduxanus
MO3BOJISIET Pa3/I€IUTh MOCTHI 110 YPOBHSAM YIPO3BI, UTO SIBJISIETCS BaYKHBIM ITAIOM IS ITOCIEIyTO-
miero aHanu3sa. Pe3ynprarsl 9TO# KiaccupHUKauy MpeACcTaBIeHbl HA PUCYHKE 8§, Il TOKa3aHo pac-
npezeeHre KOMYeCTBa MOCTOB 110 COOTBETCTBYIOLIMM METKAM.
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Pucynox 8 — Pesynbrar HEpo-HEUETKOro ajaropuTMa
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[Tonydyennsle TakuM 00pa3oM pe3yabTaThl MOATBEPIKIAIOT, YTO MPEABAPUTEIHHOE TPYIIOBOE
pa3OueHue MaHHBIX Ha TPH HEUYETKUX KJAcTepa JaeT JOCTAaTOYHO YCTOWYMBBIE «IIPOTOTHIBD), KO-
TOpBIE BITOCIIECTBUH MOTYT OBITh 3(h(heKTHBHO MCIIONIb30BaHbI [yt rereparu npasmwit B DENFIS.

3akiaoueHne

B xozne nmpoBeieHHOro UCClIe0BaHts y1aI0Ch YCHEIIHO JOCTHYb MTOCTaBIEHHOH 11eIM — pa3pa-
00TaTh MHTEIPUPOBAHHBIN MOIXO/l K OOHAPYKEHHIO KHOEpYTrpO3 Ha OCHOBE aHAM3a TEMaTUYECKUX
MHTEPHET-PECYPCOB C MCIOJIB30BAHUEM METOJOB KJIACTEpU3alUU U HeHpo-HeueTKol oruku. Cos-
JTaHHAasi CUCTEMa MO3BOJISIET OObEINHSTH BCE KJIIOUEBBIE 3TAIbl — OT U3BJICUEHUS U IPEABAPUTEIBHOMN
00pabOTKH JaHHBIX JI0 KJIACTEPU3alMH C MOMOINBI0 aaroputMa fuzzy c-means u GpopMupoBaHus
HavyaJIbHBIX TPABWJI IS MTOCIIeqyoIel padboTel Helipo-HeueTkoi Moaenn DENFIS. ITomydennsie pe-
3yJBTaThl IGMOHCTPUPYIOT BBICOKYIO 3((PEKTUBHOCTh MOJIENH, YTO TTONTBEPKIACTCS CIIETYIOIUMH
KpPaTKMMH BBIBOJAMMU:

W3Bnedenne u mpeaBapuTenbHas 0Opa0dOTKa JaHHBIX MO3BOIWIMA CHOPMHUPOBATH HAOOp MpH-
3HAKOB (PEUTHHT aBTOpa U KOJIMYECTBO COOOIICHMI), 00€CIIeUnBaIONINX KOPPEKTHOE TIPEACTABIICHUE
UCXOTHOW MH(OPMAIIHH.

[IpumeHneHne anropuTMa HEYETKON KIacTepU3allH MPHUBENIO K BBIICICHUIO YCTONUMBBIX MPO-
TOTHUIIOB, XapaKTEPU3yEeMbIX BHICOKUMH 3HAYEHUSAMU Kodpduirenta neuetkoro pazouenus (FPC =
0.93), uTo yKa3bIBaeT Ha IOCTATOUYHO YETKOE pacIpeesieHne 0ObEKTOB.

JlomoTHUTEIbHBIE METPUKH KauecTBa Kinactepusanuu — Partition Entropy (0.28) u unaekc Xie-
Beni (0.042) — moaTBepauiii KOMIIAKTHOCTh U Pa3HECEHHOCTh MOJIYYEHHBIX KJIACTEPOB, UTO CBHUJIE-
TEJIbCTBYET O BHICOKOH ONPENEIIEHHOCTH IPYIIUPOBKHU JaHHBIX.

Ha ocHOBaHMU TMOJYYEHHBIX KJIACTEPHBIX HEHTPOB ObLTH C(HOPMHUPOBAHBI MEPBOHAYATIHHEIC
npaBwia Uil Helpo-HedeTkoi Monenn DENFIS, mo3Bonstonue mprcBanBath moctaMm MeTku high,
medium v low B 3aBUCIMOCTH OT COBOKYITHOTO 0ajuia, paCCUMTaHHOTO Ha OCHOBE HOPMaJIM30BaH-
HBIX 3HAYEHWI PEHTHHTA W KOJIMIECTBA COOOIIECHUH.

Wrorosas nHTErpanus IpeaBapuTENIbHON KIACTEPU3ALUU C JUHAMUYECKOM aJanTaluei MpaByil
B cucteme DENFIS obecrnieunBaeT oneparuBHOE U TOYHOE OIPEIEICHNE YPOBHS YTPO3bI 00CYXIe-
HU, YTO SBISAETCA KPUTHUECKH BaYKHBIM JJII CBOEBPEMEHHOTO PearupoBaHMs HAa MOTEHIUAIbHbIC
KuOepaTaku.

B nanpheiimeM mnaHupyercs paciidpeHue (yHKIMOHAIBHOCTH MpEAsiaraéMod CUCTEMbI 3a
CUET MHTErPalUU JIOTOJIHUTEIbHBIX UCTOYHUKOB JTAHHBIX, TAKUX KaK CIELUATU3UPOBAHHBIC COLU-
aJbHbIE CETH, HOBBIE TEMAaTHUECKHE HHTEPHET-pecypchl U popyMbl. Takke OyeT BecTuchk paboTa 1o
YAYYIICHHIO 3Tamna MpeBapUTENbHON 00paObOTKH, YTOOBI MOBBICHTh KAY€CTBO U3BJICUEHUS HHPOP-
Maluy U3 HECTPYKTYPHUPOBAHHBIX TeKCTOB. Ocoboe BHHUMAaHUE IJIAHUPYETCS YACTHTh pa3padoTKe
aJaNTUBHBIX MeXaHW3MOB oOHoBIeHHs npaBuwi1 DENFIS ¢ mpumeHennem oHaifH-00y4YeHUs, 9TO
MO3BOJIUT CUCTEME OBICTpEe pearnpoBaTh Ha MOSBICHHE HOBBIX yrpo3. Takke paccMaTpuBaeTcst BO3-
MOXHOCTh BHEJPEHUSI COBPEMEHHBIX TPAaHC(POPMEPHBIX MoJienei st 6onee TryOoKo ceMaHTHUe-
CKOW 00pabOTKH TEKCTOB, YTO TOBBICUT TOYHOCTH KJIACCH(UKAIIMU TIOCTOB U OOHAPYKEHHSI yTPO3.
Oty HampaBieHUs Oyay1eil paboThl HapaBJIeHBI HA JaTbHENIIee TOBBIIIIEHUE ONIEPATUBHOCTH, TOY-
HOCTH W HaJIeKHOCTH CHCTEMbl MOHUTOPHMHIA, YTO UMEET PEIIaloIIee 3HaYeHUe sl 00eCcTieueHHs
UHGOPMAIIMOHHON 0€30MaCHOCTH B YCIOBUSX TUHAMHYHO MEHSIOIIEHCS [IM(PPOBONA CPEIbI.
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WHTEPHET PECYPCTAPHI JEPEKTEPI HETI3IHJE AKITAPATTBIK
KAYIICI3AIKTIH OCAJI TYCTAPBIH AHBIKTAY KYPAJIJIAPHI

Anjarna
KubGepkayinTepain KypAeneHyiHe OalIaHBICTBI AOCTYPIi OCAJABIKTApAbl aHBIKTAY OMIiCTepi ©3 THIMILIITIH
KoFanTta 6acTajibl. byn seprreyniy Makcatsl — popymaap, OJI0rTap KoHe dJICYMETTIK HKeJiep CUSIKThI TAKBIPBINTHIK
MHTEPHET-PecypcTap JepeKTepiH Tajjay Heri3iHjAe OCaNJbIKTap/bl aHbIKTayFa apHaJFaH TOCUIIl d3ipiey KoHe
CBIHAKTaH OTKi3y. ATajFaH JICpPeKKo3/ep KYpbUIbIMAAIMaraH aKMapaTThIH YJIKEH KOJeMiH KaMTHJbI, COH/IBIKTaH
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3UATKEPIIK AEPEeKTepAl Tayjay SAIiCTepiH KoigaHy KaxeT. JKyMmbicTa 3aMaHayd TEXHOJOTWsuIap OipiKTipiireH:
KHOepKayirci3nikke OCHIMIENTeH ajblH aja OKBITBUIFAH TUINIK Mojenb — Security Bidirectional Encoder
Representations from Transformers (SecBERT) sxoHe mrHaMHKaIBIK JAMUTHIH HEHPO-aHBIK eMeC IIbIFapy Kyieci —
Dynamic Evolving Neural-Fuzzy Inference System (DENFIS). ¥chHbUTFaH Kyiie MaHBI3CHI3 Xabapiamaapabl
CY3TiZICH OTKi3yTe, Kayill Typaibl HHIUKATOPJIAPAB! XKOHE BIKTHIMAJ OCAJABIKTapAbl aHBIKTAayFa MYMKIHIIIK Oepei.
AHBIK eMeC JTOTHKaHbI KOJIaHy OeJTici3 )KoHe TOJBIK eMeC aKIapaTThl THIM/II OHJeYTe )KaFaai »kacaiiel. JKyprizinrexn
IKCIIEPUMEHTTEP JKOFapbI JIQJAIKIICH JKIKTEY JKOHE TYPaKThI HIBIHKBIPJIBI KiIacTepiiey HoTvxkenepid kepcerTi (FPC =
0.93; PE = 0.28; XB = 0.042). Xyiie xubepkayinrepain Oenriiepin yaKTbUIbl aHBIKTal aJaThIHBIH KOPCETTI KHE
MOHUTOPHHT IeH Mal0yblIapAbl O0ypKay MiHASTTEpl YIIiH ayKbIMAayFa MyMKIHIIK 0ap eKeHiH Jarenaeai. 3epTrrey
HOTIDKENepi Oy TOCUTAIH KuOepKayinTep/i yaKbITBUIBI aHBIKTayFa KOHE aKMapaTTHIK KXYHeNepaiH Kayinci3mirin
apTTBIPYFa BIKIIAJ €Te AJAThIHBIH KOpCeTe/.

Tipek ce3mep: akmapaTThIK KayilCi3miKTIH Ocal TYCTapbl, TaKBIPHINTHIK HHTECPHET-pECypcTap, TPaHC-
¢dopmepiep, SecBERT, Helipo-aHbIK eMec JIOTHKa.

*Samuilova A.,
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*e-mail: anastassyiasamuilova@gmail.com

'Al-Farabi Kazakh National University, Almaty, Kazakhstan

TOOLS FOR IDENTIFYING INFORMATION SECURITY
VULNERABILITIES BASED ON DATA FROM INTERNET RESOURCES

Abstract

As cyber threats become more complex, traditional vulnerability detection methods lose their effectiveness.
The purpose of this work is to develop and test an approach to identifying vulnerabilities based on the analysis of
data from thematic Internet resources: forums, blogs and social networks. These sources contain a large amount of
unstructured information, which requires the use of data mining methods. The work uses the integration of modern
technologies: the pre-trained SecBERT language model (Security Bidirectional Encoder Representations from
Transformers), designed for cybersecurity tasks, and the adaptive neuro-fuzzy inference system DENFIS (Dynamic
Evolving Neural-Fuzzy Inference System). The proposed system allows you to filter irrelevant messages, highlight
indicators of compromise and potential threats. The use of fuzzy logic makes it possible to efficiently process
vague and incomplete information. Experiments confirmed high classification accuracy and stable fuzzy clustering
performance (FPC = 0.93; PE = 0.28; XB = 0.042). The system demonstrated the ability to promptly detect signs of
cyber threats and has scalability potential for monitoring and attack prediction tasks. The results indicate its potential
in increasing the speed of response to cyber threats and strengthening the protection of information systems.

Keywords: information security vulnerabilities, thematic Internet resources, transformers, SecBERT, neuro-
fuzzy logic.
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JAUABETTIK PETUHOIIATUAHBI AHBIKTAYJIA KO3 TYBI
CYPETTEPIH AJIAbIH AJIA OHJAEY KOHE TAJIJIAY 9JAICTEPI

Angarna
By sxyMbIc mrabeTTiK peTUHONATHSHBI aHBIKTayFa apHaJFaH Ke3 TyOl CypeTTepiH aljblH aja OHJIEY KoHe
Tajmay oficTepin 3eprreyre apHairaH. [lunaberrik perunonatus (JIP) — kaHT nuabeTiMEH aybIpaThlH HayKacTapia
JKH1 Ke3/JIECETIH KO3 aypybl, )KOHE OHBIH €pTe JIMarHoCTHKAChl KOpY KaOUJIeTIHIH KOFaTybiH O0JIbIpMayFa MYMKIHJIIK
Oepeni. 3eprrey OapbichiHAa KO3 TYOl CypeTTepiH eHIey MEH Tajjay YIIiH 3aMaHayH SJicTep, COHBIH imIiHIe
Deep Learning nerizinae xypsirran EfficientNetB0O apxuTexTypacsl KONIaHBUIIBL. AJIIBH ala eHAey VIIiH CypeT
ayTMEHTANMACH (alHAIIBIPY, MAacCIITa0Tay, KECy, KOHTPACTTHl apTTHIPY) KOHE HOPMATH3alUs OMiCTepi SHTi3UIm].
EfficientNetB0 apxurekTypachlH mHaiganaHy OapbIChIHIA €Ki TOCLI ChIHAIIBI: 0a3ajblK KadaTTapiabl KaThIPHII
OKBITY JKOHC KOFapFbl KadaTTapibl alry apKpUIbl KockiMina Oeiimaey (fine-tuning). Hotmxkenep merpukanap
OoiipiHina Oarananbl. BipiHII 9icTe TeCT KMBIHBI YIIIH AJIIK (precision) 65%, exiHmi agicte 75% Oomupl.
Bipinmri oxmic OOMBIHINA BaTHIAIMSIIBIK JKUBIHHBIH T 63%, an exiHmi oic Oobrama 71% sxetti. Kaitramaymsr
anbIKTay (recall) meTpukacs! OipiHII 9icTe TecT KUBIHBI yuIiH 60%, exinm aaicre 74% xepcerti. XKanmsl, fine-
tuning omiCiHIH KepceTkKimTepi xorapbl O6omasl. by omictepni maiimamany aAnaOeTTIK PETHHOMATHSHBI THIMIL
JIMArHOCTUKAJAy YIIiH CypeTTepli oHAey MeH KiaccH(UKAUsIaybIH CarachlH apTThIpyFa MYMKIHIIK Oeperi.
3eprTeyaiH KaHABULBIFEl — THiMaLtiri xkorapel EfficientNetBO apxurtexktypachlH KosgaHy koHe OediMuaeyiy
OpTYpIi TacUIAEpiH Tajnay. AJbiHFaH HATIXKeaep [P nuarHocTHKachiHia aBTOMATTaHIBIPbUIFAH JKYHeJIepaiH ca-
TIACHIH YKaKCcapTyFa KOHE MOJICNIBAIH SHEPIHs THIMIUIITIH apTThIpyFa MYMKIHIIK Oeperi. ¥ ChIHBUIFaH 9JIicTep Ko3

aypyJIapblH epTe Ke3eH e aHbIKTay/1a XKOFaphbl MOTCHIHAJIFa Ue.

Tipek ce3nep: nuabeTTIK PETHUHOINATHS, MAITUHAIBIK OKBITY, JEPEKTepl Tayjay, JIa3epiiK KOoaryJsiius,
byHIyCc-cyperTep.

Kipicne
HuaGettik peruHonatus (/[IP) kant nuaGeTiMeH aybIpaThlH HayKacTapla >Kul Ke3JeceTiH
KO3 aypybl, OJ Kepy KaOuleTiHIH KOFalybIHBIH Heri3ri cebentepinin Oipi. [P epre kezennepie
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aHBIKTAJICA, OHBIH IaMYbIH TOKTaTyFa HeMece Oasynaryra Oosajpl, ajl ol JUarHOCTHKAay Kepyui
cakTaIn Kajxyra MyMKIHIIK Oepeni. byt o1e0ueTTiK momyablH MaKcaThl — THa0CTTIK PETHHONMATHSHbI
JMAarHOCTUKANay[a KOJNJAHBUIATBIH Ka3ipri 3amMaHayd oIiCTep MEH TEeXHOJOTHSIIApAbI Tajjay.
Ocipece, TEPEH OKBITY JKoHE OeiimMIenreH HeHPOHIBIK KeTUIePIiH KOMIAHBUTYBI KapacThIPhLUIAIbI.
Meicansl, aBropiap [1-3] makanana muabeTTiK PETHHOMATUSHBI IUArHOCTHKaIayFa OarbITTaFaH
TEPEeH OKBITY YJITUICPIH 93ipJey YIIiH KEeCKiHAI OHJeYy SJICTepiH MaijanaHy TalkbpuiaHaisl. Kes
TYOiHIH ()OTOCYpETTEPiH TaJI Al ThIH )KOHE JIOJI TUATHO3 KOO VI H KKETT1 HET13T1 YT UIep i TAHUTHIH
HEHPOH/IBIK JKeIIepre Ha3ap aymaapbiiaabl. ApHaWbI OHIEY 9icTepl KOpCceTiIMEreHiMeH, KeCKiH/Ii
KaKcapTy, KaH TaMbIpJIapbl MEH 3aKbIMIaHyIapAbl O6JIEKTey YIIiH CETMEHTTEY JKOHE KYPbUTBIM MEH
TYC CHSIKTHI €pPEKIICTIKTEP/Ii ally KYTUTyZe. 3epTTey TOJBIK MOJEIB/II OKBITYFa MYMKIHIIIK OepeTiH
«bpazunusiablk Kem MakcarThl OQTalbMOJOTHS JEpeKTep JXKHMHAFbIHAa» Heri3aenreH. Makanana
COHBIMEH KaTap AHa0eTTiK PETUHONATHS MEH OHBIMEH OailfIaHBICTHI aypylapasl JUarHOCTHKAIayFa
apHaJIFaH MOJIEJBACP/II OKBITYIBIH YII TOCLII OassHIANaIbl, TUArHOCTUKAIBIK TOJIIKTI apTThIpyaa
KECKIHJII OHJIey OJIICTEPiHIH MaHBI3IBUIBIFBI Kepcetineni. Kemeci [2] »kymbIcTa aMa0ETTIK peTH-
HOTIATUS YIIiH JIa3epiiK KOATYJSIIHUSHBI eMACYAl jKaKcapTy YIIiH Ke3 TYOIHIH KeCKiHIepiH Tal-
nayaa TepeH HEWPOHIBIK SKeUIepIl maimgamaHymbl 3epTTeiimi. 3epTTey eKi HEHpOHIBIK KeIiHi
naimanaHanpl: OipiHIICi — Ke3 TYOIHIH KeCKIHAepiHAeTi aHATOMUSUIBIK KYPBUIBIMIAP/IbI aHBIKTAY
YIIIiH, eKIHIIICI — JIa3epiiK eMIey/Il KaKeT eTeTiH iCiHy alMaKTapblH aHBIKTAy YIIiH. EKi skemiHiH
HIBIFBICTAPBIH OiPIKTIPY apKBUIBI 9J1IC OHTAMIIBI eMey aliMaKTapblH o)1 aHBIKTAyFa, METUIIMHAIIBIK
apanacylapIIblH TOJJIITIH apTThIpyFa MyMKIHIIK Oepemi. Kpickama aiTkanma, Oy 3epTreyae Kod-
JAHBUIATBIH SJICTEp aHATOMUSUIBIK KYPBUIBIMAAD MEH iCiHy aiiMakTapblH HIbIFapyFa Oaca Hazap
ayJapa OTBIPBIN, K63 TYOIHIH KeCKiHIEpiH Tajajay YIIiH TepeH HEWPOHIBIK JKETIEeP/Ii KOJIaHyIbl
KaMTuabl. by HoTmkenepai OipikTipy MWUAOETTIK pPETHHOMNATHS YIIIH JIa3epiiK KOAryJSIHSHbI
eMCYIIH MOIITiH apTThipyFa OarbiTTanran. ABtopnap [3—7] auabertik peruHomatusHbIH (DR)
aBTOMATTaHBIPHUIFAH TUATHOCTUKACKI YIIIH JEPEKTep/Ii )KHHAY JKOHE OHACY/IIH KYWesl ToCuIl CH-
narTanfaH, oj OipHemie Heriri KagaMmaapabl KaMTuabl. Keckinai amy KIMHHUKAIBIK MaHbI3IBLIBIK
MeH KeCKiH camnachlH KaMTaMachl3 €Te OTBHIPBIN, O(TAIEMOJIOTHSIIBIK TIXKIpUOeIepMeH Oipiecit,
0o TATEMOCKOIIHSI KOMETIMEH KYy3ere achlpbiiaabl. ComaH KeWiH KeCKIHICp 93IpJCHIeH ajiroOpuTM
apKBUIBl OPTAJIBIKTAHBIPBUIFAH OHJEYTe apHaJFaH apHaiibl cepBepre XYKTeleai, MyHaa rpadu-
KaJbIK MHTep(eiic MemuIMHa MaMaHIapbl YIIH JKYKTeN amyabl eHiaxereni. JKykrenren kec-
KiHJIEp ONTHKAJBIK JUCK JKOHE 3aKbIMIaHyIap CUAKTHl DR Herisri epekmienikrepin aHbIKTayFa Oa-
FBITTAIIFaH MOP(OJIOTUSIIBIK aJTOPUTMIIEPl Maiiianana OThIPBIN, OipKaTap eHJey KaJaMaapblHaH
ereni. MamaHnap OYpBIH KOJMEH TEKCEpyi KaKeT €TETIH IMPOIECTi aBTOMATTaHIBIPY apKBLIBI
JTMATHOCTHKAJIBIK JOJIITT MEH THIMIUTITIH apTThIPAaThIH TEPEH OKBITY 9/icTepl MEH HEHPOHIIBIK
KEJIIepi maiaanana OTHIPBIN, aBTOMATTaH/IBIPBUIFAH Tajgayra O0acTel Ha3ap aymapbuiaabl. bykin
nporecc AMa0eTTIK PEeTHHONATUSHBI epTe aHBIKTAy/bl )KaKcapTyFa OarbITTaJFaH, OJ1 KaHT JuadeTi
JKOHE COFaH OaiJIaHBICTHI KOPY KaOUICTIHIH )KOFAybIH a3aiiTyFa KOMEKTeCce I, OChUTalIIa eMIACYIIH
THIMJII HOTHXKEIIEPiH Oepeti.

Keneci xymbicTa [4] TepeH OKBITY JKOHE KeCKIH/II aJIJIBIH aJla OHJCY dICTePiH KOIIaHa OTHIPHII,
muabetTik perrHONatusHbl (DR) 6omkay OofibiHIIa OipHENIe HETi3r1 KOPBITHIHABLIAp OepinreH. bi-
PIHIIIIIEH, OJ1 KOPY/IiH HaIIapiiayblH OoasipMay yimiH DR epTe aHbIKTay MaHbI3IBUIBIFBIH KOPCETE ],
OYJ1 EMHIH HOTIDKEJICPIiH )KOHE MAIMEHTTEPAIH OMip CYPY CallachlH alTapIIbIKTal KaKcapTa ajajbl.
ExinmineH, 3epTrey Ao Tainay YIIiH IIyAbl a3alTy JKOHE alKbIHABIKTHI apTThIPY apKbUIbI KECKiH
camachIH kakcaptarbiH Sobel, Winer, Gauss jkoHe )KepTiTiKTi eMec opTailia Cy3rijiep CUSKThI KeCKiH/I
QJIJIBIH aJTa OHJCY/IIH dPTYPIIi 9MIICTEPiHIH THIMILTITIHE Ha3ap ayaapaabl [5]. TepeH KOHBOIIOHUSIIBIK
HelpoHabIK ke (CNN) keckinai enaeyaeH keiiin DR Gorpkay yiniH KoJTaHbUIagbl, aypyMeH Oai-
JAHBICTBI KYpJeIi yATuIepai amaasl. AnapiH ana enaey skone CNN Oomkay oicTepiHiH yiIecimi
KECKIH CarachlH KoHe 00JpKay AOJAIriH apTThipa oThIpsIN [6—7], DR TanmaybslHBIH mepcreKTHBAIIbI
TOCUTIH KepceTei. 3epTTey HOTIKENepi NeHCaybIK CaKTay MpoBaiIepiepiHe KOMEKTECETIH JKOHE
eMJIey HOTIKEIIEPiH KaKCcapTaThIH KOHE aypyMeH OaliIaHbICThI aybIPTIIANBIKTHI a3aiiTaThiH DR ynin
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KOMIBIOTEPIIIK TUarHOCTUKAIBIK JKyHeIep/iH aneyeTin kepcereni. KopeITeIHABLIAN KeTle, MaKaiaaa
KECKIHJII aJ/IbIH aJia OHJIey 9MIiCTEPi MEH TePEH OKBITY YJITUICPiHIH MHTETPAUACH THA0CTTIK pEeTH-
HOTIATUSHBI 0OJDKAay MEH JUAarHOCTHUKACHIHBIH JQJIITIH aTapibIKTall >KaKCapThIN, MEIUIMHAIBIK
HIeniMIepl )KaKcapTyFa JKOJI alllaThIHBIH aiTaabl. ABTOopiap [4—10] anapiH ana eHey 9IicTepi XKoHe
CNN wmogeni CHSKTBI 9fiicTeMelNiepre Hazap ayiapa OTHIPHII, JHA0ETTIK PETUHONATHIHBI 0OIKay bl
3epTTey YIIiH KaHAai peTHHANbAbl KeCKiH >KUBIHTBIFBI NaiIanaHbUIFaHbl KepceTinmereH. OHma
CNN mozeni 6aKpUTaHATBIH OKBITY YIIIH KQKETT1 TaHOAIaHFaH AEPEKTEP )KUBIHBIH/IA OKBITHUIATHIHBI
anThUIaNbl, Oipak OyJI JAepeKTep KUBIHBIHBIH HAKTHI araybl HEMece Ke3i KepceTimMenmi. AJIbIH
ana eH/Iey 9MIICTepiHIH MaHbI3IBUIBIFBIHA 0aca Ha3ap ayAapbUIFaHBIMEH, MMaiaJaHbUIFaH IePEeKTeP
JKUBIHBIHBIH CHIIATTaMaliapbl HEMece IIBIFy Teri ecKepiiMmeii, Oy OHbl WIACHTU(HUKAIUSIAY/IBI
mekreiini. KopbIThIHABIIAN Kelle, KapacThIphUIFaH KYMBICTap/Aa KOJJAHBUIATHIH dJicTepre Hazap
ayJapa OTBIPBIN, Oenriiai Oip KeCKiHAep JKUBIHTBIFBI Typasbl aKknapaTr Oepinmeiini, Oipak MyHai
3epTTeyNepAeTi JKaIMbl JepeKTep >KUBIHBI Typansl aknmapar any yura EyePACS nemece Kaggle
Ia0eTTIK PEeTUHOMATUSHBI aHBIKTAY CHUSKTBI YKAJIbIFa KOJDKETIMII KUHAKTAp/ABI i3/1eyre Oosaibl,
oJap *xwui ke3zueceni xxone [P 3eprreynepinie KoIaHblIa b,

ABtopnapnbeiH [6—7] MakamackiHna auaderTik ke3 aypynaapbiH (DED) xikrey ymmiH OipHeme
JKJIIbIFa KOJDKETIMJII JIEPEeKTep KMHAKTAphl Maigananbuiansl. 3eprreyae Messidor, Messidor-2,
DRISHTI-GS xone GitHub »xuHaKTapbIHBIH CypeTTepi NaifalaHbLUIadbI, OJlap/la PEeTHHOIATHS
JIOpeXeci KOHEe MaKyIsIpIbl iCiHy Kaymi Oap odrambMoyior TaHOAalaHFaH KecKiHaep Oap. OpOip
CYpEeT KaH KeTyJiep MEH MUKpOaHEeBpU3Masap CHSAKTHI Oenriii 0ip 3aKbIMAapAbIH OOTybIHA HETi3/1em1e
tagOanananpl. Keras ImageDataGenerator kemeriMeH TeOMETPHSUIBIK TYpACHIIpyaepai (aiinay,
alfHAJIIBIPY JKOHE KHUIO) KOCa allFaHIIa, KATTHIFy JCPEKTEPiHIH OJIIEMiH YIKSHTY YIIIiH IepeKTepi
KeHEWTy omicTepi Konaanbaabl. KansimTe! yirinep apacoiaga XKCK sxeHin skaraiinapblH aHBIKTayFa
epeKIlle Ha3ap aylaapbliajibl, KECKIHACPAETI HO31K albIpMAIIBUIBIKTAP/IBI aXKbIPaTy YIIH YITLIepa
YHpeTy YIIiH naii1aJaHbuIaThIH AEPEKTEP KUBIHBIHBIH MaHbI3IbUIBIFBIH KopceTei. COHBIMEH, 3epT-
Tey NMUa0CTTIK KO3 aypylTapbhlH aHBIKTayFa OAarbITTalFaH TEPEH YJTUICPIiH OHIMIUIITIH KaKcapTy
YILIiH KONTEereH AepeKTep >KMHAKTaphl MEH allbIH ajla OHACY IICTEpiH MaiaajaHyasl KepceTei.
ABTopanapabiH [6—7] Makamackl opTypii dIICTepAi KoJiaHa OTHIPHIN, AHA0CTTIK KO3 aypyJapbiH
(/IP) anbIKTayaBI XKaKCAPTYABIH KYHel TocutiH cunartaiasl [8—11]. Herisri omicrepre ko3 TyOiHIH
camnachlH JKaKcapTyFa apHaJFaH KeCKiH/II OHICYIIH JOCTYPIIl 9MIiCTePi, KBI3BIFYIIBUIBIK aifMaKTapbIiH
OKIIIayJay YIIiH CETMEHTTEY, ayzapy, aiHanasipy xoHe Keras ImageDataGenerator apKbUIbI KECKiH/I
KUIO apKbUIBl JEPEeKTeplli YIFaiTy karaapl. 3eprrey coHbIMeH Katap DED kmaccuduxanusics
ymrie ResNet50, VGG-16 sxone Xception CHAKTBI alJIbIH ajla JalbIHIAIFaH KOHBOJIOIIMOHIBI
Heporabik xeniepai (CNN) madigamanans! [12—15], COHBIMEH Karap CaJbICTBIPY YIIiH ©3iHIH
CNN apxwuTtekTypachiH yipereni. [ unepmnapamerpiepai 6anrtay olapIblH YT OHIMIUTITIHE dcepiH
Oaraai bl JKOHE SKCTICPUMEHT HOTHIKEIIEPI TAIITIK, EPEKIICTIK dKoHE Ce3IMTaNIBIK YIITiH TaJIaHa Ibl.
KopsITeIHIBIIA Kete, TocTYpIti oHaey oaictepi MeH xxaHa CNN apxutektypachiHbIH yitnecimi JKCK
KIKTEy TarchlpMaIapblHa €H jKaKChl HOTHKENIEPIi KopceTe i, OYi1 OChI aypyiap/Ibl €pTe aHbIKTAY/IbI
KaKcapTyFa KOMEKTEeCe/Ii.

Marepuajigap MeH djicrep

Huabettik peruHonatusHbl (DR) xkikTey TanceipMachiHIa OoipKayaapbIH )KOFaphl I MEH
HET13IUTITIH KAMTaMachI3 €TETiH OipKaTap diCTep MEH aJTOpUTMIEP, HEUPOHIBIK YKeITi KOJITaHbIIIbI.
JlnabeTTik peTHHOMATHS — KO3/1iH TYOiH OeliHesey apKbUTbI IMarHO3 KOWBUTFaH TOP/IBIH TPOTPECCUBTI
aypysl [16]. KubIHABIK aypyablH opTYpIIi Ke3eHJIepi apachblHIaFbl KOPHEKI YKCACTBIKTA XKAaThIp, OJI
KYpJeTi KeCKiHI Tajaay MEH JIEPeKTep/Ii OHIeY diCTepiH KakeT eTeni. Keckinmepai xKikTey YIiH
3aMaHayHl MallHHAIBIK OKBITY dficTepi KOMAaHbUIas! [17]. Momenbi »xanmbuiayabl KaKcapTaThiH,
OJIAP/IBIH KOJIEMiH KOHE ©3T€PMEJTUTITIH apTTHIPY YIIIiH AePEKTEP/Ii KEHEHTY (alHAIIBIPY, MacIITa0TaY,
KBUDKY, )KapBIKTBIKTBI ©3TrepTy ) KOIIaHbUTIBI. OKBITY OSC CHIHBINTHIH BIKTHMAIBIFBIH O0JDKAY YIIIH
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mIBIFBIC Ssoftmax kabarbl Oap init model apKbUTBI MHUIMAN3ANUSIAHFAH TEPSH KOHBOIIOIUSIIBIK
HEMPOHBIK JKEiHI KOJAaHy apKbLIbl JKy3ere achlppuinbl. KareHi azaiTy yIIiH KpOCC-IHTpOMUS
woranty ¢ysakuusicsl (CrossEntropyLoss) maiinanansuist [18].

OHTalnaHABIpy OKY YJACpICIH TYpaKTaHIBIPATBIH KaJaMJIBIK OKBITY JKbUIJaMIBIFBIH
xocnapiaymbsiMeH (StepLR) TonbIkThIppiIFaH Adam anropuTMiMeH OpBIHAANABL. OHIMIUTIKTI
Oarayay YIIiH KJIaCCTBIK TEHIepPIMCI3IIKTI ecerke amy YIIiH KBaIpaTThIK caiMakTapsl 0ap KosHHIH
Kamnma metpukachkl mavinananbuiasl. Jommik, ecke Tycipy koHe F1 ymainmapser ma tanmanrad. Epre
TOKTaTy IIaMa/IaH ThIC OPHATY/BIH AJJbIH aJIJIbl, aJl €H JKaKChl CalIMaKTap/bl CAKTAy HOTHKEIEPIiH
KalTaJlaHyblH KaMTaMachl3 eTTi [19].

bekiTinren karmapnap cansl 0ap Kpocc-Badu(uKalys YATiHiH OepikTirin rekcepai. by omicrep-
I KOJJAaHy TYPaKThl OHIMAUIIKTI KaMTaMachl3 €TTI KOHE ONlaH opl OHTAMIaHABIPY OarbITTapbiH
AHBIKTAJIbI, COHBIH 1MIIHJIE CHIHBINITHIK TEHrepiMci3aikieH Kypecy [20].

1. Kpocc-Banuaarus

Kpocc-Banmupanus KypAeiisiik MeH AepeKTep MIeKTeylIepiHe KapamacTaH YIri eHIMAUITIH ce-
HiIMJII Oaranaynbl KaMmTaMmachl3 eTTi. JIP kiaccudukanusicbl KOHTEKCTIH/AE:

* Kpocc-Banuaanus aypyasiH HEFYpIIbIM aybIp Ke3eHaepi (Mbicaisbl, 3 sxoHe 4

¢ CBIHBINTAP) CUPEK KE3ECETIH TEHrepiMCi3 KJIACC TapaTybIHBIH dCcepiH a3alTTsl [15].

¢ MonenbaiH op0Oip K-KaTapIarkl opTalia eHIMIUIIT OHBIH JKaHa JepeKTepre Kallbuiay MyM-
KIHJIIT1 Typajibl 00bEKTHBTI TYCIHIK Oepei:

1 k
M=y ) M m
i=1

myHarbl M, — [-mi kabarrarbl MeTpUKa. byt acipece MaHbI3/Ibl, OUTKEHI JKEHLT KE3EH/I1 aybIp KE3EH
pEeTiH/Ee KaTe KIKTey apThIK eMJIeyTre OKellyl MYMKIH, aJl aybIp Ke3eH/I1 ©TKi31I Ki0epy Kelll apanacyra
OKeITyi MYMKiH.

2 Koupomouusi. Mojenb/ieri KOHBOMIOIUSUIBIK KabaTTap ke3 TyOl KecKiHAepiH Tajijgayaa Ma-
HBI3/IBl POJT aTKap/bl KOHE JKEPrUTKTI epeKIIeNiKTepiH aHbIK KepceTe/l, MbpIcajbl: Ua0eTTiK pe-
TUHONATHUSFA TOH ICIHY, KaH KETy XOHE MHKPOTAMBIPIBIK ayBITKyJap KOHBYJIbCHSJIAP apKbLIBI

aBTOMATTHI TypAe WblFapbuiasl [17]:
m n

(x,y) = Z K, - lx+iv+i), )
i=1 j=1
myHna, [(x+i, y+j) — OacTankpl KeCKiHHIH MHUKCENbIIK MoHI (Kipic OeWHEHIH KapKbIHIBUIBIFHI);
K(i,j) — TykpIpTHa AAPOCH HeMece QUIBTPIIIH caaMaK KO3 PUIMEeHTTEPi; M, N — CY3TiHIH (IIPOHBIH)
OMIKTIIT MeH eHi; (X, y) — IbIFbIc KeckiHHiH (feature map) koopaunatamapsl. byn omeparus
HOTHXKECIHJIe OacTamKpl KECKIHHIH EepeKIIeNiKTepi (MbICalbl: >KHEKTep, TeKCTypajiap) OeliHim
QJIbIHAIBL.

3. Softmax ¢ynkuuscel. DR carbichbiH 5 CBIHBIITBIH OipiHE XKIKTEY YIIiH MOJAEIB/IH HIBIFIC
MOH/IEPIH CHIHBIITAP/IBIH OPKANHCBICHIHA YKaTaThIH BIKTUMAJIBIKTApFa TYpJeHAIpeTiH softmax ¢yHk-
IUSICHI KOJITAHBUI/IBL:

ExXp (z L;}
c ¥
i=1 EXP'[ZJ‘}
myHa, P(y=k | X) — Oepinren kipic X YIIiH OHBIH K-CBIHBITIKA XKaTy BIKTUMAJJIBIFBI; z, — MOJENbIIH
COHFBI KaOaThIHIAAFbl K-CHIHBINKA COMKEC KEJETiH JOTUT (IIBIFBIC aKTHBAIUsAFa JeHinri MoH); C —
CBIHBITITAp CaHbI (MBICAJBI, TUAOCTTIK PETHHOMATHUSHEI Oec caThiFa KikTey kedinge C=5); exp(:) —
AKCITOHEHITUAIIBIK, (PYHKIIHSI, 01 OapJIbIK JOTUTTEP/II OH MOHAEPTe TYpICHIipeI.
by mMomenpaik GomkamMaapabl «pEeTHHONATUSHBIH JKOKTHIFbIHAH» (0-CBIHBIN) «ayblp Ke3EHIe»
(4-cbIHbBIN) ACHIHTI Ke3eHJEPAIH BIKTUMAIBIFBI PETiHJE TYCIHAIpyre MYMKIHIIK Oepmai. Softmax

Ply=klx) = 3)
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MOJIeJIbre OCMNTICI3MIKTI a3alThIM, €H KOFAphl BIKTUMAJIBIFBI Oap CHIHBITIKA Ha3ap aynapyra KOMeEK-
teceni [18—19].
4. AWiKac SHTPOTIHS KOFANTy (PYHKIIUSACHI
DR xikTey Moceneci TEHIECTIPUIMETeH CHIHBINTAPAbl KAMTUTBIHABIKTaH, KPOCC-DHTPOIHUS
KOFaNTy (YHKIMSICH IIBIHAWBI Kiacc Oenriiiepi MeH OOKamabl BIKTUMAJIBIKTAp apachIHIAFbl
COMKECCI3/IIKTI a3aiiTyra KOMEKTECTi:
N

Z i Yik 105(5’1,k}1 )

i=1 k=1

L=-—

= I

MYHJIQFBI y, ~€rep oOBEKT K KIIACBIHA JKaTaTblH Ooica, 1 MoHiH, an Gackama xarjaina 0 MOHIH
KaObUMali 6. Bys1 Mozienbe cupek, Oipak MaHbI3IbI CHIHBINITAPIBI 1] aHBIKTAyFa MYMKIHIIK Oepei
(mbIcaibl, 4-ceiabiin, DR aybsip carbichr).

5. Adam Optimizer

Mognensai yiipery ymria Adam ontumm3aropsl maigananbuiast [21]. DR xikTey
MOCeJIeCiH/Ie OJ1 )KbUIAAM YKOHE TYPaKThl KOHBEPIeHIIUAFa bIKIAJ €TKeH IPaJMeHTTEeP/IiH aaanTHBTI
OakpUTaybIH KAMTaMachl3 €TTi:

o

mt
Besr =8 —n——. (5)
NV T E

byn nepexrepmin Oipkeski eMecTiriHe OaiyIlaHBICTBI TPAJAUESHTTEP CHPEK OOIYBI MYMKIH KYpemi
Ke3 TYOIHIH KECKIHJIEpiH Tajjay Ke3iHJe ©T¢ MaHbI3/Ibl (MbICAJIbl, MUKpOAaHEBpU3MaJap CHUSKTHI
KINIripiM 3aKbIMIaHYJIAP CUPEK Ke3eCce/Ti).

6. KosHHiH Kanmachl

Jna0eTTiK peTUHONATHSI JUArHOCTHKAIIBIK TAllChIpMaChiHAa MOJICNIb OOJDKaMAapbl MEH HETi3ri
IIBIHJIBIK OeTiyiepi apachIHAaFbl KeTiciMi Oaraiay YIIiH KBaJIparThIK caiaMmakrapbel 0ap KosHHIH
Kamnma merpukace! naitnanansuiisl [22]:

P — P

K= .
1- Pe (6)

KBagpar canmaxrap:

w; =1-— (é — Ji) , (7)
ipresiec CHIHBINTAP apachIHIAFbI KaTelep (MbIcalbl, 2 %oHe 3) KalIbIKTaFrbl CHIHBINITAP apachIHIaFbl
KatenepzeH (Mbicanbl, 0 xoHe 4) a3 Ka3aJaHFAaHBIH KAMTaMachl3 €TTi. byJl KIIMHUKAIIBIK MaFbIHaFa
ue, OMTKeH1 )KEeHUT Ke3eHIep apachlHIarbl aybICYJarbl KaTellep aybIp JKaraailnapsl xkidepin anynan
repi MaHbI3/bl EMEC.

7. Epre ToKTay

Erep Banmunanust sxunarsiagarel Kosnnin Kanma merpukacer k noyipae skakcapmaca, mamanal
ThIC (PUTHHITIH aJAbIH ally YIIiH >KaTTBIFYJbl TOKTaTy YIIIH e€pTe TOKTaTy KOJJaHbUIAbL: erep if
M, — M,_,. < €, OHJIa JKaTTBIFy TOKTaW/IbI.

By nepexreperi nrybuiFa mamajaH Teic OeiimMaeny i 0011pIpMai, OHTaiIbl MOZIEIb/Ti OKBITY/IbI
KaMTaMachl3 eTTi.

8. JlepexTepi KeHEUTy

JlepexTep/i KeHEUTy MbIHAJIAPIbI KAMTH/IBL:

* Autnanneipy (0): Ke3 TyOiHiH OypbIITapbIHBIH ©3r€pyiH €CKepPE OTBIPHII, KeCKIHIEP Ke3Aei-
COK OYpBIIIKA aifHATIBIPBIIIBI.
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¢ Macmrabray: Kepy epiciHzeri alblpMallbUIBIKTapAbl UMHTALMSUIAY YIIH KeCKIHAEPIiH
OJIILIEMIH ©3repTy.

¢ JKapbIKTBIKTBIH ©3repyi: TYCIpy Ke31H/e KapbIKTaHbIPYIbIH ©3repMEILIITiH eCKepe/ll.

Byn opicrep Monenbre HaKTHI JKarAalira OeimMaenyre xKoHe AMa0STTIK pETHHONATUSHBIH HET13r1
€peKIIeINiKTepiH JKaKChIpaK KepceTyre MyYMKIHIIK Oepai. CumarranraH oficTepAl KOJIJaHy JAepeK-
TepJeri KUBIHIBIKTApAbl €CKepPEe OTHIPHIMN, TUAOCTTIK PETHHOMATHIHBI JUArHOCTHKAJIAY MOCEIeCiH
THIMJII TIeNTyre MYMKIHAIK OepIi, MbICaJIbl, KJIACCTBIK TEHIePIMCI3/IIK, MAFbIH KEePTUTIKTI Oenriiep
JKOHE aypyAblH Ke3eHIepl apachblHAAFbl YKCACThIKTap. TaHanFaH TOCUIAEPAiH MaTeMaTHKaJIbIK
HEeT13/1eMeCi OJapbIH AYPBICTHIFbIH KOHE KIMHUKAIBIK MaHbI3Ibl HOTHKEIEpAl Oepy MYMKIHITTH
pacTaibl.

JlepekTep KUHAFBl JKOHE OJapiblH cunarramachl. OChl 3epTTeyniH O0eJiri peTiHae OKy >KoHe
CBIHAK KMBIHTHIKTApbIHA OOIIHTeH KO3 TYOIHIH KeCKIHIEPiH KAMTUTBIH JIEPEKTEP JKUBIHTHIFHI Tak-
JaaHbUIIbL. JKaTThiFy skUbIHBIHAA 35 126 CypeT, ai ChIHAK JKUBIHBIHAA 3 662 cypeT 60abl. Opoip
CypeTTe IMAa0CTTIK PETHHONATUSHBIH Ke3CHICPIH aHBIKTAUTBIH OSC CAaHATTHIH OipiHE COMiKeC KeJeTiH
JIMAarHOCTHKAIBIK Oenri 6omnbl: 0 — aypy koK, 1 — epTe Ke3eH, 2 — opTaiia Ke3eH, 3 — aybIp Ke3cH,
4 — nponudeparusTi ke3eH (1-cyper).

OKBITY )KUBIHBIHAAFBI Ca0aKTap/IbIH OOTIHYI:

¢ O-cwinbin (peruHomnaTus xoK): 25 810 cyper (73,5%)

¢ 1-cembin (OacTankel ke3eH): 2443 cyper (7,0%)

¢ 2-cpHblin (opramia ke3eH): 5292 cyper (15,1%)

* 3-cwubIl (ayslp ke3eH): 873 cyper (2,5%)

¢ 4-combin (mponudepatunti ke3eH): 708 cypert (2,0%)

ChIHaK TONTaMachIHAAFbI JepeKTEpIiH OOMiHYyi:

¢ O-cwiabin (peruHomnarus xoK): 1805 cyper (49,3%)

¢ 1-cembin (Oactankel ke3eH): 370 cypert (10,1%)

¢ 2-ceHbln (oprama ke3eH): 999 cyper (27,3%)

* 3-cwubi (aysip ke3eH): 193 cyper (5,3%)

¢ 4-combin (mponudepatunTi ke3eH): 295 cyper (8,0%)

Class 0 Class 1 Class 2 Class 3 Class 4

Cypet 1 — Ke3 Ty0i kKecKiHIepiHIH CHIHBINITap OONBIHIIIA KIKTEIY1

Class Distribution

25000
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Cypert 2 — CeIHBIITapAAFHI KECKIHACPIH YICCTIPIMiHIH THCTOTPaMMACh!
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Bipaeit ke3 TyOiHIH 3-CypeT eKi HYCKAachl KOPCETUITeH: OacTanKpl CypeT (COJ KarbIH/a) KOHE
aJJIblH aia eHJIeNTeH cypeT (OH jKaFblHAa). bacramkel CypeT JIepekTepii eHJeIMErcH KyHWiHje
KepceTesIi, al eHJIeNreH cypeT OipKarap cara jkakcapTy Ke3eHACpiHEeH OTKeH, Oyl JepeKTep i o7
MHTEpIpeTalusay YIIiH MaHbI3/IbI.

Original Image Processed Image

Cyper 3 — Kanbints! sxoHe [P ke3neceTin keckinaep

AnnpIH ana eHzey OipHele HeTi3Ti Ke3eHIepIeH TYPybl MYMKIiH:

AVKBIHABIK JeHreifin kymeity. Ke3 TyOiHIH MaHBI3IBl KYpBUIBIMIAPBIH, MBICAJbl, KaH Ta-
MBIpJIApbIH HEMECEe TOP KaOBIFBIHBIH 3aKbIMIaHYIAPBIH aHBIK KOPCETY YIIiH CYypeTTiH KOHTPACTBhIH
apTThIpy. bys acipece quabeTTik peTHHONATHS CHSKTHI aypyJap/bl JUarHOCTUKAIAya MaHbI3bI.

JKapbIKTBIH ocepiH TypakTaHAbIpy. JKapbIKTaHABIPYABIH TEHCI3IITIH a3aiiTy, Oy cypeTTepain
AHBIKTBIFBIH KAMTaMachI3 eTe]ll.

Aptedaxrinep MeH mryburmapasl Terictey. Cyperte maiiga 0OJaThiH KaXeTci3 MIybuiaap MeH
apredakTiiepi k00, OYJI CypeTTepliH carmachbiH apTTHIPHIN, KSWIHT1 TalayFa JalblH eTe/i.

Tycrik 6ananceH 3repty. CypeTTeri MaHbI3/1bl KYPhUTBIMAAP/IbI AKBIH/IAY KOHE OHBI TYCIHIKTI
KOPCETY YIIIH TYCTIK OalaHCThI PETTEY.

byn kamampap ke3 TyOiHIH aypyiapblH, MBICAbI, AMAOETTIK PETUHOIATHS MEH IJIayKOMaHbI
JMArHOCTHKAIAY YIITiH MaHbI3Ibl KOMITBIOTEPIIIK KOPY TariChlpMasiapblH/ia KOJIaHbUIAThIH CypeTTep-
I madeiHgay yurH KaxeT. CypeTTepAiH TYphIC OHIENyl aBTOMATTaHIIBIPBUIFAH JHATHOCTHKAIBIK
KYHETepIiH AIIITIH )KOHE CEHIMIUTITIH alTapIbIKTail apTThIpaibl, OYJI alKbIH Opi aKMmaparThl Jie-
peKTep aayra MyMKIHIIK Oepei.

JlepekTepal eHaey:

1. Kmacctein TteHrepimcizairi. JKarTeifymap KemieHiHIE >Kajimbl Jepekrepain  73,5%-biH
KypaiTeiH O-CBIHBIN (pEeTHHOMATHS KOK) OachbiM, ai ayblp Ke3zeHzaepi (3 KoHe 4-ChIHBIITAp)
aiftapneIKTai a3, colikecinme 2,5% xone 2,0%-151 kopcereai 2-cypeT. ChIHBINTHIH TEHIepIMCI3IIriH
€CeITKe aJTy YIIIiH CAJIMAKThI )KOFaIITY QYHKIHSIIAPHI )KOHE IEpeKTep 1l KOOSHTY o/1icTepi KOJITaHbLIIbI.

2. Jlepexrepai keOeiTy. JKaTTbiFy AepeKTEpiHIH ©3TepMENUIriH apTThIpy YIIIH KECKIHAL
aifHaIIBIpy, MacIITa0Tay, KBUDKY JKOHE KAPBIKTHIKTHI ©3repTy CHSIKTBI 9iCTep KOJIIaHBULABL. by
oAicTep MOAETBAl KaNMbUIAYIbI )KaKCAPTTHI KOHE KO3 TYO1 KeCKIHEPiHIH ©3TeprilITIiriH eCKep/Ii.

3. CpHaK YariciHiH MakcaTblH aiikpiHaay. OKy HOpoleciHle NaijgalaHbUIMaraH JepeKTep
OOMBIHIIIA MOICITBIIH OHIMIUTITIH OOBEKTUBTI Oarasiay YIIiH TeCT )KHHAFBI 06JIeK OOITiH/II.

[MaiinananplIFan AepeKkTep KMHAFBl PETUHOMATHUACKI3 JKaFaiiap 6achIM jKoHE ayblp Ke3eHaepi
CHpEK Ke3/1eCeTiH HaKThl KIMHUKAJIBIK TOKIpUOEre jkakblH jKaFjaiiapa YChIHBUIFAaH MOIEIBIIH
OHIMJILIITIH 3epTTeyre MyMKIHIK Oepai. byn epekiienikrep KIacCThIK TEHIepIMCI3IIKIIEH THIMIL
KYPECETIH JKOHE CHpEK, OipaK KIMHHKAJIBIK MaHBI3IbI JKaFAalIapAblH KIKTeTyIHIH JSJIIriH Kak-
capTaThIH 9IICTEPIiH KAXKETTUIIT1H KOPCETTI.
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HoTu:kesiep MeH TaJKbLIAY

3eprreyne OeitHenepni knaccuduranmsiiay yuriH EfficientNetBO weiiponnabik sxemici Kon-
naHbUIABL. By ofic annelH ana OKBITBUIFaH Mojenbaepre HeriznenreH Transfer Learning Tocinin
naimananynsl KaMmTuael. OKBITY TIPOIECIHE €Ki Ke3eH OpBIHIAIBI: 0a3ajblK KadaTTapabl KaTblpy
JKOHE KOFapFbl Kabarrtapabl amibil, Kockimina Oeifimaey. EfficientNetBO mopeniniy rumepmnapa-
MeTpJIepl allJIbIH aja ToXipube apKpiIbl TaHAANIbl. OKBITY KBUILAAMIBIFL, 0aT4 MeJIepi, ONTH-
MHU3aTOp TYpl JKOHE pEeryisipu3alus napaMmerpiiepl OipHelle SKCIEpPUMEHTTIK KOH(UTrypanusaa
Oaranannel. Topnsl i3aey (grid search) »one kesneiicok izaey (random search) omicTepi apKbUIbI
eH TUIMI KOMOWHanus TaHaanael. Kpocc-Banmmmanusi HOTHKENEepi MOJENb/IIH TYPAaKTBUIBIFBI MEH
KaliTa eHIpUTYiH KAMTaMackl3 €TTi, Oy 3epTTey HOTIKEIIepiH OacKa AepeKTep KUBIHTHIKTAPbIHAA
Oaranayra MyMKIHIIK Oepei. Moeb i TeHepan3ausIChbiH )KaKcapTy YIIIH ayrMeHTaIHs d/1icTepi
eHr131111 (aliHaIABIpY, MacIITa0Tay, KUFAIITay KoHE T.0.), a1 OKbITY THIMJILIITIH apTThIpy yiliH Adam
ontumuzaropsiMeH ReduceLROnPlateau xone EarlyStopping cHsKTBI KOUIOAKTEp KOJIJAHBLIIBI.
Conrbl KabarTa softmax akTUBAIMACHl apKbUIbI OeiHeNnep i MyJbTUKIACCTHIK Kilaccuukanusiay
JKY3€ere achIPbUIIIBI.

Hormxkenep Precision, Recall, F1-Score )xone Accuracy merpukazapbIMeH

OaranaHIbpl. By Tociim gepekTepi o1 JKoHE THIMII KilacCHU(pUKaIMsuIayFa MYMKIHIIK Oep/i.
DkcnepuMeHTTep OapbhIChIHIa MOJICNB/IIH dKYMBICHIH Oarajiay YIIiH YIII KIIaCCTaH TYPAThIH IEPEKTEP
JKUBIHTBIFBI KOJIaHblIIbl: Train, Test, sxone Val. Herisri metpukanap — Precision, Recall xone F1-
Score — op KI1acc yHIiH Ae, COHAai-aK Karbl TYpAe (KOPBITHIHIBI MeTpuKanap) ecentengi. Hotu-
xeJep 4-CypeTTe KepCeTiIreH.

Results by Class:

Class Precision Recall Fl-5core Support

Test @.65 Q.60 8.62 613
Train @.85 0.90 8.87 5084
Val 0.68 B.65 8.66 619

Summary Metrics:
Precision Recall Fl=-Score Support

Accuracy 0.80
Macro Avg 8.73 8.72 8.72
Weighted Awvg 8.81 .85 8.83

Cypet 4 — Kinacrap OolibIHIIa KIacCU(PHUKALINS HOTHXKeNepi
JKOHE KOPBITBHIH/IbI METPHKAJIap

Hormwxkenepai tanmay

1. Kmacrap Ooiibiama. Train kimaceiHmarsl MeTpukanap Test skoHe Val kiactapbIMeH cabic-
TBIpFaHJAa alTapIIbIKTall >KOFapbl, OYJ1 IEepeKTepAiH AucOaJaHChlH HEMECEe MOJENb/IIH >KalIbliay
KaOUIeTiHIH KeTICIeyIIriH KkepceTyl MyMKiH. Mbicansl, Train ymin Precision 0.85 Gonca, Test
xoHe Val ymrin cotikecinme 0.65 sxone 0.68.

2. Kopwiteiaasl Metpukanap. Accuracy 80%-Fa KeTil, MOIENbBIIIH Kbl JJIITT KOFapbl
exeHairin kepcetti. Opramia emmenred Precision (0.81), Recall (0.85) sxone F1-Score (0.83) xep-
CETKIMTEPi 16 MOJEIBIIH THIMIUTITIH pacTauIbl.

3. KopseiteiHabl. XKaTThIKTBIpY JepekTepl OOMBIHIIA >KOFapbl JANIJIKKE KapamacTal, Test
xoHe Val kiactapblHJa CalbICTBIPMAJbl TYPAEC TOMEH METPHUKAIBIK MOJENJIH apThIK YHpEeHyiHe
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(overfitting) Hyckaiasl. HoTmkenepai skakcapTy YIIiH JepeKTepIi TeHECTIpy, THIIepIapaMeTpiepi
KAKCapTY JKOHE KOCBIMIIIA PETYIIPU3aLUs dIICTEPiH KapacThIPhLIaIbl.

Bbyn skcniepumentte exi Typii ozic Ooibinma EfficientNetB0 Mmoaeniniy @HIMIUTITT TEKCEPUIAL:
OipiHmI ojic 6apMBIK KabaTTapabl KaThIPBINT KOKOJBI KOHE TEK COHFBI KabaTTapMEH KYMBIC iCTeyi
KOJIJIAHCA, EKIHIII 9J1iC )KOFapFbl KabarTap/bl OacTanKbl OKbITYAaH KEHiH alllbll, MO/ OfaH opi
oeiiimzey (fine-tuning) mporeci Kypri3mi.

Hotmxenepai canpICThIpy:

1. Precision, Recall xone F1-Score meTpukanapsl O0HBIHIIIA SKIHIIT 9/1iC AUTAPIIBIKTAN KOFAPBI
HOTIIKEJIEp KOPCETTI, 9Cipece ChIHAKTBIK KOHE BaTMIALMSUIBIK JEepeKTepae. OIC 2 KOFaprbl Ka-
OarTapapl amry apKbUIBI MOIENbBIIH KYPACHUTITiH apTTBIPABI KOHE HAKTHI JepeKTepre >KaKChl
OeiiiMennyiH KaMmTamachi3 eTTi (5-cyper).

Metpuka o9pic 1 (KaTbipein kow) opic 2 (XorFapfbl kabaTTapabl awy)

Precision (Train) 0.85 0.85
Precision (Test) 0.65 0.75
Precision (Val) 0.63 0.71

Recall (Train) 0.90 0.88
Recall (Test) 0.60 0.74
Recall (val) 0.65 0.73

F1-Score (Train) 0.87 0.86

F1-Score (Test) 0.62 0.74

F1-Score (Val) 0.64 0.72
Accuracy 0.80 0.80

Macro Average 0.72 0.77
Weighted Average 0.74 0.81

Cypet 5 — HoTmxkenep/i cabICThIpy

2. Accuracy kepceTkinii eki omic OoibiHIIa aa Oipaeit 6omaer (0.80), Oipak Macro Average
xoHe Weighted Average meTpukanapblHa €KiHII 9JIIC alfTapibIKTai kakchl HoTHkere xerTi (0.77
xoHe 0.81 cotikecinme 0.72 sxone 0.74).

Exinmni omic, sFHU KOFapFbl KabaTTapbl aiibll, MOJAEIbAl KockiMina Oeltimaey (fine-tuning),
THIMZIpEK OOJIBIN MIBIKTHI. BYJT 9/1iC TECTUTIK KOHE BAIMIAIMSUIBIK ACPEKTEP/IC )KOFAPhl HOTHIKEICP
Oepi, COM apKbUIbI apTHIK YHUPETY MOCENIECIH a3alTyFa MYMKIHIIIK Oepi >KOHE >Kajrbl MOACIbIIH
KBl THIMIUTITIH apTThIpabl. OchlIaiina, eKiHII 91iC MOJACIbB/IIH THIMILTITT MEH TOJIITH JKaK-
capTyra MYMKIiHiK Oep/ii.

KopbIThIHABI

3epTTey HOTHXKenepi OOHBbIHIIA AMAOETTIK PETUHONATUSHBI AaHBIKTAy MEH JAMAarHOCTUKajay
caJIaChIHAAFbl Ka3ipri 3aMaHFbl 9MICTEP/IiH THIMALIIrT alKbIH KepiHl. Ocipece, TepeH OKBITY dJic-
Tepi, onbIH immiage Convolutional Neural Networks (CNN) sxkone EfficientNet anibia ajna OKbITBUIFaH
MOJZETIb/IEP], TUAOCTTIK PETUHONATUAHBIH dPTYPJIi Ke3€HIEPIiH JKOFaphl TOJIIKICH aHBIKTayFa MyM-
KiHIiK Oepeni. CypeT ayrMeHTalMsChl )KOHE aj/IbIH ajla OHJIEY 9JICTEepi, MbICAJIbl, HOpMaTU3aIs
MEH 11y MEH KOHTPACTThI apTTHIPY, MOJEIbI1H THIMIUIITH apTTHIPyFa OH acep eTell.

3eprTeyaepae KOJNJaHbUIFaH SICTEP/AIH apachlHa KOPIHIC IEHIeHIHE YJIKEH allblpMallblUIbIK-
Tap OoIMaraHBIMEH, MOJIENBIEP/Il TEKCepy JkoHe OanTay ke3iHze (fine-tuning) >KoFapbl HOTHKeNEpre
KoJI J)keTKi3yre 0omaabl. CoHbIMEH KaTap, KOJIaHblUIFaH Kepi makpipy (callback) dynxuusnapsl, sFau
EarlyStopping >xone ReduceLROnPlateau, oxy mporecia oHTailIaHABIpyFa )KOHE MOACITBIIH apTHIK
yiipenynen (overfitting) cakraiyblHa KOMeKTece 1. AJNBIHFaH HITHXKENEP TePEH OKBITY dICTEPIiHIH
IUa0eTTIK PEeTHHONATUSHBI aHbIKTay/la >KOFapbl THIMALIIIH KepceTTi. CypeT ayrMeHTalMsChI
MEH aJjIblH aja eHJCYIIH KOJJIaHBLIYbl MOJENbAIH Ioairin apTteipabl, an EfficientNet >xone
CNN mozenbaepi >xorapbl HOTIOKenepre Ko kerkizai. Kepi makpipy (callback) dynkumsnapst
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(EarlyStopping, ReduceLROnPlateau) oky mporiecid OHTaHIaHIBIPBIIN, apTHIK YHPEHYIIH ajIbIH
anael. Anaiina, MOJCTBACP/IIH Kbl TYPAKTBUIBIFBIH KAMTAMACHI3 €Ty YIIiH KOCBIMINA JIEPEKTEP
JKOHE TYCIHIIIPMEITi )KaKcapTyiap KaxerT.

3eprrey OapbIchiHa OipKarap KEMINUTIKTEp aHBIKTAJIbI, COHBIH IMIIHJE JEPEKTEP KOJIeMiHiH
MICKTEYJIUTITT MEH MOJEIh HOTIKEJIEePiH TYCIHAIpYAeTi KMBIHABIKTap. bysr Mocenenepai menry yiriH
Ooamakra JepeKTep KUBIHTHIKTAPBIH KEHEUTY JKOHE MOJENbIEP/IIH TYCIHIKTUIITH apTThIpy Oarbl-
THIHJIA KOCBIMIIIA 3ePTTEYJIep KYPrizy KakeT. JKanmbl anFaHna, TEPEH OKBITY OJICTEpi JAMA0OCTTIK
PETUHOMIATUSHBI €PTe Ke3CHIEPAC aHbIKTayFa THIMIII Kypasl PeTiH/e KOJAaHbLIA alajbl XKoHE OyII
omicTepIi KIIMHUKAIBIK IPAKTHKAFa €HT13Y YIIIH KOChIMIIIA 3ePTTEYIIep MEH TOKIpUOSTIIK TeKcepyIep
KaKeT.
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METHODS FOR PRE-PROCESSING AND ANALYSIS
OF FUND IMAGES FOR DETECTION OF DIABETIC RETINOPATHY

Abstract

This work is intended to study methods for pre-processing and analysis of fundus images for the detection
of diabetic retinopathy. Diabetic retinopathy (DR) is a common eye disease in patients with diabetes, and its early
diagnosis allows you to prevent vision loss. During the study, modern methods for processing and analyzing fundus
images were used, including the EfficientNetBO0 architecture based on Deep Learning. Image augmentation (rotation,
scaling, cropping, contrast enhancement) and normalization methods were introduced for pre-processing. When
using the EfficientNetBO0 architecture, two approaches were tested: training the base layers and additional adaptation
(fine-tuning) by opening the upper layers. The results were evaluated by metrics. The precision for the test set in the
first method was 65%, and for the second method 75%. The accuracy of the validation set in the first method was
63%, and in the second method it reached 71%. The recall metric showed 60% for the test set in the first method, and
74% in the second method. In general, the fine-tuning method showed high performance. The use of these methods
allows to improve the quality of image processing and classification for effective diagnosis of diabetic retinopathy.
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The novelty of the study is the analysis of various methods of using and adapting the highly efficient EfficientNetBO
architecture. The results obtained allow to improve the quality of automated systems in DR diagnostics and increase
the energy efficiency of the model. The proposed methods have high potential for early detection of eye diseases.

Keywords: diabetic retinopathy, machine learning, data analysis, laser coagulation, fundus images.
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"MeskyHapOIHbIi YHUBEPCUTET MH(DOPMAIIOHHBIX TEXHOJIOTHIA, T. Anmarsl, Kazaxcran
HAO «AYDC uwm. I. JlaykeeBan, . Anmartsl, Kazaxcran
*MesxayHapo/iHast oOpa3oBareibHas Koproparus, I. Ajamarsl, Kazaxcran

ONPEJEJIEHUE I[I/IABETI/I‘IECKOquPETHHOHATHH
HA OCHOBE INIPEABAPUTEJBbHOU OBPABOTKH
N AHAJIN3A CHUMKOB CETYATKH ITA3A

AHHOTAHUA

Jannas paGoTa TOCBSIIEHA NCCIIEJOBAHNIO METOIOB MIPEIBAPUTEIBHON 00paOdOTKN M aHalN3a CHUMKOB CET-
YaTKH JJIs onpeenieHus nuadetmaeckoii peruHonarin (P). [{nabeTmdaeckas peTHHOMATHS — 3TO pacpoCTPaHEH-
Hoe 3a00/1eBaHKe I71a3 y MALMEHTOB C IMa0eTOM, M PaHHAS AUarHOCTHKA 3TOT0 3a00JIEBAHUS IOMOTaeT MpeloTBpa-
TUTbH TIOTEPIO 3peHus. B Xoze uccnenoBanust ObUIM MCIOJIB30BaHbI COBPEMEHHBIE METO/IbI 0OPa0OTKHM M aHaJIn3a
n3o0pakeHuni, Briodast apxurektypy EfficientNetB0, noctpoennyto Ha ocHoBe TityonHHOTO 00yuenust. st npen-
BapUTEIbHOW 00pabOTKHM OBUIM MPUMEHEHBI METO/Bl ayrMEHTAIlMN N300pakeHHH (TTIOBOPOT, MacmTabupoBaHue,
o0pe3ka, TMOBBIIICHNE KOHTPAcTa) U HOpMain3anus. B xoxe mcnons3oBanus apxutektypsl EfficientNetBO 6bu10
HCIBITAHO J[BA MOIXO/a: 3aMOpO3Ka 0a30BBIX CIIOEB MOAETH U N000ydeHne BepxHUX cioeB (fine-tuning). Pe3yms-
TaTHl OBUTH OLIEHEHHI 0 MeTKaM. B mepBoM moxoie TOYHOCTH (precision) Ha TeCTOBOW BBIOOpKe cocTaBmiia 65%,
BO BTOpOM — 75%. ToyHOCTh Ha BaIWJAIIMIOHHOW BBHIOOPKE B MEpBOM ciiydae coctaBuia 63%, Bo BTopom — 71%.
Merpuka obHapyxenus (recall) Ha TecToBOM BBIOOpKE B TEpBOM Mojaxoje nokaszana 60%, Bo Bropom — 74%. B
1IeJIoM MeTosIb! fine-tuning mokasaiy JTydiire pe3yasTarsl. Vcnons30BaHue TaHHBIX METOIOB ITO3BOJISICT TIOBBICHTH
Ka4ecTBO 00pabOTKH M300paskeHIH 1 Kitaccu(uKaIe A (P (HEKTHBHON TUaTHOCTUKN THAOCTHUECKOI peTHHOIIA-
Tuu. HoBHM3HA MCClieoBaHms 3aKiIiodaeTcs B MpUMEHeHNH BhIcokod(dektuBHON apxurekTyps! EfficientNetB0O u
CPaBHEHHUH PA3IMYHBIX MTOJX0JI0B K 1000yUEeHUIO Moziet. [lomydyeHHble pe3ynbTaThl MOTYT CIIOCOOCTBOBATH YITyd-
IICHUIO KaYe€CTBA ABTOMATH3UPOBAHHBIX CUCTEM THArHOCTUKHU JIP U MOBBIIICHIIO YHEPTro3(Hh(HEKTUBHOCTH MOICIICH.
[IpennoxeHHBIE METOJIBI 00JIaJAI0T BHICOKMM MOTEHIMAIOM JUIsl PAHHETO BBISIBJICHUS IVIa3HBIX 3a00JICBaAHUI.

KaioueBble cioBa: auabeTwyeckas pPETHHOINATHS, MAaIIMHHOE OOydYeHWE, aHallM3 JaHHBIX, Ja3epHas
Koaryssinus, PyHyc-CHUMKH.

MakananblH pefakiusra TyckeH kyHi: 19.12.2024
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ON THE DIFFUSION LAYER GENERATION METHOD

Abstract

This paper presents an automated method for generating the parameters of linear functions used in the diffusion
layer of block symmetric encryption algorithms. The focus is on designing linear layers constructed solely from
cyclic shift operations and bitwise XORs, which are both efficient and hardware-friendly. Such layers play a critical
role in achieving strong diffusion, a fundamental cryptographic requirement. The proposed method evaluates
candidate configurations by exhaustively enumerating shift values, calculating their branch number, and assessing
their avalanche characteristics. A set of quantitative diffusion metrics is introduced to guide the selection process,
including single- and multi-round avalanche effects and activation rates at the byte level. An aggregated quality
function is formulated to allow comparative assessment. The developed software tool identified optimal shift
parameters for 128-bit blocks processed as four 32-bit words, achieving a branch number of 5 with only 12 XOR
operations. The proposed approach contributes to the practical synthesis of lightweight and secure cryptographic
primitives suitable for both classical and constrained platforms.

Keywords: Block symmetric encryption algorithm, linear layer, branch number, avalanche effect.
Introduction

The purpose of this paper is to show methods for generating shift coefficients for the linear layer
of the architecture presented in "Linear Layer Architecture Based on Cyclic Shift and XOR" as well
as optimization methods that reduce the effort required to enumerate candidate coefficients by orders
of magnitude. Preliminary conclusions about cryptographic qualities and computational complex-
ity were given earlier in [1]. General approaches to balancing the function — such as adjusting the
number and length of words and enhancing it with additional iterations — were also discussed, and a
comparison with the AES algorithm’s linear layer was provided.

Evaluation of cryptographic resistance against linear and differential attacks is also beyond the
scope of this paper and will be published in the future.

Modern block encryption algorithms are built on the principles formulated by Claude Shannon:
the principle of confusion and diffusion [2, 3]. Diffusion is achieved, in particular, by using lin-
ear transformations with good diffusion characteristics, which ensure rapid propagation of changes
across all bits of the output vector.
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One of the key metrics used to evaluate the diffusion ability of a linear function is the branch
number. This indicator reflects the minimum possible number of different words at the input and
output of a linear transformation:

B(L) = min, . {w(x) + w(L(x))} (1)

where w is Hamming weight. The sizes of words and their location within the converted data block
may have different values depending on the specific architecture and operations used in the encryp-
tion algorithm. As a general case we will consider words as the input of the nonlinear function of the
algorithm, the size of which is typically equal to 8 bits.

In both classical and lightweight encryption algorithms, the linear diffusion layer is often the
most computationally intensive component [4—6]. Linear operations based on maximum distance
codes (MDS) are widely used to perform linear transformations in various encryption algorithms,
including AES due to the strictly proven branch number [7-11]. However, one can consider alter-
native functions that may not have the largest possible branch number, but have sufficiently strong
cryptographic properties with significantly higher performance [12, 13].

Schemes using cyclic shift and XOR on words of different lengths are already used in light-
weight encryption algorithms to mix the bits of the algorithm's internal state [14—16]. These trans-
formations do not require reversibility and can include additional operations. For example, the ARX
(Add-Rotate-XOR) architecture includes modular addition modulo 2¥, where ¥ represents the word
length.

There are also algorithms for constructing transformations equivalent to multiplication by MDR
matrices using cyclic shift and bitwise addition operations. The papers provide a theoretical basis for
obtaining such operations analytically, without exhaustive search, for a block of four words [17-19].
The linear operation constructed in this way has a branch number of five, which is the maximum
achievable for an operation involving four subblocks.

At present, no information has been found on the possibility of generating larger matrices with a
higher branch number using the same method.

Materials and methods

The goal is to construct a linear function that facilitates rapid and uniform propagation of input
changes across all output bits, thereby preventing the construction of effective differential or linear
attacks [2] . The main objective of this paper is to formalize the approach to assessing the quality of
a cipher's linear layer and to propose universal criteria that allow quantitative comparison of various
designs in order to generate a linear function with characteristics close to optimal.

Since the calculation of the branch number is a computationally complex task and cannot be
used as a criterion in enumeration problems, for the initial assessment of the efficiency of the linear
function L: F§ — F5 we propose to consider a set of five complementary characteristics:

1. Average avalanche effect per round (denoted as criterion A, ) is the average number of bits
at the output of the function that change when one bit at the input is inverted. This metric character-
izes local diffusion and shows how quickly the initial change spreads along the output vector. In the
ideal case, 4; * n/2, but for a lightweight function this result is hardly achievable.

Average number of bytes activated per round (B, ). Given the influence of the nonlinear layer
operating on bytes it is reasonable to consider how many bytes will change in each round of the algo-
rithm when at least one bit of the input changes. This parameter is most closely related to the branch
number used in the wide trail design strategy [3].
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Average avalanche effect over two rounds (4,) — similar to criterion A;, but measured over two
consecutive rounds (ignoring the nonlinear layer between those rounds). This characteristic better
reflects the cumulative diffusion effect during the operation of the encryption algorithm.

Average number of activated bytes over two rounds (&5).

Minimum number of output bits activated by a single active input bit (B p,):

B_.. = min lw(L(x}} (2)

min IIW'\I} =

This parameter defines the worst-case diffusion scenario and is also indirectly related to the
branch number. Its increase directly contributes to increasing the cipher's resistance to differential
and linear cryptanalysis.

For a systematic assessment of the linear function based on the above parameters, it is proposed
to use an aggregated metric in the form of a weighted criterion:

A Aj B B, B_.
SCGT'E(L}=|:1‘-—1+J|5’-—‘+]x-_1+5._‘+€_ min 3)
T n i n n

here &, 8, v, 8,8 € R., — normalized weighting factors determined by design priorities. In this case,
all values are normalized by ™ to bring them to a single scale. For example, when focusing on
cryptographic resistance, one can choose ¥ = @ 8 while in problems of optimizing the diffusion
rate in a small number of rounds, one can increase the significance of 5.

Thus, the formulated criterion allows one to compare various linear functions taking into account
both average and extreme behavior, and can be used as a heuristic in the automated synthesis of
diffusion layers.

It is required to generate a linear function that is implemented by computationally easy operations
and has a branch number of at least 5 for a data block of 16 words of 8-bit size [21-24]. These values
are taken by analogy with the AES algorithm and other common encryption algorithms and are de
facto standard for block symmetric encryption algorithms [25-30]. The following considerations
were taken into account in its development:

A given branch number can be achieved by performing an operation on at least 4 words. A
128-bit data block is extremely conveniently divided into 4 words of 32 bits, since most modern
computing platforms implement operations on 32-bit words in an optimal way [4].

To ensure mutual influence of bits located at different positions, a cyclic shift operation is
necessary, and to change the values of bits, the XOR operation is optimal.

For inversion to be possible, the resulting linear operation must be bijective.

The influence of words should be mutual, so at each iteration either one word should overlap all
the others, or vice versa, which seems easier to implement.

Taking these requirements into account, a linear operation over an arbitrary number of words
of arbitrary (identical) length is constructed, allowing for balancing diffusion properties and
computational complexity [1].

The resulting linear function f consists of several successive operations 4 over a set of words
a = {ay, .., @, 4} and is expressed by the following formula:

u—1 .
(n) .
el ’_:l'ﬂ':nﬂ:' = 4y '}'[ﬂ':”}} - a':”+ﬂ = @ i=0 {af‘hf modu < Ci}’k =1
e L k -

makij

4)

ay
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The operation f, which changes all the words of the processed block, can be represented as fol-
lows:

fla) = gyla) oo geyqy(a) (5)

The value of the shift constants £, ,,_4 is of decisive importance for the efficiency of the func-
tion. Clearly, not all sets of values lead to the desired distribution of mutual influence of bits.

Proving that the branch number of a function is 5 is a computationally difficult problem [32-34].
For all possible inputs of a linear function, it is necessary to enumerate all combinations ofd =1 ... 4
active bytes and make sure that at least 5 — d bytes are activated at the output of the function. There
are 2128 inputs to the linear function, each of which would require iterating over 2% x 16 variants
of the difference in the input in a single byte, for which the difference in the output must be at least
4 bytes, 2% x 16 x 15 two-byte input differences, and so on, for a total of N 280 x AlE w298
operations. Thus, solving the problem as a whole using brute force requires about 217% operations,
which is practically impossible.

However, since the function is linear, the influence of each input bit on the output bits can be
found independently of the other bits. This property allows for a preliminary estimate of the function
coefficients that is not directly related to the branch number and avalanche effect, but is correlated
with them to some extent.

The advantage of this method for estimating the shift coefficients of a linear function is its low
computational complexity (namely, 27 linear for one set of coefficients and 2** for the algorithm as
a whole without taking into account further optimizations) and, as a consequence, the possibility of
a complete enumeration of the entire set of coefficients.

The main drawback is the lack of a specific resulting value of the branch number. The avalanche
effect for some combination of input bits may also be less than the number of output bits activated
by a single non-zero input bit due to the peculiarity of the XOR function: some activated bits may
overlap each other and ultimately have no effect on the output. Calculating all possible combinations
of mutual overlaps to estimate the branch number has the same computational complexity as the full
search above, namely 217% operations.

However, it is possible to optimize both the evaluation of the primary properties of the function
and the verification of the branch number of the resulting function.

First, enumerating all input values of a linear function does not make sense, since the changed
input bits will affect the same output bits regardless of the values of the remaining (fixed) input bits.
This allows for direct enumeration of differences, abstracting from enumerating all input combina-
tions. This reduces the enumeration by 21?2 times.

The next property that allows optimizing the calculation of the lower bound of the branch num-
ber of a linear function is its cyclicity. In particular, due to the cyclic structure of the transformation,
different input vectors obtained by cyclically shifting each other will yield identical (with the same
relative shift) output differences. Thus, the set of all configurations with 4 active blocks is divided
into orbits by the action of a group of cyclic shifts, and it is sufficient to consider only one repre-
sentative from each orbit. Since in the case under consideration not only the number of active bits is
important, but also the number of active bytes, it makes sense to exclude from the search input blocks
that are equivalent in value and shifted relative to each other by a number of bits multiple of 8. This
significantly reduces the volume of the search and allows focusing on unique structures of input dif-
ferences from the point of view of the output. This approach is consistent with the general principles
of analyzing the diffusion properties of linear transformations and is widely used in assessing the
differential characteristics of cryptographic primitives with a regular architecture [35-36].

It should be noted that this equivalence is not preserved during a cyclic shift of the block, i.e.
when transferring the most significant bits of one word to the positions of the least significant ones of
another word, since the influence of the bits, propagated by a linear operation, depends on the word
in which they are located in the block.
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In practice, this allows us not to go through all possible options for placing active bytes. It is suf-
ficient to consider only those in which the least significant byte of each row is active. For example,
let us consider two input blocks that give outputs equivalent to the shifts:

B | A B | A
D | C D | C

Figure 1 — Inputs of a linear function equivalent by branching

Here the values of the remaining bytes are 0, therefore they have no effect on the activation of
the output bits.

This optimization allows us to strictly calculate the lower bound of the branch number in
Y=y 257 A157P ~ 2%3 operations. There are certainly methods that can reduce the search even fur-
ther, for example, by eliminating other subsets of bits through other types of equivalence, but with
the current approach, the computation can be completed within a few minutes of computing on a
modern processor.

The same approach can be applied to the evaluation of the primary indicators of a function in
order to reduce the search space for single active-bit inputs. Indeed, all output options for different
bits of one input word are cyclic shifts of each other. And similarly, bits of different input words
generate different combinations of outputs. In this case, it is necessary to estimate the number of both
active bits and active bytes at the output of the function, therefore, to fully find the values of interest,
it is necessary to sort through 32 input options (all single bits of one of the bytes for each word).

Results and discussion

The desired linear transformation is constructed using bitwise cyclic shifts and XOR operations
on four 32-bit words and has the form (in the C programming language):

dout[0] = din[0] * ROTL(din[1], c[0]) » ROTL(din[2], c[1]) » ROTL(din[3], c[2]);

dout[1] =din[1] » ROTL(din[2], c[0]) » ROTL(din[3], c[1]) * ROTL(dout[0], c[2]);

dout[2] = din[2] ~ ROTL(din[3], ¢[0]) » ROTL(dout[0], c[1]) » ROTL(dout[1], c[2]);

dout[3] = din[3] * ROTL(dout[0], c[0]) * ROTL(dout[1], c[1]) * ROTL(dout[2], c[2]);

To find the coefficients with the desired properties, it is necessary to perform a complete enu-
meration of all possible triplets of shift values ¢; € [0,31],1 = {1,2,3}.

For each triple of coefficients, the average diffusion effect and the minimum number of activated
output bytes must be determined over all possible single-bit input differences. The avalanche effect
of a lightweight linear function extends to the entire processed block in several rounds, therefore,
when selecting the coefficients of the functions, the avalanche effect was also evaluated over two
rounds (i.e., the linear layer was applied twice). In practice, when using sufficiently high-quality non-
linear blocks this effect is significantly amplified, since when changing at least one bit of the output
of a linear function, an average of 4 bits related to the same substitution block will be changed [37].

For each tested set of coefficients:

1) All possible inputs with a single one bit (the other bits are 0) are iterated over. Thus, all the
following steps are performed 32 times for each combination of shift values;

2) The block is fed to the input of the doubled linear function;

3) The number of nonzero bytes at the output is counted,

4) Results for any coefficient set with fewer nonzero output bytes than the current best are dis-
carded;
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5) The average value of the number of activated bits is found. If it is greater than the best current
result, then the set of constants is accepted as the best current result.

Point 4 of the algorithm allows significant optimization of the search, since at the early stages the
values that give bad special cases are filtered out.

Practical selection gave many results with similar characteristics. In particular, 7217 sets of coef-
ficients were found, in which any single active input bit activates at least 6 output bits.

To select the coefficients of a linear function with the corresponding cryptographic criteria, it is
necessary to select the weight coefficients @, 5, ¥, 8, & from formula (3).

The choice of these coefficients logically follows from the significance of the corresponding
criteria imposed on the linear function being developed, which is beyond the scope of this paper.
Below, some initial provisions for selecting coefficients without strict justifications will be presented.

Apparently, the coefficient & does not play a big role, since it is always advisable to choose a
function that activates the maximum number of bits with a single active input bit, i.e. to consider only
the coefficients that generate functions with B, ;,, equal to 7.

In the presence of a nonlinear block with a powerful avalanche effect, the weights £ and & can
be significantly reduced or even set to zero.

For an algorithm with a large number of rounds, on the contrary, it makes sense to rely on two-
round indicators, reducing @ and ¥.

The results of the program implementing this algorithm with different weighting coefficients are
presented below:

Table 1 — Examples of generation results

Ne ' i) ¥ & g Ay A, By By |Boun| o oy € Score
1 1 0 1 1 875 | 15.75| 8.12 | 12.12 7 1 10 15 7.958
2 0 0 1 8.75 | 22.25] 7.56 | 13.88 7 1 17 14 14.375
3 1 0.5 2 0.8 1 8.75 |121.75| 7.97 | 14.12 7 2 26 25 10.163
4 1 2 1 2 1 8.75 12225 | 7.66 | 13.88 7 1 18 14 13.665

To check the functionality of the function that calculates the branch number of a function of the
form (5), a test was conducted in which an optimized enumeration method was used to search for
input values of up to 4 active bytes that yield the minimum output weight for a function variant with
shift coefficients {1, 10, 15}.

The search was performed in parallel in several threads covering subranges of input byte values.
To analyze all possible values of three of the four bytes for all possible values of the first byte of
the first word, four parallel instances of the software were run, resulting in the following worst-case
outputs:

Table 2 — Worst cases for first word byte enumeration

Ne |Diapason |BI |Input/output (hexadecimal)
1 10.63 5 00 09 00 00 80 00 00 00 40 00 00 00 00 00 00 00
B 00 00 00 00 00 00 00 00 40 00 00 00 00 00 01 00

48 00 00 00 04 00 00 00 02 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 02 00 00 00 00 08 00 00
90 00 00 00 08 00 00 00 04 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 04 00 00 00 00 10 00 00
4 1192255 5 d8 00 00 00 Oc 00 00 00 06 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 06 00 00 00 00 18 00 00
For an input difference in the first byte of the second word, the outcome was even better, since

2 164..127 5

3 |128..191 5
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the second word’s bits influence the first word from the very first iteration of the linear function:

Table 3 — Results of enumeration for bytes of the second word

Ne | Diapason | BI Input/output (hexadecimal)

00 00 00 00 00 00 00 00 10 00 00 00 00 00 00 80
00 00 00 00 30 00 00 00 11 c0 00 00 00 42 00 83

00 00 00 00 80 00 00 00 08 00 00 00 00 00 00 00
00 00 00 00 90 00 00 00 08 40 02 00 00 32 00 09

1 0..127 7

2 127..255 5

For the third and fourth words, no cases were found in which less than 7 bytes were activated in
two adjacent rounds.

Thus, the minimum sum of the input and output weights of a one-round linear function is 5, and
therefore the branch number of a linear function of the form (5) with coefficients {1,10,15} is 5.

Comparative analysis of linear layer design

Architecture. Traditional diffusion layers in block ciphers often use matrices from maximum
distance separable (MDS) codes (e.g., the MixColumns matrix in AES) to achieve linear mixing [5].
These MDS-based designs perform linear transformations (usually over finite fields) with a strictly
proven diffusion property (maximal branch number) [3]. In contrast, the proposed method uses only
cyclic bit shifts and XOR operations — a shift/XOR—based linear layer similar to ARX (Add-Rotate-
XOR) constructions [6]. This means that instead of heavy finite-field multiplications or complex
linear combinations, diffusion is achieved through simple rotations and XORs. Such an approach is
hardware-friendly and simplifies implementation, while still maintaining the linear invertibility re-
quired for cipher rounds. The shift/XOR design aligns with many modern lightweight ciphers, which
favor simple operations for efficiency, distinguishing our method as a purely bitwise-linear alterna-
tive to classical MDS matrices.

Branch number. MDS-based layers are valued because they guarantee the maximum possible
branch number for a given matrix dimension [3]. For example, an n x n MDS matrix ensures the
highest minimum number of active input/output words (the branch number) by design. Shift/XOR-
based layers generally do not inherently guarantee this theoretical maximum; they often achieve
near-maximum diffusion in practice. However, a key result of this work is that through careful pa-
rameter selection we can attain a branch number equal to the MDS optimum. In fact, for a block of
four 32-bit words (128-bit state), our optimized rotation—XOR construction reaches a branch number
of 5, which is the provable maximum for any 4-word linear transformation [7]. This demonstrates
that even without using an MDS code, the proposed method can match the diffusion strength of an
MDS matrix in this scenario. While classical MDS matrices provide a mathematical proof of maxi-
mum branch number, our approach shows that near-MDS or even MDS-equivalent branch numbers
are achievable with a shift/XOR design — combining strong diffusion with the benefits of a light-
weight operation. This result underscores the novel contribution of attaining high branch number
without resorting to traditional MDS constructs.

Designing complexity. Designing an MDS-based linear layer often leverages algebraic methods
or known constructions from coding theory [7]. In general, finding an MDS matrix for a given size
can be done via mathematical criteria or combinatorial search, but many such matrices are known or
can be constructed using finite-field techniques. By contrast, identifying an optimal shift/XOR con-
figuration required brute-force search over rotation constants. The search space is enormous — yet our
method introduces a highly optimized enumeration strategy to make this design problem tractable.
We exhaustively evaluate candidate shift combinations, but we guide the search with quantitative dif-
fusion metrics and pruning heuristics. Notably, we reduce the complexity of the search by several or-
ders of magnitude through intelligent heuristics and early elimination of suboptimal candidates. This
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optimized search procedure (with metrics like single- and two-round avalanche criteria) effectively
navigates the design space, in contrast to a naive brute force. The result is a practical computational
method that finds excellent diffusion layers (even matching MDS-level branch number) without an
explicit algebraic formula. Thus, whereas MDS-based designs benefit from direct theoretical con-
structions, the proposed shift/XOR design required developing an automated search framework — an
effort justified by the significant performance gains of the final design.

Implementation complexity. A well-known drawback of many MDS-based layers is their im-
plementation cost. Linear diffusion via an MDS matrix (especially over bytes) often becomes the
most computationally intensive component of the cipher. Implementing finite-field multiplications or
look-up tables for an MDS matrix can incur a high gate count, many XOR operations, or additional
memory for tables [39—40]. In contrast, the shift/XOR approach uses only primitive CPU operations
(bit rotates and XORs), leading to significantly lower complexity in both hardware and software. The
proposed linear layer achieves its diffusion with a remarkably small number of operations — for a
128-bit block we use only 12 XOR operations in total (along with shifts) to attain branch number 5.
There are no multiplications or large tables needed, which translates to fewer logic gates and faster
execution on microcontrollers. This efficiency makes the method highly suitable for lightweight
and constrained devices, where minimizing computational overhead is crucial. In summary, while
an MDS-based layer might maximize diffusion at the cost of more intensive computation (often
requiring careful optimization or special implementation tricks), the shift/XOR-based layer offers
a far more lightweight solution. The novel contribution here is demonstrating equivalent diffusion
strength with drastically reduced operation count, thereby improving encryption performance on
resource-limited platforms without sacrificing security.

Flexibility and Adaptability. MDS code-based layers are typically tied to specific block and word
sizes — for example, AES’s 4 x 4 byte matrix is fixed to 128-bit blocks (16 bytes), and designing a
new MDS matrix for a larger state or different word size can be non-trivial. Each change in dimen-
sions often requires finding new matrices that preserve the MDS property, a process that can become
a research problem in itself for higher dimensions. In contrast, the proposed shift/XOR generation
method is inherently more flexible. Our framework can be extended to an arbitrary number of words
and word lengths by selecting appropriate rotation coefficients. In principle, the same approach can
synthesize a diffusion layer for different block sizes (e.g., 64-bit blocks or 256-bit blocks) by adjust-
ing the word partitioning and rerunning the automated search for optimal shifts. This scalability is
enabled by the general nature of rotations and XORs, which are not locked to byte-oriented opera-
tions or a fixed field size. Furthermore, the method is adaptable in terms of design goals: we can tune
the weightings of various diffusion metrics to prioritize certain criteria. For instance, if the cipher
uses a very strong nonlinear layer (S-box), the search can de-emphasize single-round diffusion and
focus on multi-round effects, or vice versa. The authors explicitly allow adjusting parameters (like
weighting factors for avalanche criteria) to suit different scenarios — e.g., ignoring some diffusion cri-
teria when an S-box already provides good mixing, or emphasizing two-round diffusion for ciphers
with many rounds. This level of adaptability is a distinct advantage of the proposed approach. In
summary, unlike a one-size-fits-all MDS matrix, our shift/XOR-based generation method can scale
and adapt to various block architectures and security requirements with relative ease. This flexibility
in accommodating different word sizes and balancing performance vs. diffusion trade-offs highlights
the novel contribution of our method in the landscape of linear layer design.

Conclusion
The study introduces a scientifically novel and practically applicable method for synthesizing

high-quality linear diffusion layers without resorting to pre-designed MDS codes. The originality of
the approach lies in the integration of an optimized exhaustive search with mathematically grounded
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pruning techniques, which drastically reduce the search space while preserving the ability to obtain
provable branch numbers. This makes it possible, for the first time in the context of purely shift- and
XOR-based constructions, to confirm by direct computation the achievement of the theoretical maxi-
mum branch number of 5 for a 4-word, 32-bit architecture.

The authors’ personal contributions include formulating a set of quantitative diffusion metrics
that combine average-case and worst-case behavior, defining a unified weighted evaluation criterion,
and implementing a specialized software tool that automates both coefficient generation and branch
number verification. Additionally, the authors developed and validated new equivalence-class-based
optimization strategies that reduce the combinatorial complexity of branch number checking from
impractical brute-force scales to a range feasible on standard modern processors.

This work not only delivers a concrete high-performance linear transformation meeting stringent
cryptographic criteria but also provides a reusable methodology for designing diffusion layers adapt-
able to diverse block sizes, word lengths, and implementation constraints. The proposed generation
framework can serve as a foundation for further research on lightweight cipher design, particularly
in scenarios where hardware simplicity, provable diffusion strength, and adaptability are equally
critical.
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CBI3bIKTBIK KABATTbBI KYPY 9ICI TYPAJIbI

Anjgarna

Byt sxyMbIC OJIOKTBIK CHMMETPHSIIBIK MIHdpiay anroputMaepiniy nuddy3usuibik KadaTbiHIa KoJAaHbLIa-
TBIH CBI3BIKTBIK (DyHKIUsUIAp/BIH MTapaMeTpIIepiH Kypy/IblH aBTOMATTaHABIPbUIFaH d/1iciH ychiHa bl Herisri Hazap
TEK UMKJIJIIK ayblCThIpy orepanusiapsl MeH OuTTik XOR-maH »kacanraH CHI3BIKTHIK KaOarrapabl »koOanayra
OaFpITTaNFaH, OJap TUIMII JKOHE alllapaTTHIK Kypajaapra bIHFaiiel. MyHmai KabaTTap HETi3ri KpUITOTpadusIIbIK
Tajarn OOJBIN TAOBUTATHIH KYIITI JUQQY3UIFa K0T )KETKi3yAe MaHBI3IBI POIl aTKapazbl. ¥ CHIHBUIFAH O/IiC aybICHIM
MOH/IEPIH TOJIBIK CaHay, 0Jap/IbIH TAPMaKTAPbIHBIH CAHBIH €CEITEY KOHE KOUIKIH CUITaTTaMaliapbliH Oaraay apKbLIbl
YMiTKep KOHHUTypausiapbiy 6aranaiabl. Tanaay nmpouecid OarbiTTay YIiH caHIbIK qu(dy3HsIbIK KepceTKiTep
JKMHAFbI CHT'131J1e/T1, COHBIH ilIiHJIe O1p )KoHE KOl allHaJIBIM/IbI KOILKIH acepiiepi MeH OaliT neHrelinieri Oencenaipy
KbUTIaMAbIFel. CanbicThIpMaibl OaraniayFa MYMKIHIIK O€peTiH JKMBIHTHIK cara (YHKIHSCH TYXKBIPBIMIAJIFaH.
O3ipiieHTeH OarmapiamMaiblK Kypanx TepT 32 OUTTIK ce3 peTiHme eHmenreH 128 OWTTik ONOKTap YIIiH OHTaHIbI
aybICy MapaMeTpiepiH aHbkTaabl, 0y Tek 12 XOR omepamusceiMeH 5 TapMak caHbIHA KeTei. Y CHIHBUIFaH
TOCIT KIIACCHKAJIBIK KOHE IIEKTeyI ruardopmanap yiIiH KOJaiibl )KEHLUT )KoHe KayiIci3 KpUITorpadusuIbiK mMpH-
MUTHBTEP/IH PAKTUKAIBIK CHHTE31HE BIKIIAJ €TEe/Ii.

Tipek ce3mep: OJOKTHIK CUMMETPHSUIBIK IIN(pPIIAy adrOpUTMi, CHI3BIKTBHIK Kalar, TapMaK HOMipi, KOUIKiH
a¢dexTici.
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O METOJIE TEHEPALIMU JIMHEHHOI'O CJ04

AHHOTAUA
B nmanHO# cTaThe TpenCTaBIICH aBTOMATH3HPOBAHHBIA METOJ TCHEPAIUH ITapaMeTPOB JTHHEHHBIX (DyHKITHIA,
HCTIONB3YeMbIX B AUGPY3HOHHOM CII0€ OJIOYHBIX CUMMETPUUHBIX alrOpuTMOB MiudpoBanus. OCHOBHOE BHHMA-
HHUE YJeISIeTCS] IPOCKTUPOBAHUIO JIMHEHHBIX CIIOEB, HOCTPOCHHBIX UCKITIOYUTEIBHO HA ONMEPAIHSIX [HKIHYSCKOTO
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C/BHra M MOOUTOBBIX omepanusix «uckirouaromiee NJIN», kotopeie sBisitorcs 3)(HEKTUBHBIME U alliapaTHO-OPH-
CHTHPOBAaHHBIMH. TaKUe CJIOU UTPAIOT PEIIAOIIYIO POJIb B IOCTHKCHUU CHIbHON auddy3un, GyHIaMeHTaIBHOTO
kpunrorpaduueckoro TpedoBanus. [IpemaraeMblii METOM OTICHUBACT KOH(PUTYpaIlH-KaHAUIATHI ITyTeM HCUCPITHI-
BAIOMIETO MEPEYNCIICHUS 3HAUCHUH CIIBUTA, BRIYMCIICHUS KOJMYCCTBA BETBEH M OICHKH MX JIABMHHBIX XapaKTepH-
cTHK. BBOANTCS HAOOP KOMMUECTBEHHBIX METPHK Andy3un A yIIPaBICHUS IPOIIECCOM BRIOOpa, BKITIOUAs OHO-
Y MHOTOPAYHJIOBBIE JIABUHHBIEC 2P PEKTHI M ITOKA3aTeNIN aKTUBAIMK Ha ypoBHE OaiiToB. ChopMynrpoBaHa arperupo-
BaHHAas (DYHKIUSI KaueCTBa JJIsi CPABHUTEIILHOW OICHKH. Pa3paboTaHHBIN MPOrpaMMHBIA HHCTPYMEHT OINPEICITUI
ONTUMAJILHBIC TTAPAMETPBI cABHUra sl 128-OUTHBIX OJIOKOB, 00pabaThIBACMBIX KaK YCThIPE 32-OUTHBIX CJIOBA, YTO
TTO3BOJIIUIO JOCTHYB KOJIMYECTBA BETBICHUH 5 Beero 3a 12 omepanuit XOR. [IpenioskeHHbII MOX0a ClI0COOCTBYET
MIPAKTUICCKOMY CHHTE3Y JIETKOBECHBIX W O€30IMACHBIX KPUITOTPaPHUSCKUX MPUMHUTHBOB, IMOIXOMSIIINX KaK IS
KIIACCHYECKUX, TaK U JJIS OTPaHMYCHHBIX TIaT(opM.

KoueBble ciioBa: anroputM 0J0YHOTO CUMMETPHYHOTO IIU(PPOBAHHMS, TMHEHHBIN CIOH, MHJEKC BETBICHHH,
JaBUHHBIHA Y deKT.

Article submission date: 19.06.2025
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O3IHE-O31 YKCAC WHEIUNIMJIEPT'E APHAJIFAH ®U3UKAFA
HETI3JAEJI'EH HEMPOH/BIK KEJII (PINN) 9 AICI

Angarna

Kbuty OTKITIIITIK MEH Ta3 JUHAMHUKACHI CHSKTBHI KYpZedi (PU3UKAJIBIK MPOIecTep/l CHIAaTTalThiH aepoec
TYBIHIBICEI Oap auddepeHIUanIblK TCHACYACPAlI CAaHIBIK OIICTep apKbUIBl IICITy OaphICHIHIA KOOIHE YIKEH
ecernTey Kyarbl KaxeT eriyiemi. Ochl KUBIHABIKTApAbl IIENly YIIH COHFBI JKBULAAPBl FBUIBIM MEH TEXHUKAHBIH
HazapbiHAa (usukara HerizgenreH HeHpoHabK keninep (Physics-Informed Neural Networks, PINN) epexkmre
opbiH anraH. byn makanmama PINN omici apKbuibl JKbITy JKOHE ra3 JWHAMHUKACHI TEHJACYIEPIHIH IIemimIepin
Taby Moceneci KapacThIpbuiaabl. JIOCTYpii CaHABIK OICTEPICH epeKIIeNiri, (Pu3nKara Heri3lAeiareH HEHpPOHIBIK
KeJl otici (pM3MKaNbIK 3aHIap/bl HEHPOH JKEICIHIH KYpPBhUIBIMBIHA €HTi3y apKbUIbl €CENTi IIeNIyre MyMKIHIIK
Oepeni. SIFHM, mIemIiM TeK KaHa MOJIMETTEpre eMec, COHBIMEH KaTap TEHJCYIiH e3iHe OarbiHamel. Maxkamama
PINN omiciHiH apXHUTEKTypachl, IIBFBH (YHKIISUIAPEIHBIH KYPBUIBIMBI JKOHE OJIAPIBIH JKBUTY OTKI3TIIITIK JKOHE
Diinep TenaeyIepiMeH OaiIaHbICHl HAKTHI MBIcangapMeH cunarTanaasl. COHBIMEH KaTap, eCenTiH 0acTamKhl KoHE
HICKapaJIbIK MIAPTTAPbIH EHri3y MEXaHH3MIEpl oHEe LICHIMICPIiH OPHBIKTBUIBIFBI MEH JQJIJIrIHE dcep eTeTiH
(hakropnap ranmanran. Hotwkenep apkbuibl PINN-HIH THIMIUTIT MEH OoJ1amakTa Kypesi ket (ha3aisl, KenesmeM i
ecenrepre Koijgany MyMKinairi kepcerinani. ConbiMeH karap, PINN-HIH ecenTey ynepiciH Kbpuamaary XoHe
TYPaKTBUIBIFBIH aPTTHIPY OAFBITBIHAAFI 36PTTEYINICP JIe YChIHBUIFaH.

Tipexk ce3nep: PINN, e3ine-e31 yKcac, KblTy TeHJEY1, Diiep TeHaeyi, COKkbI TyTiri (shock tube).
Kipicne

Kazipri tapna auddepeHuunanaplk TeHIeyaepAl Memry dicTepl FhUIBIMH JKOHE HH)KEHEepIIK
ecenTtep/ie KeHIHeH KOJIJIaHbUIa bl ATar aiiTKaH/a, *KbUTyOTKI3TIIITIK XKOHE T'a3 TUHAMUKACHI CHSK-
THI KYpAeNi (DU3HKAIBIK KYOBUIBICTApbl CHUMATTAWTHIH JepOec TYBIHABUIB Au(QepeHITUITIBIK
terueynep (ATIT) — Taburu jxoHe TEXHUKAIBIK MPOIeCTEP/l MOJCIbACYIIH HET13r1 KypaiIapbIHbIH
0ipi. OchiHIal ecenTepal CaHIbIK 9/1ICTEPMEH LIENly KONTereH )Karjailiapja yJIKeH ecenrtey pe-
CYpCTapblH Tajaml eTeli, acipece KemeJeM/, MeKapaiblK >KoHe OacTamkbl IIapTTapbl Kypraemii
xyienepae. by mekreynepi *eHy MaKcaTbIHAA COHFBI XKbUIIApPhI FBIJIBIM MEH TEXHUKAAA (prU3HKara
HerizaenreH Hepouablk xenitep (Physics-Informed Neural Networks, PINN) epekmie Ha3zapra
UTiHI.

PINN — MammHanbIK OKbITY MEH KJIACCHKAJIBIK (DU3MKAaHBIH CHHTE31 OOJIAThIH KaHa apaJnrMa.
by omic anram per (2019-2024 »xok.) Raissi xxone T.0. [1-2] eHOekTepae YCHIHBUIBIN, KeHIHHCH
kentereH kypaeni JATHAT ecentepin memryne tuimaiiirin kepcerti. PINN oxiciniH 6acThl epek-
IIEJIri — OJI IepeKTepre FaHa eMec, COHBIMEH KaTap (PU3MKaJIbIK 3aH/IbUIBIKTApFa (MbICAJIbI: SHEPTUs
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CaKTaybl, Macca CaKTaJIybl, UMITYJIbC 3aHJAPHI JkKoHE T.0.) Herizaeneni. MyHIai TociT MOACIBIIH
(bM3HKAIIBIK MIBIH/IBIKKA COUKECTITH KAMTAaMachl3 €Till, MOJIMETTEP/IiH )KEeTKUTIKCI3IIT1 XKaFJaibIHaa
J1a J)KaKChl HOTHKE allyFa MYMKIHJIIK Oeperi.

PINN oficiMeH callbICTBIpFaHJIa KJIACCHUKAIBIK oficTep (MBICANBI: aKbIPIbl SIEMEHTTED IicCi
(FEM), axpbipisl aiipipmanap oxici (FDM)) Top renepainusicbiHa, A9JIIKKE JKOHE €CenTey TYpak-
TBUTBIFBIHA TOYEI 1. byt omicTep ocipece kenemmemMIi, 0echI3bIK HeMece cToxacTukanbik JJTAT-ne
KHUBIHABIKTapFa Tan 6omansl. A PINN ofici KeHICTIKTIK TOpJIapabl KaKET eTIEeH I, OHBIH OpHBIHA
KE37eWCOK KOJUIOKALMSUIIBIK HYKTENep apKbUIbl MISNMIi yipeTyre MyMKiHIiK Oepemi. CoHbIMEH
katap, PINN omici mapamienb/i ecenreyre bIHFaiIbl, OYJI OHBI YJIKSH AEPEKTEPMEH JKYMBIC icTey
MEH HaKThl YaKbITTaFbl €CenTepre OeiiMIenyre MyMKIiHJIIK Oepeti.

byrinari Tagma PINN omici skputyetkisrimrik, buo tenneynepi [3], HaBre—Crokc [4], Komm
ece0i [5], peakuus mudGy3HsUTBIK )KYHenep, akyCTUKAIBIK TOIKBIHAAp [6], Ga3anbik epic Momenbaepi
CBIH/IBI KOIITETEH cajanap/a COTTi KONJaHbuTyAa. ATan alTKaH/a, )KbITy MEH ra3 JHHAMHUKAChl TeH-
neyaepi (pU3UKAIBIK MPOLECTEP/Ii CUMATTayIbIH MaHbI3/1bl Mbicanaapsl petinae PINN oxiciH Koi-
JaHyFa ©Te KoJailibl. byl ecenrtepae mekapaiblK jKoHE OacTanKbl MIapTTap, COHIA-ak Kypueni
HICITM KYPBUIBIMBI kM1 Ke3neceTinaikTeH, PINN o/1iciHiH apThIKIIBUIBIKTAph! aliKbIH Oaiikatabl.

PINNs oniciHiH maMy OapbIChIMEH, Ka3ipri >karnaiibl xoHe Oonamiak 3eprrey OarbITTapbIMEH
Kyieni Typae [7] kymbicTa TaHbIcyFa Oomanbl. [8] omeouerre PINN oficiH FRUIBIME ecenTeynepe
KOJITAaHYIBIH OPTYPJTi KbIPJIaphIH KAMTHTHIH KE€H KeJIeM/Ii 0Ty, oHbIH iminae PINN-ecenrrerimrepin
OanTay, OKBITY TEOPHUSCHIHBIH aCHEKTUIEpi, KODKETIMII Kypanaap, Oonamak OarbITTap MEH COHFBI
YpAicTep, COHAail-aK NoMIK MEeH >KMHAKTaldy Macenenepi KapacTelpsuiaabl. PINN omiciHiH 3BO-
JIONUSIChIHA apHalFaH Mmony, oHbIH imiHae Physics-Informed Kolmogorov-Arnold Networks
(PIKANS) cusKTBI jxaHa apXHUTEKTypajap >KOHE OJap/AblH OMOMETUIIMHA, MEXaHuKa, reodusuka
KoHe Oacka cayajapiarbl KOJMAaHBUTYBI [9]-ma TankpiiaHambl. YKacaHAbl HEHPOHIBIK JKENUIEpIi
(artificial neural networks — ANN) konmany apkbutbl qudGepeHInaIIBIK TCHACYISPI Menry dici
[10]-na cumatamaner. [11] Makanama aBropyiap JOCTYPIli MAaIIMHAIBIK OKBITY dAICTepiH (DU3MKAIBIK
3aHJapMeH OIpiKTIpy apKbLIbl KYpAENi KyHenepal Moaenbjey MeH Ooykay YIUiH KOJJaHbUIAThIH
TOCUII cHIaTTal b, Oy Tocia ocipece AudQepeHITHANIBIK TCHACYJIECPMEH CUTIATTANAThIH (HHU3U-
KaJIbIK IpoliecTepre OarbITTaIFaH.

Ocwl makanana 613 e3iHe-031 ykcac menriMaepre vHerizaenrern PINN onicin nmaiinanana OThIpHIT,
JKBITY JKOHE Ta3 TWHAMHUKACBIHBIH ilIiHApa TYBIHIBI TEHACYJICPIH MICTIYAIH THIMIII KOIIApbIH Ka-
pacTeipambi3. Bysl ToCiImiH apTHIKIIBUIBIFEI — OJ AHAJIMTUKANIBIK INENIIMI€ YKaKblH, SIFHU ©31He-
031 YKCaCThIK KacueTi 6ap miemiMaepai HeMpOHABIK JKell apKblIbl KaNMblHA KEATIPyre MyMKIHIIK
oepeni. Ocwr OarbiTTarsl 3eprreyiaep PINN omiciHIH TCOPHUSIIBIK KOHE KOJaHOAIBl MYMKIHJIIKTEPiH
KEHEHTIIM, OHBI HAKTHI (PU3UKAJIBIK MPOIIECTEP Il MOJENbIEYIe KEHIHEH KOJIIaHyFa >KOJT alllajbl.

Marepuajigap MeH djicrep

O3iHe-031 YKCACTHIK YFBIMbI

O3iHe-031 yKcac HICNIM — yaKbIT HEMece KEHICTIK MaciTabTainfaHga HIemiMHIH (HopMacs
e3repMeil, TeKk YJKeHin Hemece KillipeHin OThIpaThiH cunar. JKammbl Typae IIemniM Kenecigen
Oomal:

ulx, t) = t%= f(;ﬁ)’

myHaarbl f () — e3iHe-031 yKcac mpoduiie, an o, f — mMacmradray kepcerkimrepi [12].

Koty renneyine PINN konmany

3eprTeyimizae ToKipuOe peTiHAe KBbUTy OTKI3TIMTIK KOHE Ta3 JUHAMHKACH TEHICYJEPiH
memry yrria PINN omicin KonmaHynbl kepcetemis. byt omicTiH Heri3iHae HeHPOHIBIK JKETiHI TeK
KaHa JIepeKTepre eMec, COHBIMEH Katap (U3MKaNIbIK 3aHaapra — auddepeHnuanipK TeHaeyaepre
OarpIHATBHIH TYPJIE YHPETY KaFUAachl Kajlail 00NMaThIHBIH HAKTHLUIANMBI3.
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ulx, t) — Temneparypa QyHKIHUSCHL;

f(¥) — PINN apkpuibl yilpeniHeTiH e31HIiK yKcac QyHKIUS.
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HoTu:kesiep MeH TaJKbLIAY

1D Diinep Tenaeynepi xKoHe 631He 031 YKCACTHIK
Diinep Terueynepiniy 1 enmemai popmacs:

a a{pu)
XLTY _
dt dx

dlpu) 8lpu® +
p}+ (p p}zﬂ
at dx

dE al|(E
o 3(E +plu)
gt dx

COKKBI TYTIT1 OacTanKel MapTTaphl:
(1.0,0,1.0), erep x<0
(pu,p)(x,0) =
{0.125,0,0.1), erepx =0
PINN onicine Heri3enreH WbFbIH QYHKIHSICH
1D Ditnep tenneynepi yurin PINN apxutekTypachl t )koHE X alHBIMAJIbUIAPBIH KipiC peTiHze

KaOBLI/IAIl, THIFBI3ABIK Pit, %), KbUIIaMIBIK U(t, X) oHE KbICHIM P(t, X) QyHKIHUIAPbIH OOJIKakIbI.
by byHKIMsUTapIbIH KOMETIMEeH KeJieci KaIbIKTap aHbIKTaIa bl

dpg  d(pgug)

txl=—+
:Ri{ ) dt ax
3(paus)  #paus?+ pa)
R (%) = Palg T Palg Pg :
= dt dx
dE A(E, + Ju
Ry (t, %) = o, { 8 Pg E}J
at dx

23 1 2
MyHJaFbl, Eg = ?_—1 + 3 PglUg ™ — YKaJIIbl DHEPTHSL.

Ocol KaJIABIKTAapAbl CCKECPEC OTLIPLIII, HIbIFbIH (bYHKI_II/I)ICBI Kenecl TYPAC Ka3blIaabl:

L(ﬂ} = Ld + ‘]"P '.-C-physj

myHza Ly —moamimertepre (data) Herisnenres (Mbicainsl, MSE), an L

— (hU3UKATBIK KAJIBIKTapIaH
TYpaTbIH O6iK:

phys

Mf
1 ¥ ¥ ¥
Lohye = N_FZ{RI(tUXi.} + R3 (1, %) + R3(t;, %)),
i=1

myHarbl N — Qu3MKanbiK HYKTEnep caHbl, ail A, — QU3MKaIbIK 3aHIap/bl CaKTay canMarbl. by
¢bysxmust PINN MozeniHiH (GU3HKaIBIK 3aHIap/Ibl CaKTal MIeNIiM YHpeHyiHe MYMKIHIIK Oeperti.
Diinep TeH eyl YIiH COKKBI TyTiri skaraaiibiaaa PINN Hotuxkeci 2-cyperTe YChIHbUIFaH.
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Cypet 2 — PINN noTmkeci: Diinep TeHeyi (COKKbI TYTIrl Kafaaiibl)

PINN mogerni koHe HIBIFBIH (PYHKLIHSTIAPbI

PINN apxurektypacsl

PINN apxwurexrypacel — kenkadbartsl nepuentpon (MLP) Typinae kypsiiaasl. Meican peTinae,
3 ’KachIpbIH Ka0aTThl HEHPOHABIK JKeJli KapacThIpaibIK (3-cypet). OHBIH KipiCiHIe X JKOHE t aifHbI-
MaJiblIapbl (KEHICTIK IEH yaKbIT), ajl HIBIFBICBIHA Wg(t, X) mamackl Oepinei, MyHaarsl O — Mozens
napamMeTpiiepi (caaMakTap MEH BIFBICY).

[ EHrisy kabatsl ]

t !
KacbipbiH rt.aﬁa"r]

[)KaCblpblH kabar ]

LLIbHBIH PYHKUACH!

Cypet 3 — PINN wmogeni apxutexrypackl (Kockimia A Heri3iHze)

Keni kabaTTapbIHBIH KAJTBI CUTIATTAMACHI:

+ Kipic kabarsl: X, t MOHIIEPiH KaOBUIIAMIBI.

¢ XKaceipbiH KabOatTap: akTUBanus GyHKIUACH peTiHae tanh HeMece sin nmaiianaHblIa b,
¢ [Ieirbic KaOAThI: Ug(t, X) — MIEIMIIMHIH XYbIKTAJIFAaH MOHI.

[IpreiH QyHKIMSITAPET
PINN-HIH HeTi3ri epekmIeniri — OHBIH HIBIFBIH (DYHKIHUACH (DU3UKAIBIK KaJIIBIKTapAbl aa
KaMTHIbL. JKamIbl HIBIFBIH (QYHKIUSACH KEJIECI TYP/E Ka3blaa bl

L£(8) = 2gLq +2, " L. (1
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MyH1aFbI:

¢ L;— MomiMeTTepre HEri3eNreH HIbIFbIH (MBICAJIBI, HAKTHI OJIIIEMICPMEH CaNBICTHIPY);

¢ L, — ¢usukara Herisnenren kanasikrap: ||V [ug] — fl1%;

* Ay, A, — canmak mapamerpriepi.

®usMKablK Kanabkrap L, — KbUTy Hemece 0acka TEHJCYIEP/IiH MIEUIIMIiHIETI TEHCI3MIKTED
apKbLIbl aHBIKTAaAbl. MBICalbl, JKbUTY TEHJEY1 YILIH >KOFapblaa OepiiareH (popMmachiH Tarbl 1a Oip

€CKE CcaJlaMbI3.
1 N |dug #*ug z
LF‘ = ;lezl E(t'uxij — o (t'uxi} : (2)

ox2

Mynna o — nudpdysus xkodddunuenti, Ny — ¢usnkanslk HykTenaep canbl. MonenbaiH 6acTsl
ApTHIKIIBUIBIKTAPBI:

¢ [lemrimuiy Gu3uka 3aHAapbIH 0y30aii YHpEeHYI;

¢ Jlepekrtep a3 OONFaH Karaaia qa >KyMbIC iCTEH alybl,

¢ bacrankpl jxoHe IIeKapalibIK IapTTapabl OHAM €Hr13y MYMKIH/IITT,

¢ JXorapsr enmemi ecenrepre Oeftimaeyre 601aThIH UKEM/I1 KYPBUIBIM.

KopbIThIHABI

Ocsbl Makanaga 613 PINN omici apKbUIbl KbUTy TEHJEYl JKOHE ra3 TUHAMUKACHI TEHAEYJIEpiH
(Drep TeHaeynepi) MISNTyIiH MYMKIHIIKTEPiH KapacThIpAblK. PINN — Oy (hm3uKanbIK Kyhenepai
MOJIEJIBJICY/IIH aHa MapagurMachl OOJbINT TaOBUIATHIHBIH Aonenneaik. O caHIbplK oAicTep MEH
MAaIIMHAJIBIK OKBITYIBIH YHJIECIMIH KaMTaMachl3 €Till, JOCTYPIi JUCKPETHU3anus dicTepine Oamama
YCBIHATBIHBIH KOpCETTIK. O3iHe 031 yKkcac mentimaep PINN MonemiHiH THIMIUTITIH apTTHIPHIT, OKY
YaKbIThIH KbICKApTaTbIHBI KOpceTLIA1. by Tacii acipece aHaIMTUKAIBIK IIEHTIMI )KOK KypJei aepoec
TYBIHABUTB U EepeHIMsIIIBIK TeHAeyaep YIIiH Maiaansl ekeHiH aHbIKTanblK. PINN omiciHig
Ka3ipri TaHIa oJieyeTi eTe >KOFaphl, allaiifa oy Ja KETUIMIpYIl KaKeT €TCTiHIH MOWBIHAAYBIMBI3
kepek. bonamak 3eprreynepre keneci OaFbITTap/bl YChIHYFa 00JaIbl:

¢ Mynsrudusukansik ecentep: PINN GipHemie TenaeynepieH TypaTblH Kyiienepre (MbICabl,
KEYEeKTI CepImiM/Ii, Kot (ha3alibl aFbIH) KeHEUTiTyi MyMKiH [13];

* Ecenting enmemin yikenTy: Kazipri xkyMmbIc Oip HeMece €Ki ejmeMre Heri3ienreH. Anarbl
MaKcar — YII eJIIIeM/Ii KeHICTIKTIK JKOHE YaKbITTBIK ecenrepre oeiimaey;

¢ AJnanTuBTI TOpJIApMEH OipikTipy: TOp THIFBI3IBIFBIH KAJIIBIK MOHIHE Kapai ©3repTill OThIPaThIH
PINN TypiH xacay — ecentey THIMALUIITIH apTThIpyFa cen 00Jabl;

¢ IbiFbin QYHKIMSCHIH ABTOMATTHI TEHIIEY: Ag, A, CHSIKTBI TUNEPIAPAMETPIIEP/Il ABTOMATTHI
TYpZi€ PETTEUTIH CTpaTerusIap/bl 3epTTEY KEePeK;

¢ Cupek MoniMeTTep Karaanbl: PealucTik xarmaiia JACpeKTep OTe a3 JKOHE TOJIBIK eMec
6osaapl. MyHnait xxarnaiina, PINN-ai kymeity yiriH reaepatuBTi MojenbaepMer (Mbicaibl, VAE,
GAN) GipikTipy 1aMmy MyMKIHIITi 6ap OarbIT.

Hormxenep kepcerkenaeii, PINN apKpUibl anbplHFaH MIEHIIMAEP >KOFapbl Aaiaikke ue. CoHbl-
MEH KaTap, OHbIH HICIIIMIeP] aHAIMTHKAJIBIK TYPJE aJbIHATHIH MICHTIMJIEPTe KAKbIH JKOHE COMKec
KeJICTIHITT CaHIBIK TOXKIpUOeIepIiH TpaduKaIblK CaJbICTRIPYIIAPhl apKbLIb JAomenaeHmi. Kopbl-
TeiHABUIAN Kese, PINN — FpIIBIM MEH TE€XHUKAJIAFbl KOIKBIPIBI KYpAESTi ecentepi merryae Oomna-
MIAKTBIH KyaTThl KYpaJAapbIHbIH Oipi 001a anajsl 1en aifTa ajambl3.

1. Koceimmra A

# PINN apkpbUibl ©31HIIK YKcac WemiMIl yilpeny — ToiblK Python kol (3kbuty TeHIey1 Mbica-
JIBIHIA)

import torch

import torch.nn as nn

import torch.autograd as autograd

import matplotlib.pyplot as plt

# KypbUIFBIHBI aHBIKTAY
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device = torch.device("cuda" if torch.cuda.is_available() else "cpu")

# PINN monemi
class SelfSimilarPINN(nn.Module):
def init (self):
super()._init ()
self.net = nn.Sequential(
nn.Linear(1, 50),
nn.Tanh(),
nn.Linear(50, 50),
nn.Tanh(),
nn.Linear(50, 1))

def forward(self, x, t):
xi =X/ torch.sqrt(t + 1e-5)
f = self.net(xi)
u =f/ torch.sqrt(t + le-5)
return u
# OKy JepeKTepiH reHepaIusiay
def generate training_data(n=1000):
x = torch.linspace(-5, 5, n).reshape(-1, 1)
t = torch.linspace(0.1, 1.0, n).reshape(-1, 1)
X, t = torch.meshgrid(x.squeeze(), t.squeeze(), indexing="i}')
return x.reshape(-1, 1).to(device), t.reshape(-1, 1).to(device)

# PDE xanawireia ecentey
def pde_residual(model, x, t):
x.requires_grad = True
t.requires_grad = True
u = model(x, t)

u_t = autograd.grad(u, t, grad outputs=torch.ones like(u), retain_graph=True, create

graphZTrue_) [0]

u_x = autograd.grad(u, x, grad outputs=torch.ones like(u), retain graph=True, create

graph=True)[0]

u_xx = autograd.grad(u_x, x, grad outputs=torch.ones_like(u_x), retain_graph=True, cre-

ate_graph=True)[0]
returnu_t-u xx

# Mopenb xoHe optimizer
model = SelfSimilarPINN().to(device)
optimizer = torch.optim.Adam(model.parameters(), lr=1e-3)

# OKy nepekrepi
X_train, t_train = generate training_data(200)

# OKBITY IUKITI

loss_history =[]

for epoch in range(1000):
optimizer.zero_grad()
residual = pde residual(model, x_train, t_train)
loss = torch.mean(residual ** 2)
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loss.backward()
optimizer.step()
loss_history.append(loss.item())
if epoch % 100 == 0:
print(f"Epoch {epoch}, Loss: {loss.item():.6f}")

# 1lprpa GyHKIMS Tpaduri
plt.plot(loss_history)
plt.xlabel("Epoch")
plt.ylabel("Loss")
plt.title("Training Loss")
plt.grid(True)

plt.show()

2. Koceiviia B
# PINN apkpuisl Diinep Teraeyin menry(Self-Similar Shock Tube) — Python xoast
import torch
import torch.nn as nn
import torch.autograd as autograd
import matplotlib.pyplot as plt
device = torch.device("cuda" if torch.cuda.is available() else "cpu")
gamma = 1.4
# YKemni 6morsr
class Net(nn.Module):
def init (self):
super(Net, self)._init ()
self.net = nn.Sequential(
nn.Linear(1, 64),
nn.Tanh(),
nn.Linear(64, 64),
nn.Tanh(),
nn.Linear(64, 1) )
def forward(self, xi):
return self.net(xi)

# PINN wmogpenni: tho, u, p
class EulerPINN(nn.Module):
def init (self):
super(EulerPINN, self). init ()
self.rho_net = Net()
self.u_net = Net()
self.p_net = Net()
def forward(self, x, t):
xi=x/(t+ le-5)
rho = self.rho_net(xi)
u =self.u_net(xi)
p = self.p_net(xi)
return rho, u, p
# PDE xangpikTapsl
def euler residuals(model, x, t):
x.requires_grad = True
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t.requires_grad = True

rho, u, p = model(x, t)

m=rho *u

E=p/(gamma - 1)+ 0.5 * rtho * u**2

rho_t = autograd.grad(rho, t, grad outputs=torch.ones_like(rho), retain_graph=True, cre-
ate_graph=True)[0]

m_t = autograd.grad(m, t, grad_outputs=torch.ones_like(m), retain_graph=True, create
graph=True)[0]

E t=autograd.grad(E, t, grad outputs=torch.ones_like(E), retain_graph=True, create
graph=True)[0]

rho_x = autograd.grad(rho, x, grad_outputs=torch.ones_like(rho), retain_graph=True, cre-
ate_graph=True)[0]

m_x = autograd.grad(m, x, grad_outputs=torch.ones like(m), retain_graph=True, create
graph=True)[0]

p_x = autograd.grad(p, x, grad_outputs=torch.ones_like(p), retain_graph=True, create
graph=True)[0]

u_x = autograd.grad(u, x, grad_outputs=torch.ones_like(u), retain_graph=True, create
graph=True)[0]

E x = autograd.grad(E, x, grad outputs=torch.ones_like(E), retain_graph=True, create
graph=True)[0]

# KannapikTap

mass_eq=rtho t+m x

momentum_eq = m_t + autograd.grad(m * u + p, X, grad_outputs=torch.ones_like(p), re-
tain_graph=True, create graph=True)[0]

energy eq = E _t + autograd.grad((E + p) * u, x, grad_outputs=torch.ones_like(E), retain_
graph=True, create graph=True)[0]

return mass_eq, momentum_eq, energy eq

# Jlepekrep reHepanusichbl

def generate data(n=1000):
x = torch.linspace(-1, 1, n).reshape(-1, 1).to(device)
t = torch.ones_like(x) * 1.0
return x, t

# Monenb xoHe optimizer

model = EulerPINN().to(device)

optimizer = torch.optim.Adam(model.parameters(), Ir=1e-3)
X_train, t train = generate data(1000)

# OKBITY IMKJITL
loss_history =[]
for epoch in range(1000):
optimizer.zero_grad()
mass_eq, mom_eq, energy eq = euler residuals(model, x_train, t train)
loss = torch.mean(mass_eq*2) + torch.mean(mom_eq2) + torch.mean(energy eq*2)
loss.backward()
optimizer.step()
loss_history.append(loss.item())
if epoch % 100 == 0:
print(f"Epoch {epoch}: Loss = {loss.item():.6f}")
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# 1lprpra GyHKIMS Tpaduri

plt.plot(loss_history)

plt.xlabel("Epoch")

plt.ylabel("Loss")

plt.title("PINN Training Loss (1D Euler, self-similar)")
plt.grid(True)

plt.show()
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"MexIyHapOIHBIH YHUBEPCUTET HH(DOPMAIIMOHHBIX TEXHOJOTHIA, T. AjMaThl, Ka3axcran

METOA PU3NYECKH QBOCHOBAHHOFI HEHPOHHOM CETH (PINN),
OCHOBAHHBIN HA CAMOIIOAOBHBIX PEHHIEHUAX

AHHOTAIUA
[pu yncnennoM pemieHun qudQepeHINATBHBIX YPABHCHUH B YaCTHBIX MPOM3BOIAHBIX, OMUCHIBAOIINX CIOXK-
HbIe (PU3UYECKHE MPOIECCHI, TAKUE KaK TeIUIONPOBOAHOCTD U Ta30Basi TUHAMUKA, 3a4aCTYI0 TpeOyeTCs 3HAUUTEITb-
Hasl BBIYUCIUTEIbHAS MOITHOCTE. [ pemeHns 3TUX CIIOKHOCTEH B MOCIEIHUE TOABI 0c000¢ BHUMaHHUE HayKH
W TEXHUKHU MPHUBJICKAIOT (pr3myuecku nHPpopMupoBaHHbIe HelipoHHbIe ceT (Physics-Informed Neural Networks,
PINN). B nanHo# cTaThe paccMaTpuBaeTCs 3ajada HaXOXJICHUS PENICHUH ypaBHEHUH TETUIONPOBOIHOCTH M Ta-
30BOI TUHAMUKH ¢ TOMOINbI0 MeTona PINN. B orinune oT TpaauliMOHHBIX YHUCICHHBIX METOIOB, METO (hH3HUC-
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CKU MH(POPMHUPOBAHHBIX HEHPOHHBIX CETEH TO3BOJISET pelarh 3a/1a4k, BHEAPSS (U3UUECKHE 3aKOHBI B CTPYKTYPY
HelpoHHoM ceTH. To ecTh pelieHne MOJUUHACTCS He TOJIBKO JaHHBIM, HO U CaMOMY YpaBHEHHUIO. B craThe onuchI-
BatoTcsl apxutekrypa meroga PINN, cTpykrypa ¢yHKIHI 1MOTEph M UX CBSI3b C YPaBHEHHEM TEIJIONPOBOJHOCTH
1 ypaBHEHHAMH Diifiepa Ha KOHKPETHBIX puMepax. KpoMe Toro, aHaIM3upyIOTCs MEXaHU3Mbl BBEJICHUST Ha9ajb-
HBIX ¥ TPAHUYHBIX YCIIOBHH, a Takxke (JaKTOPHI, BIUSIONINE HA yCTOWYNBOCTh M TOUHOCTH pemeHnil. [Tomyuennsre
pe3ynbTaThl AeMOHCTPHUPYIOT 3G dhexkTuBHOCTE PINN M BO3MOXHOCTD MX NPUMEHEHHUs B OyayIleM AU PEIICHUS
CJIOHBIX MHOTOMEPHBIX U MHOTO(a3HBIX 3a/1a4. Tarke Mpe/IoKeHbl HCCIIEI0BaHHSI, HAIIPABJICHHBIE Ha YCKOPEHUE
BBIYHMCIIUTEIBHOTO Ipoliecca 1 NoBbieHne craduiabHoct PINN.

KuaroueBrbie ciioBa: PINN, camomono6ue, ypaBHEHHE TETIONPOBOAHOCTH, YpaBHEHHE Ditepa, yaapHas Tpyoa
(shock tube).
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PHYSICS-INFORMED NEURAL NETWORK (PINN)
METHOD BASED ON SELF-SIMILAR SOLUTIONS

Abstract

In the numerical solution of partial differential equations that describe complex physical processes such as heat
conduction and gas dynamics, substantial computational resources are often required. To address these challenges,
Physics-Informed Neural Networks (PINNs) have gained increasing attention in recent years within the fields of
science and engineering. This paper investigates the application of the PINN methodology to obtain solutions to the
heat conduction and gas dynamics equations. Unlike traditional numerical approaches, the physics-informed neural
network framework incorporates governing physical laws directly into the neural network architecture. Consequently,
the solution is constrained not only by data but also by the underlying differential equations. The paper presents
the architecture of the PINN framework and details the structure of loss functions, demonstrating their relationship
with the heat equation and the Euler equations using specific examples. Furthermore, the implementation of initial
and boundary conditions is discussed, along with an analysis of factors influencing the stability and accuracy of
the obtained solutions. The results highlight the efficiency of PINNs and demonstrate their potential for solving
complex multiphase and high-dimensional problems in the future. Additionally, current research directions aimed at
accelerating the computational process and enhancing the robustness of PINNs are outlined.

Keywords: PINN, self-similarity, heat equation, Euler equation, shock tube.
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ITTOCAPIJIBIK KABATTBI KOJITAHY APKbIJIbI KA3AK
TIJHHAETT MOTIHAI ®OPMAJIN3ALHUAIAY

AnjraTna

blmpmay TimiH aBTOMATTHI ©HICY TEXHOJOTHSUIAPHI IHQPIBIK TpaHChOpManus KEe3CHIHIC TCHCI3MIKKE Tall
OoxFaH ecTy oHe ceiliey KabineTiHae mekTeyi 6ap KoFaM MYIIESNEPiHiH 03eKTi KaKeTTiTirine aiHanasl. COHFBI
JKBIIIAPhI BIMAY TLTIH TAOUFU TUIMEH Oip IeHreiaeri opManasl KYpbUIBIM PETiH/Ie KapacThIPHII, OHBI aBTOMATThI
Kylenepre OciiMaey Moceseci 3epTTEyLIIep Ha3apblH epEKINe ayaapbil Kejemi. TaOuru Tijameri akmapaTThl
BIMJIAY TUTIHE aBTOMATTHI aylapy MIiHICTIH OPBIHAAY YIIIH apajiblK KadaT peTiH/e bIMIay TUTIHIH MOTIH/IK HBICAHBI
rocTap nainananbiiael. OChl MaKcaTTa aTalFaH 3epTTEy e TAOUFH TULAI OHICY dJicTepl apKbUIbI Ka3aK TUTIHIH
MOP(HOJIOTHSITBIK EPEKIIESITIKTePiH KAMTHTBIH Ka3aK TUTIHIETI MOTIHAI BIMIAY TUTIHIH TIOCTapbhlHA TYPJICHAIPYIIH
JKaHa TOCLII YCRIHBUTAARL. ATam aiiTkarma, By TS-kimi ynrici Herizingeri Seq2Seq apXUTEeKTypachl KOJIJaHBLIAIEL.
AJBIHFAaH HOTWKENep BIMAAy TUTIHIH 1MIKI KYPBUIBIMBIH CAKTaWTBIH BIKIIAM Opi MAarblHANBIK TYPFBIOaH Oaif
riiocTap Ti30eKTepiH KaJbIITaCThIPAThIHBIH KopceTeai. [ iocTap Tiz0eri biMaay TuUTiHAErT KUMbULIAP/bI jKa30ala
TUITE yKcac JIOTHKAJIBIK OlpiikTep periHae OelHeNneWTiH MHTepHpeTanysIaHaTbIH apajblK KaOaTThIH JKYMBICHIH
aBTOMATTaHABIpYFa MYMKIHIIK Oepeni. Typnenmipinren rinocrap Ti30eri bIMay TULTIHIH KYpPBUIBIMBIH CakTait
OTBIPBII, APTHIK aKMApaTTHl a3alTalbl )KOHE COMICMHIH YHICCIMIIUTITIH apTThIpansl. JleMek, pIMIay TUTiHIH aBa-
TapiapelH OacKapyla TeK CEMAaHTHKAIBIK TYPFBIIAH MOHII OipmiKTepHiH KOJNJAHBUTYBl €CENTey >KYKTeMEeCiH
TeMmenzeTeni. Kpicka opi MaFbIHAIBIK TYPFBIAAH Oaif TiiocTap — BIMAAY TUTIHIAE KOJ KUMBUITAPBIH CHHTE3CYIiH
THIMJII PECYPCHI.

Tipek ce3aep: piMzay Tifi, rocTap Tizoeri, Taburu TinAl exnaey, popmannay, Seq2Seq, ByTS.
Kipicme

JIYHHEKY31UIIK JeHCAYIIBbIK CaKTay YHBIMBIHBIH MoJIIMETTepi OOMBIHIIA, dJIeMIe eCTy KalijaeTiH-
ne mektey 6ap 430 MIITHOHFA KYBIK anam Oap, omapasiH 70 MIJUTHOHHAH acTambl bIMIAY TiTiH
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KOJIJTaHATBIH KaybIMIACThIKTapFa )katassl [ 1]. bIM Timaepi ecTy Hemece coiiey MyMKIH/IIT TIEKTeYTi
ajlamJiap YIIiH aHa TiTi OOJIBIT CaHaJIaIbl )KOHE OJIap IbIH MOJCHUETI MEH JKEKE TYJIFACBIHBIH HET131H
KYpaWThIH TOJBIKKAH/bI, 1epOec TUIIIK )Kyienepai Kypaiiasl [2]. XanblkapalblK YiBIMIAp bIM TiT1HE
KOJI KETIMIUTIK TIeH eCcTy KaOlieTi MIeKTeysl agaMAapAblH KYKBIKTAPBIHBIH CaKTalybl apachlHAa
TBIFBI3 OailylaHbIC Oap eKeHIH epeKIle aTtan kepceTe i [2]. AHa TUTIH TOJIBIK MEHIepMEreH JKaFaaia,
ecTy KaliJeTi meKTeyi agamaap KoFaMaa TeH MYMKIHIIKTepre ue 0oja anmMaiapl. bIM TinmiH epkin
MEHTepYy JKoHE KOJI/IaHy OJIapFa TOJIBIKKAH/IbI 9JIEyMETTIK KaThICy MEH eMipiH OapbIK canaiapbiHaa
TEH KYKBIKTap/Ibl KAMTaMachI3 €Te/i.

Hudpasik qoyip ecTy KabijeTi meKTeyi KaybIMAaCThIKTap YIIiH kKaHa TEHCI3/IK (popMamapbiH
Ty IBIPBIN OTHIP. KenTereH oHIaitH-KOHTEHT jk9HE MU PIIBIK CEPBUCTEP €CTUTIH MaiJalaHyIIbIIapFa
OarpITTa]IFaH YKOHE HETi31HEeH JBIOBICTHIK Hemece jka30arna Typ/ae YChIHBUIFaH, OyJI oJapbl ecTy
KaOl1eTi meKTeyIIi axaMaap YIIiH Ko keriMci3 etemi [3]. TinTi cyOTUTpaep MEH MOTIHIIIK TpaHC-
KPUMIHSUIAP J1a MOCEIICH] TOJBIK MICTe aJIMal/Ibl: KONTETeH eCTy KaOlIeTi MeKTey agamaap YiIiH
»kaz0alia TiT — aHa TUTIMEH TiKelel 0alaaHbICThl eMeC eKiHIi Tid.[3].

AKnapaTKa KOoJl KETKi3y/liH MeKTeyIl OOMybIHbIH HETi3ri cebentepinid Oipi — bIM TUIIEPiHIH
JIEKCHKAJBIK PECYPCTAPBIHBIH KETKUTIKCI3Ir. MbIcansl, KpiTall biM TitiHIe 902 OenrifeH TypaThiH
0a3aibIK Ti3iM KOJJaHyJapAblH ImaMaMeH 77%-bIH KaMTUAbl, OYJ1 KUUTK CO3MITiHIH BIKIIAM
«SIIPOCHIH» KepceTeni [4]. AFBUIIBIH BIM TITIHIH JEKCUKaNBIK aepektep >kumHarbl ASL-LEX
mramameH 1000 ASL GenriciH KaMTHIBI, ajl ayb3Ia TUIAEp/E OHAaFraH MbBIH Jiekcemamnap Oap [5].
blm Ttinaepinjae MKOHUKAIBIK OIpJIKTEPAiH YJIeCl aFbUIINIBIH JKOHE WCIAH TULIEpIHEe KaparaHia
xorapbl [6]. LllexTeyni ce3mik KOpbl MOTIHJI TYCIHYTe TIKeJeH ocep eTelll: MEKTeNl OKYIIbLIapbl
apacbIH/Ia 01 *a30alia MaTepuaabl TYCIHY JEHreiMeH KoppensuusiaHaasl [7], an ecty KabineTi
MIEKTEYJI CTYJICHTTEP/IH CO3/IK KOpbl MEH «IYHHEHI TaHybD» €CTYyIIl KypAacTapblHa KaparaHnaa
CTaTHCTUKAJIBIK TYPFbIaH ToMeH [ 8]. banma ke3inmeri TUIiK qenpruBanys y3ak Mep3iM/li KOTHUTHBTIK
JKOHE aKaJIEMUSUTBIK callapra oKellyl MyMKiH, OYJT bIM TiJTiHE epTe KOJ KETKI3YIiH MaHbI3/bl CKCHIH
kepcereni [9].

Hudpnsik TeHcizaik, acipece COVID-19 nanneMusicel ke3iHae alKbIH KOPIH/1: KOIITEIeH eCTy
KaOl1eTi MIeKTeyll agamaap KalllbIKTaH METUIIMHAIBIK KEHEeCTepre jKOHE JEHCAYJBIKKA KaThICThI
CEeHIM/II aKNapaTKa KoJI XKeTKi3y Ke3iH/e KUbIHIBIKTapFa Tar 00Ji/sl, ceb6ebi MaTepuanaap CupeK biM
TiiHAe YChHBULAE [10].

Byn TeHci3mikTiH cebenTepi JIEKCUKOTPapUSUTBIK JKOHE OJCYMETTIK-MOACHH (aKTopiap-
MeH [6—10] Katap TeXHUKAJBIK acrlekTiaepre ae OaiaHbICThl. Ka3ipri TeXHoOJIOTUsIap KUi €CcTy
KaOl1eTi IeKTey Il Nai1ananybuiapablH KaKeTTUIIKTepiH eckepMmeit xacanaasl. Kenteren uudp-
JBIK CEpPBUCTEp €CTYIl MaifanaHylIblIapra apHaJbIN J3ipJeHel XKOHE BIM TUTIH KOJJIaHYIIbI
KaybIMJACTBHIKTAPIbIH KaTBICYBIHCBI3 JKOOaIaHabl, OYJI BIM TUTIHIE COWUJICHTIH MaiiganaHyIibLiap
YIIIiH OJIApIbIH MPAKTUKAIBIK KYHABUTBIFBIH TOMeHaeTe i [11].

byn mocene ocipece Text-to-Gloss (TtG) TamceipManapbeiHIa aKeIH KepiHedi, cededi Oyt
TaTChIPMa/1a MATIH 1 aBTOMATTHI TYP/E IIIOCTAp TI30eTiHEe ay1apy YIIiH YIIKEH )KOHE COMKECTeHAIpiIreH
Kopmycrap (OeliHe + riocrap) Kaxer Oonaabl. KonmaHeicTarsl Oacramanapra KapamacTaH, MyHaan
pecyperap alli Jie MEeKTeyJIi 0ok Kanyja skoHe HerizineH ASL [12—15], asusutbik [16—17] sxoHe
Keioip eyponansik [ 18—21] pIM TUIAEpiH/IE HET13/1ENTeH, aJl KONTEreH a3 PeCypCThl bIM TUIJEpP1 YIIiH
JEPEKTEep KUBIHTHIKTAPHI )KOK HEMeCe KOJeMi MEH KOJI KETIMILIITT OOMBIHINA IEKTEYTi.

Fouibimu 3eprreynepre moiy

blmnay Tingepin aBTOMATThI TYPAE OH/CY CallaChlHAAFbl 3aMaHayH 3epTTeyJIep HEeT13r1 €Ki YIKeH
OarbITTa XKYpriziayJe: rinocka HerizgenreH (gloss-based / TtG) sxone rnocesi3 (end-to-end/ gloss-
free). ['mocka HerizmenTeH oicTe OacTanmkbl MOTIH ajJABIMEH TJIOC Ti30€TiHe aymapbiiaabl, COIaH
KEHiH rioctap pIMFa/MyJIbTUMEANAFa TPAHCIAIMIIAHA L. AJl TIIOCCHI3 9/1iC apalIbIK AaHHOTAIIUACHI3,
MOTIH MEH BHJICO HEMECE HETri3ri HYKTEJIEPJICH TYPAThIH KEeHICTIK-yaKbITTHIK OCNTriiepil Tikenei
CollKeCTeH1ipyTre YMThLIa IbI.
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Imocka HerizmenreH amicTep

TtG-momenbaepi kommanbicTarbl NMT (Neural Machine Translation) tocinaepine cyieny
MYMKIHJIITIHIH apKachlHJIa MOTIHJI BIM TiJTiHE ayjapy MIHJACTIH >KYHeNeyiH aliFaiiKel COTTI
TaJMBIHBICTAPBIHEIH Oipi Oonael. [T0cKa Heri3genreH omicTep TarlchIpMaHBl €Ki Ke3eHre Oeiryre
MYMKIHIIK Oepemi: text—gloss xone gloss—sign. MyHmali MOy IbIIK CHUIIAT MAaIIMHAJBIK aymaap-
MaJIaFbl TEKCEPUITeH TEXHOJIOTHSIIAPIbI KOJIMaHyabl KeHiaereni. Mocenen, Ye et al. (2023) [22]
MaKcaTThl JOMEHJEpAE MITIH IeHepalusChl apKbUIbl Kepi ayJapMaHbl MacIiTa0TayFa HETi3IeNreH
Oipereii Tociinai yesinasl. ABtopnap GPT-2 rinaik monenine cyitenerin Prompt-based Domain Text
Generation 9/1iCiH 93ipJier, )KacaH bl JOMEH 1K MOTIHACPAl KAJIBIMTACTRIPABL. by MoTiHaEp KeHiHHEH
«IJI0CC — MOTIH» CHHTETHKAJBIK JKYNTapbIHBIH Ke31 peTiHae back-translation mpornemypacsiia
naiianansuLIel. MyHai amMai TI0CKa Heri3/IeNreH ayaapMaia JepeKTepAiH eneyill TalbuIbIFbIH
eHcepyre MyMKIiHIK Oepir, opTypJii JepeKTep KUBIHTHIKTAPBIHAA CallaHbl eoyip jKaKCapTKAHBIH
KkepceTTi. JlereHMeH, Oyl 9[1ic MOJIENB/IIH TeHEPAIMSICHIHBIH JAYPHICTBIFBIHA TOYENIi OOMBIN Kana
Oepelli JKOHE MarblHACHI KaFbIHAH COMKEC KEJIMEWTIH MOTIHHIH Taija 00Ny BIKTUMAJIBUIBIFBIH
JKOKKa LIBIFapMaifipl, OYJ1 albIHFAH MISIIIMICPIIH SpTYpii *Karaailnapra OeliMaenyiH mieKkTeyi
MYMKIH.

Zhu et al. (2023) [23] TaFsl 6ip MaHBI3IBI YIIEC KOCHIT, MOTIH/I ITIOCKA HEHPOHIBIK MAIITMHAJIBIK
aydapyablH oMICTepiH KapacTHIPBIN, KONTiAI KOHE a3 JEePEeKIeH OKBITHUIFaH JKardaiiapra Oaca
Hazap ayAap/bl. 3epTTeyIIiIep TOPT Heri3ri TICUIAI Tala bl

1. Jlepektepai ayrmentanusiiay — back »xone forward-translation konmany, anjgeiH ana
OHJIeYIIep/li OIPIKTIpY XKOHE CUHTETHKAIIBIK MBICATIIAPFa TEITEP €HTI3Y.

2. Tminapa 6akputanatelH NMT — yiikeH MOHO-KOpPIYCTapAaH colemMIep/ai «Keuipy» apKblibl
MOJIEJb/Ii OKBITY.

3. Tpancdep:aik OKbITY — YJIKEH KOPITycTap/a ajIblH ajia OKBITY JKYPTi3ill, KeiiH MaKcaTTh a-
pamiens nepekrepae fine-tuning xacay.

Kenrinai NMT — 6ip Mozenb i 6ip yakpITTa HEMIC TUTI—TIIOCC XKOHE HeMIC Tili— aFbUIIIBIH TiJTi
OarpITTapbIH/Ia OKBITY, MAKCATTHI TUITE apHAJIFaH TOKCHJIEP Il MMaii1anany.

Monensaep kapamaiibiM Transformer apxurtekTtypackiHa HerizaenreH (1 KabarTel 3HKOAED,
2 kabarTel nexomep, ce3mik kenemi mamamed 32 000 GomateiH BPE-TokeHm3arus) sxoHe HEMic
timiageri DGS xoprycrapeiana (PHOENIX-Weather 2014T sxone Hamburg DGS Corpus) okbI-
TBUIBIN, aMepUKaHIbIK bIM Tii OolibiHmma (ASL, NCSLGR, mamamen 1500 ceiinem) Tekcepinmi.
Camnanpl 6aranay BLEU, ChrF Merpukanapsl jkoHe bIM TUTIH MEHTEpreH agamMaapiblH Oaraiaybl
(Direct Assessment, mkana 0—6) apKbUIbl Kyprizinigi. EH skoFapbl HOTHKEIEp KONTUIAI MOACIbIE
ayrMeHTanus KoinansuiFal kesze Tipkenai: PHOENIX-ra BLEU = 28,5 (+6 6a3anblk MoaeIbMeH
campicTeiprangaa), DGS-ra BLEU = 13,4 (+2). Conpaii-ak, »IM TUTIH TaiJaTaHyIIbUIapIbIH
opTamia 6arackl 6a3ajbIK MOJIEbIe KaparaHaa alTapibIKTail AKOFapsl OOl 3epTTey HOTHXKeNIepi
KOPCETKeH/ICH, aTajFaH OMICTep/AiH KEeIIeHAl KOJJAHBUTybl MOTIH/AI TJIOCKA ayJaapyJblH CarachiH
eJieyi TypAe apTThIpaibl.

Xu et al. (2022) [24] 3eprTeyinae 0achIMIBIK MPAKTUKAIBIK KYPaJIIbIK acleKTiiepre Oepiirex:
oJ1ap IIOcC ce3Airine apHanras aBToMarTanasipbuirad GlossFinder xyiiecin yeeiast. JKyite 2000-ra
JKYBIK OeINTiIep i KAMTUTBIH KOPITyCKa CYHEHITI, TTaiJaTaHy Ikl €HT13TeH TII0CTap bl COWKECTEH/IIpITI,
tuicTi Tyciamipmecin 6epeni. GlossFinder aymapma Mocenecid memmnereHiMeH, MOTIH MEH IJI0CTap
apachlHAa KOmip OpHAaTaThIH KOCHIMIIA Kypasl PETiHAe MaHbBI3/Ibl jKoHEe OoJamiakra MallMHaJIbIK
ayzapMma JKyhenepinae KeMeKIlli KOMIIOHEHT pPeTiHIe KOJNJaHbLIybl MYMKiH. JXKyleHiH mekreynepi
pETiH/Ie CO3IKTIH CaIbICTHIPMAJIbl IIAFbIH KOJIEMI MEH KOHTEKCTIK OHACYAIH 00IMaybl aram eTilIeIl,
OyJ1 XKYHeHl TeK iliHapa MemiM peTiHIe CUIIaTTai b,

Mohamed et al. (2022) [25] TpaHcdopmepriepre Heri3menreH Tocuiai icke acwipbin, ASLG-
PC12 koprychlHIa MOTIH MEH IJI0CTap apachlHAAFbl €Ki OaFBITTHI aylmapMa YIIiH seq2seq MOACTiH
okbITTHL. KOC GarpITTa fa Kipic Aepexrepi anasiH ana enaenin, Transformer sHKonepine Gepineni, an
JIEKOZIep LIBIFBIC TI30€KT1 reHepalusuiaiiipl. JHKOAECp MEH AeKonepiH ap0Oip kKabarsl self-attention
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MeXaHU3MIH JKOHE MTO3UITHSFA TOYEIICi3 TONBIK OairanbIcKaH xeniHi (feed-forward) KaMThII, KamabIK
OaiiaHpicTap MEH HOpMaM3aluusHbI Konaanaasl. [lexonepae encoder—decoder attention KOCBUIBII,
self-attention kaGaTTapsl Oosalak MO3ULMIIAPAbI OypKeMelley apKbUIbl aBTOArPECCUBTI LIBIFBICTHI
KaMmTamace3 erefi. OChl TOCUT MOJENbre Ti30EKTeri SpTYpJli KAalIbIKTBIKTAFbl OailllaHbIcTapIbl
€CKepill, bIM TIJiHIH IPaMMaTHKAachl MEH KOHTEKCTIH JypbIC OHJIeyTre MYMKIHIK 6epai. Moaenbep
BLEU xone ROUGE metpukanaps! 6oiibiHIa Oaramanabl. MOTIHHEH II10CKa aynapya eH dKOoFapbl
KepceTKimTi 2-kabarTel Mojenbre Tuecisi: BLEU-4 = 96,89%, ROUGE ~ 98,78%. 'moctan MoTiHTe
aynapyza ja 2-Kka0baTThl MOJICINb €H JKaKChl HOTIoKE kKopcerTi: BLEU-4 = 84,82%, ROUGE = 96,90%.
Byt HoTHKE TIIOCKA HETI3[ENTeH ayJapMa/ia TePeH MOJCIIbACP/iH dJICyeTiH alFaKTaiIbl.

['mocapnbIk KepiHic KenTereH Kbliaap 00Ul MOTIH/II bIM TUTIHE ayAapy callaChIH/a HEeT13T1 TaCLT
peTiHAE KapacThIPBUIbIN KEJITeHIMEH, OHBIH KOJAHBLIYbl OlpKaTap IIEKTeyJepMEeH Karap *Kypemi.
Hon ocer maceneni Miiller et al. (2023) “Considerations for meaningful sign language machine
translation based on glosses” aTTel eHOETIH IE )KaH-)KaKThI TaIaab! [26]. ABTOpIap riiocc AeHreiine
HETI3JIeNITeH KOJIaHBICTAaFbl 3€PTTEYIIEP/il )KYHeer, OHbIH apTHIKIIBUIBIKTAPhl MEH 9JICi3 KaKTapbhlH
alKbIH KOPCETTI.

3eprTeyae TIocTapiabl ayjapMa YIAepiciHIeri apaliblk OybIH peTiHAe TNaljanmaHfaH FhUIBIMU
eHOEKTep KOPITyChl XYHeni Typae capanTaiibl. Herisri Hazap riocTapIbplH MalIMHAIBIK OKBITY
MIHJCTIH JKCHIUJIETETIHIHE aynapbUIabl, ce0ebi osap bIM TUTIHIETI HabIMaayiapibl jkaz0a Tii
KYPBUIBIMBIHA YKCAaC TOKEHIEP Ti30eri TypiHae OeiHeneimi. by Tocin gocTypiri HEHpOHIBIK Mallu-
HanblK ayaapma (NMT) apxutekTypaiapblH KOJIaHyFa jKOHE JKaKbIH cajajlaparbl 9icTepli OHal
Oeifimeyre MyMKiHIIK Oepeni. Anaiina Miiller sxoHe apinTectepi OChl 9iCTIH OipKaTap MaHbI3IbI
HIEKTEYJIepiH epeKIlie aTarn oTeIi:

¢ JIMHTBUCTHUKAJBIK TOJBIK €MECTIK: TIIOCTap TEK KAUMBUIAAPABIH CHI3BIKTHIK PETIH Oenriienai
JKOHE BIM TITIHIH KEHICTIKTIK KOMITOHEHTTEP1H, BepOaJIIbl eMeC KYpaIIapblH dKoHE KOTIOIIEMIUTITH
JKETKI3€e aJIMaibl.

¢ JlepextepaiH miekTeyiimiri: Herisri konmaneuiaTtelH kKopnyc RWTH-PHOENIX-Weather-
2014T xenemi )aFbIHAH IIAFBIH OPi TAKBIPBINTHIK TYPFbIIA IIEKTEYJI1, OYJI MOACTBIEPIiH KaIbLIAY
KaOlIeTIH TOMEHIETE ],

¢ 3epTTeysepAiH JKeTKUTIKCI3 alIbIKTBIFBI: KYMBICTAp/IbIH a3 0eliri FaHa TI0capibIK TOCUIIIH
MIEKTEYJIePiH HAKThI MOWBIHIAMUTBI.

¢ Metpukanapasie oprypiaitiri: BLEU, METEOR, COMET >xoHe 6acka KepCceTKIITepIiH ap-
TYPJIi HYCKAJIapbIH Mailanany HOTHKENIEP/l CaIbICTRIPYAbl KMbIHAATAIbI, OYJI canagarsl MPOTrpecTi
00BEKTHBTI Oarajayra Kelepri KeaTipei.

Miiller ;xone opinrecrepinin (2023) enOeri rtocapibIK SAICTEPAiH KEHUACTITEH apajblK JeHreil
petinzae Genrii 61p NpaKTHUKAIBIK KYHBUIBIFBI 0ap €eKeHIH KOPCETKEHIMEH, OJIap/IbIH Ka3ipri KyHiHnae
BIM TUTIHIH OapJIBIK acTIEKTUIEPIH TOJBIK OCHHENeH aaIMalThIHBIH KopceTeni. MyHmai Tociaepaiy
OJ1aH 9pi JaMybl IEPEKTEPIiH CallachlH apTThHIPYMEH Karap, Oarasay carmachlH KeTULIPYI e Tajiamn
eTe.

I'moccrz amictep

['mocc aHHOTAIMSIIIAPBIH KOJIMAHOANTHIH BIM TUTI ayJapMachIHBIH OIiCTEpl CalachlHIa COHFBI
KeiIapel end-to-end oicTepiH NaMBITYyFa, NEpPEeKTepii OalbITyFa jkoHe OCHHEICH peeBaHTTHI
BU3YyaJ/Ibl KOpIiHICTEepi anyFa OarbITTalFaH apHaWbl allIbIH ajla OHJeY aMallAapblHa HeTi3JeNTreH
Oipkatap 3eprreyiep naiga oonasl. Lin et al. (2023) makamaceinga Gloss-Free End-to-End Sign
Language Translation (GloFE) »xy#eci ycbiHbUIFaH — OYJI apalibIK TJIOCC JCHICHIHCI3, BIM TUTIH
TiKenel MaTiHTe aynapy xyieci [27]. Monens Oeitnexaz6anapabl Busyanasl sukoaep (CTR-GCN +
Multi-Scale TCN) apkpuibl ©HIEH, CKENETTIK Oenrijepii aHBIKTam, oJapIbl TpaHCHOPMEpITiK
SHKO/Iepre Oepei, al MOTIHIIK JEKOJep MakKcaTThl TUAETI CceyieMIi reHepanusuiaiael. [mocc
OpPHBIH TOJBIKTBIPY YIHIiH conceptual anchors mexaHW3Mi KOJJaHBLIAIbl: MaKCaTThl MOTiHJETI
HET13T1 ce3lep (3aT eciMaep MEH ETICTIKTEpP) «TIpeK» KbI3METIH aTKapaibl, ajl cross-attention »oHe
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KOHTPACTUBTI TPHUIUICTTIK OKBITY BH3YasJbl OCNTiIEp/li OChl KOHIICITTEPMEH COWKECTEHIipesIi.
Mopenb OpenASL xone How2Sign nepexrep >KUbIHTBIKTAPBIH/IA TJIOCCHI3 OKBITHILBI, a1 WLASL
JataceTiHae OipKanenThl OenriiepAi TaHy yuriH anfaeiH ana yupetinin, GloFE o3bIk meHreimi
notmxkenep kepcerti. GIoFE amici rimoccw3 bIM TiliH ayaapyaa THIMII, Oipak Oipkarap mekTeysiep
6ap. Oxic gepeKkTep KeJeMiHe KOHe TaHalFaH KOHIETITTEP/AiH carnacblHa Toyesl, HEeTi3r1 ce3aepil
KOJIMEH TaHJay KaKeT, €CEeNTeY KUBbIHIBIFBI JKOFAPHhI, MAaHBI3MIBI EMeC CO3Iep Kibepiryi MyMKiH KoHE
KUMBLUIIAPIbIH OapIIBIK €PEKIIENTIKTEPl TOIBIK €CETIKE ATbIHOAMIBI.

Ye et al. (2023) enoexrepinae end-to-end bIM TUTIH ayiapy YIIH KPOCC-MOJQNIb/IbI IEPEKTEPIL
ayrMeHTanusuiay 9ficid (XmDA) ycbIHAbI, OHBIH MaKcaThl OeifHe KoHE MOTIH OeNriiepi apachIHIarbl
QJIIAKTHIKTHI a3aM Ty XKoHE OeNTiJICHIeH JepeKTep IiH KEeTICIeYITITiHIH OPHBIH TOATHIPY [28]. XmDA
eKki TexHukaHbl Oipiktipeni: Cross-modality Mix-up (GeitHe Genrisiepi MEH IIIOCC AMOCIIUHTICIH
apaacThIpa OTHIPHII, perpe3eHTaIsUIapabl TeHeCTipy ) )koHe Cross-modality Knowledge Distillation
(«TII0CC—MOTIH» MOJIETIbiH MYFAIIIM PETiHJIE TaiIaTaHbIll MOTIH TeHEpaIusIChiH yipety). Herisri
apxurektypa — Tpancopmepiaik SLT (CTC-knaccupukaropsiMeH) — ri1occ SMOSITMHTTEPIH SHT13Y
apKbUIBI KEHEUTITIN, aTajFaH TEXHUKAIAP/Ibl KOJIaHy apKbUIbl OKBITHUIALL. MOeIb HeMic TiTiHAeT
PHOENIX-2014T sxone kpitail timinaeri CSL-Daily crtanmapTTbl AepeKkTep KUBIHTHIKTAPBIHIA
OKBITBUIBIN, OarajaHabl. DKCIEPUMEHTTEp CalaHblH aWTapIbIKTall ©CKEHIH KOPCETTi: MBICAJIHI,
PHOENIX-2014T-ne BLEU 22.79-nan 25.36-ra neiiin, an CSL-Daily-ne 11.61-nen 21.58-re neitin
octi; consiMeH Katap ROUGE/ChrF merpukanapsr OoibIHIIA [1a, 9Cipece CUPEK Ke3IeCeTiH co3Iep
MEH y3aK CeieMJep YUIiH jkakcapynap Oaiikanisl. ATalFaH ofic KpOCC-MOAAJbIbl ayrMEHTAIUs
apKbLIbl bIM TUTIH ayJapy/AblH CallaChlH apTThIPYia THIM/II OOJIFaHMEH, €CENTeY )KYKTEeMECIHIH JKOFapbl
0OMyBI, alAbIH ana YHUpeTUIreH MYFaliM-MOJENbJepre TOYENILTIr KoHe OacTamKbl JepeKTepiH
camachlHa Ce3IMTaJIbIFbI CUSAKTHI IEKTeysep Oap.

Shi et al. (2022) momeHIi KEHEHTY *XoHE «TaOWFU OpTaJarbl» OelHemarepuaigapia OKBITY
Mocenecine apHairaH 3eprreyne OpenASL arTel ayKeIMIIbI KOPITYCTHI YCHIHABI [29]. On oHaiiH-
iatropmanapaan (YouTube) xuHaIFaH jKOHE JKY3/ET€H CaraTThIK, TYPJi OpPBIHAAYLIBUIAD MEH
TaKbIPBINTapAbl KAMTHTBIH MaTepUallapiaH TYpalbl. ABTOpJIap MYHJAil alyaH NEpEeKTep *KUbIH-
TBIFBIH/IA OKBITY YILIiH KOJJBIH, JCHEHIH XoHE 0T apTUKYISIIUSICHIHBIH TYPAKThI OCNTiJIepiH IIbI-
FapaThIH apHAWbl ApXUTEKTYPAJBIK IMIEHIIMIEp, COHMal-aKk O€iHe CamachIHBIH OPKEJKUIIrT MEH
JOMEHJIIK BIFBICYJIapFa Haszap ayAapy KaKeTTiriH kepcerTi. Hormwxkecinme tap meHOepsi Kop-
MyCTapAaH THIC )KYMBIC icTel anaThlH «ammblky SLT xyienepin Kypy MYMKiH OOJIbI.

Bipkatap eHOekTep TaOBICTBI TJIOCCCHI3 KYHENepaiH MaHbI3Ibl KOMIIOHEHTI peTiHae OeliHe
aFbIHBIH AJJBIH ajla OHJEY MEH THhIFbI3 HOpMalU3alMsiay TociaiepiHe O0ackM Hazap ayaapalbl.
Ocipece keypoint-based Tocingep OeliHeHI CKENETTIK HYKTEJEp BEKTOpPbIHA ayBICTBHIPYIbl >KOHE
apHaiibl JeHe OeJikTepiHe OarbITTaTFaH HOPMAIM3AIMSHBI, KaJIpiiapIbl CTOXaCTHUKAIBIK TaHIay Ibl
JKOHE ayrMEHTAIHs TPOIeIypalapblH TaMBITYAbl YChiHAABl. MyHnmait omicrep [30] mypwic HOp-
MaJTM3amysi MEH HETI3ri HYKTEJEp/i arperanusuiay aynapMa MOIYJIbAepi YIIiH THIMII KepiHicTep
KypyFa MYMKIHJIK OepeTiHiH, opi TpaHCHOPMEPIIK apXUTCKTypaJIapMeH JKOHE TeHEPaTHBTI JIEKO-
JepiaepMeH YWIECIMAUTIKTI CAKTaUThIHBIH KOPCETEIl.

O3 keseringe, Avramidis sxone Moller (2022) siM TUTIH ayAapy TanchlpMachl asichlHAA, TJIOC-
TapJbl MOTIHIe ayJapy YIIIH HEHpOHJIBIK MamuHaibIK aynapma (NMT) onicrepin 3eprreai [31].
ABTOpnap Hemic BIM TUTIHIH eki mapaiens kopimycsl — PHOENIX14T sxone Public DGS Corpus
ooriprama exi NMT apxutektypacsl (RNN sxone Transformer) apKpiibl ToXipuOenep >Kypri3reH.
XKymbic OapbIChIHIAa MOJAETBICPIIH THIeprapaMeTpiepi, Tokenusanus oxicrepi (BPE, unigram
YKOHE apHalbl TOKCHU3ALUs) OHTAWIaHIBIPBUIBII, JEPEKTEPAl ayrMEHTALUSIIAY IbIH €Ki TeXHUKACHI
KOJIAaHBIIFaH: Kepi ayjapMa jkoHe mapadpazanay. HoTwkenep alTapibIKTall jKakChl HOTHIKEIED
KOPCETTi: Ccolikec KopmycTapaa okeITbuiran moaenbaep yurin BLEU kepcerkimti 5.0 xone 2.2-re
octi. ConbiMeH Katap, RNN monenbaepi Transformer MonenbaepiHeH xKorapbl HOTIKE Oepi, aji
cermenTanus ymin BPE konmany eH TriMTi OOJIBI IIBIKTHI. JlereHMeH, 9MiCTiH HeTi3r1 meKTeyiepi —
AQHHOTALIMSUTAHFAaH JEPEKTEeP/AiH camachblHa TOYENIUTK jXKoHe KosmaHbicTarbl NMT oxmicTepiH bIM
TUTIHIH epeKulenikTepine OeidiMaeyiH KUbIH/bIFbI.
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Cao et al. (2022) Task-aware Instruction Network (TIN-SLT) TyXbIpbIMIaMacbiH XKoHE KOTI-
JICHIeIJIl ayrMeHTalMs cXeMallapblH YChIHBI [32]. MyH/ia Moaenbre apHallFaH «HYCKaylnap» MeH
Oenriiepal OIpiKTIpY TETIKTEpl allblH aja YUpeTUIreH TpaHcpopMmeplepaiH TULIIK KaOlaeTTepiH
OapeIHIIa Maiigananyra OarbITTasnFad. Herisri uues — okpITy OapbIChIH/Ia MOJIETIB/I1 MIHAETKE COMKeEC
JTUHAMHKAJIBIK OaFpITTal, ayrMEHTallusl JCHresepl apKbUIbl OKBITY MBICAIIAPBIHBIH TapaiyblH
e3repty. byt Tocin mekTeyni video—text KynTapsl xKargaiblHIA KaNMbUIay KaOUIeTiH apTThIpyFa
MYMKIHTIK Oepemi. OMICTIH HETi3Ti MIeKTeyl — MOICNBIIH KYPACIUTITiHIH 6cyl >KOHE OKBITY
YaKBITBIHBIH YJIFAIOBI.

A3 pecypTsl TULAEpAE KYPTi3UITeH MpakTUKaIbIK >KYMbICTap, MbIcaibl, Sousa et al. (2023)
eypomanblK IMOPTyTrajg TUITIHEH MOPTyrajd bIM TiUIIHE ayJapyfa apHalFaH »KYMBICBI, MaKCaTThbl
TUIIH JKOHE XEPrUIiKTI KOPIYCTBIH €PEKIIEeNIKTEPiH €CKepe OTBHIPBII, apXUTEKTypalIapiabl KoHE
ayrMeHTanus omictepin OedimaeymiH KakerTtiumrin kepcerenmi [33]. OKpITy YIIIH SKCIEpTTEp
TapanblHAaH AaHHOTALMSUIAHFAH YJATUIEPAIH alNThlH CTaHIapThiHA HerizaenreH kemmomenai LGP-
5-Domain Kopmyc skacaiuibl. DKCIEPUMEHTTED KOPCETKEHAEH, YCHIHBUIFAH OJIIC JKAJIFBI3 aHAJIOT
xyiie PE2LGP-nan acein Tycin, BLEU jxone Gacka aynapma MeTpuKanapbl OOMBIHINA KOFapbl
KepceTKimTepre >keTTi. Herisri mekTey — aHHOTAIMsUIapAblH camachblHa TAyenaiumk skone NMT
MOJIEJIIH BbIM TITiHIH epeKIeNikTepine OeiimMaey s KypIeiiiri.

JKypri3iiareH moiy bIM TUIIEPiHIH MalTMHAIBIK ayJapMachl callaChIHIAFbl 3€pPTTEYJIEPIiH €Ki
OarbpITTa TaMBINT OTBIPFaHBIH KOPCETEIi: OIpIHIIICI — TJIOCTapABl aApaNBIK JCHIeH PeTiHae KOJIaHy,
eKIHIIICI — TONBIK TIOCChI3 9ic. ExiHmI OarblT TEpeH OKBITYy CalachIHAAFbl MPOTpec IeH ipi
MYJIBTUMOJIANIBBI MOJICNBACPIIH Taia OOMybIiHAa OalIaHBICTBI TAHBIMAJABUIBIFBl KYHHEH-KYHTE
apTHIII XKaTca J1a, IJI Ka3ipri yaKbITTa TIIOCAPIIBIK 9IICTEP TYPAKTHI HOTHKEIEP Il KepceTye. [mocTap
CoiiJIeM KYpBUIBIMBIH (popmanu3anusiiayra, KUMBUIIAPAbI OHJIEY KE31HJET1 KOIMAaFbIHAIBIKTHI
azalTyFa )KOHE MAITMHAIIBIK ay/lapMa apXUTEKTypajiapbl YIIIH MOJENbICYTi dKEHUIIETYTe MYMKIHIIK
6epeni. COHBIMEH KaTap, IJI0CApIIbIK aHHOTAIMSIIApABIH OOJTybl MOJIENIbACP Il HHTepIpeTalusIayFa
JKOHE alllbIK KOpCeTyre MyMKIHIIIK Oepei, OyJ1 JKy#enepi OiiM 0epy HeMece MHKITIO3UBTI U PITBIK
nienimMaepae Kojaaany Ke3inae epeKiine MaHbI3bl.

KomxkeTiMai bIM TUTI KOPIYCTapbIHBIH IIEKTEYJI XKOHE OpKEJKI KarJalblHAa TJIOCapIIbIK
ozlicTep JEepeKTepAl CTaHAapTTayFa >KOHE CabICTHIPMAalIbl SKCIEPUMEHTTEP KYPrizyre MYMKIHIIK
Oepe OTBIPBIN, HETI3ri pen artkapa OepMmek. byn 3eprreymriyiep KaybIMIAcTBIFBIHA Opi KapailFbl
MHHOBAIMSAJIAp MEH CAbICTRIPMAaIIbl TaJAayNap YIIiH Oepik Heri3 KaibImTacToipasl. COHABIKTaH,
aJJaFel TEPCIEKTUBAIa TIIOCTap aKaJEeMUSUIBIK 3epTTeyJiepAe Jie, KOJIAaHOambl MiHJETTEpae e
MaHbI3/Ibl 3JIEMEHT OOJIbIN Kaja Oepeli Aen KOpbIThIHAbUIaAYFa 00Jabl, ajl ofaH api mporpecc, eq
QJIJIBIMEH, TJIOCApJBIK JKOHE TJIOCCHI3 SIICTEpAl MHTErpalusiayra OaillaHbICTBI OO0Maabl, MYHAA
TJIOCTap CEHIM/II HET13 PeTiHAe KbI3MET aTKapaThiH OOJIa/Ibl.

MyHzaii TYKBIppIMIAp TJIOCAPIBIK OMICTIH Ka3ipri TaHaa ©3iHIH MaHBI3IbLUIBIFBIH JKOFAJIT-
NaraHblH JKOHE MPAKTUKAJIBIK KOJJIaHyAa TYPaKThl HOTHOKENep OepeTiHiH aiikelH kepcereni. Ochl
KOHTEKCTTE aTaJfaH >KYMbICTA TJIOCTapIbl apajblK JIeHred peTiHae maiiianaHyra Heri3JeNnreH
TOCUIAl TaHAANABIK. TeK MOAENbAiH KYPBUIBIMBIH (pOpMaiu3alusiiay FaHa eMec, COHBIMEH Karap
Ka3ak TUTIHIH MOP()OIOTHSIIBIK SPEKIICTIKTEPIH €CKepill, bIM TUTIHJETI MaFbIHAJBIK COMKECTIKTI
HaKTHI Oepyre OarbITTanFaH ojic. Temene 0i3/1H Kyleae KOAIaHbUIFaH MAJIMETTEp Il aJIIbIH ana
OHJICY JKOHE MOJCIBII OKBITY Ke3CHIEPl erKeH-TeT eI CUmaTTaiabl.

Marepuajuaap MeH djicTep

Monenbii OKbITYFa apHaJIFaH KOPIYCTHI TalbIHAay OapbIChIHAA OHBIH JMHTBUCTUKAJIBIK Ta3ap-
TBUTybIHA €peKIlle Ha3ap ayJapblijibl, OUTKEeHI Ka3aK TUIIHIH KYPBUIBIMBIH/AA BIM TUIIHE TiKeJeH
OamamMachl JKOK JKOHE MOJEIBII OKBITYAa KUBIHIBIK TYABIPYBI MYMKIH 35ieMeHTTep Oap. MyHnait
epEeKIIeTIKTEP IiH Oipi — KOMEKIII €TiCTIK (hopMaapbl, MBICAIIBI, )KaThIP, TYP, OTHIP KOHE OacKa aa
¢dopmanap. Onap >xazdama Tiae SPEeKeTTIH Kyii HeMece TYpiH OUaipy YIIiH KOJAaHbLIabl, Oipak
BIM TUTIHJAE TYCIN KaJlaJbl, ©UTKEHI HETi3r1 MarblHa OJIApJbIH alJblHAAa TYpFaH HETI3Tl eTICTIKIEH
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Oepineni. Jlepexkrepai eHzey OapbIChIHIa MYHIAH KOMEKIII CO3/IEp ajbIll TACTANbII, COUIEMIEC TEK
HET13T1 TICTIK KaJABIPBLUIIBI.

CoHpaii-aKk bIM TUTIH/IE KOJIaHBLIMANWTBIH JKAIFAYJIBIKTAp MEH IIbLIAY CO3/ep, MbICAJbl, MEH,
JKoHE («W»), COHAAN-aK bIM TIIIK KOHTEKCTE KEKE MaFbIHAIBIK JKYK apTIIalThIH 0acka Jia ykcac
JIEMEHTTEp J€ albIHBII TacTajabl. MyHmall cysriiey Kipic AEpeKTepiH KEHIJAETIN, MOJCIbIIH
HET13T1 MaFbIHAIBIK OipIIiKTepre Hazap ayJapyblHa MYMKIHIIK Oepii, Oy MOTiH MEH TJocc apa-
CBIHJIAFbI COUKECTIKTI ITIpEK MEHTepyTe BIKIA €TTI.

JlepexTepai JMHIBUCTHKAIBIK Ta3apTy OOWBIHIIA HETi3ri epekenep l-kecTene KepCeTireH.
Onpa Gacrankbl ceiyieMAepAiH KOHE AJIJbIH ajla OHACY Ke3eHJAEpiHEeH KEWIHT1 TYpJeHIIpUIreH

HYCKaJIapJbIH MbICAJI1apbl YCBIHBLIFaH.

Kecte 1 — KopmycTsl THHIBUCTHKAIIBIK AJIJIBIH aJla OHJEY epexerepiHiH MbIcaiaphbl

Ne AnnpIH ana eHzey epexeci Bacranke! MaTiH Hopmananrau Eckepry

y3iHmici HYCKAaChI

1 |Kemexkii eTicTiKTepIi abIm MeHn xiTam okpinn | MeH KiTar OKUMBIH blm TidiHIe maK meH Typ
Tactay (OTBIp, XKATBIP, TYP, OTBIPMBIH HET13Ti eTicTikmeH Oepinei
KYP)

2 | apTTeI GOMIIEKTEP i aIbIIT OchI-aK MEHIH OcCBI MEHIH TOCHIM By 6emmexTep smomnmst/
Tacray (-aK, -ay, -ai, -na/-ae/- | moCchIM-ai Kenai | Kenmi KYIIeHTymi Oinmipesi, bim
Ta/-T¢) TiJTiHAE MUMHAKaMEH Oepimneni

3 | -MBIC, -MiC KaJFayIIbl O alfTHINTHI- O alTBIITHI blm timiame Oy
KipicTienepi ajbIl TacTay MBIC 6omKaM MaFbIHAJIAPHI

KOJIJJaHblIIMAM 1bl

4 | HocTtmo3umusuislk, (hopmanapas! | AUTKaH-IBI Ketie | AWTKaH Kere By hopmanap cTambaik

abIn tactay (-1Ibl/-1i, ~ThI/-Ti) pe aTKapajibl, MaFbIHAIIBIK
Heri3re acep eTnei i

5 | Kyme#iTkim cbiH ecimaepai OM-9/IeMi, XKBITI- | 9MIeMi, JKBLIBI, aK bIM TimiHgE KyIIEHTKINT

0acTarikpl Typre KenTipy HKBUIBI, AIIAK MaFbIHa MUMHUKaMEH HE
KHMBUIMCH Oepinei

Monenb/ii OKBITY

MorTinai bIM TiTIHE ayJapy KyHeciHAeri MOAENbIl OKbITY Ke3eH1 Seq2Seq apXHTEKTypachl
KoHe TpaHchopmep HeriziHaeri Hazap (attention) MeXaHU3Mi apKBUIBI )KY3€re achIpblUIbl. by Tocin
MalllMHAJBIK ayAapMa MEH Ti30eKTep/l TYpJICHAIPY MOceleNepiH ILellyae >KOFapbl THIMIUIIKTI
KaMTaMachl3 €Tel.

Herisrimonens perinne By TS-small konmmaubsias— 0yt TS MoaeniHiH 0al TTHIK MOTH(DUKATTHSCHI,
OJI KONTUII MOTIHACPMEH JKYMBIC ICTEH aylajpl )KOHE CHPEK Ke3JeCeTiH TaHOaJap/Ibl KeKe TOKEH
Ce3/Iriciz-aK Tikelel eHieyre KadinerTi. JHKOAep-1eKoAep KYPbUIBIMBIHBIH apKachIH1a Oy MOJIENb
TaOUFH TUIJIET] coiieMmaepal opMaln3alusiianFan rioccaiapra TypJICeHIIpyre KoJalmbl, ain Oy —
BIMJIAp/bI TeHepalusIayFa AeHiHI1 HeTi3r1 Kajiam.

OxpITy %oHE HH(EepeHe mapaMeTpiepiHiH TOJIBIK KOH(PUTYPAIHSICH 2-KECTe/1€ YChIHBIUIFaH.

Kipic sxoHe MakcaTThl Ti30eKTepAiH TokeHU3auschl By TS i1ki TOKeHU3aTOPBI apKBIIBI )KY3ere
aCBIPBUIIBI: Y3BIHIBIFEI 128 TOKEHTe NeHiH KBICKApPTBUIBIN, dpi Kapal OCKITiIreH eJmemre IeiiH
TONBIKTBIPY (padding) skypri3inai. MyHaaii Tocin 6ipaei y3bIHABIKTaFbI batch-Tepai KanpinracTeipyFa
MYMKIHJIIK Oepill, ecenTey i THIMJIIPEK €Till, OKBITY YACPICiH K CIICTTi.

MakcatTsl riocaiap TOKEeH HIeHTH(DUKAaTOpIIapbl TYpiHe KOATAIbII, Moienbre labels mapamerpi
apKbUIBI Oepinii — OyJ1 JKyiere Kipic )KoHE IIBIFBIC IEPEKTEP/Il TIKEJIEH CaTBICTBIPY apKbLIbI YHpEeHyTe
MYMKIHIIK Oepi.

Oxpity Hugging Face Transformers kitanmxanacbiHbIH KeMeriMeH xoHe Seq2SeqTrainer kiacel
apKbLIbI XKYPri3uiai, OyJ1 mpolecTi oHail OanTayra »oHe OaKbUIayFa KOJ allThl.
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Heri3ri runepnapamerpiep:

¢ Learning rate: 5x10-4;

+ Batch size: 8 (OKbITY oHE Bajuaalus YIIiH);

¢ Onox canbl: 10;

* Weight decay: 0.01 (MozenbaiH *xannbuiay KaOlIeTiH apTThIPy KOHE apThIK YUPEHYIIH aJl[ibIH
ay YIIiH).

Batch-tepai xamsmracteipy ymrin DataCollatorForSeq2Seq maiinananpuinel, on Ti30eKTepIiH
Y3BIHBIFBIH JHHAMHUKAIIBIK TOJIBIKTHIPY apKbUIbI aPTHIK MaJJHHITI a3alTTHI.

Op 10X asKTaJIFaH COH MOJIENb/IiH canackl Oarananabl. byl peTte Tek COHFBI OaKbliay HYKTEC]
(checkpoint) cakranbl — OyJ1 JUCK KEHICTITTH YHEMEYTE )KOHE apalibIK HYCKaJIapAbIH )KMHAKTATYbIH
6onapIpMayFa MYMKIHAIK Oep/i.

Nudepenc ke3eHiHae eH BIKTUMAI TII0CC Ti30eriH Tady yiriH beam search omici KOJIaHBLIIbI,
5 coyne (beam) mapameTpiMeH. HoTmke camachiH apTThIpy YIITiH KOCBIMIINIA IIEKTEYJIep SHTI3UIII:

N-rpaMMaHbIH KalTallaHybIHA THIABIM (Y3BIHABIFHI 3);

Kaiitananyra aiipinmyst — MoHi 1.2;

Epre ToKTay — TOJBIK ay/iapMara )KEeTKEeH Ke3/Ie.

Byn Tocin msiFeIc Ti30EKTEPiHAET] aPTHIKTHIKTH a3alThIM, OAWIaHBICTBUIBIKTEI KYIIEHTIM, BIM
TiJIIHE TOH KYPBUTBIMIIBI CAaKTayFa KOMEKTECTI.

Horum:xesep

OxeITy, 1-cyperte kopcerinrenaeit, 10 smoxara aeitin sxyprizinai. Herisri Mmotinge Tex 1-5-3mo-
XaJlapIbIH HOTHXKeepi KopeeTinai, ce6edi 6—10-3moxanapapiH KOpCeTKImTepi KOChIMINIA MaTepral-
Fa IIBIFapbULAbl. BanuaanusbiK meiFbH 1-3-31moxanapaa TypakTsl TOMEHIET, MUHUMAJIbl MOHTE
3-smoxama xetTi ne (<0.2565), 4-5-smoxanapna KOChIMIIAa alTapiIbIKTal jkakcapy Oalkaamabl
(=0.260-0.261).

O (10401040 16:08, Epoch 10/10]
Epoch Training Loss Validation Loss

1 No log 0.303398
2 Na log 0.270347
3 No log 0.256496
4 Mo log 0.261146
5 0.898300 0.260486
& 0.898300 0.268210
7 0.898300 0.266074
8 0.898300 0.280682
9 0.898300 0.287509
10 0155400 0.294966

Cypet 1 — OKpITY HOTHXENEP]

Ocpinaifia, MOJENB/IIH H THIMII KY#i BAMIAIMSUTBIK ITBIFEIHHBIH €H TOMEHT1 MOHI TIpKEITeH
3-3moxaja aHbIKTANIbl. TPEHUHT MIBIFBIHBIHBIH 1—4-3T0Xanap apalblFbIHAA TIpKEIMEeYi, SFHH «No
log» petinae GenrinenyicedenTi, MoebA1 Oaranay *oHe TaH1ay TEK BATUAALUSAIBIK KOPCETKIILITEPre
HETI3/IeJIN )KYy3ere achIPbUIJIbL.

Cananplk MbIcalap 2-CyperTe YChIHBUIFaHAal, (MOTIH—TJIOCC) KOMEKIII ETICTIKTep MEH
SMOIMSUIBIK O6JIIIEKTePAIH TYCIPLIiN, MaFbIHAIBIK ©3€KTIH CAKTaJaThIHBIH KOPCETTI.
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TeRcT: Conesercisgep me, RypHeTTi osymanap!
rogcc: Canem, Kypeer oxyma!

rerct: Byrinri cabaska som kengidisgep.
ronocc: fyrin cabas som keny

TeRcT: Byrinrl cobhfseddpesy Tosupwbe — Xep Fanssadpudss nasns Gofyw,
ronocc: Byrin cabas tamupen -Eep ranasasap nadga Gomy.

TeReT: Byrinrl cobhfsaidfesy HMAKCATM — Kop FAADMBApWHRS, MAOARA GORyes Tyoidy.
ronocc: Byrin cabas wascar — Eep ranaa nadna Gony tycimy.

TERCT: AgBMpap emenges 03id sopmarad anesni, osms imispe ed, Gipinei, GapnuFeeednes OpTaK yAimis — Kep sapes Tanun-Ginyre yWTwnraH.
rAeCc: AgaM emeAneH 03 KopEay ancs — Eep map Tawy Giny yarany.

TeRct: Bivre Eepiid kansd naans Gondaqs Typais DPTYRAL YATTAPASH KORTErEH DHP IMEMHED MeH MmsdTep EETHEH.
ragcc: Bia Xep wanah nanga Gongu Typame ap Typd yaT Ken aWrise serep Gongu

TeRct: Emenri agospap Eep, Kynded =dHie G5CkA syngu3gbpiss A8 YAKEH Q&R GRABFEH.
rogcc: Emenri apam Eep, Kyw Gacka myngua ynkew oanay Gony

TERCT: ASBMAAPAS FHOBHATCAHE MEH NHDAHMHAN cAfy TOmipWbecl GORFEH.
ragcc: Agam refaparteama nupass cany tamipwfe Gongu

TeRcT: Anband Mepgin sAnsd nargs GoAFaHw Typanu OLnis soxss Téd el

rnecc: Kynak Kep anasd meHln swry Gap

Cypert 2 — CanansIk MbIcagap
TaakbLiay

O7edu Moy bIM TUTIH MalIMHAIBIK ayaapy 3epTTeYJIepiHiH TJIOCTH apaliblK JACHIeH peTiHe
KOJIZIAHATBIH TOCUIZep oHe riocchl3 end-to-end omictep OarbIThiH KopceTeni. COHFBI JKbUIAAPHI
ipl MyJBTUMOANbAbI MOJENbAEpPre CYWEHETIH IJIOCCHI3 OarblT TaHbIMAJ OOJIFaHBIMEH, Kasipiue
IJIOCKA HETI3/1eIreH o/ICTep TYPAKThl HOTHXKeIep KepceTin kenexai. by 3eprreyne TaHiaraH WH-
TeprpeTausyIaHaTBIH TII0CapaIbIK KabaT OarbIThIMEH YiIece .

['mocrap celineM KYphUIBIMBIH (popMaTU3anusiia, KAMBULIBI OHJCY KEe31HJeT KoTIMarbIHaIIbI-
JIBIKTBI a3aiTajbl KOHE KIACCHKAJIBIK HEMPOH/IBIK MAIIMHANIBIK ayJapMa >KoHE Ti30eKTeH-Ti30eKKe
HET13/IeNITeH apXUTEKTypajapbiHa OediMaeyai xeHuiaeteni. byran koca, riocapiblK aHHOTAIMUs
MHTEpIpeTalusiIaHy MEH alllbIKTBIKTBI KaMTaMmachl3 erefl, Oyy1 OuriM Oepy KoHE WHKIIO3HMBTI
UQPIIBIK MEMIiMIep YIIH MaHbI3Abl APTHIKIIBUIBIK OOJIBIN CaHANIA b

Lin >xone opinTectepi ycoiaran GloFE sxyiieci TYKbIPBIMIBIK TipeK HYKTEJIEp apKbLIbl bIMHAH
TiKeJeH MOTIH reHepanusutaiaer [27]. XKakchl HOTHKENepiHE KapamacTaH, 9JIic JepeK KeJIeMiHe,
«TipeK» Co37epal TaHAAyIbIH carachlHA JKOHE €CENTey pPecypcTapblHa TOYeINi, SFHU Kellip Ma-
HBI3CHI3 CO3/IEP JKOFATYhl MYMKIH, aJl KHMBUIIBIH OAPIIBIK €PEKIIeTIKTePl TYTell €CKePUTMEHIi.

End-to-end Tocinnmepne nepekrepiH JKeTICIeyIIUTITiH a3aiTy MaKcaTblHIa Ye KoHe opinrecTepi
KpPOCC-MOJIa/Ib/Ibl ayIMEHTAIMs 9JICIH YChIHbI. Byn Tocin OeiliHe MEH MOTIHHIH perpe3eHTaIus-
JIapbIH O1p KEHICTIKTEe COMKECTSHIIPIIT YHpeTe i, COHai-aK aJlJIbIH ajla YUPETiNreH TII0CTaH MOTIHTe
TYPACHIAIPETIH MOJISIII MYFaJIiM peTiHJIe KOJAaHbII, HeTi3Ti end-to-end Mojenbre KOChIMIIa OiT1iM
oepeni. Ocwinaiinia, MOIeNb BU3YaJJIbl )KOHE TUIIK aKmapaT apachlHAaFrbl OAMIaHBICTBI THIMIIPEK
yiipene anaznsl. byn Tocin rubpuari 6arbIT Kypyra THiMai [28].

Sousa xoHe spiHTGCTepiHiH 03 3epTTeyiH/I€ MaKCaTThl Ti1 MEH KEpriliKTi KOPTTYCTBIH €peK-
HICTIKTEPIH €CKepiI, MOJeNb KYPBUTBIMBIH JKOHE z[epeKTepm TOJBIKTBIPY Tecumepu{ Oeltimzey
66H1MI[6y KaxeT exeHid kopcetTi [33]. by Hotmke KSL cexinai Tinmep YIJ_IIH JIOMEHJIIK KOPITYCThI
ecipy MEH carajbl aHHOTAIUSHBI O1piHII OpBIHFa KOO KePEKTIriH KOpCeTesi.

Ocpl 3epTTey/i YCHIHBUIFAH TJIOCKA HETi3/eireH KyOblp a3 pecypcTsl XKaFaaiiaa MHTeprpeTa-
IIUSUTAHATBIH Opi TYpaKThl Heri3 6epeni. KeHicTiKTik jkoHe BepOaasl emec (non-manual) Genrinepai
€CKEepeTiH TOJBIKKAH bl MOJIEIIb KAJIBIITACTHIPY YIIIH, IIOIy/a YChIHBUIFaH end-to-end Tocinaepain
KEKeJIeTeH MEXaHM3MJEpIH IVIOCC HETi3iHJeri apXUTeKTypaMeH TMOpUATIK YHIIecTipy Kemereri
30p OareIT O0saael. OchuTaiina, TIIOCC CeHIMII ©3€K peTiHAe cakTaibi, end-to-end KOMIOHEHTTEP
KYpJen KepHeKi Oenrijepi MeHrepy/Ii KymenTei.
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KopbIThIHABI

byn 3eprrey seq2seq/bytS-small yariciniH Ka3ak TUIIHIETI MOTIHAI bIMJAYy TiJl TJIOCTapbIHA
ayJnapyablH THIMAUITNH KepceTeni. Seq2Seq apXHUTEKTypachl *oHe bytS-kimn yirici Kaszakiia
ceiimemyepai OailT AeHrediHae oHIeHIi, HOTIKeCiHAe (hopMasbIaHFaH TJIOCTapFa TYPAKThI TYp-
JCHIpYJIep Kacanapl. ['ocTay Tociiai pIMaay TITIHIH KO3FabICTAphIH jka30alna Tire yKcac Jio-
TUKaJBIK OIpJIiKTEp peTiHAe KOpCEeTeTiH MHTEepIpeTalsUIaHaThIH apaliblK OariapiiamMa KabaTsl pe-
TiH/E KbI3MET eTeii. bysl KypbUIbIM JOCTYpJIi HEHpOMAIIMHAIIBIK ayAapMa apXUTEKTYPacChIH Maii-
JaJlaHyFa MYMKIH/IIK Oepeii ’KoHe MOJIeh OPEKETIH TalAayabl )KeHIACTEI.

Mozens apKbUIbl JKacaJlFaH KbICKAapTBUIFAH IJIOCTap PeTi bIMJAy TiTiH KOpHEKI KepceTeTiH
KUMBUIIAp/IbI CHHTE3/ICY YIIIiH aBaTap Kyienepine Oipiktipiayi MyMmkin. XKoba MoTiHII riiocTapra
KOHE MYJTBTUMEIHUSIIBIK (pOpMaTTaFsl bIMFa TYPJICHIIPY YACPICIH KapacThIpAbl. AyAapbUIFaH Iiioc-
Tap Ti30eri bIMAay TiTiHIH KYPBUIBIMBIH CaKTal OTBHIPHIM, apTHIKIIBUIBIKTEI a3aiTajbl )KOHE COU-
JeMHIH YHJIECIMIUTITIH *)akcapTaasl. [lemek, piMaay TiTiHIH aBaTapiapblH Oackapy YIIIH TEK ce-
MaHTHKAJIBIK MaFbIHaJbl OIpJIIKTEp FaHa MaiiiaimaHbuIa[bl, OyJI ecenTtey TajJanTapblH a3alTajbl.
KpicKa jkoHEe MaFbIHANIBIK JKaFbIHAH 0ail TJI0CTap bIM TUTIH/IE KOJ KUMBUIIAPBIH CHHTE3ACYIIH THIM/II
pecypchl KbI3METIH aTKapasbl.

I'mocka HerizaenreH TocuimiH OipHemie mekTeysiepi 6ap. I'octap eH amapIMeH siMaap Ti30erin
KepceTell JKOHE bIMJIay TUIIHIH KEHICTIKTIK KOMIIOHEHTTEepPIH, MUMHUKAIApbIH HeMece BepOasibl
emec Oenriaepl TONbIK TycipMmeiiai. bys skcnpeccuBTI KYpbUIBIMABI CUIIATTAY IbIH JAJIIITIH HIeK-
teiai. bomamak 3epTreynep riocTapra HETI3JENreH JKOHE TIIOCTapra HETi3JeIMEreH dJiCTepl
OipikTipeTiH THOpUATI YATiIepAl o3ipieyre Hasap aynapysl Kepek. Mbicanbl, Ka3ipri 3epTreyiep
KPOCC-MOJIAIbIbl KYLICUTY JKOHE MYFaliM MEH OKYIIBIHBI OKBITY OIICTEepl apKbUIBI IJIOCC TIEH
OcifHe COMKECTITIH JKaKcapTa ajajabl. byt Tocuiaep bIMaay TUTIHIH KeHICTIKTIK )KOHE SKCITPECCUBTIK
epEeKILETIKTEPIH JAIIPEK KOpCeTy YIIIH €Kl KYMEHIH A€ apThIKIIBUIBIKTAPBIH OIPIKTIPY apKbUIbI
MaIllMHAJIBIK ayJapMaHbIH CalachlH XKaKcapTyFa OarbITTalIFaH.

Kap:xbuianabipy typadsl aknapat. byn 3eprrey Kaszakcran PecmyOnukachiabiH Frutbim
JKOHE JKOFaphl OUTIM MUHHUCTPIIriHIH FBUIBIM KOMHTETI TapamblHaH KapKbUIaHABIPbUIAE! (I'paHT
Ne BR24992875).
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OOPMAJIN3ALUNUA TEKCTA HA KA3AXCKOM A3BbIKE
C UCITOJIBb30OBAHHUEM INTOCCAPHOTI'O CJ10AA

AHHOTAIUA

TexHonoruu aBTOMaTuuecKoii 00pabOTKM >KECTOBOTO SI3bIKa CTANIN aKTyaJIbHOM MOTPEOHOCTHIO YICHOB 0011Ie-
CTBa C HAPYIICHMSIMH CITyXa M PEUH, KOTOPbIE CTAJIIKUBAIOTCS C HEPABEHCTBOM B AIIOXY LU(POBOI TpaHCHOpMALIHH.
B mocnemamre rop! BOIIPOC pacCMOTPEHHS KECTOBOTO SI3bIKa KaK (DOPMabHON CTPYKTYpPBI, PABHOW €CTECTBEHHO-
MY SI3BIKY, M €TO aJaNTaIlli K aBTOMATHYECKUM CHCTEMaM MPHUBIICKAET MOBBIIIEHHOE BHIMAaHNE HCCIEA0BATEINCH.
JUst BBITIOTHEHNS 3a1a4 aBTOMAaTH4ECKOTro IepeBosia HHPOPMAIUH ¢ €CTECTBEHHOTO S3bIKA Ha )KECTOBBIH S3bIK B
Ka4eCcTBE MPOMEXKYTOYHOTO CJIOSI HCIOJIB3YIOTCSI TIIOCCHI, TO €CTh TEKCTOBasi (hopMa )KECTOBOIO si3blka. B nanHOM
UCCJIEI0OBAHUY MTPEAJIAraeTcsl HOBBIM METO]| IPeoOpa3oBaHusl TEKCTa Ha Ka3aXCKOM SI3bIKE, YUUTHIBAIOIINI MOPQO-
JIOTMYeCKHe 0COOEHHOCTH Ka3aXxCKOTO SI3bIKa, B TIIOCCHI )KECTOBOT'O S3bIKa C UCIIOJIb30BAaHUEM METOJ0B 00paboTKN
€CTECTBEHHOTO s13bIKa. B gacTHOCTH, IpuMeHsieTcst apxuTekrypa Seq2Seq Ha ocHoBe Mogenu ByT5 small. TToimy-
YEHHBIC PE3YNIBTAThl MOKA3BIBAIOT, YTO C(HOPMUPOBAHHBIC ITOCIIEIOBATEIBHOCTH TIIOCC SIBISIFOTCS] KOMITAKTHBIMU 1
CEMaHTUYECKU HACBIILIEHHBIMH, COXPaHssl BHYTPEHHIOIO CTPYKTYPY ’KECTOBOTO si3bIKa. IlocienoBaTeIbHOCTD II0CC
MO3BOJISIET ABTOMATHU3UPOBATh PA0OTY MHTEPIPETHPYEMOTO MTPOMEKYTOYHOTO CII0S, MPEACTABIISIONIETO KECTOBbIE
JIBIDKCHUS KaK JIOTUUECKUE SIMHUIIBI, aHAJIOTHYHbIE TMCbMEHHOMY s13bIKY. [IpeoOpa3oBanHas Hocien0BaTeIbHOCTh
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TJIIOCC COXpPaHsCT CTPYKTYPY KECTOBOI'O A3bIKA, YMCHBIIACT HM30BITOYHOCTE Y TIOBBIIIAET CBI3HOCTD MPEATIOKCHUA.
Takum 06pa30M, HCIOJB30BAHUE TOJIBKO CEMAHTUYCCKU 3HAYMMbBIX CIUHUILL ITPU YIIPABJICHUU aBaTapaMu )K€CTOBOT'O
A3bIKa CHUKACT BBIYHCIIUTCIBHBIC 3aTPAThI. KOpOTKI/IG U CCMAHTUYCCKH HACBIIICHHBIC ITIOCCHI ABJIAIOTCA 3(1)(1)6[(-
TUBHBIM PECYpPCOM JJIsI CUHTE3a ,IlBI/I)KCHI/Iﬁ PYK B JKCCTOBOM S3bIKE.

KaioueBble c10Ba: )KECTOBBII SI3bIK, TOCIIENOBATEIBHOCTh TIIOCC, 00pabOTKa €CTECTBEHHOTO si3bIka, (hopma-
nmuzanus, Seq2Seq, ByTS.
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DEVELOPMENT OF A MODEL FOR REAL-TIME RECOGNITION
OF KAZAKH SIGN LANGUAGE USING MEDIAPIPE
AND DEEP LEARNING METHODS

Abstract

Technologies for automatic processing of sign language have become an urgent need for members of society
with hearing and speech impairments who face inequality in the era of digital transformation. In recent years, the
issue of considering sign language as a formal structure equal to natural language and adapting it to automatic
systems has attracted increasing attention from researchers. To perform the task of automatically translating
information from natural language into sign language, glosses, which are the textual representation of sign language,
are used as an intermediate layer. For this purpose, this study proposes a new method for converting Kazakh
language text, which reflects the morphological features of the Kazakh language, into sign language glosses using
natural language processing techniques. In particular, a Seq2Seq architecture based on the ByT5 small model is
applied. The obtained results demonstrate that the generated gloss sequences are compact and semantically rich
while preserving the internal structure of sign language. The gloss sequence makes it possible to automate the
work of an interpretable intermediate layer that represents sign language movements as logical units similar to
written language. The transformed gloss sequence preserves the structure of sign language, reduces redundancy,
and improves sentence coherence. Thus, the use of only semantically meaningful units to control sign language
avatars reduces computational requirements. Short and semantically rich glosses serve as an effective resource for
synthesizing hand movements in sign language.

Keywords: sign language, gloss sequence, natural language processing, formalization, Seq2Seq, ByTS5.
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SALARY PREDICTION FROM JOB DESCRIPTIONS
USING ATTENTION-BASED NLP MODELS

Abstract

The research introduces a dual deep learning system which predicts salary ranges by processing job descriptions
through BERT-based contextual embeddings and structured metadata integration. The proposed method utilizes
more than 124,000 LinkedIn job postings to merge BERT-based contextual embeddings with structured information
about location and industry and experience level and compensation type. The model uses multi-head attention
to identify essential salary-related terms in job descriptions which results in better model interpretability and
improved prediction accuracy. The model combines semantic embeddings with tabular data to create a multimodal
representation which serves as input for supervised learning with an ordinal-aware loss function. The model
achieves stable performance in salary classification across three categories through F1-scores between 0.82 and
0.84. The proposed model achieves excellent generalization capabilities for different sectors and job types while
providing precise predictions and clear decision-making processes for salary benchmarking and recruitment
analytics applications.

Keywords: Salary Prediction, Job Descriptions, Natural Language Processing (NLP), BERT Embeddings,
Attention Mechanism.

Introduction

Job descriptions which were once considered basic documents about work duties now function
as valuable yet underleveraged resources which expose organizational values and compensation
systems and performance standards. The rising need for labor market transparency during times of
economic instability makes it essential to extract hidden information from job postings. The current
salary prediction models which use demographic information and job titles as inputs fail to detect the
semantic content present in job posting texts [1-2].

The recent progress in natural language processing technology enables researchers to perform
detailed analysis of job descriptions which reveals hidden salary indicators. The field of artificial
intelligence and natural language processing continues to expand its capabilities through research
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that includes fraud detection systems and sign language recognition systems and machine learning
models for career choice prediction [3—6]. The research demonstrates that semantic modeling and
contextual inference methods can effectively work for labor market analytics through the combined
efforts of these studies.

The scientific novelty of this research resides in the development and empirical validation of
a hybrid deep learning architecture that synergistically integrates Transformer-based contextual
embeddings (specifically from the BERT model) with conventional structured metadata for enhanced
regression-based salary prediction. By employing multi-head attention mechanisms over the textual
data, the proposed model significantly advances beyond prevailing NLP methods that rely on simpler
bag-of-words or basic recurrent neural network representations, achieving a fine-grained semantic
understanding of job requirement complexities. This approach facilitates the attenuation of noise and
the differential weighting of salient salary indicators within unstructured job descriptions, thereby
establishing a new benchmark for interpretability and predictive accuracy in labor market analytics
and automated compensation forecasting.

The research develops an NLP system which evaluates 124,000 LinkedIn job postings from
2023 to 2024 to predict salaries. The proposed framework combines BERT transformer model
contextual embeddings with structured metadata elements including company information and
geographic locations and job classification to develop an efficient and understandable model. The
system employs multi-head attention mechanisms to understand job description complexities
while supervised learning techniques generate salary band predictions for different industries and
geographic areas.

Research studies have extensively analyzed salary prediction through conventional machine
learning approaches. Wang et al. studied multiple regression models to determine that polynomial
regression produced the best results for modeling salary patterns that deviate from linearity [7]. The
research by Kablaoui et al. tested linear regression and random forests and neural networks on U.S.
salary data which showed neural networks reached 83.2% accuracy but linear models processed data
more quickly [8]. Satpute et al. built upon previous work by adding demographic factors such as age
and gender and education level and ethnicity to explain income differences which matches current
demands for fair salary analytics [9].

Researchers focus on extracting valuable information from job postings to understand how the
labor market operates. The research by Safi et al. analyzed how job postings show current skill
requirements for big data and analytics positions [10]. The research by Korytov et al. examined
skill extraction techniques through keyword extraction and named entity recognition methods
including YAKE and PositionRank and WikiNEuRal [11]. Alsayed et al. developed a comprehensive
system which merges machine learning techniques with news analysis to predict future labor market
developments [12].

The use of NLP technology for recruitment workflow optimization has become a subject of
rising interest. Sharma et al. created an automated candidate screening platform while Lalitha and
Warusawithana developed systems to parse resumes based on their layout structure [13—15]. The
voting ensemble model developed by Yaphet et al. demonstrates the need for secure recruitment
systems by detecting fake job postings [16].

Most current salary prediction systems have restricted functionality because they depend mainly
on job title and experience data while using minimal unstructured job text information [17—18]. The
research by Joshi et al. and Thapa et al. shows that job description context holds untapped predictive
value although it remains understudied [19-20]. The research shows that regional and company-
specific elements have a proven impact on the labor market yet these factors rarely get combined
with semantic text analysis in single models.

The research by Chandra et al. and Rahman et al. demonstrates that current frameworks lack a
unified system which combines text feature extraction with structured metadata and sophisticated
prediction algorithms [23-24]. The growing number of remote and hybrid work arrangements
requires more research about their effects on employee compensation.
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The research combines multiple interdisciplinary approaches which include BERT-based
contextual embeddings and cost-of-living normalization and hierarchical feature encoding to address
current research gaps. The research builds upon existing Al applications across different domains
including language recognition and fraud detection and career prediction systems to show deep
learning and NLP can solve social problems.

Our contribution is the development of a dual deep learning framework that combines BERT-
based contextual text embeddings with structured metadata features to predict salary ranges from job
postings. We modified the BERT model to work with job description data that is specific to a certain
field in order to get deep semantic representations. We also created a multi-head attention mechanism
to highlight language features related to compensation, such as skills, roles, and experience
requirements. We also came up with a feature fusion architecture that combines attention-weighted
textual embeddings with structured variables like location, industry, company size, and level of
experience. We used an ordinal-aware loss function that was optimized with the AdamW algorithm
and L2 regularization to make training more stable and predictions more reliable. Our framework
offers a cohesive multimodal representation that enhances model interpretability, generalization, and
accuracy in salary classification across various sectors and job categories.

Materials and methods

The following section presents the complete process for determining salary ranges through job
description analysis. The first part describes the dataset and explains all preprocessing operations
which transform textual and structured data into usable form. The BERT model serves as our
embedding method to extract salary-related information from text before applying multi-head
attention for term identification. The system combines contextual embeddings with structured data
elements that include industry information and location details and experience requirements. The
prediction model architecture receives detailed explanation which includes loss function selection
and optimization methods and interpretability approaches. The researchers obtained their dataset
from LinkedIn job postings which they made publicly available [25]. The dataset contains structured
and unstructured elements provide essential information for salary prediction. Table 1 gives a quick
overview of the most important features of the LinkedIn Job Postings dataset that was used to predict
salary ranges. The dataset has both structured and unstructured fields, which give each job posting
a lot of context. Natural Language Processing (NLP) tasks use textual data, like description and
skills_desc. Structured features, like location, industry, and experience level, help with multimodal
learning and making models easier to understand.

Table 1 — Overview of the LinkedIn Job Postings Dataset

Category Feature Examples Type Description
Identifiers job_id, company id Integer Unique job and company
identifiers.
Job Details title, description, skills_desc Text Job title, full description, and
required skills.
Compensation min_salary, med salary, max_salary, |Numeric/ Salary information, currency,
currency, pay period, compensation | Categorical and payment frequency.
type
Employment Info formatted_work type, work type, Categorical Work format (Full-time,
formatted experience level Contract), job type, and
experience level.
Company & industry, posting_domain, sponsored | Text/Boolean |Company industry, posting
Industry domain, and promotion status.
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Continuation of table 1

Location & Remote |location, remote allowed Text / Boolean | Geographic job location and
Work remote work indicator.
Application Metrics |applies, application_type, Integer / Number of applicants,
application_url, job_posting_url Categorical application method, and posting
links.
Timestamps original listed time, listed time, Timestamp Time-related fields for job
expiration_time, closed time posting and closure.

The extensive dataset allows researchers to create a predictive model which combines textual
and structured data to generate precise salary range estimates. The methodology for predicting
salaries from job descriptions through advanced Natural Language Processing techniques appears in
Figure 1. The initial step of data collection retrieves more than 124,000 job postings from [25]. The
preprocessing stage cleans the raw text data by removing HTML tags and special characters and stop
words while performing tokenization and standardization.

Each job description x; is tokenized and encoded using pretrained BERT model:

E. = BERT(x,")€ R"™¢

Where n is number of tokens in job description and d is dimensionality of embedding space.

Each preprocessed job description x[ is transformed into deep contextualized embeddings
through the Bidirectional Encoder Representations from Transformers (BERT) model. Given a
sequence of 11 tokens, BERT produces an embeddings matrix:

E, = BERT(x.") € R™"¢,

where d denotes the embedding dimension. These embeddings capture both semantic and syntactic
dependencies within the text.

A multi-head self-attention mechanism refines the textual embeddings to highlight salary-
relevant tokens such as skills, qualifications, and job roles. For each job description, the attention
output is computed as:

T
— Qi K;
A = softmax(—l—w:d_k] V.,

where @; = E;W,.K; = E;W,, V; = E;W,, and Wy, Wy, W, € R gre trainable parameters.
The resulting attention-weighted representations 4; emphasize linguistically and contextually
significant terms.
The attention-weighted text features are aggregated via mean pooling to obtain a single textual

vector: -
=
h™~ = Aggregate(4;) € R9.

Structured metadata x f < epm are transformed through a fully connected layer:

n = owx + b)),

where W, € R™*% and & denotes the ReLU activation function.
Both feature vectors are concatenated to form an enhanced multimodal representation:

z, = Concat{h?}, hfs}j,
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which jointly encodes semantic and contextual information relevant to salary prediction. The fused
feature vector passes through a regression layer to predict salary levels:

_'_i}:: = WDZ[ + bﬂ.

Model parameters & = {Wg, Wy, Wy, W, W, b, b, } are optimized using the AdamW optimizer
with L2 regularization. The training objective combines prediction loss and weight penalization:

L=-I% Iy5)+aIwli

N

where (-] represents an ordinal-aware loss function suited for ordered salary categories, an 4 is the
regularization coefficient.

The BERT model processes cleaned job descriptions to produce deep contextualized embeddings
which detect both semantic and syntactic elements in the text. The multi-head attention mechanism
processes these embeddings to identify crucial compensation-related terms such as skills and
qualifications and job roles. The feature fusion block combines attention-weighted embeddings with
structured metadata including location and industry and company size and required experience to
create an enhanced multimodal representation. The model receives the processed data through a
supervised learning process which uses an ordinal-aware loss function and AdamW optimizer with

L2 regularization for optimization.

Preprocessing

Concatenation

Multi-Head
Attention

Prefrocessing Structured
Feature Encoder

Structured
Feature Encoder

S

Salary Range
Prediction

Figure 1 — Methodology of the research work

The model generates salary class predictions through its output while providing interpretability
through attention heatmaps and feature importance analysis. The modular design of this pipeline
provides reliable salary predictions while maintaining full transparency in all model operations.

Results and discussion

The classification metrics of precision and recall and F1-score appear in Table 2 for the three
salary categories which include low (below $50K), mid ($50K—$100K) and high (above $100K).
The model demonstrates consistent reliable performance throughout all salary ranges because its
F1-scores maintain a narrow range from 0.82 to 0.84. The model reaches its peak performance in
the mid-salary segment because this range contains the most data points and distinct features which
results in an Fl-score of 0.84. The model demonstrates equal performance in both low and high
salary classes because it achieves 0.82 F1-score in each category. The model demonstrates consistent
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performance across all categories which proves its ability to generalize and makes it suitable for
salary prediction tasks that require equal classification accuracy between groups.

Table 2 — Obtained metrics for for salary prediction

Salary range Precision Recall F1-Score
Low (less than 50k USD) 0.83 0.82 0.82
Mid (between 50k USD and 100k USD) 0.79 0.82 0.81
High (greater than 100k USD) 0.85 0.82 0.83

The salary classification model uses Figure 2 to show its prediction results for salary classification
into Low, Mid and High categories. The model demonstrates its ability to distinguish between Low,
Mid and High salary categories through the confusion matrix. The model shows high accuracy in its
predictions for Low, Mid and High salary categories through the diagonal elements of the matrix.
The off-diagonal values in the matrix show that the model struggles to distinguish between Mid and
High salary ranges.

Confusion Matrix for Salary Classification

450

400

Low

350

300

-250

True Label
Mid

-200

- 150

High

-100

Low Mid High
Predicted Label

Figure 2 — Confusion matrix for salary classification

The proposed model maintains consistent performance throughout all salary bands because
its Fl-scores range between 0.82 and 0.84. The classification method shows equal effectiveness at
all income levels because it maintains consistent performance across all salary groups. The model
achieves its highest accuracy in the middle salary segment because this range contains more training
data points and clearer distinctions between features. The model demonstrates equivalent F1-score
performance between low-income and high-income classes which indicates its ability to generalize
well to underrepresented categories with overlapping characteristics.

Multiple research studies have investigated salary prediction through machine learning methods
which use different approaches and data sources. Niknejad et al. studied data professional salary
patterns through regression models while demonstrating the difficulties of working with unbalanced
data and selecting appropriate features [1]. The F1-scores from their research reached 0.75 to 0.81
based on model selection but our study achieved 0.82—-0.84 Fl-scores. Our classification-based
method shows better stability for categorical outcome prediction because it was designed for salary
band classification. Thapa tested multiple machine learning algorithms on the Adult Income dataset
which produced Fl-scores of 0.80 when using Random Forest and Gradient Boosting [2]. The
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research uses the Adult Income dataset but its binary classification system with <50K and >50K
income categories lacks the detailed salary banding system found in our study which better represents
actual income distribution. The research by G. Wang and Kablaoui and Salman used traditional ML
techniques for employee salary prediction but their results showed 75-85% overall accuracy without
showing performance metrics for individual classes [7—8]. The confusion matrix analysis in Figure 2
together with class-specific F1-scores show how the model performs differently between mid-salary
and high-salary classes.

The recent work by Sukumar et al. developed web-based ML models for salary projection but
their usability evaluation did not include F1-score or class-wise precision and recall metrics [17].
Our research provides a complete assessment of all classes while handling class imbalance and
demonstrating model generalization capabilities.

The model achieves better results than previous studies while showing consistent performance
across various income brackets[1, 2, 7, 8, 17]. The model shows excellent potential for real-world
income classification work because it maintains fairness and equal treatment of all categories.

The research shows promising results but researchers need to address multiple essential
limitations. The dataset contains hidden biases which stem from demographic and socioeconomic
elements that might affect how well the model classifies data. The model lacks built-in fairness
features and interpretability mechanisms which are vital requirements for deploying the model in
real-world income prediction applications. The model shows promising results through its metrics
but its performance remains untested on different datasets and changing data patterns.

Future research should implement fairness-oriented learning objectives to reduce salary prediction
bias in the model. The addition of explainable Al methods to the model will improve its decision-
making transparency because it affects personal opportunities through its predictions. The model
requires testing with multiple datasets and additional feature development to enhance its ability to
work across different contexts and changing data patterns. The model requires implementation in
live salary recommendation systems and labor market analytics platforms to validate its operational
effectiveness in real-world applications.

Conclusion

The research team created an explainable deep learning system which analyzed job postings
through unstructured text and structured metadata to determine salaries. The model processed job
descriptions through BERT embeddings for deep semantic understanding and used multi-head
attention to detect essential compensation indicators. The model achieved high classification accuracy
for all salary bands through its combination of contextual representations with industry data and job
location and experience level information. The system became more suitable. The research team
plans to enhance language support and implement real-time labor market data and develop improved
fairness-based methods that demonstrate how multimodal learning techniques can benefit labor
market analytics through transparent and scalable automated salary estimation systems. for real-
world applications through the implementation of an ordinal-aware loss function and interpretability
tools. The research modeling techniques to reduce salary prediction biases in future work.
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KYMBIC CUITATTAMAJIAPBI HET'I3IHAE HA3BAP AYAAPY 9AICIH
KOJAAHATBIH NLP MOJAEJIBAEPIMEH KAJTAKBIHbBI BOJI’KAY

Anjgarna

By 3eprrey jkyMmbIc cHnarTaMaliapblH OHJICY apKbLIbl XKaJaKbl IHala3oHIapblH OOJDKAUTBIH KOcapiaHFaH
TepeH OKbITY >KyHeciH ycbiHanbl. XKyiie BERT-Heri3inneri KoHTEKCcTyallbl eHJlipMernepii KypbUIbIMIaIFaH MeTa-
JepeKTepMeH OipiKTipy apKBUIBI XKYMBIC icTeiai. Y chHbuFan omic 124 000-man actam LinkedIn »xymeic xabap-
TaHIBIpyIapbiH naitnatansir, BERT-Heri3iHAer1 KOHTEKCTyal bl eHIipMeIep i OpBIH, cajia, TOKiprOe TeHreili skoHe
©TEeMaKbl TYpl Typalibl aKllapaTHeH TOIBIKTbIpaabl. Mozelb KallakpliFa KaTbICThl MaHBI3Abl TEPMUHJIEPA] AHBIKTAY
yurin multi-head attention MexaHu3MiH KOJIZaHAbI, OYJI €3 Ke3eTiHAe MOJCIbIIH TYCIHIIPMEIUIITIH apTThIPHII,
OonKaM JRIITiH jkaKcapTaabl. JKyiie ceMaHTHKAJIBIK eHIipMelepi KeCTeIiK IepeKTepMeH O1piKTipir, OaKbuIayIbl
OKBITyFa apHaJIFaH OpAMHAIIbI MIBIFBIH QyHKIUsCHI (ordinal-aware loss) nmaiijanaHbuIaThIH KOITMOIAIBIBI YCHIHY/BI
KaJIBIITACThIpa/bl. MOAENb YIII caHaT OOMBIHINA JKAJIAKBIHBI KIacCH(UKanusIaya TYPaKThl HOTHKEIEp KOPCeTil,
Fl1-xepcetkimepi 0,82—0,84 apanbireiHaa 6016l ¥ CHIHBUIFAH MOJICNB OPTYPIIL cajajap MEH KYMBIC TypJepiHe
JKaKCHI KaJMbUIay KaOlIeTiH KepceTim, Kalakel OCHYMAapKUHTI MEH PEeKPYTHHITIK aHAJINUTHKA CajaJapblHIa JOJ
Ooypkamiap MEH aliKbIH IIeNIiM KaObu1ay yAepiCTepiH KaMTaMachl3 eTe/i.

Tipexk co3nep: xanakpIHbI OOIDKaY, )KYMBIC cHTaTTamanapsl, Taduru Tl enyey (NLP), BERT asmGenunrrepi,
Hazap aygapy TeTiri.
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INTPOI'HO3UPOBAHUE 3A}’ABOTHOI71 IIJIATBI
1O OITUCAHUMSAM BAKAHCHU C UCITOJIb3OBAHUEM
NLP-MOJAEJIEN HA OCHOBE MEXAHU3MA BHUMAHUSA

AHHOTaUMA

B naHHOM HCCIEIOBaHUM TPENCTaBICHA JBOMHAS CHCTEMa IIyOOKOro OOydeHusi, KOTopas MPOTHO3HUPYET
JIMara3oHbl 3apabOTHON IUIaThl, 00padaThiBasi OMUCAHKMS BAKAHCHI C HCIIOJb30BAHUEM KOHTEKCTHBIX 3MOCIINH-
roB Ha 0aze BERT u mHTErpanuu cTpyKTypHpOBaHHBIX MeTaJaHHbIX. [IpeanokeHHbI METO/ MCIIONb3yeT Oojee
124 000 o6bsiBnenuii o padore ¢ LinkedIn, o6beaunsis kontekcTHbie sMoenanaru BERT ¢ crpykTypupoBaHHOii HH-
(hopmarnmeii o JIoKaIK, OTPACIIH, YPOBHE OIIBITA M THUIIE KOMIIEHCAH. Mozelb mpuMenseT Mexann3m multi-head
attention Juis BBISBICHUS KJIIOUYEBBIX TEPMHHOB, CB3aHHBIX C 3apIUIATON, YTO MOBBIIIAET MHTEPIPETUPYEMOCTh
MOJZIENIN U YIy4IIaeT TOYHOCTh MPOTHO30B. OOBEAMHSS CEMAaHTUYECKUE 3MOCAIUHTH ¢ TAONMYHBIMHU JaHHBIMU,
MOJIENb CO3/1aeT MYJIBTUMOJIAJILHOE IMPECTaBICHNE, KOTOPOE UCIOIb3YETCsl B KOHTPOJIUPYEMOM OOY4YEHHH C Op-
JUHAIILHO-0CBeOMIICHHON (yHKkimel moreph (ordinal-aware loss). Mojenb AEeMOHCTPHPYET CTaOMIBHYIO IPO-
W3BOJMTEIILHOCTD B KIIACCHU(MKAIMK 3apIuiaT Mo TpeM Kareropusim, nocturas Fl-nokaszareneit or 0,82 mo 0,84.
[IpennoxenHast Mozienb 001aAaeT OTIIMYHBIMA 0000IIAIOIMMH CITOCOOHOCTSIMU ISl pa3IMYHBIX OTpaciell ¥ THIIOB
JOJDKHOCTEH, oOecTieunBast TOUHBIC IIPOTHO3BI M ITPO3PAYHbIC MTPOLECCH MPUHATHS PEMICHUH IS TPHIOKEHUH TI0
OGeHUMapKUHTY 3apa0OTHOM IIaThl M AHAIUTUKE PEKPYTHHTA.

KirodeBble ci10Ba: MpOrHO3UpOBaHHUE 3apaOOTHOM TIJIATHI, OMMCAHUS BaKaHCHH, 00pabOTKa €CTECTBEHHOTO
s3bika (NLP), BERT-amMOennuHru, MexaHiu3M BHUMaHMSI.
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AYDBILJ HIAPYAIIBLIBIFBIHA APHAJFAH
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AHgarna

AybUI IIapyalbUIbIFbl KIMMATThIH ©63repyiMeH OailIaHbICThI Mscenenep)]iH ocepiHeH OapraH callblH Kypeni
6oia Tycyne. byt karnaii TypaKThl MOHHTOPHHT MeH 6en1Mz1enym COHBIH ILIHAE IJIME-A3J1 ayblT LAY AIITbLITBIFbI
K@XXETTUIIKTEp] YIIiH TONBIPAKTHI OaKbUIay/Ibl Tajal eTe . AYblT IapyallbUIbIFbl TOTBIPAKTAPEI OHAIPICTI apTTHIPY
MakcarslHa (epMmepriep TapamnblHaH MECTUIHATEp MEH HuTpar-Gocdarrapibl KapKbIHABI KOJJIAHY apKbUIBI
naiigananpuiapl. Cy TaCKbIHBI MEH KYPFaKIIBUIBIK MOCEJIENEpi JIe YIIBIFBII, TONBIPAKTHIH Teric 00JIMaybIHa SKeTyAe,
Oyt opOip HYKTEIE TOMBIPAKTHI AYPhIC OaKplIayabl KaKeT eTeri. TompIpakThl OaKpliay KenTereH ¢pepMmepriep YImiH
ere KbIMOaT. by MocesieHi ienry yirH opTypiii CEHCOpIIapMEH JKaO/bIKTaIFaH [IaFblH, SHEPTUsHbI YHEM/ICHTIH,
TOMEH KYH/Ibl MOOMJIB/II POOOTTHIK M1aTh)OpMaHbl KOJITAHY OPBIHIIBI O0azsl. Depmepriep OHbI KalllbIKTaH 0acKkapa
ananpl, xKep OETiHIH JKOFapFbl TONBIPAK KadaTTapbIH 3epPTTEHIl jkoHe ep OenepiH Tekcepeni. FruibiMu-3eprrey
JKYMBICTAphl MEH OCJICCHII JeMabIC KaXCTTUTIKTEpl MeHOepiH/ae KOIaHy KOpIIaraH OPTaHbI 3€PTTCYHiH CTKeH-
TerKeHiH TYCiHyre MYMKIiHIIK OepeTiH opeKeTTep Ti3OeTiHiH ap3aHaThUIFaH KYHBIH KaMTaMachl3 €Tyl MYMKiH.
ApHaWBI j)KacanfaH YII JeHTeeKTI MOOMIB/I TTaTopMa — aBTOHOM/IBI KO3FAJIBICKA KOHE TYPIi TarChIpMaapabl
OpbIH/IayFa APHAJIFAH HHHOBALMAIBIK KYPBUTFBL. Y III IOHICIICKTiH KOJIAHBLTYbI apKAChIHA POOOT KOFaphl MaHEB-
meKe JKOHE TYPaKTBUIBIKKA Ue, OyJI OFaH Tap KeHICTIKTepAe )KoHe apTypiIi 6eTTep)1e THIM/II )KYMBIC iCTE€yTe MYM-
KiHziK Oepeni. On ceHcopiapMeH KaHe J1aJ1 HaBUTalusuIbIK 0acKapy MEeH Keieprijiep/ieH aysiak 00Jry/ibl KaMTaMachl3
eTeTiH Oackapy >KyieciMeH »kadipIKTanraH. barmapiamanay skoHe OeiMaey MYMKIHIIKTEpI pOOOTTHI JEpeKTep
JKHHAY, [IaFbIH XKYK TachIMalJay HeMece KOpIaraH OpTaHbl OaKblIay CHSKTHI HAKTHI TAlChIpMaiapra Oeitimaeyre
MYMKiHAiK 6eperni. PoOOTTEI 6iniM Oepy, FEUIBIMU 3epTTEyNep, COHMai-aK OHEPKACINTIK JKOHE TYPMBICTHIK KOJI-
nanOanapna naiinananyra Oonaapl. OcbUtaiiia, yoI JOHIEIEKTI MOOHIBII poOOT Kazipri 3aMaHFbl POOOTTHIK
JKYHenepii 1aMbITy YIIIH Kol (yHKIHMSUIBL 9pi KeJleuleri 30p miargopma.

Tipek ce31ep: HaKTHI aybUIIIAPYAIIBIIBIK, POOOTTHIK JKYHenep, saicTep, MoHapaiblK, OoamaxK, MOHUTOPHHT.
Kipicne

Knumarteig e3repyine GaillaHbICTBI MaceNeNepAiH Oplilyi Ka3ip aybUl IIapyallbUIbIFbIH eeyll
JKOHE ayKbIMJIbl e3repicTepre yiiblpaTyda. Aya paiibl KardaiaapblHBIH ©CiNl Keje jKaTKaH 0oJ-
JKayChI3/IbIFbIHA, COHBIH IIIIHJIE TEMIEpaTypaHbIH YJIKEH aybITKynapbiHa [l], maysur MeH y3akka
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CO3BUIFaH KYPFAKIIBUTBIK [2] CHSKTHI )KHUIPEK SKCTPEMAaJIbl METEOPOJIOTHSIIBIK OKuFamap [3] koHe
TOIBIPAKTHIH MPOTPECCHUBTI Jlerpafanusichl (TaOUFy JKOHE ajgaM opeKeTi oHe T. MyHaal MOHU-
TOPHHI'CI3 TOTBIPAKTHIH CAYJIBIFBIH CaKTay, JKEPAIH OHIMIUIITIH apTTBIPY JKOHE aybUIIIapyallbUTBIK
oTiepanMsUIaphIHBIH Y3aK MEp3iMJIi eMIpIICH IIriHe KeMiIAiKk Oepy KUbIHFA coFajbl. Kaszipri aybur
IIapyalbUIBIFBIHBIH HET13T1 KypamMIacTapbIHbIH O1pi O0JIbIN TaOBIIATEIH TONBIPAK YKaFAalbIH HAKThI
YaKbIT peKUMiHEe Oaranay oCchl Oaranay apKbUIbI KEp/Ii Tai1anany THIMAUIITT MEH TYPaKThUIBIFBIH
apTTBIpyFa KeMmekTecedi. KyHapabUIbIKThIH HalIapiaybIMEH jKOHE KYHApIIBbUIBIFBIHBIH TOMEH/ICYi-
MeH OalIaHBICTBI KayinTep/i a3alTaThlH YaKThUIbI OHICYJIEep TOIBIPAK CHUIAaTTaMaIapbiH 1A 3epPT-
Tey MYMKIHAITIHIH apKachlHJIa MYMKiH Oomnaabl. JlereameH, Oyl canagarbl HET13r KUBIHJBIK aybUT
HIapyanbUIBIFBl MAMaHAAPBIHBIH Ka3ipri 3aMaHfbl 0aKbUIay KYPBUIFBUIAPHI TYpajibl OUTIMIHIH KOHE
OUTIMIHIH TypakThl OoJMaybIHIA. AYbUI IIapyallbUIbIFbl CAJaChIHBIH KONTEreH MaMaHIapbl oIl
ETIHIITIK XKa0pIKTaphl, aBTOMATTAHIBIPBIIFAH IEPEKTEP KUHAY JKYHeepi )koHe apHaibl CEHCOpIIap
CHSIKTBI Ka31pri 3aMaHFbI TEXHOJIOTHSI KYPaJIIapbIH TOJIBIK TYCIHOEH 11 HemMece AyphIC Maiinananoaii sl
(Xopomryn 2022). Pecypcrap/sl Hamap 0ackapy, Kep jKOHE Cy PeCypCTapbiH bICHIpAI €Ty, JKOFaphbl
arbIMJIaFbI IIBIFBIHAD KOHE aKbIPBIH/IA TOMBIPAKTHI OaranayablH JSJIrT MEH TUIMAUIITIH apTThIPY
MYMKIHJIITIH OFaITy OCBI O1TIM aJlIaKThIFBIHAH TYBIHIANBI [4].

ConbIMeH Karap, Ka3ipri 3aMaHfbl aybUIIIApyalIblIbIK TONBIPAKTAPhl HETi31HEH CUHTETHKAJIBIK
THIHAWTKBIIITAPFA, TepOUIIUATEpre XKoHe HUTpAT PocdarrapbiHa TOyeI i HHTEHCUBTI ayblUIIapya-
MIBUTBIK 9JIiCTEpiHe OalTaHBICTHI O©TE TepicC MaliaaaHbuTyaa. OCIMIIIK OHIMIIUTITIH apTTHIpyFa OaFrbIT-
TaJFaHBIMEH, OYJI pecypcTap/bl MIaMa/iaH ThIC JKOHE Y3aK IMaijaiaHy TONBIPAKTHIH alTapIbIKTai
HamapnaybiHa (MykanoB 2025), KOPEKTIK 3aTTap/blH a3aloblHa, Cy KO3JEpiHIH JAaCTaHybIHA KOHE
TOTIBIPAK KYHAPJIBUIBIFBIHBIH KaJITbl TOMEH/ICY1HE dKemel. XUMHUSUIBIK TeHIepIMCI3IiKTeH 0acka, cy
TaCKBIHBI MEH KYPFaKIIBUIBIK CHSKTBI SKOJOTHSUIBIK CTPeCcC (haKTOPJIAPBIHBIH KYIIEIO1 TOMBIPAKTHIH
TYPaKCHI3IBIFBIH KYIICUTE 1, COHABIKTAH OipKeIKi eMec penbed IMeH Kep TeTIMACPiH TyIbIpaIsl, Oy
KYJIIBIpAyIbIH QJJIBIH Ty YIIiH OTe IO KOHE Y3HIKCi3 OakplIayabl KakeT etemi [5]. bakpuiaymbig
THIMCI3 9IicTepi ayblI MIapyalIbUIBIFBl ©HIMI MEH OCHI ailMaKTapAaFbl TYPAKTBUTBIKKA alTapIIbIKTal
KeIepri KenTipyi MyMKiH. OnapablH YJIKEH LIBIFbIHIAPbl MEH €HOCKT1 KON Ka)KeT €TeTiH CUIaThbiHA
0alTaHBICTBI OJIAp JKH1 KYMBIC ICTEMEUTIH 00JIca Ja, TOMBIPAKTHI KK KOHE MYKUAT Oarajay/bIH
allKbIH KOKETTUIIrHEe KapaMacTaH, JOCTYpIll Tocuiaep xainmnsl 0o Kaia Oepeni. Kebinece konmen
ChIHaMa aJly JKOHE 3epPTXAHAJBIK ChIHAKTAH TYPAThIH TOIBIPAKTHI Oarayiay[lbIH JOCTYPIi dmicTepi
alTapinpIKTall YaKbIT TIEH aKIIaHbl KQXKET eTe/ll, OYJ olap/Ibl MIaFbIH KOHE OpTa MIapyarblUIBIKTap
YIILIiH KOJI JKeTiM/I1 eTei [6]. DKOHOMHKAIBIK TYPFBIIAH J1a, SKOJIOTHSIIBIK TYPFBIJIaH Ja TYPAKTHI eMEC
€CKIpreH 9JIICTep TOMbIPAK MOHUTOPUHIIHIH aBTOMATTAHJIBIPBUIFAH JKOHE YHEPIHsIHbI YHEMJICHTIH
TEXHOJIOTHSIIAPBIH KE3CH-Ke3eHMEH KOJIJIaHy apKbUIbI OJ1aH opi mmesieHice Tycei [7]. Hotmxkecinae,
aybUIIIAPYAIIBUIBIK OHEPKICIOl JONIrT MEH THIMALIIT )KOFapbhIpaK MOHUTOPHHT JKyHeepiHe Keury
KHUbIHFa coraibl. COHBIMEH KaTap, aybUIIIapyanblUIbK KepiepiH 0ackapy Tarbl Oip MaHBI3IbI YKOJIO-
THSUTBIK, MOCeNIeH1 KoTepesi: My3/bl skapy. OHBIH alTapIIbIKTalil SKOJOTHSUIIBIK KOHE OUOJOTHSIIBIK
acepiepi 6ap Oosca a, My3 Ty3iuTiMaepid Oy3y YIIIiH )KochapiaHFaH AeTOHAIMSIIAP/IbI KOJIIaHATBIH
Oyt oxic [8, 9] ani e TapThicThl. My3/1bl kKapy KOHE jKoHE KOpIaraH opTara 3UsiH KEITIPETiH dicC
peTiHe KeHIHEH albInTasIbl, OUTKEeHI OJI KeNTereH mpobiaeManapabl TyAbIPabl, COHBIH IIIIH/E
Keprimkri (ayHara yiakeH Oy3bpUTynap, TaOMFW OPTaHBIH TypakThl e3repictepi [10] xone enmi
MeKeH/Iep MeH MHPPaKyphUIbIMFa bIKTUMAN KayinTep [11]. MyHaait 3usHab! omicTep Kayircis KoHe
TYPaKTHl aJIMACTBIPFBIIITAP/ABIH OONybIHA KapaMacTaH oJli Jie KOJJaHBUIAAbI, Oy y3aK Mep3imjii
KOpIIIaFaH OpTaFa dcepi jKOHE MY3/IbI )KOIO CasCaThIHBIH KaXXETTUIIr Typasibl CYpaKTap TYIbIPaJIbl.
Kahannany xoHe eHOEK HApBIFBIHIAFbl ©3TE€PICTEpP TEXHOJIOTHS MEH SKOJOTHUSUIIBIK MacesenepacH
Oacka aybUIIIapyalIbUIBIK KYMBIC KYILIIHAE /1€ eNeylli e3repictepi Tyasipaabl. Kenteren oTaHabK
JKYMBICIIBUIAP JKYMBICCBI3BIKTEI OacTaH Kellipyae, eHMTKeHI KpeaTHBTI TeXHOJOorusap OesceHsl
TYPZE JKacaJblll, aybUTIIAPYAIIBUTBIK TOKIPHOECIHE EHT131JICe 11e, )KEeKe MapyalblIbIK HeJlepi )KOFaphbl
OUTIKTI MIETEeNIIK MaMaHIap bl KaJaayIsl KeOipek Kanaiapl. by capammisiuiap HHTErpanusianFal
ABTOHOM/JIbI TEXHOJIOTHSUIAD MEH aBTOMATTAaHBIPBUIFAH aybUIIAPYAIIbUIBIK KYHENIEepiHiH KYMBIC
ICTeylH TepeH TYCiHenl, Oy oNlapblH aybUIIIapyallbUIbIK ONepalysIapblH KaHAPTKBICHl KEJIETIH
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KOMIaHusUIapra corikectenaipeni [14]. by skeprimikTi aybul mapyambUIbIFbl )KYMBICIIBIIAPBIHBIH
YKYMBICCBI3 KaJTybIHA 9Kyl MYMKiH, OYJ1 TEHCHIIUS Kep pecypcTapbiH OacKapy MEH aybul [iapya-
IIBUTBIFBI OHIPICIHIH 0acKa cayajapblHa Tapalybl MYMKiH. AJIaFbl KUBIHIBIK — SKEPTUTIKTI aybLl
apyanibUIbIFBl MaMaHAAPbIHBIH TEXHUKAJIBIK OiJliMre Toyeni canaga Oacekere KadijaeTTi OOJIbII
KaJIy YLIIH KaKeTT1 JalbIH/BIK [1EH JIaF IbIIap/ibl MEHIepyiHe KO3 xKeTKi3y. OCbl ©3€KTi MoceseIepMeH
KYpecCy TeXHUKAIIBIK HHHOBAIIMSUIIAP/IbI, CasiCaTThl ©3repTy/Ii )KoHe OarpITTaFaH OiriM Oepy kobaa-
PBIH OIpIKTIPETIH MYKHST, KOII Cayiajbl CTPATCTUSHBI Tajlall eTeli. TombIpaKk MOHUTOPHUHTIHIH 3a-
MaHayHu 9JIiCTepi KeHIHEH TaHbIMajl OOJybl KEPEK, aBTOMATTAHIBIPbUIFAH MICHIIMICP KaObUIIaHybI
KEpEeK oHe aybLIIIapyallbUIbIK OHEPKACIOIHIH KIMMATThIH ©3repyiHe HeFypibIM Te31MI1 O0IybIHA
KOMEKTECY KOHE Y3aK Mep3iMJi OHIpIC MEeH SKOJOTHSUIBIK TYPAKThUIBIKKA KEMmuIIiK Oepy YIIiH
xKepai 0acKapyIblH TYPAKThl TOXKIPUOECIH KOIAaHY KaXKeT.

Marepuajigap MeH djicrep

Bacrankpiia aiiMak TYpFBIHAAPBIHBIH SKOJIOTHSI MEH Ta3a OHIMIEP MEH a3bIK-TYJIK OHIMICpiH
HIBIFAPMANTHIH OCBIH/IAN JJaMy/IaFbl OHIMIepre OaiIaHBICTHI )KOFaphl TEXHOJIOTHSFA YKOJI OepliMeii-
Il IeTeH CeHIMIH KaMTUTBIH MOCEJIeHI HHJEKCTEY Typalibl oTiHin Oap. bipak anammap mpouecrepai
aBTOMATTaHBIPY Ta3a aybUT IIapPyalIbUIBIFEI OHIMIEPIHE ocep eTIeHTIHIH TyciHyi kepek (Grigoruk
et al., 2024). TonbIpak MOHUTOPUHT1 MEH aybUI MIAPYaIIBUIBIFBIHBIH TYPAKTBUIBIFBIMEH OaiIaHBICTHI
©3EKTi MacemeNepi THIMII IIeNTy YIIiH OYJI 3epTTey HHHOBALUSUIBIK, [IIAFBIH ayKbIM/IbI, ap3aH KOHE
SHEPTUSHBI YHEMICHTIH MOOWIIB/II poOOT TuiaTopMachiH YChIHAABL. Byt xyiie TombIpak aFaaibiH
Oaranayyibl OHTAWIAHABIPY YIIiH apHAWbl 93ipJICHTeH, COHBIMEH Oipre Kojl eHOeriHe ToyeNIiIiKTi
a3zalTy JKoHe KOpIIIaraH opTara ocepi azauTy [15]. 3amanayn gaTdukTepMeH sKaOIbIKTaIFaH poOOT
rutatopMachkl TOTBIPAKTHIH MaHBI3Ibl KacHETTepiHEe, COHBIH INIHIE BUIFaJ JEHTeWJIepiHe, TeM-
neparypa aybITKyJIapblHa JKOHE KYPBUIBIM/BIK TYPAKTBUIBIKKA KATBICTHI HAKTHI YaKbITTAFbI JIEPEK-
TEp/ll JKWHAyFa, OHJICYTe jKoHe Oepyre KaOuIeTTi. Y3IIKCI3 oHE KOFaphl JOIIIKTEri OaKbLIayIbl
KaMTaMachl3 €T€ OTBIPHIN, OYJ TEXHOJOTHUS aybLIIIApyallbUIbIK THIMILTIIT MEH TYPaKTHUIBIFBIH
alTapabIKTall apTTHIPAIbl, COHBIMEH Oipre aknaparTaHAbIPbUIFaH MIEHIM KaObuIaaysl KaMTaMachl3
eTeqi. YChIHBUIFAH YII JOHFAJIaKThl poOOT TuiaT(opMachl KONTEreH CTPATETUSUIBIK apThIKIIBUIBIK-
TapIbl YCHIHAABI, OYJI OHBI aybUIIIApYyalIbUIBIK KOJTAaHOANaphl VIIH TaMalra ImemriM eremi. by
ApTHIKIIBUTBIKTAPFa MBIHAJIAP YKaTaIbl:

(a) Oprypi penbedTepe, COHBIH ilTiHE OIPKENKi eMec )KOHE OMIIBI-KBIPIIBI ay bUIIIAPYaIIbLUTBIK
aJKanTapblHJA Y3I1KCI3 HABUTAIMSIFAa MYMKIH/IIK O€peTiH KOFapbl MaHEBPJIIK )KOHE TYPAKTHUIBIK.

(b) llepektep »uHAy TpOIECTEpiHE aJaMHBIH TIKeIeH apanacy KaKeTTUIIMNH a3alTaThiH
ABTOHOM/IBI YKOHE KAIlILIKTaH 0aCKapbUIATBIH JKYMBIC PEXKHMIEPI.

(c) Jepexrepmin MomAiriH, CEHIMAUIITIH KOHE THIMIUTITIH apTThIpyFa OKEJETIH IO TOIBIPaK
0aKplIay CEHCOPIIAPBIHBIH JKETULIIPUITeH HHTETPAIHSCHI.

(d) larea dhepmeprepre, FHUIBIMU-3€PTTEY HHCTUTYTTApbIHA KOHE aybUI IIAPyallbUIbIFbIHBIH
TOYeJICi3 MaMaHapbIHA TOMBIPAKTHI OaraayablH 03bIK TEXHOJOTHICHIH KOJDKETIM/II €Ty, YHEM/ILITIK.

(e) Typni aybUTIapyamIbUIBIK JKaFJaiaapbl MGH MOHUTOPWHI TajalTapblH KaHAFaTTaHIBIPY
YILIiH )XYHEeH1 e3repTyre )KoHe KeHeHTyre 001aThIHABIFBIH KAMTAMAChI3 €TETiH OeiiMIely )KoHe Mac-
mrra0Tay.

AnnpiHFBl OeniMIe TaNKbUIaHFaHIAH, aybll MIapyallbUIBIFBIHIAFBI TYPAKTBUIBIK — TEXHOJO-
THSUTBIK, DKOJIOTHSUIBIK JKOHE SKOHOMHUKAIIBIK (PaKTOpIapIsl MYKHAT KapacTHIPYAbI Tajlal €TeTiH KOl
KbIpJIbl Macesie. Tonblpak MOHUTOPUHTIHE apHaJlFaH POOOTTHIK XKyHenepai OipiKTipy pecypcTapabl
naiiiananynpl jKakcapTy *KoHE KOpIIaraH OpTara KarbIMCHI3 dCepiiep/i a3alTy apKbUIbl TYPaKThI-
JBIKTBIH HET13r1 NMpUHIUNTEpiHe coiikec keneni [16]. JlereHMeH, TypakThl aybUIIIapyallbUIbIK
TOXKIpUOECIH eHTI3yeri HeTi3ri Keaepruiepain 0ipi — caina MaMaHIAPBIHBIH JKaJIIbl Xa0apaapIbIFbl
MEH TeXHHUKAJIBIK TOXKipUOECiHIH KOKTHIFBL. KenTeren MamManaap 3aMaHayy aybUIIIApyalIbUIbIK TEX-
HOJIOTUSUTAPBIHBIH QJICYETIH TONBIK MaifaliaHa ajiMaibl, HOTHXKECIHIE MOHHTOPHHI IpOLECTepi
THUIMCI3, OTIePALMSUIBIK IIBIFBIHAAD YIIFasi/Ibl )KOHE pecypcTapabl Hammap 6ackapanbl. TuicTi Mbpican —
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KOJIIK CEKTOpBI CHSKTHI 0Oacka cajanapiarbl XYMBICIICH KaMTy JAWHAMHKACHIHBIH aybICybl, OH/a
XKYPTi3yILIiCi3 TaKCUIIEp alaM KYPri3ylIUIepiH alMacThIpAbl, OyJl KeH TapajfaH >KYMbIC OpBIH-
napeiH xorantyra okenmi (17). Con cusKTbl, OYpBIH TalKbUIAHFAHANW, ABTOMATTAHIBIPY JKOHE TEX-
HOJIOTHSUIBIK XKETICTIKTEp aybUT MIAPyalIbUIBIFBIHAAFbI )KYMBIC KYIIIIH KalTa KYphUIBIMIAYFa bIKIal
eTiN, )KYMBIC KYIIIIH JaMBITYIbIH JKaHa CTpaTerusyiapbiH KaxkeT eteni. Keneci GemiM ochl gaMbIn
KeJIe JKaTKaH JaHAmadTTarbl bIKTHMaJ IIeNTiMaep MeH OoJammak naMmysaapasl 3eprreiai. Koprraran
OpTaHBbI KOPFay KOHTEKCTIHJIe MYHAHIBIH TO3Ybl, XMMUSUIBIK JaCTaHy JKOHE KIMMATTHIK Oy3bLTyIIap
aybUl IIApyallbUIBIFBl OHIMIUIITIHE eneyl Kayinm TeHxaipeni. Ochl SKOJOTHSIBIK MpobieMaapra
BIKIIAJI €TETIH HETI3r1 MJceJie TOIbIpaK MOHUTOPUHIT TEXHOJOTHsUIApbIH TUIMCI3 Maiinanany, Oy
kebOiHece kepai Oackapy OOMBIHIIA AYpHIC e€MecC MIeIMIMIEPre KOHE PeCcypCTapiblH KaKeTci3
CapKbUTybIHA oKenesi. TombIpak KargaiiblH Iyphic Oaranamay IIaMaZaH ThIC HEMece JKEeTKUTIIKCI3
apajacyfa, Calblll KeJITeH/e, TOMbIPaK APO3MICHIH, KOPEKTIK 3aTTapAblH CAPKBUIYBIH YKOHE KYpbI-
JBIMHBIH TYPaKCBI3IBIFBIH KeIeIIeTyl MyMKiH. Ka3ipri yakpITTa TOMBIpaK MOHHTOPHHT1 HETi3iHEH
CIYTHHKTIK TYCIpUTiMaep apKbUIbl Kypriziieni. CIyTHHKTIK JepeKTep KYHAbI TYCiHIKTep Oepre-
HIMEH, KONTereH aybUIIIapyallbUIbIK MYIEJ1 Tapantap CaHTUMETp JeHreniHaeri 1aiairi 6ap 197,
JKOFaphl aXKBIPATHIMABUIBIKTAFbl aKMapaTrThl KakeT eTeni. byn Moounbai pobot minardopmamapbl
YILIiH epicTi 6aKblIay MEH KapTaHbIH JQJIITIH apTThIPY YIIiH Oipereit MyMKiHik 6epesi. CIlyTHUKTIK
KapTajapasl poOOTTHIK KYHEIEPMEH KHHAJIFaH JKepIIeri JepeKTepMeH OipiKTipy apKbUIbI TOIBIPAK
JKaFaibIH OaraayIblH JOJIIITIH alTapiIbIKTal )KakcapTyFra 0omaapl. 1-cypet poOOTThl OaKbLIayIbIH
CIYTHHMKTIK KapTa »acay TeXHOJOTUSUIAPHIMEH HMHTETPALMSICHIH KOPCETETIH TUNTIK KOJAaHOAIbI
CIICHApHUI1 KepceTei. AybUIapyambUiblK KonganOanapsiHaH 0acka, OyJI TEXHOJOTHSUTBIK TY)KbI-
peIMIamMa My3 KaJbIHABIFBIH OaKbUIayFa Ja KeHEeHTLTyl MyMKiH. JKeTiIIipiireH CeHCOPIIbIK TEXHO-
JIOTHSIIAP/IbI KOJIIAaHA OTBIPBIT, MY3JIbIH KaJIBIHJIBIFBIH HAKTHI YaKbIT PSKUMIHJIE Tajay YIIiH po-
OOTTHIK TUIaTGOpMaNIapasl KOJIAaHyFa 0omambl, Oy My3abpl OacKapyIablH Kayirci3 )KoHE THIMIIPEK
TOXKipuOeciHe MyMKiHIiK Oepeni [18].
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Cyper 1 — ApHaiibl ceHcopapbl 6ap epaeri MOOMIIbII IIaT(hOpMaHbI MaiiianaHa OTHIPHII,
aybLT IAPYaIIbUTBIFBIHIA JEPEKTEPIl KIHAY dJIicTeMeci

TeXHONOTHSIIBIK MHHOBALIMSIIAP/IBIH ACTIEKTUIEPi, YCHIHBLIBII OTBIPFAH YII JOHFAIAKThI POOOT
wiaTGopMacsl TOMBIPAKTH OaKblIdy TEXHOJOTHSCHIHIAFBI eneyii rnporpecti 6unaipeni. MaTepHer
3artapel (IoT) ceHcopmapsl, kacanapl WHTEIUIEKT (Al) HeriziHaeri aepexTepl Tanmay >KoHE
ABTOHOM/IbI HABUTAIIMS MYMKIHIIKTEPIH KOCY apKbUIbI OYJI KY€ TONbIpaK >KarIalblH OaraiayIblH
JOJIIITT MEH THIMILIITIH aiTapiblKTaid skakcapraabl. KoJdMeH chlHaMa allyFa jKOHE 3epPTXaHaJIbIK
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Tajjayra HeTi3/eNreH TOMBIPAKThl Oaraiay/lbiH JTOCTYPIII 9MIICTEPi KON YaKBITTHI KOHE KbIMOATTHI
FaHa eMec, COHbIMEH Karap ajaM Karejirie jae Oeiim . Kepicinmie, poOOTTHIK Tu1aTopmMa HAKTHI
YaKBIT PSKUMIHIC IEPEKTEP Il KIUHAYIBI )KEHUTIETe 11, CHOCK TajanTapbiH ailTapIbIKTall TOMEHIETE i
JKoHe Oaranay JIoJAIriH apTThipaibl. POOOTTaHABIphUIFAH OaKbllay KYMECIHIH HET13r1 epeKIIeNiri
3epTTey alMarbIHbIH HAKTHl YaKbIT PEeXUMIHJET! IUQPIBIK KapTachlH Kypy. bysl MHTepakTHBTI
KapTa TOIBIPAK >KaFJaibIHBIH JKaH-KAKTHI YKOHE JWHAMHKAJIBIK BU3YaJIH3alUsACBIH KaMTaMachl3
eTeTiH OapibIK JKUHAIFaH JepekTepi Oipikripeni. CIyTHUKTIK CypeTTepll JalajblK KapTalaHFaH
JEPEeKTePMEH OIpIKTIpy Y3IIKCi3 KaHApPTyJIap MEH HaKThl TaljayFa MYMKIHIIK OepeTiH IOINIIKTI
of1aH api apTThIpaabl. KambikTan 6ackapy *oHe aBTOHOM/IbI HAaBUTaIlHsl pKbLUTBI aybUTIIAPYaITbLTBIK
MaMaHIaphl YIKEeH QU3UKAIBIK €HOSKTI KaXeT eTIeCTEeH HeMece IOCTYPIIl KOKTepre cyiieHOecTeH
TOMBIPAKThl MYKHST Oarajay/bl )Kyprize ajgaabl. DHeprusi THIMIUIIT TYPaKThl aybll IIapyallbUIbIFbl
TOXIpHOECIHIH TaFbl Oip MaHbI3bl GakTophl Oonaabl. PoboT miuardopmace! eq a3 KyaT TYThIHYMEH
KYMBIC ICT€yre apHalFaH KOHE OHBIH apXUTEKTypachl KYH MaHENbAEpl CHUSAKTHI KaHAPTHUIATHIH
SHEpPrusl Ke3aepiH OipikTipyre MyMKiHIIK Oepeni. KaHapThUIMANTBIH pecypcTapra TOYENIUTIKTI
azaiiTa OTBIPBIIN, OYJI TEXHOJIOTHS aybUIIIApyallblIbIK MOHUTOPHHTI ONepausiIapbIHBIH KOMipTeri
131H a3aiiTyFa, aybUl [IapyallbUIbIFBIH KOJIOTUSIIBIK TYPFBIIAH TYPAKThI €Tyre bIKman eteni [19].

Byran Koca, KIIMMAaTTBIH ©3repyiHEeH TybIHIaFaH KYPFAKIIBUTBIK MIEH CY TACKBIHBIHBIH KU UTITTHIH
apTybl OCHIMACITEH aybll IapyalIbLUIBIFBI CTPATeTUSIAPbIHBIH KakeTTuTiriH kopceteni [20]. Po6or-
TaHBIPBUIFAH KYHE BUTFAl ACHIeHiH, pesbed skaFIalbIH )KOHE KYPbUIBIMJIBIK TYTACTHIKTHI Y3/1KCi3
Tajay apKbUIbI TOMBIPAKTHIH MAaKCATThl MOHUTOPUHTIH KEHUIAETe . byl HaKTHI yakbITTars! Oara-
Jay Heri3/ieireH ILIeliM KaObUiaayFa, sKepli HaijianaHy TUIMIUITIH apTThIpyFa jKOHE KOpIIaraH
OpTaHBIH TO3YBIHBIH Y3aK MEP3IM/Ii CallapblH a3aliTyFa MYMKIHAIK Oepemi. YT JOHFaJIaKThl poOOT
1aTGopMachl 03bIK TEXHOJIIOTUSUIBIK KETICTIKTEP, TYPAKTHI SKOJIOTHSUIIBIK CTPATETHSIIAP/IbI KOHE
YHEMII mienrimaepi 6ipikTipe OThIPBII, TONBIPAK KaFAaliblH OaKblIayFa OipTyTac KoHe OOJIAIIaKThI
OMJIAaNTBIH TOCUTII YChIHAMBI. Byl skyiie ecKipreH aybLIapyamibuIbK TOKIpUOCCIHIH THIMCI3IITIH
KapacThIpaJibl, pecypcTap/nl NManjaiaHy/abl OHTAMIaHIbIPA/Ibl JKOHE calla MaMaHIapbIHbIH OiTiMiH
JaMBITYFa BIKIAN eremi. HoTwkeciHae Oomnamiak aybUTIapyanibUIbIK KYHenepi TYpakThIpaK FaHa
eMec, COHbIMEH Oipre AepekTepre HEri3[eNreH, MKeMJl KOHE KIUMaTKa OaillaHbICThl KHUbIH-
IpIKTapra Oeiimuenrim 6onanbl. COHBIMEH KaTap, KOMIBIOTEPIIIK KOPY MEH MAIIMHAJBIK OKBITY
TEXHOJIOTUSTIAPBIHBIH, MHTETPAIMSCHI J)KYHCHIH MYMKIHIIKTEPIH KCHEUTY YIIIH KOCBHIMIIIA MYMKIiH-
nikrep Oepeni. Keckinai TaHyIbIH KETUIIIPUITEH alTOPUTMICPIH apaMIlenTep, TacTap, arail Ta-
MBIpJIApBl KOHE OacKa KeAepruiep CHUSKTHI HETI3Ti aybUIIapyallbUIbIK €PeKIIeTIKTepiH aHBIKTAy
YILIiH naiaananyra O6omnajasl. by akmapartel ja3epiiik apaminenTepAl TazapTy MammHaiapsl [20],
aBTOHOM/IBI JKHHAY KyHenepi jkoHe 0acka /a MaMaHJaHIBIPhUIFaH aybUIIIAPYaIIbUIBIK KeJIKTepi
CHUSIKTBI K€H ayKbIMJIbI 1)1 ET1HIIUTIK TEXHOJIOTHSJIAPBIHBIH THIMIUTITIH apTThIPY YIIIiH Nai1ajanyra
6osanpl. by xonpanGanmap Kasipri yakplTTa OuliM Oepy »KOHE SKCHEpUMEHTTIK MakcarTap YIIiH
3€pTTEIII )KaTKaHbIMEH, OJIap/IbIH JKaKbIH OOJIAIIaKTa HAKThI QJIEMJIE 1CKEe achIpy YILiH alTapIIbIKTai
aneyerti O6ap. KockiMIiara eHri3uireH Kojeke rneH npuHuunrep. Tyracrait anranaa, poOOTTaHIbIPbLI-
FaH TOIBIPAK MOHHTOPHUHTI Iar(opMaapblH d3ipiiey KoHE €HTi3y aybll HIapyamibUIbIFBIH JKaH-
FBIPTYZIAFbl YJIKEH KajaM. TeXHOIOTHs MEH TYPaKThl aybUIIIAPYalIbUIbIK TOKIpHOECi apachbIHIarbl
QJIIIAKTHIKTHI KO0 apPKbUIBI OYJT TOCUT TUIMALIIKTI apTTHIPBII KaHA KOWMaii/1bl, COHBIMEH KaTap KOop-
IIaFaH OPTAHBIH XBUIJAM ©3Tepyl MEH TEXHOJIOTHSUIBIK SBOJIOLMS ToYipiHIAEe Y3aK MEep3iMIi aybul
[IapyalIbUIBIFBIHBIH OMIPIICHJIITH KaMTaMachl3 eTell.

Arpodepmanarsl TOKIprOeTiK chiHaK. CHHTETHKAIBIK MOJICIIBICY/ICH albIPMAITBLTBIFbI, HAKTHI
QJIeM/JIeT1 ChIHAKTAP YChIHBUIFaH POOOT MIaT(opMachIHbIH MIPAKTHUKAIBIK MYMKIHIIKTEpiH Oaranayaa
HICNIYII pej aTKapajabl. TeXHONOTHSIIBIK TOKIPHOEINIK Yiriiep YUIiH apHaibl ChIHAK ajlaHIapblH
KYpy MakKcaTbl 2-CypeTTe KOpCeTUIreH e, AJMaThl KalachIHBIH TOHIPEriHIe MIOFbIpianFaH. by
ChIHAK aJaHJapbl HAKThl ayblUl LIApyallbUIbIFbl XKaFAalblHa MIaT(GOpMaHbIH OHIMAUIITIH XKyHenl
Typae OaranayFa OONAaThIH OaKbIIAHATHIH OpTajap PETiHIC KbI3MET eTe]I.
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Op TYpJli THUNTETi JAaTYMKTEp apKbUIbl KOpIIaFaH OpTa MEH TOIBIPAaK MapaMeTpiepiH OenceH-
I Oakpuiay CITyTHHUKTIK CEHCOpJap/bl KOcmaiabl. MeXaHHWKaJbIK, a3, bUIFAJIIbUIBIK JKOHE TEM-
neparypa cencopnapsl kipeai. Temmeparypa ceHcopiapsl TONBIPAK IEH aya TeMIIEpaTypachIHBIH
e3repyiH OakplIayFa MYMKIHJIK Oepei, OyJ1 arpOHOMUSIIBIK KOHE KIMMATTHIK 3€pPTTEYNep YIIIH oTe
MaHbI3bI. bITFamapUIbIK CEHCOpNIaphl TONMBIPAKTHIH BUIFAIABUIBIK JACHICHIH OIIIeH i, Ochuiaiia
cyapy ToxipuOeciH xadapaap eTel JKoHe aybUIapyanblIblK OHIMILUTITIH apTThIpaabl. DKOXKYHenep
MEH TOMBIPaKThl Oarasiay KOMipKBIIIKbUI Ta3bl MEH aMMHUAK CHUSKTBI KOCBUIBICTAPbl aHBIKTAyFa
KaOUIeTTi Ta3 JaTYMKTEPiH KakKeT eTelli. KpIChIM %KoHEe KepHEY CEHCOPIIaphl CUSKTHI MEXaHUKAJIBIK
CEHCOopIIap aybUl MIApPyaIIbUIBIFBl MEH DKOJIOTHSI YIIIH ©T€ MaHBI3Ibl TOMBIPAKTHIH THIFBI3IBIFI MEH
TBIFBI3IATYBIH aHbIKTAN B! [21].

JXylieHiH CbIHAK alaHBIH/IA UHTEPHET >KbULAAMIBIFBIH oey Speedtest miardopmacsl apKbLIbI
KYPTi3ii, 01 KeJlecl HOTHKeNepl KepceTTi (TecT KyHi: 29 Haypbi3 2025 x.). ©mniey HOTHXKenepi
3-cypeTTe KOpCETUITEeH.

CORMICTIONS.

Cypet 2 — MoanimerTep/i TachiMalijiay KbULIAM/IBIFbIH TEKCEPY.
Jepekkes https://www.speedtest.net/.

byn Toxipuberik HeTi3IepAiH MaHBI3IBI acIEKTiCl ONapJbIH KCHIPEK FBIIBIMH 3EpTTEyJepre
KOCKaH yJeci. TaHmanraH aiiMak >KepriTikTi (ayHaHbl, OCIMIIKTEPAiH YKOKYHECIH XKOHE Cy pecypc-
TapblH OacKapyabl 3epTTEy/Ai KOca ajFaH/a, KOJOTHUIBIK TYPAaKThUIBIKKA KaThICTHI OaThLI OacTa-
Masiapra OesiceH 11 Typ/ie KaTbIcaibl. OpTYpIll MEKeMeep/iH FaIbIMIapbl MEH MaMaH/1apbIHA 3epTTEY
aJlaHAapbIH YChIHA OTBHIPBIN, OYJI CHIHAK alaHIapbl OHAPAIBIK BIHTBIMAKTACTBIK IEH TEXHOJIOTHSI-
JIBIK TIPOTPECKE BIKIAT €Te/Ii.

Atita xerepimiri, Oyn Heicanmap Kaszakcran-bpurtan texuukanbik yauBepcuteTiHiH (KBTVY)
3epTTEyIIiJiepi MEH CTYACHTTEPI YIIiH 6T¢ MaHbI3/Ibl. ITHHOBAIUSIIAp MEH KOJIJIaHOAbI FHUTLIMHBIH
opranbirbl petinae KBTY teopusisik Momenbaep MEH 3epTXaHajga d3ipJeHreH MEeNnMIepa ic
KY31HA€e pacTayra OoJaTblH HAKThl TOXKIPHOENIK KarJailiapra Kol JKeTKi3y[IlH MaigachlH Kepemi.
AxazeMusi MEH J1ajaiblK TOKIprOe apachIHIaFbl OyJI ©3apa dpeKeTTECTIK pOOOTTHIK IIaT(OpMaHbIH
Kazakcranaa »xoHe ol1aH THIC JKepiepie AIMe-IoM aybUl MapyallbUTbIFBIHBIH HAKTHI MiHIETTEpiHE
JKayarl Oepy YIIiH KaTaH CbIHAKTaH ©TYiH, HAKThIJIAHYBIH XKoHe OeiliMIeTyiH KaMTaMachl3 €Te/l.

Tomblpak MOHMTOPHHTT MEH aybl MIAPYyaIIbUIBIFBIHBIH TYPAKTBUIBIFBIMEH OAlIaHBICTBI ©3€KTi
Mocenenep Il THIM/II HIeNy YIIiH OyJ1 3epTTey HHHOBALMSIIBIK, IIAFbIH ayKbIM/Ibl, ap3aH jK9HE dHEp-
THSIHBI YHEMJIEHTIH MOOWiIbII poOOT muardopmachiH yChIHAABL. Byi kyile Tomblpak >karqaibiH
Oarayay/bl OHTAWIAHABIPY YIIIH apHAibl 93ipJCHIeH, COHBIMEH Oipre Koy eHOeTiHe TOYCJIUTIKTI
a3aiiThIN, KOpLIaraH opTara ocepil azaiTajasl. 3aMaHayd JAaTUYUKTEPMEH KaOIbIKTaIFaH poOoT
iaTGopMacsl TONBIPAKTHIH MAaHBI3/Ibl KaCHETTEpiHe, COHBIH IMIiH/AE bUIFall ACHrellIepiHe, TeM-
neparypa aybITKYJIapblHa JKOHE KYPBUIBIM/IBIK TYPAKTBUIBIKKA KATBICTHI HAKTHI YaKbITTAFbl JCPEK-
TepIi JKWHAyFa, OHICyTe jkoHe Oepyre KaOuTeTTi. Y3IIKCI3 KoHE KOFaphl JOIJIIKTETi OaKbLIayIbl
KaMTaMachl3 €T€ OTBIPHIN, OYJ TEXHOJOTHUS aybLIIIApyallbUIbIK THIMILTIIT MEH TYPaKTHUIBIFBIH
aliTapibIKTail apTTHIPabl, COHBIMEH Oipre akmaparTaHIbIPbUIFaH HISHIM KaOblI1ayabl KAMTaMachl3
eTeqi.
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Cypet 3 — CbIHaK MOJUTOHBI.
Anmarsl oOnbickiHaFbl basa CynTaHOeKoBaHBIH arpod)epMa ayMarbl, ICPEKKO3:
Google Earth, https://earth.google.com/, aBTop OipikTipreH.

¥YCBIHBUIFAH YII JOHFAJAaKThl PoOOT miiardopmachl KONTEreH CTPAaTeTHsUIbIK apThIKIIBUIBIK-
Tap/bl YChIHABI, OYJI OHBI aybUIIIAPYAIIBUIBIK KOJIIaHOATaps! YIIiH TaMala IemiMm eteai. byt ap-
TBHIKIIBIIBIKTAPFa MBIHAJIAP JKaTabl:

(a) Oprypri penbedTepae, COHBIH IMIHIE TETIC €MeC JKOHE OMIIBI-KBIPIBI aybUIIIapyallbUTbIK
aJKanTapblHJA Y3I1KCI3 HABUTAIMSIFA MYMKIH/IIK O€peTiH KOFapbl MaHEBPJIIK KOHE TYPAKTHUIBIK.

(b) lepextep »xuHay TpoliecTepiHe aJaMHBIH TIKEJIEeH apajacy KaKeTTiJTriH a3alTaThlH aBTO-
HOM/IBI KOHE KAIIBIKTaH 0aCKapbUIAThIH KYMBIC PEXKUMIEPI.

(c) Hepexrepmin momairiH, CEHIMAUIITIH KOHE THIMIUTITIH apTThIpyFa OKEJETIH I TOIBIpaK
0aKplIay CCHCOPIIAPBIHBIH JKETULIIPUITeH HHTETPAIUSCHI.

(d) larea dhepmeprepre, FHUIBIMU-3€PTTEY HHCTUTYTTApbIHA KOHE aybUI IIAPyallbUIbIFbIHBIH
TOyeJCi3 MaMaHIapblHa TOMBIPAKTHI OaFanay/iblH 03bIK TEXHOJIOTHACHIH KOJKETIM/II €Ty, YHEMALTIK.

(e) Typni ayputmapyambUIbIK KarJaiiapbl MEH MOHMTOPUHT TajlalTapblH KaHAFraTTaHIBIPY
YIL1H )XYHEeH1 e3repTyre )KoHe KeHelTyre 001aThIHABIFbIH KAMTAMAChI3 €TETiH OeiMIerny )KoHe Mac-
mraoTay.

DKOHOMUKANBIK TYPFBIZIAH AJIFaHJa, TOMBIPAKTHI OarasiayblH JSCTYPIl KYpalaapbIHbIH JKOFa-
pBI KYHBI, dcipece MaFbIiH )KOHE OpTa aybUIIapyaliblIblK KOCITOPBIHAAPHI YIIIH KOJDKETIMILTIKTI
mekTeinai [22]. KomkeTiMai, MOIyIbIIK POOOTTHIK KYHEH1 931piiey oeTTeri Oakpliay *KaOablFbIHa
yHem/ii 6ajiaMa YChIHA OTBIPBIIN, OYJ1 MOCENEH] MIeIe .

OKOHOMUKAJBIK apTHIKIIBUIBIKTApIaH 0acka, poOOTTHIK Iu1aTgopma Oi1iM Oepy MEH KYMBIC KY-
IIiH JaMbITyJa IIemyi pes atkapazisl. KenrtereH aybul miapyalibUIbIFbl MaMaHAAPBIHBIH Ka3ipri
3aMaHFbl MOHUTOPUHT TEXHOJIOTHSIIAPHI OOWBIHINA JKETKIIKTI JalbIHIBIKTAPhI JKOK, OYJI OapabIy
TYPaKThl TOKIpUOETIEepl €Hri3y MYMKIHIIKTEPiH MICKTEH . YHUBEPCUTETTEP MEH FHUIBIMH-3EPTTCY
MeKeMeJepl CTYIEHTTep MEH MaMaH1apFa TOMBIPAKTHI 1o Oaraiay OOMbIHILA TOKIPUOETIK ToxIpuoe
Oepe OTBIPBII, OCHl POOOTTAHABIPBUIFAH KYHEHI ©3[€piHiH aKaJAeMUsIIBIK OKY OarapiaMasapbliHa
OipikTipe anansl. by aybul mapyaubiibiFbl MaMaHIapbIHBIH KeJIeCl YprarblH TYPaKThl aybll IIa-
PYalIbUIBIFBI HHHOBAIMSIIAPBIH JKYPIri3y YIIIH KaXKeTTi TEXHOJOTHSIIBIK TOXKIpHOeMeH kaOabIKTal-
FaHBIH KaMTaMachI3 eTei [23].
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AybUT mapyambUIbIFel MIHIETTEPIH aBTOMATTaHIBIPYABIH KYILICIO1 JKYMBIC KYIIIH ayBICTBIPY
TypaJibl aTaHAayIIbUIBIK TYABIpabl. JlereHMen, MoOmIbAl poOOTTHIK Miardopmanapasl Kadbuiaay
aBTOMATTaHABIPY, POOOTOTEXHUKAHBI OaFapiiamaiay )KoHe JdJIMe-I0] aybUl IapyallbUTbIFbl CUSKTHI
cajanap/a >KyMBICHIBUTAPABIH OUTIKTUIITIH apTThIpy *oHE KaiTa jJaspiay MYMKIHIIKTEpiH amaibl.
Bbonamak mamanapra poOOTTHI JKylenepi naijanany >koHe TEXHUKAJIBIK KbI3MET KOpPCeTy, acipece
JIOJT eT1HIIUTIKKE apHaJIFaH aBTOMOOMIIb TuTaTopMaapbelH OacKapy ykoHe Oarmapiamanay OOWbIHIIA
TOXKIprOe amy KaxeT. bys1 maraputapbl JaMbITY KYPTi3yIIici3 KeJKTep MEH aBTOMATTaHIbIPbUTFaH
aybUIIIAPYAIIBUTBIK TEXHOJIOTUSUIAPBIHBIH ©CYIHEH TYBbIHaFaH )KYMBICCHI3/IBIK KayIliH a3aiiTyra, Tex-
HOJIOTHSUIBIK TYPFBIIAH HEFYPIIBIM Ie0ep JKYMBIC KYIIiH IaMBITYFa KOMEKTECE/I].

TombIpak MOHMTOPHUHT1 YIIiH MOOWJIBII POOOTTHIK TUIaTdopManapabl JaMbITy aKbUIIbI )KOHE
TYPaKTHI aybLT MIAPYyalIbUIBIFbIHA Kapai KEHIPEK aybICHIMHBIH OeJ1iri 0omaael. Anaiiaa, Oy TEXHOIIO-
THSUTapIbl THIMIII SHTI3yAeTi Heri3ri Kelepri aybul MapyambUIbIFbl MAMaHaPBIHBIH OUTIKTUTITT MEH
XxabapAapibIFBIHBIH KOKTHIFBL. KenrereH mMamanmap 3amaHayn Oaxpuiay >XKaOABIKTapbIHBIH MYM-
KIHJIKTEPiH TOJIBIK TYCiHOEHII Hemece maijaanaHOanpl, OV TOMBIPAKThl THIMCI3 Oackapyra, pe-
CcypcTapzbl IIamMaJlaH ThIC TYThIHYFa XKoHE OHTAMIaHIbIPYy MYMKIHIIKTEpPiH Ki0epin anaabl. TexHo-
JIOTHSUIAp TaMbIFaH CalibIH, TOMBIPAKTHIH 1Ol MOHUTOPUHT1 MEH TYPaKThI Kep/ii 6backapyaarsl po0o-
TOTEXHHUKAHBIH OOJIaIIaFbIH OipHEIIe HEeri3r1 TeHACHIUSIAP KAJTBINTACThIPAIbI:

Al xone ML anroputmaepi TOMBIPaKTHl OAKbIIAYABIH POOOTTHIK KYHWEIePiHIH aHAIUTHKAIIBIK
MYMKIHIIKTepiH alTapiabIKTai apTThipansl (Vina, 2024). bomamak poOOTTHIK TuTaTdhopMaiap Tapuxu
YKOHE HAKTBl YaKBITTAFbl ACPEKTEP HETI3IHAE TOIBIPAK CAIaChIHbIH TE€HACHIMSIAPBIH OODKANTHIH
Oonanpl. Onap coHIail-aKk CeHCOp ACPEKTEPiH KIMMATTBIK YITIEPMEH CalbICTBIPY apKbLIbI TOIIbI-
paK KarJaaiiblH Tannayasl skakcaptanbl. CoHnbIMeH Katap, Al GackapaThlH aBTOMATTaHIBIPY Kepi
TYpaKThl 0AacKapy YIIIH 9pEeKeT eTeTiH TYCIHIKTep Oepy apKbUIbl LIENIiM KaObuigay MpolecTepiHe
KOJIJIay KOpPCETeI.

JlepekTepi MacCWBTI KUHAYIaH WHTEIUICKTYaJIbl TaJlayFa KOy apKbUIBl OYJI )KETiCTIKTep
TOIBIPAK MOHUTOPHHTT OOMBIHIIA Ka3ipTi TOXKIPUOCHIH KETICICYIIIITIH MIeITyTre KOMEKTeCe i, OyI
MaMaHIap/IbIH €CKipreH HeMece THIMCI3 9JiicTepre cyileHOeH, 1epeKTepre HEeT13/1e/ITeH YChIHbICTapFa
KOJI J)KETKI3y1H KaMTaMachI3 €TeTi.

AybUT HIapyambUIbIFbl POOOTOTEXHUKACHIHIAFBI TYPAKTBUIBIK SHEPTUSHBI YHEMJICHTIH MICIIiM-
Jepai KaxeT erefi. bomamak TombIpaKk MOHMTOPHWHTI TuiaTopmanapbl OarapestHbIH KBI3MET €Ty
Mep3iMiH y3apTy jKoHE MaijajaHy IIBIFBIHAAPBIH a3aiTy YIIiH KYH OaTapesuiapbl CUSKTHI KaHap-
TBIJIATBIH YHEPTUsl Ko3zepiH OipikTipeai. COHbIMEH KaTap, KHHETHKAJIBIK YHEPTUSHBI KaJIbIHA KeJl-
TIpy KyHenepl CUAKTBI TEXHOJOTHsIIap POOOTTHIH aBTOHOMUSICHIH OJIaH 9pi jKakcapTa anaabl [24].
By sxxakcaprymnap xui KaiTa 3apsaTayra TOyeNIUTIKTI a3aiTa/abl ’oHe pOOOTTHIK JKyienepal manrait
aybUIIIAPYAIIbUIBIK aliMaKTapbIHAA Maklanany YIIiH eMipIIeH eTe/l.

Bip poGoTTHIK OJ0KKa CEHYIH OpHBIHA, TONMBIPAKTHI OaKbUIaya THIMIUTIK TIEH ayKbIMIbLUTBIK-
TBI aPTTHIPY YIIIH KOIT POOOTTHI XKyHenepai (YHipIiK poOOTOTEXHUKA) OpHAIACTBIpYFa Oomambl. by
XKYHeNep YJIKEeH aybll IIapyalbUIbIFbl alKanTapbl OOWBIHINA TOTBIPAK XKaFAalblH KapTara TYCipy
ylIiH Oiprecin kymbic ictelai. [lepexrepai xuHay, peabedTi Tangay KoHE aHOMAJIUSHbBI aHBIKTAy
CUSIKTBI MIHJIETTEP KYMBIC KYKTEMECIHIH THIMAIpeK O6JiHyiH KaMTaMachl3 €Te OTHIPHIN, OipHele
Oemimienep apackina Oemineni [25]. by sxyienepnin OipiIecKkeH CUTAThl HAKTHI YaKbITTaFbl Jie-
PEKTEPIiH KOHKETIMIUTITIH apTThIpa OTBIPHII, JKYMBIC YaKBITBIH KBICKAPTaIbl.

byn taparputran Tocinm Al GackapareiH miardopmanap apKbUIBI OHall TYCIHIIpyre OoJaThIH
YKOFaphl camnalibl JIePeKTep KOJIEMiH KaMTaMachl3 €Ty apKblIbl MaMaHIApAbIH HIEKTeyIi OiniMi MeH
TOXKIPUOECIH OTeyre KOMEKTECE/Il.

TypaxTsl jxoHE y31TiCCi3 OHIMALTIKTI KAMTaMachl3 €Ty YIIiH poOOTTHIK miardopma aepexrepai
OHJICY/IIH MHTETpalMsUIaHFaH MYMKIHJIKTepIMEH aOAbIKTaIybl MYMKIH. ByJ1 Toci HAaKThI yakKbIT
pexuMiHIE OepiTyl KaKeT JACpeKTep KOJEeMiH a3alTy apKbUIbI JKENiJIeri )KYKTEMeH1 aiTapibIKTai
azalTajpl, OCBUTANIIA NepeKTepal Oepyaeri BIKTUMAIT Y3UTiCTep Il a3aiTaapl. AKITapaTThl KEPTUTIKTI
TYpZI€ OHJEY apKbUIbI KY€ JKelli KOCBUIBIMBI TYPAKChI3 HEMeCe MIEKTEYI opTajapaa J1a THIMIIipeK
YKYMBIC iCTEH anabl.
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Komnbrotrepni kepy, CEHCOPIBIK AEPEKTepli OHIEY >KOHE HAKThl YaKbITTaFbl OINEpanusiap
CUSIKTBI TariChlpMaliap YIIiH Oip TaKTajlbl KOMIIBIOTEP/I KOJNJaHFaH keH. KepHeKkTi Mblicanaapabiy
6ipi NVIDIA Jetson miardopmacsl, 01 )kacaH bl HHTEIUIEKT KoJIqaHOaIapbIHa, COHBIH ITIHIE TePEH
OKBITY MEH KeHEUTIITeH JAepeKTep/l Tanaayra apHainrad. by bikiiam, 6ipak KyaTrTbl KOMIIbIOTEPIIED
JKOFapbl €CcenTey THIMIUIITH YChIHA/bI, OYJI oNapbl YJIKEH ASPEKTep KUbIHBIH JKbUIAAM JKOHE 191
OHJICY/II KXKET eTeTiH poOOTTHIK KOJAaHOaIap YIIIiH TaMaria TaHaay ereii. MyHIai TeXHOIOTUSTHbI
KOJIJaHa OTBIPBIIN, POOOTTHIK KYHEe CHIPTKBI CepBepiiepre HeMece OYITTHIK ecenTeyiepre MeKTeH
TBIC CEHIM apTrai-aK aifHaJaHbl Tauaay, CEHCOPABIH KOPCETKIIITEPiH OHEY )KOHE aBTOHOM/IBI IIIe-
nrimMzep Kabpuiiay MyMKIH/IITIH anaipbl.

ConbiMeH Karap, Al jkoHE MalmMHAIBIK OKBITY YIIIH OHTAWJIaHABIPBUIFaH Oip TaKTaJdbl KOM-
IBIOTEPIIEpAl Maliaanany poOOTTHIK TuaTGopMaHbly OeHiMaeTyiH apTThIpaabl. AybUTIIAPYalIbIIbIK
KOJI1aHOaapbIHa, MbICAJIbI, HAKTBl YAaKbIT PEXHUMIHIE JepEKTep/il OHIey pOOOTKa TOMbIPAK JKaf-
JABIH aHBIKTAyFa, ©CIMIIKTEP/IiH IEHCAYJBIFBIH JKIKTEyTe JKOHE aJlaMHBIH Y3IIKCi3 apayiacyblH
KaXeT eTIel pecypcTap/sl Maijanany/sl OHTalIaHIbIpyFa MYMKIH/IIK Oepy apKbUIbl €riHIIUTIKTIH
JIOJNT dIicTepiH xakcapra ananbl. Ochl canagarbl 3epTTeyliep UIrepijiereH cailblH, MYHIal ecenTey
OlpaiKTepiH OIpIKTIpY OPTYPJl aybUIIIAPYAIIbUIBIK KOHE OHEPKACINTIK OpTanapiaa >KYMbIC iCTei
aJaThIH aBTOHOMJBI JKOHE WHTEIUICKTYaJIbl POOOTTHIK Iiar(opManapsl TaMBITYIbIH MaHBI3/IbI
acrekrici Oomazel [26].

10T >xoHe OynTKa HerizaenreH aepektepai 6eicy, IoT KocbuTFaH ceHCOpIapabl Mak1aaaHyIbIH
ecyi, Oomamrak poOOTTHIK mardopmanap OyITKa HETi3AenTreH OakplIay Kyilenaepine OipikTipiiei.
by tuimaipek memiM KaObUigayFa MyMKIHIIK O€pEeTiH Ke3 KeJIeH JKeplIeH TOMbIpaK IepeKTepiHe
KaIIBIKTaH HAKTBhI YaKbITTa KOJI JKETKi3yre MyMKiHIiK Oepeni. byn miardopmanap poGoTThIK Oa-
KblIay JKyHeJepiH KOpIIaraH OpTaHbl 0aKpUIay CTaHIMSIApbIMEH OalIaHBICTBIPHIN, aKbUIIBI aybLI-
IHIapyalbUIbIK JKeIIePIMEH Y3/11KC13 KOCBIIAThIH 001 Ibl.

TombIpakThIH Jerpajaysichl, THIFBI3IATYbl HEMECE OPTaHUKAIBIK 3aTTapblH CApKbUTYbI TY-
payibl aBTOMATTaHJBIPBUIFAH €CKEePTYJep 1CKe KOChUIAIbl, OYJI BIKTUMall MJcCeJenepre >Kbuigam
Kayar Oepymi skeHutmeremi [27]. ByaTTeIK ecemrteynep cascaTkepiepre, 3epTTEyNIiiepre XKoHe
aybUIIIapyallbUIbIK MaMaHIapblHa HETI3eNTeH HielmimMaep KaOblijayFa KOMEKTECETiH YJIKeH Jie-
peKTepdl Tanmayra na Kojjmay kepceteni. JlereHMeH, MyHIal jKyHenepai KeHIHEH KOJJaHy TO-
IBIPAK MOHUTOPUHTI JEPEKTEPiH IYPBIC TYCIHAIPY MEH KOJJIAHYIbl KaMTaMachl3 €Ty YIIH aybul
[IapyalIbUIBIFBl  MaMaHJAPBIHBIH HUQPIBIK CayaTThUIBIFBIH alTapibIKTall >KaKcapTyabl Tajan
ereni [28].

Ken ¢ynkimonanapl xoHe MOAYJIbIIK MOOWIBIAI poOOT miardopmanapbiH JaMbITY MYMKIHJIT1
TEK TONBIPaK MOHUTOPHHTIMEH FaHa IMeKTeaMen 1i. OmapapIH MOITYIIbIIK KOHCTPYKIHSIIAPHI SPTYPIIi
aybLIIIAPYaIIbUIBIK KOCBIMIIIAJIAPhI YIIIH OHAK TeHIeyre MyMKiHik Oepeni [29]. By miardopma-
Jap xKepAl NalbIHIay bl OHTAWIAHABIPY YIIIH KEHEUTUITeH TOMbIpaK KYPHUIBIMBIH TaJlayFa KoJiaay
kepceteni. CoHaii-aK oap TOMbIpaKTaH TapaslaThIH aypyJap/bl aBTOMATTaHIbIPBUIFaH TYPAE aHBIK-
TayFa, eriH IIBIFBIHBIH a3aliTyFa MyMKIHIIK Oepesi. Tarel Oip MaHbI3ABI KOJIaHOA — TOIMBIPAKTHIH
Y3aK Mep3iM/Ii IeHCayIbIK CTPATeTUsACHIH JKaKCAPTAThIH JAIAIKIICH JKep KapTachlH jKacay.

bipueme ¢ynkuusinapael 6ip ruargopmara OipIKTIpY apKbUibl aybUIMIAPyalllbUIBIK poOOTO-
TEXHHUKAChl YHEM/I1 )KoHE KOJDKeTIMI1 6onaabl. by depmepnep MeH 3eprreyiiyiepre MOHUTOPUHITIH
03BIK LICHIIMIEPIH KOJI KETIMAl €Te OTBIPHIN, KOJJAHBICTAFbl )KAOIBIKTHI TOJBIK MaiigananOaynan
TyBIHJIaFaH THIMCI3/IIKTI a3aiTaIbl.

TypaxTsl aybll MapyambUIBIFBIHEIH OoJamarsl podoToTexHuka, Al, 0T xoHe aHAPTHUIATHIH
SHEPIHUSIHBIH KOHBEPreHIMsChIHA OalIaHbICThl. JlereHMeH, Oyl KEeTICTIKTepAl aybll IIapyalibUlbl-
FBI MaMaHJApbl OJIapAbl THIMJI MaiifaigaHy VIIIH JKeTKUTIKTI TYpZe OKbITCAa FaHA TOJBIK XKY3€re
aceIpyra Oonasbl. AFBIMIAFbl OU1IM OJNKBUIBIKTAPBIH JKOK YKOHE TONBIPAK MOHUTOPHHTIHIE HHUDP-
JBIK CayaTTBUIBIKTHI LITEPUIETY apKbUIbl OYJI MHHOBALMSIIAP PEeCypCTapiAbl MaiaiaHyasl OHTaM-
JaHJBIPYFa, TONBIPAK JEHCAYIBIFBIH OacKapyabl JKaKCapTyFa JKOHE KIMMATTHIK KUBIHABIKTapFra
TO3IMIUTIKTI apTThIpyFa KOMEKTecell. ¥3aK Mep3iMIi MepcleKTHBaga KYHbl TOMEH, dHEPTUSHBI
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YHEMJICHTIH POOOTTHIK IuiaTdopmanap KopIIaraH opTara THUTI3ETiH ocepii OaphlHIIa a3aiiTa OThI-
PBIM, JKepal THIMII OacKapyabl KAMTaMachl3 €TETiH TYPAKThl aybll MIapyallbUIbIFBIHBIH MaHbBI3/IbI
KYpaJIbIHa aliHAJIA/IBI.

HOTI/I)KC.J'lep MEH TAJIKbLIAY

OOBeKTiHI TaHy callaChlH/Ia aJIBIHFBI KaTapiibl TaHY TEXHOJIOTHSCHIH KaMepaMeH jKaOIbIKTa-
FaH KOHJIBIPFbUIAPFA OIPIKTIPYy MOJIEHU ©CIMJIIKTEp apachlHa ©CETIH apaMIIenTep i aHBIKTay JKOHE
KyKarTay JOJIiri MeH THIMIUTITIH alTapiblKTaid apTThIpyFa MYMKIHIIK Oeperni. TepeH OKBITYIbIH
3aMaHayM diCTEPiH KOJAaHa OTBIPHIIN, OYIT XKYyHenep aybUIlapyanibulblK OPTaChbIHAH HAKTHI YaKbIT-
Tarbl IepeKTepAl Oip yaKbITTa )KUHAI OTBIPHIN, OCIMJIIK TYPJIEPIHIH OTE oI )KIKTeITyiHe KOJ KETKi3e
amanel. Bym MyMKIHAIK aBTOMATTaHABIPBUIFAH Talay HETI3iHAE JKbUILAAM IIEeNIM KaObuimayra
MYMKIHIIK Oepy apKbUIbI aybUIIIApyalIbIIbIK OTCPAIIUSIIAPBIHBIH Kbl THIMIUTITIH apTThIpyFa
pIKnan etreni [30].

Apammentepai aHBIKTayIbIH HETI3T1 KOJJaHybIHAH 0acKa, aybUIapyambUTbIK aJIKarTapblHaa
Oap opTypIli OOBEKTIIEPIl TAHY KOHE KIKTEY MYMKIH/IITT KEHIPEK MOHUTOPHHT KOJIIaHOaIaphl YIIIiH
MaHBI3/BI yoJie Oepeni. Onapra MakpUIAAp/AbIH aypyJapblH aHBIKTAY, ©CIMIIKTEP/IIH JICHCAYIBIFbIH
Oaranay *oHE KOpIIaraH OopTa arJaiiblH Oaranay skataabl. COHBIMEH KaTap, MyHIAi KETiCTIKTep
pecypcrapasl 0oyl OHTaWIaHIBIPYy, TepOMUMATEpAl MaifanaHyabl a3alTy *KoHE KO eHOeriHe
KOMBUIATBIH TaJanTapibl a3aiiTy apKbUIbI HAKThI aybUT HIAPYalllbUIBIFBIHA KOJIJAY KOPCETE ajaThiH
aBTOMATTaHIBIPHUTFAH MICTIIMICp KaObuIIay KyHenepin qaMmpITyFa biKnai erefi. Calbin KenreHe,
aybUl MIAPYallbUIBIFBIHIA KOPY HETi3iHAeri WHTEJUICKTyal bl TaHy JXYHENIepiH KONAaHy THiMII
JKepli 0ackapy TOXipHUOECiH UIrepiIeTy KOHE €TiH OHIMJILTITIHIH HOTHKEIEPIH JKaKcapTy apKbLIbI
TYPaKTBUIBIKKA BIKITA €TeIl.

Kazipri 3aMaHFbl JOIAIKTEr1 ayblUImapyambulbliK SG KenijepiH jkoHe 6acka Ja KOFaphl JKbLI-
JAMJIBIKTBI CBIMCBI3 JKYHeNepl Koca ajnFaH/ia, ajIbIHFbl KaTapibl paarno0aiyiaHbIC TEXHOIOTHsLIa-
pBIHA KO0IpeK Toyemai. Byl 03bIK KOMMYHHKAIMSUTBIK MISTTIMIEP aBTOHOM/IBI TEXHUKA, CEHCOPIIBIK
JKEJIIep, YIIKBIIICHI3 YIIaThiH anmapartap (¥ ¥A) jkoHe OpTalbIKTaHIbIPbUIFaH 0ackapy xaOTapsl
CHUSIKTBI aybUT IIAPyallbUIBIFbI DKOKYHECIHIH opTypii Kypamaac 0elliKTepi apachlHia Y3HIKCi3 XKoHe
THIMJII IEpEKTep aIMacy/Ibl KAMTaMachl3 €Ty/ie MaHbI3IbI POl aTKapaabl. JlepeKTep it KbulgaM KoHe
Y3IiKCi3 OepllyiH KaMTamachl3 €Te€ OTBIPBIN, OVJI TeXHOMorusuiap Gepmepiepre HaKThl yaKbITTaFbl
aKrapar Heri31H/1€ YaKThUIbI )KoHE HEeT13/Ie/ITeH MIeIiMIep KaObuiayFa MyMKIH/IIK OepeTiH ayKbIM/IbI
aybLJI MIAPYAIIBUIBIFBI OTICPAITUSUTAPBIH THIMAI OacKapyFa bIKnai eremi [31].

JKorapbl namMbIFaH aybUIIIAPYAIIbUIBIK aliMaKTapblHIa MYHJIAi JKOFapbl *KBUIJAM/IBIKTBI JKelli-
JIEpJli eHTI3y Y3AIKCi3 KopIlaraH OpTaHbl OaKbLIay/bl JKSHUIJACTE/Il KOHE TOMBIPAK BUIFAJIIBIIBIFEI,
TeMIIepaTypa KoHE 3USHKECTEPIiH OCICEHIUTITT CHSKTHI JaKTOpIIap IbIH TMHAMUKAJIBIK ©3TepicTepine
aBTOMATTaHABIPBUIFaH XKayanTap/bl Koiaaiael. by MyMKiHAIK pecypcTapasl 0oy ailTapiabiKTai
OHTAMIaHJIBIPAJIbI, Cyapy CTpaTerHsIapbiH JKaKcapTa bl )KOHE JKaJIbI €TiHJI 0acKapy THIMIUTITIH
aptTeipaabl [32]. OraH Koca, CEeHIMII KOMMYHUKAUSIBIK WHPPAKYPBUIBIMHBIH KEHEIO1 JKOHE Y3-
JIKCi3 JaMybl CaHJIBIK ayblT MIapyallbUIBIFbI KYpalaapbl, OYJITKA HETi3eNTeH aHaTUTUKAJIBIK TU1aT-
(hopmanap koHe JKacaHAbl MHTEUIEKT HETI31HJIer! memiMaep i Koiuay Kyienepi apacblHaarsl Ke-
HEUTUITeH OalIaHbICTBl HBIFAUTY apKBIIBI TOJIME-IJT aybll MIAPYalIbUIBIFBIH ITePUICTYIIH HeTi3i.
By TexHOMOTMsIIAp JAMBII KeJle )KaTKaHa, OJIap TYPAKThI, AePEKTepre HeT131e/ITeH )KOHE aBTOHOM/IbI
aybUIIIApYalIbUIBIK TOKIpUOECiHE MYMKIHAIK Oepy apKbUIbI aybUT MIapyalIblUIbIFbl OHIMILIITIH OJJaH
opi e3repTyre MyMKIiHAIK Oeperti.

HaxTpl yakbITTarbl onepanusiiap/ia CeHCOpJIap MEH KaMepasap/aH IepeKTepl TYPaKThl jKoHE
CeHIMI TachIMaj/iay/lbl KaMTaMachl3 €Ty YIIIH KiOepieTiH JepeKTep TYpJepiH ecKepe OTHIPHII,
JKETKUTIKTI KeJll ©TKi3y KaOlIeTiH KaMTaMachl3 eTy eTe MaHbI3Ibl. byFaH kamepamnap TyCipreH »o-
Fapbl @KbIPaTHIM/IBUIBIKTAFbl KECKIHIEP, SPTYPJi OOPTTHIK CEHCOPIAP/BIH TEIEMETPUSIIBIK JIePEK-
Tepi KoHE POOOTTHIH Y3IIKCI3 )KYMBIC iCTEyl YIIIH KaXeTTi Oackapy curHaigapbl kipemi. Pobot
1aT(GOPMaChIHBIH THIMALIITT OCBI OPTYPIIi JepeKTep aFbIHAAPBIH Kiipicci3 HeMece y3iicei3 eHJiey
MYMKIiHITiHE OaliIaHBICTHI.
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Bip poOOTTHIK OJIOK YIIiH 9ETTETI Tajal eTUICTIH OTKi3y KabumeTTitiri mamamer 20 Mout/c
Kypaiipl. bysn HaKThI HaBUTaLMs MEH HICIiM KaOblIayFa MYMKIH/IIK O€peTiH CEHCOp KopCeTKIITepi
MEH KECKiH JIEPEKTepiH HAKThl YaKbIT PeXUMIHIC OHICYl KoJmay YIIiH KaxeT. [lereameH, poOoT-
TBHIK KOHJBIPFBUIAP/IBIH YJIKEH TOOBI Oip yaKbITTa )KYMBIC ICTEUTIH CLIeHapuiliepae AepeKTepal Ta-
ChIMaJIJIayFa CYpaHbIC KCIIOHEHIMAJ/IbI TYP/E apTaabl. Y HIecTipy/ae *KyMbIC iCTelTiH OipHele po-
OOTTapIaH TypaTbIH XYie, acipece oM aybll MIapyalbUIbIFbIHIA HEMEce OHEPKACINTIK OaKbuIaya,
xeni xpuaaMabirsl 100 MOuT/c Hemece ogaH koFapbl 007ybl MyMKiH. balimanbICThIH Oy AeHTeil
HAKThI YaKbITTaFbl KOMITBIOTEPIIIK KOPYIi OHIACYIIH THIMII OOJIBIT KATybIH KOHE KYHeaeri 0apiblk
poOOTTap/IBIH KeIepTijiepci3 HeMece KeNIiry Mocesenepici3 Oaiiianbica allyblH KAMTaMachI3 €TEII.

Byt sxorapsl ©TKi3y KaOUIETTUIIr TaJanTapblH KaHAFATTaHABIPY YIIIH KOFAPhl KBUIIAMIBIKTHI
CBIMCBI3 JKEIIep/li eHri3y eTe MaHbI3Ibl. EH mepcrnekTuBalsl memimMaepaiy 0ipi chIMChI3 Oaiina-
HBICTHIH aJJIBIHFBI OyBIHAAPBIMEH CAJBICTHIPFAHAA alTapibIKTall SKOFaphl JKbUIIAMJIBIKTBI, TOMEH
KiJIIPICT1 JKOHE KaKCAPTHUIFaH JKeJi TYPAKTHUIBIFBIH KAMTaMachl3 €TeTiH SG TeXHOJOTUSICHIH OipiK-
Tipy. 5G KeNniepid 197aMe-aJ1 aybll MapyalbUIbIFbIHA )KOHE POOOTTHIK KOChIMILIATAPAA KOJIAaHy
aKIMapaTThIH HAKTHI YaKbIT PEKUMIHIC OHICTYiH )KoHe OepillyiH KAMTaMachl3 €Te OTHIPHIIN, OipHeme
ABTOHOM/IbI OJTIOKTAp apachlHJa Y3IIKCI3 JEpEKTep aliMacyFa MyMKIHIIK Oepei.

ConsiMen Katap, SG Kabbu11ay poOOTTapIBIH YIIKEH TONTaphIHA KOCHUTBIM MOCETIENepici3 Kyp-
JIeITi opTrajapia KyMbIC ICTeyre MYMKIHIIK OSpeTiH TONTBHIK POOOTOTEXHUKAHBIH ayKbIMIBUIBIFBIH
apTTeIpabl. by ocipece Tomblpak MOHUTOPMHTIIH, €TiHAI Oaranaynibl 5KOHE JIOJI Cyapyabl sKYprizy
ylriH OipHemie poOOTTHIK KOHIBIPFBUIAD KEH ayMaKTapaa Oipre )KYMBIC icTeyi KepeK aybuiapya-
HIBITBIK KOJaHOaIapeiHaa THiMAl. JlepeKTep/iiH YIKeH KeJIeMiH Jie3/e Ki0epy MyMKIHIT TIemIiM
KaOBLIIay/Ibl KaKcapTyFa MYMKIHIIK Oepeni, eiTkeHi Al 6ackapaTblH aqTOpUTMAED KOINTEreH Ko3-
JIep/IeH aJlbIHFaH aKnapaTThl TAJJAI, OPEKET €TETiH TYCIHIKTep kKacaill anaibl.

AyBbU apyambsUIbIFbIHAH 0aCKa, KOFAPHI KbUTIAMIBIKTI CHIMCBI3 OaiiJIaHBIC HAKTHI yaKbITTaFbl
POOOTTHIK KYMBIC KaXeT 0acka cajanapia J1a MaHbI3/Ibl. OHEPKACINTIK aBTOMATTaHIBIPYAa aBTO-
HOM/IbI pOOOTTap KO3FaJIBICTAP/Ibl YHIIECTIPY, CEHCOP AEPEKTEPIH OPTAK Malijaany >K9HE aJaMHbIH
apajacybIHChI3 MPOLECTEP/l OHTAMIAHABIPY YIIIH KbUIIAM JKOHE TYPAKTHI JKeJli KOCBUIBIMJIApbIHA
cyiieneni. Con CUSKTBI, KOpILIaFraH OpTaHbl OaKbUIay/1a JKETUIIIPUITeH CEHCOPIapMEH Ka0IbIKTaIFaH
MOOMIIB/II POOOTTHIK TUIATGOpMAaNIap CEHIMIII kel HHPPAKYPBUIBIMBI KOJAAYy KOPCETKEHIIE IKOJIO-
THSUTBIK JIEPEKTEP/Ii THIMIIPEK KHUHAT, TaJIJai anajbl.

PoGotoTexHuka >koHE CHIMCHI3 OaJIaHBIC CaJIACBIHIAFBI 3€PTTEYJIep JaMHUTHIHABIKTAH CypeT
4 TONTHIPAJBI, IEPEKTEPIl HAKTHI YAKBIT PSKUMIHIE OHJACYTe MYMKIHIIK Oepymeri *KOoFapbl JKbLI-
JIaMJIBIKTBI JKEJTUIepiH POl oJlaH caliblH MaHbI3AbIpaK 0oJajnl. JKemiTik TeXHOIOTHSHBIH OoJTamak
KETICTIKTepl POOOTTHIK IuIaT(GopManapaslH MYMKIHIIKTEpIH OJJaH 9pi apTTHIPHIIN, ONApIbIH aBTO-
HOM/IBUIBIKIICH, THIMIUTIKIICH JKOHE JAJIIKIICH )KYMBIC ICTeyiH KaMTaMachl3 erefi. SG jkoHe yKcac
YKOFaPbI KbUTAM/IBIKThI OailIaHbIC TEXHOJIOTUSIIAPBIHBIH HHTET PAIMSICHI JTMHAMUKAJIBIK J)KOHE AepeK-
Tepi KaXeT €TeTIH opTayiapiaa Kypieli TarmchkipMaiapabl OpbIHAayFa KaOUTETTI MHTEIUICKTYaJIIbl
POOOTTHIK KYHenep/i JaMbITy >KOJIBIHIAFHI 1presi Kagam [33].

OcCBI KETUTIIPUITeH aybUTIIAPyanIbUIBIK KYHECIHIH IpTelli dKoHE TalThIpMac AJIEMEHTI aybUIia-
PYaIIBUTBIK JIEPEKTEPiHIH YIKeH KOJEeMiH OHJeyre, TaljiayFa JKoHE Kayillci3 caKkrayFa apHajFaH
OpTaJIBIK Xab PETiH/IE )KYMBIC ICTEHTIH XKepriTiKTi cepBepiik nHpaKkypbuIsIM. by cepBepiep apTypi
OCIMJIIK TYpJIEpiHE, TOMBIPAK KOMITO3UIMUIAPBIHA, KIUMATTBIK KarJdaiiapra »oHe OObEKTiHI o7
TaHy YIIiH KaKeTTI KOpIIaFraH OpTaHbIH 0acka alHbIMaJbLIapbIHA KATHICTHI CaHATTAJFaH JIEPEKTEp
KUBIHBIH KAMTHTBIH ayKbIMJIBI )KOHE Y3IIKC13 KaHAPTHUIATHIH J€PEKKOpIapAbl OacKapyaa MIenryIi
pen arkapaabl. OCbIHAAa# MaHBI3Ibl aKNAPATThIH KYPBUIBIMABIK PEMO3UTOPHIAIH CaKTail OTBIPHII,
KEPTLTIKTI cepBepIiep T aybUT HIapyaIlbUIbIFbI TEXHOJIOTUSUIAPBIHBIH Y3/1KC13 )KYMBICHIH KOJIJIai bl
JKOHE IIEIIM KaObUIAay MpoIecTepi YIIiH CEHIM/II IepeKTepre KoJI KETKi3y/Ii KaAMTaMachl3 €Te/Ii.
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raspberrypi@raspberrypi:
3 1 2 3 4 5 6

raspberrypi@raspberrypi:

Cypet 4 — KocblibIM KYHJIepiHiH OeJICeHAUTITIHIH
Mbicanbl )xoHe GPIO mmHackiHa KOCHLTY

KopbIThIHABI

JKacaH 11 MHTEIITICKTITE HET13/C)ITeH KYPAe/i alropUTMIEPAl O1pIKTIpy KUHAKTAIIFaH JCPEKTEp-
Tl KYPBUIBIMJIBIK YKOHE JKYHEll TypAe eHAeyTre MyMKIHIIK OSpEeTiH OChI )KYHeIepIiH aHATHTHKAIIBIK
MYMKIHIIKTEPiH OJIaH opi apTThIpaabl. by jkacaH bl HHTEIJIEKTIMEH JKYMBIC iICTEHTIH Taljiay ericTik
JKaFJaiiapblH JJIIpeK TYCIHIIpyTe oKenel, Oy (hepManbl OacKkapy CTpaTerusiapblH OHTaNIaH IbI-
pyFa BIKIAI €TETiH 00HKaMIIbI MOJICIIBIICYTE KOHE TPSHITEPII aHBIKTayFa MYMKIHIIK Oepeni. byran
KOca, JIOKaTu3alusUIaHFaH e 1IHAe eCenTey TanchlpMaIapblH OPTAIBIKTAHABIPY apKbLIbI OYII
cepBepiiK MHOPAKYPBUIBIM JIEPEKTEPAl OHICYIET] KifipicTep/i a3ailTy apKbUIbl aybLIIIapyallbl-
JIBIK MOHUTOPHHTIHIH THIMIILTITIH alTapIbIKTal dKaKkcapTaabl. byl ®KblgaM ®KoHEe HHTEIUICKTYaJIIbl
JIEPEKTEP/Ii OHJCY YaKbITHIIbI apaacy bl )KeHUIIETE/1, pecypcTap/bl 061y I OHTANHIaHIbIPAIbI )KOHE
CaMBINl KeJNTeH/Ie 3aMaHayH aybUIIIapyallbUIbIK TOHKIPUOETEPiHIH TYPAKThUIBIFI MEH OHIMIUIITIH
apTTHIPAAbl. AybUIIIAPYalIbUIBIK TEXHOJIOTHUSIAPHI TaMBIN KeJle JKaTKaHa, KEPTLTKTI cepBepiiK
MH(QPaKYPBUILIMHBIH JIEPEKTEpPre HerizaenreH (epMepiliK IapyambUIbIKTl  KOJJIay/larbl el
OYpBIHFBIIAH /1a MAHBI3ABIPAK 00Ta kI, OYJI KeH ayKbIM/IBI aybUT IIaPyalIbUIBIFbI JKYHETepiHAe YIKEH
ABTOMATTAHIBIPY/AbI, ONEPALMSIIBIK THIMIUTIKTI KOHE HET13e/ITeH HIeIIiM KaObUIaay/ibl KAMTaMachl3
erenl.

Heicannmapasr Tany sxyienepine Al eHrizy Oipkarap MaHBI3/IbI apTHIKIIBUIBIKTAPbl YCHIHAIBI,
COHBIMEH Karap TaOBICTBI €HTI3y VIIIH MICIIiayi KepeK Oenrim Olp KUBIHIBIKTapIbl YCHIHAJBI.
XKarpimapl sxarbl, Al GackapaTblH TEXHOJIOTHSIAP NAKbUIAAPIbI OAKbUIay MEH O0acKapyFa KaThICThI
OPTYPJIi TarchIpMaliap/bl aBTOMATTAHIBIPY apKbLIbI KOJI C€HOETiHE TOYeNIUTKTI alTapIbIKTan
azaiitagel. by aBToMaTTaHABIpY agaM KaTeciH a3alThIll KaHa KOMMAaiIbl, COHBIMEH KaTap aybul
HIapyallbUIbIFBIH OaFanay/iblH NI MEH JoiekTunriH aprreipanbl. CoHbIMEH Karap, Al-meH
JKYMBIC ICTEHTIH HBICAH]IBI TaHY KOPEKTIK 3aTTapIblH KETICIICYIILTIT, 3UTHKECTePAIH 3aKbIMJIaHYbI
YKOHE aypYIbIH OpIIyi CUAKTHI ©CIMAIKTEP/IiH JeHCAYIbIFbIHA KATHICTBI MOCEIIENEp/Ii €pTe aHBIKTayFa
MYMKIHIIK Oepesii, Oy Kambl OHIMIUTIK MeH TYPAKTBUIBIKTHI )KaKCAPTAThIH yaKThUIbI apaiacyra
MYMKIHJIIK Oepei.
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JlereHMeH, OChI apTHIKIIBUIBIKTApFa KapaMacTaH, aybll IapyambuibiFbiHaa Al Herizingeri me-
nriMaepi Kaoblaay OipHelne KUbIHABIKTapabl TyAbIpaabl. Heri3ri Mocenenepin 0ipi — KaKeTTi ar-
NapaTThIK XOHE OaFapiaMalblK KAMTaMachl3 €Ty KypaMIacTapblH CATHIIl ally KOHE OJlapFa KbI3MET
KOpPCETy YIIIH KaXeT eJieyli Kap KbUIBIK MHBeCTHIH. JKOoFapbl oHIMII ecenTey WHPPaKYPHUIBIMBI,
Kypaeni OeliHesey CeHCOpiaphl KOHE OYITKA HETI3ENTeH JEpeKTepil caKkray IMIemimMaepi YIKeH
KOJIEM/IET1 aybUIIIapyallbUIbIK IEPEKTePiH OHICY YIIiH oTe MaHb3apl. CoHbIMEH KaTtap, Al Gacka-
paThIH KYHeIepAl eHTi3y MaMaHIaH IBIPbUTFaH TIEPCOHAIIBI OKBITY/IBI TAJIAM eTelli, OUTKeHI depma
orepaTopaapbl MEH aybUT HMIAPYAIIbLIIBIFBI TEXHUKTEP1 OCHI 03BIK TEXHOIOTUSIIAP/IBI THIMII OacKapy,
TYCIHIPY KOHE OHTAWIAHBIPY YIIIH KaKETT1 TOKIPUOCHI TaMBITYbl KEPEK.

Xacannpl WHTEIJIEKT HETi3iHAET! aybUIIIapyalblUIblK KOCBIMIIATAPBIHBIH COTTUIIMHE dcep
€TETIH TaFbl O1p MaHBI3/IbI (PAKTOP — SKOFApHI Carlajbl OKBITY ACPEKTEpiHiH Ko sxkeTimautiri. Al yi-
riepi eciMIiKTep TYpJEpiH, TOMBIPAK >KaFaalIapblH JKOHE KOpPIIaFaH OPTaHBIH aHBIMAJbLIAPBIH
JIOJT aHBIKTayldbl KaMTaMachl3 €TETiH OOBEKTiHI TaHy MYMKIHIIKTEPIH HaKThUIAy YIIiH ayKbIMJIbI
JKOHE /1971 OenriyieHreH aepekrepre cyiieneni. COHBIMEH Karap, CEHIMJII ecenTey pecypcTapbl MeH
JKaKChl KYpPBUIBIMJIAIFaH HUGPIBIK HHPPaKypbUIbiM Al-abl Oap aybUIIapyalibUIbIK, TIXKIprOeciHe
Y3/iKCi3 MHTETpaIusiay YiIiH Te MaHbI3Ibl. ATpapiblK CEKTOpP JAaMBIIN Kelle KaTKaHABIKTaH, OyII
MIHAETTEp/Il IIeNTy Ka3ipri 3aMaHFbl IO eTiHIIUTIKTe OHIMIUIIKTI, TYPaKTBUIBIKTBI JKOHE IIETiM
KaOBLIIay MPOIECTEPiH apTThipyna Al aneyerin GapbIHIIa apTTHIPY YIIIH MaHbI3IbI OO IbI.
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byn wmakana Kazakcran PecnyOnukacel FbpuiblM oHE >KOFapbl OLIIM MHHHUCTPIITIHIH
Ne BR27197639 «Kambbu1, Anmarsl, XKericy, AbGaii xone Isirpic Kazakctan oGnbicTapsl yIIiH
CYJIBI TOPU3OHTTAPbI 0ACKaPBUIATHIH TOJBIKTHIPYIABIH THUIPOTEOIOTHSIIBIK CTPATETHsIIaPBIMEH Cy
TACKBIHBI-KYPFAKIIBIIBIK CAJAAPHIH TOMEH/IETY MHHOBAIMIAPBDY KO0ACHI asCBIHIA XKY3€re achbl-

ppUTYyAA.
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MOBILE SENSORS FARM SUPPORT

Abstract

Agriculture is becoming increasingly demanding due to climate change challenges, necessitating continuous
monitoring and changes, including soil assessment for precision agricultural requirements. Agricultural soils are
heavily utilized by farmers through the application of pesticides and nitrate phosphates to enhance yield. The
exacerbation of flood-drought conditions is resulting in soil irregularity, necessitating meticulous soil monitoring at
each location. Soil monitoring is prohibitively costly for numerous farmers. To address this issue, the implementation
of a compact, energy-efficient, low-cost mobile robotic platform equipped with various sensors for soil monitoring
would be prudent. Farmers can remotely manage, analyze surface upper soil strata, and examine topography. The
relevance to research activities and active recreation may result in a low cost for a series of behaviors that enhance
comprehension of the examined environmental details. The specialized three-wheeled mobility platform is a novel
apparatus engineered for autonomous navigation and task execution. The robot’s three-wheel design confers
exceptional mobility and stability, enabling effective operation in restricted areas and across various terrains. It is
outfitted with sensors and a control system that guarantees accurate navigational control and obstacle evasion. The
programming and modification features enable the robot to be tailored for specialized functions, including data
collecting, small load transfer, and environmental monitoring. The robot is applicable for educational, scientific,
industrial, and domestic uses. Consequently, the three-wheeled mobile robot serves as a versatile and promising
platform for the advancement of contemporary robotic systems.

Keywords: precision farming, robotic systems, methods, interdisciplinary, future monitoring.
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'Kazaxcrancko-bpuraHckuii TEXHHUECKUI YHHUBEPCHUTET, I. Anmarbl, Kazaxcran
’TOO «HarmoHanbHbINH HAYYHBIN HIEHTP CEHCMOIOTMUYSCKUX HAOMIONCHUI U UCCIICIOBAHHUIDY
MUC PK, r. Anmarsl, Kazaxctan

MOBUJBHBIE JATYUKHU A HOAAEPKKU PEPMEPCTBA

AHHOTALUA

Cenpckoe X03HCTBO CTAHOBHUTCS Bce Oonee TpeOoBaTeNbHBIM K MPOoOIeMaM M3MEHEHHs KIIMMaTa, TpeOyro-
UM IMTOCTOAHHOI'O MOHUTOPUHI'A U aJallTalluy, BKJIIOYasd MOHUTOPHUHT IMOYBBI JJIA TOYHBIX CEIBCKOXO3SIMCTBEHHBIX
HYXI. CellbCKOX035MCTBEHHBIE TOYBBI MHTEHCUBHO HCHOJIB3YIOTCA (bepMepaMH JUTA MTOBBIIICHUSA TTPOU3BOAUTEIIb-
HOCTH, KOTOpBIE BHOCST HecTUINABI U HUTpaT-(ocdarbl. Takxke 000CTpstOTCS NpOOIEeMbl HABOJHEHUH U 3acyX,
9TO TPUBOJUT K HEPOBHOCTSIM IOYBBI, YTO TPeOyeT HaJICKAIET0 MOHUTOPHHTA ITOYBHI HAa KaXKJJOM y4acTke. Mo-
HUTOPHHT ITOYBBI OOXOQUTCS MHOTUM (pepmepam odeHb foporo. J[is pemreHust 3Toil mpodiaeMsl 1enecooopasHo
HCIOJIB30BaTh HEOONBIIYI0 SHEProd(PPEeKTUBHYIO W HEAOPOTYI0 MOOHMIBHYIO pOOOTH3MPOBAHHYIO IIAThOpMy C
Ppas3IMYHbIMU THITAMU JATYUKOB JJId MOHUTOPHUHIA ITOYBBI. (DepMepLI CMOT'YT YIIPaBJIATh YAAJICHHO, UCCIICI0BATh
BCPXHUC CJIOU MOYBBI U peﬂbe(b. Bo3MoxXHOCTH MNPpUMCHCHUA B paMKaxX HUCCICAOBATCIILCKUX 3aa4 U aKTUBHOT'O
OT/IbIXa MOXKET O0YCJIOBUTh HU3KYIO CTOMMOCTb II€JIOr0 KOMIUIEKCa JICHCTBUH, 00eCcreunBaonnX IIOHUMaHue Jie-
Tanei ucciexyemoii cpeapl. Crienuaan3npoBaHHas TPEXKOJIECHAs! MOOMIIbHAS Tu1aT(hopMa MpeICTaBIsIeT COO0H UH-
HOBAIIMOHHOE YCTPOWCTBO, MIPEAHA3HAYEHHOE /Il aBTOHOMHOTO TIEPEABIKECHUS U BHITIOIIHEHNUS Pa3JINYHBIX 3371ad.
bnaromaps ncrnonb30BaHMIO TPEX KOJIEC pOOOT 001a1aeT BEICOKOH MaHEBPEHHOCTBIO M YCTOHYMBOCTBIO, YTO TI03BO-
JsieT eMy 3 QeKTHBHO paboTaTh B OrpaHMYCHHOM ITPOCTPAHCTBE U HA PA3JIMYHBIX MOBEPXHOCTSX. POOOT OcHaleH
JlaTYMKaM{ M CHCTEMOM YINpaBJeHUsI, 00eCIeYHBaIOIei TOYHOE yIIpaBiIeHHe HaBUraueil 1 00Xo/ MpensTCTBUM.
Bo3MokHOCTH TPOTpaMMHUPOBaHMUS M HACTPOWKH MO3BOJISIIOT aalITHPOBATh poOOTA 1101 KOHKPETHBIE 33/]1a4H, TaKHe
Kak cOOp JaHHBIX, TPAHCIIOPTUPOBKA HEOOJBIINX I'PY30B, MOHUTOPUHT OKpYXalomiel cpeasl u T.1. Podor mMoxer
HCTIONB30BATHCSl B 00Pa30BaTEIbHBIX IIEISIX, HAYYHBIX MCCIICIOBAHHAX, a TAKXKE B IIPOMBIIUICHHOCTH U ObITy. Ta-
KHM 00pa3oM, TPEXKOJIECHBIH MOOMIBHBIN POOOT MPEACTaBIAET COO0H MHOTO(YHKIIMOHATIBHYIO U TIEPCIIEKTUBHYIO
riarhopmy ISt pa3paboTKH COBPEMEHHBIX POOOTOTEXHHUECKHX CUCTEM.

KutioueBble cJjioBa: TOUHOE 3emiienenue, poOOTU3UPOBAHHBIE CUCTEMbI, METOMbI, MEKIUCIUILUIMHAPHBIH,
Oynyiiee, MOHUTOPHHL.

MakanaHblH pefakIusara TyckeH kyHi: 23.09.2025
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ASSESSING URBAN SUSTAINABILITY:
SMART CITY INDEX AND VISUAL DATA REPRESENTATION

Abstract
This study proves that the need to assess and enhance urban sustainability becomes vital. The implications are
relevant to the constant urbanization and technological progress, which calls for sustainable smart city development.
On the grounds presented above, we offer and describe the model to measure and evaluate urban sustainability
through SCIs. Calculations performed on the model differ across the total of 102 cities worldwide, ensuring quick
and effective calculation and visualization. The model on which calculations are based uses six indicators, which are
mobility, environment, government, economy, smart people, and smart living. The rationale provides an opportunity
to analyze and interpret data regarding the indicators, which makes the calculation of SCI (Smart City Index) by
city for each indicator possible, as well as conclusions concerning major strengths and focus areas for improvement.
The obtained results are presented through promising data visualization techniques to make SCIs intuitive and
enable the comparison of cities. The findings demonstrated large variations among smart cities, which points to the
necessity of developing targeted policies and investments. With these contributions, we are confident that the paper
will make a valuable addition to the existing knowledge and provided further guidance and recommendations for

the stakeholders involved in a sustainable urban environment.

Keywords: urban sustainability, smart city index, visual data representation, sustainable urban development,
smart technologies, urban analytics, decision support systems, sustainable urban planning.

Introduction

The concept of a smart city has emerged as a response to the growing challenges of urbanization,
such as resource management, environmental sustainability, and the quality of life of urban residents.
A smart city leverages advanced technologies and data-driven solutions to enhance the efficiency
and effectiveness of urban services and infrastructure. Key components of a smart city include the
integration of information and communication technologies (ICT), the Internet of Things (IoT), and
Artificial Intelligence (Al) to optimize various sectors such as transportation, energy, health, and
public administration. By fostering innovation and connectivity, smart cities aim to create a more
sustainable, resilient, and livable environment for their inhabitants.

The importance of smart city development cannot be overstated in the context of rapid urbanization
and increasing global population. Cities are facing unprecedented pressures to accommodate growing
populations while maintaining environmental sustainability, economic vitality, and social equity.
Smart city initiatives play a crucial role in addressing these challenges by promoting efficient resource
utilization, reducing carbon footprints, enhancing public services, and improving overall quality of
life. Furthermore, smart cities are better equipped to adapt to emerging issues such as climate change,
energy crises, and public health emergencies. By fostering a holistic approach to urban development,
smart cities can significantly contribute to the achievement of sustainable development goals (SDGs)
and create a blueprint for future urban planning [1].
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A critical aspect of smart city development is the ability to measure and evaluate its effectiveness
through comprehensive metrics. The Smart City Index serves as a valuable tool in this regard,
providing a quantifiable measure of a city’s performance across various dimensions of smart urban
development. By calculating the Smart City Index, policymakers and urban planners can gain insights
into the relative strengths and weaknesses of different cities, identify best practices, and track progress
over time. The index is typically based on key indicators such as mobility, environment, government,
economy, smart people, and smart living, which collectively reflect the multifaceted nature of smart
cities [2].

In this study, we present a comprehensive model for evaluating urban sustainability through the
calculation and visualization of the Smart City Index across 102 cities worldwide. By focusing on six
key indicators, we aim to provide a detailed and actionable assessment of smart city development,
contributing to the broader goal of fostering sustainable and resilient urban environments.

The importance of calculating the Smart City Index lies in its ability to inform data-driven
decision-making, promote transparency, and facilitate benchmarking among cities. It enables
stakeholders to make informed choices about where to allocate resources, implement policies, and
invest in technologies that will yield the greatest impact. Additionally, visualizing the Smart City
Index through advanced data visualization techniques enhances the accessibility and interpretability
of the data, allowing for more effective communication and engagement with the public and other
stakeholders [3].

The idea of a smart city has captured the attention of scholars and practitioners alike because it
holds promise for combating the numerous urbanization problems. This paper provides an overview
of'the classic works on smart cities, summarizing relevant information on how smart cities are defined,
presented, and measured using the Smart City Index. Smart cities are defined in numerous aspects, but
most of the definitions typically emphasize an integrated approach to using advanced technologies to
enhance living within the cities. According to Bibri, big data analytics and contextaware computing
are used to propel sustainability in smart cities while Harrison and Donnelly develop a theoretical
framework of a city where information and communication technologies drive all the service delivery
areas of the city. Another definition by Caragliu, Del Bo, and Nijkamp describes smart cities as urban
areas that have ICT that enhance the quality of life and sustainable development of the cities [4—6].
Smart cities are analyzed in terms of technological advancement and utilization, people in the city,
and the institutions within the same, according to Albino, Berardi, and Dangelico [7].

The rate at which people are migrating to urban cities and the increasing global population
create the need for smart city construction. Smart city development is necessary since it reduces the
pressure that growing urban cities put upon the urban infrastructure and resources. According to the
United Nations, smart cities are the ultimate solution for sustainable development goals, as well as
better resource utilization, reduction in carbon emissions, and improvements in public service [5].
Allam and Dhunny argue that big data, Al, and IoT have converged to solve problems like climate
change and health crises [8].

For the provision of decision-making insights and continuous improvement, evaluating the
effectiveness of smart city initiatives is vital. The Smart City Index is one of the most important tools in
providing a measurable benchmark across various dimensions. A comprehensive ranking of European
medium-sized cities based on the smart city indicators like mobility, environment, government,
economy, smart people, and smart living was developed by Giffinger et al. [9]. Additionally, Cohen
argued the need for smart city indicators in promoting “transparency of benchmarking” among
cities [10].

Neirotti et al. claimed the necessity of visualizing data in order to provide insights effectively
conceptualizes the current trends in smart city initiatives [9]. Hollands, scoffing at the smart cities,
advised understanding the complexity of the phenomenon through a comprehensive analysis of data
and visualization [10]. Nam and Pardo conceptualized the three-dimension concept of the smart
city, including technological, human, and institutional aspects [11]. Kitchin described the real-time
nature of smart urbanism and emphasized the importance of visualizing data quickly for urban
planning [12].
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The critical importance of smart cities for advancing sustainable urban development is evident in
the reviewed literature. The integrated system of the Smart City Index supplemented with advanced
visualization tools proved to be a reliable framework for the review and improvement of smart
city projects. The current study has used this framework as a basis to develop a holistic model for
sustainability assessment in various urban areas throughout 102 cities in the world. Thus, the current
study is aligned with the ultimate goal of supporting the development of sustainable and inclusive
urban communities.

Materials and methods

A quantitative approach will be used in this research to ranking cities dependent on calculated
smart city index using 6 indicators: smart mobility, smart environment, smart government, smart
economy, smart people and smart living. Data visualizations will be demonstrated for this study.

This study methodology is going to include 5 steps:

1) Data Collection;

2) Data Preprocessing;

3) SCI Calculation;

4) Data Visualization;

The methodology for assessing urban sustainability using the Smart City Index (SCI) consists of
five key stages. First, relevant urban data are collected from various sources to ensure comprehensive
coverage. Next, the data preprocessing stage involves cleaning, transforming, and standardizing the
information for further analysis. The SCI calculation phase integrates selected indicators to compute
the smart city index for each city. Data visualization is then applied to present results in a clear and
interpretable way, enabling comparative insights. Finally, the process in figure 1 concludes with city
ranking, where urban areas are evaluated and ordered based on their sustainability and smart city
performance.

Data collection

Data visualization

City ranking

Figure 1 — Methodology
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Visual representation of our methodology is as follows in Figure 1:

A. Data Collection. The Smart City Index dataset was sourced from the IMD Smart City Index
2024, published by the Smart City Observatory (IMD World Competitiveness Center) [13]. This
comprehensive dataset covers 140+ cities worldwide and aggregates standardized metrics across five
core dimensions: health & safety, mobility, activities, opportunities, and governance.

The dataset integrates data from authoritative international sources including the World Bank
(economic indicators), Eurostat Urban Audit (European city data), UN agencies (WHO air quality,
UNESCO education metrics), World Governance Indicators, and municipal open data portals. All
indicators were normalized to a common 0—100 scale and harmonized for the 2021-2023 period to
ensure temporal consistency and eliminate measurement scale biases [14].

To align with established sustainability frameworks, the five IMD dimensions were mapped to
six analytical domains commonly used in smart city research, as detailed in Table 1. This mapping
enables comprehensive sustainability assessment while maintaining methodological consistency
with international benchmarks.

Id City Country Smart_Mobility Smart_Envirenment Smart_Government Smart_Economy Smart_People Smart_Living

0 1 Ozla Norway G480 8512 7616 4565 BB1E 9090

1 2 Bergen Monway 7097 G876 T360 4305 BOSD 9090

2 3 Amsterdam Netherlands 7540 6558 B528 8095 T098 7280

3 4 Copenhagen Denmark 7490 78920 B726 5580 5780 7200
4 B Stockholm Sweden 6122 7692 8354 4330 6743 730
a7 98 Riga Latvia 4152 4584 4676 T3B0 3745 4330
88 99 Bedjing China 7610 1898 2806 4305 5183 1880
88 100 Paters bu:sgt Russia 4588 2808 3622 4515 5390 4100
W00 Calgary Canada BEBTE 4052 5946 BOZ22 6424 BB&T
101 102 Edmantan Canada 5801 4499 6306 BO22 6200 2141

102 rows = 11 columns

Figure 2 — Dataset

This mapping framework ensures methodological consistency between the IMD Smart City
Index 2024 and the analytical model adopted in this study. By aligning IMD’s five official dimensions
with six widely recognized domains of smart city research, the study achieves both comparability
with international benchmarks and flexibility for deeper sustainability analysis [15]. Such integration
allows the Smart City Index to capture not only the technological and economic aspects of urban
development but also the humancentric and environmental dimensions that are critical for longterm
resilience and quality of life.

B. Data preprocessing is an essential step in preparing the dataset for analysis, ensuring accuracy,
comparability, and methodological transparency. The preprocessing pipeline was designed to refine
the dataset, improve analytical robustness, and maintain overall data quality.

Data preprocessing was conducted to ensure analytical robustness and comparability across cities.
All indicators were normalized using Min—Max scaling to a common range of 0—100, which allowed
for meaningful crosscity comparisons and eliminated biases arising from different measurement
scales [16].

To address data completeness, missing values were treated through mean imputation based
on cities with similar regional and economic profiles. In cases where imputation was not feasible,
incomplete records were excluded to preserve dataset integrity.
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Table 1 — IMD Dimensions and Analytical Domains

Analytical Domain IMD Smart Description / Notes
(SCI Model) City Index Dimension P
Smart Mobility Mobility Transpoﬂ efﬁcwncy, accessibility,
infrastructure quality
Smart Environment Health & Safety / Sustainability A1r. quahty, green spaces, safety,
resilience
Smart Governance Governance h.ls,.tltutlonal quality, transparency,
citizen trust
Smart Economy Opportunities Economlc Vltaht}.” employment,
mnovation capacity
Smart People Activities / Opportunities gd ucation, cqltural participation,
igital inclusion
.. . . Housing, healthcare, leisure,
Smart Living Quality of Life overall well-being

Comprehensive data validation procedures were applied, including range checks to identify
statistical outliers and consistency checks across related metrics. Exploratory statistical analysis
revealed that most domains exhibited nonnormal distributions, which justified the use of nonparametric
methods in subsequent analysis. Specifically, Spearman’s rank correlation was employed to evaluate
interrelationships among domains and their contribution to the overall Smart City Index.

C. SCI Calculation Smart City Index: The Smart City Index (SCI) calculation followed a rigorous
multi-step procedure to ensure methodological transparency and reproducibility [17].

Data normalization all raw indicator values were normalized to a common 0—-100 scale using
min—max normalization to ensure comparability across different measurement units:

X - Xmin
X = — %100 1
norm Xmax - Xmin ( )
where represents the raw indicator value, and , denote the minimum and maximum values observed
across all cities for that indicator.

Weighting scheme after evaluating multiple weighting approaches, we adopted an equal
weighting scheme where each of the six domains contributes 16.67% to the final SCI. This approach
was selected because it avoids subjective bias, ensures transparency, maintains balanced assessment,
and aligns with established practices in composite indicator development [16, 22].

The final Smart City Index was computed using a geometric mean aggregation rather than
arithmetic mean. The geometric mean was selected because it better captures the multidimensional
nature of smart city development, where severe deficiency in one domain cannot be fully compensated

by excellence in others: 6 1
SCI = (1_[ D/HXZwi 2)
i=1

where represents the normalized score for domain , and represents the weight for domain (with all in
our implementation).

Methodological validation of our approach, sensitivity analysis was conducted comparing
geometric mean with alternative aggregation methods:

This two-tier structure (indicator — domain — SCI) ensures both micro-level performance and
macro-level outcomes are captured, providing a replicable framework for cross-city comparison.

D. Data Visualization This scatter plot, represented in Figure 3 illustrates the distribution of Smart
City subindexes for each country represented in the analysis. Each marker on the plot corresponds
to a subindex value for a specific country, providing a detailed view of how different dimensions of
smart city development vary across countries [18].
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Aggregation Method Compensation Effect Suitability for SCI

Arithmetic Mean

Full compensation

Less suitable

Geometric Mean

Partial compensation

Selected — Optimal

Multiplicative

No compensation

Too restrictive

Smart City Subindexes per Country
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Figure 3 — Subindexes per Country

The horizontal bar in Figure 4 chart illustrates the summary score for different Smart City
subindexes based on South Korea as a context, which summarizes how South Korea is performing

along different dimensions [19].

Smart_Mability

Smart_Govermnment
Smart_Economy
Smart_People
Smart_Living
SmarCity_Index

SmartCity_Index_relative_Edmanton

-2500

Overall Data of South Korea country

500 5000 T500 10000 12500 15000

Figure 4 — Smart City Indicators of South Korea
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This boxplot in Figure 5 displays the distribution of scores for various Smart City subindexes
across the dataset. Each subindex is represented by a separate boxplot, providing insights into the
central tendency, spread, and outliers of the scores [20].

Boxplot of Smart City Subindexes

L i)

mo0 —_—

Smart_ Mobility Gt L regemnemens Smart_ Gosemment Smart_Econoery Smart_Peopls Smast_Living SmartCity index
Figure 5 — Box plot for subindexes

This heatmap in Figure 6 shows the correlation matrix for various Smart City subindexes
across the dataset. Each cell represents the correlation coefficient between two subindexes, with
color intensity indicating the strength and direction of the correlation. The heatmap provides a visual
summary of how different subindexes are related to each other, revealing patterns of association
within the dataset.

Smart_Mobility -
Smart_Environment
Smart_Govemnment

Smart_Economy
Smart_People
Smart_Living

SmartCity_Index

Smart_People

Smart_Mobility

Smart_Living -
SmartCity Index -

Smart Environment
Smart Government
Smart_Economy

Figure 6 — Correlation matrix

E. Country Ranking

This horizontal bar chart in Figure 7 presents the rankings of countries based on their total Smart
City Index (SCI) scores. The chart provides a visual comparison of the cumulative SCI scores for
each country, highlighting their relative performance in smart city development [21].
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Country Rankings.
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Figure 7 — Country ranking
All data processing, normalization, and visualization were conducted using Python (version
3.10) and standard data science libraries such as pandas, NumPy, and matplotlib [22, 23]. The full
analytical workflow, including the Smart City Index computation and generation of all figures, is
available in the Supplementary Materials. Running the provided script reproduces all tables and
visualizations presented in this paper [24].
Results and discussion

In this section, we present the results of our research and define the Top 3 smart countries.

Table 3 — Top 3 Smart countries

# Country #
0 Finland 0
1 Germany 1
2 Italy 2

The Smart City Index (SCI) results are based on 102 cities worldwide. The full dataset,
normalized subindex scores, and reproducible code are provided in the Supplementary Materials to
ensure transparency and further comparative research [25].

Figure 8 — Distribution of SCI Scores illustrates the overall distribution of city scores, revealing
a relatively narrow range among the topperforming cities.

Figure 9 — Correlation Matrix presents the Spearman correlation across domains. Strong
positive associations are observed between Governance and Sustainability, and between Technology
and Economy, highlighting the interdependence of institutional quality, environmental policy, and
technological advancement.

Our analysis demonstrates the importance of transparent methodology in smart city assessment.
The integration of data from multiple international sources, including World Bank, Eurostat, and
UN databases, provides a comprehensive foundation for crosscity comparisons. Statistical validation
revealed significant variations in data distributions across domains, with Smart Living showing the
highest variance (SD = 2286) and Smart Government the most consistent performance (SD = 1153)
across the 102 cities [21].
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Distribution of Smart City Index Scores
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Figure 8 — Distribution of SCI Scores
Spearman Correlation of Smart City Domains i
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Figure 9 — Correlation Matrix

Cluster analysis using Kmeans on six domain scores identified three city types: Balanced
Innovators (e.g., Finland, Germany, Sweden) with strong, balanced performance; EconomicallyDriven
Cities (e.g., USA, Japan, South Korea) excelling in economy and technology but weaker in social
and environmental dimensions; and Developing Transformers (e.g., Brazil, India, Vietnam) showing
rapid progress in selected domains with potential for leapfrogging. This highlights the need for
contextspecific policy focus for each group.

The correlation analysis using Spearman’s method revealed meaningful relationships between
domains, with Smart Living showing the strongest association with overall SCI (p=0.72, p <0.001),
followed by Smart Government (p = 0.60, p < 0.001) and Smart People (p = 0.56, p < 0.001). These
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findings align with established literature on smart city development while providing new insights
into the relative importance of different domains across diverse urban contexts [22].

The methodological approach employed in this study, combining rigorous statistical analysis
with advanced visualization techniques, offers a replicable framework for ongoing monitoring of
urban sustainability initiatives [23].

Conclusion

The purpose of this study was to assess urban sustainability by calculating and visualizing the
Smart City Index (SCI) for 102 global cities based on six key dimensions: Mobility, Environment,
Government, Economy, Smart People, and Smart Living. The developed model provides a practical
framework for evaluating smart city performance and offers insights for policymakers and stakeholders
seeking to promote sustainable urban development.

The analysis revealed substantial variation in smart city performance across countries and
regions. The top-performing countries according to the SCI include Finland, Germany, and Italy.
Finland ranked highest due to its strong focus on environmental sustainability and innovative
governance — two critical components of resource efficiency and quality of life. Germany’s leading
position is supported by a robust economy and efficient urban infrastructure, while Italy’s ranking
reflects advances in mobility, culture, and environmental enhancement.

Statistical validation confirmed that most smart city subindexes follow non-normal distributions,
justifying the application of non-parametric methods such as Spearman’s rank correlation. The
analysis showed that Smart Living, Smart Government, and Smart People dimensions have the
strongest associations with the overall Smart City Index (p = 0.72, 0.58, and 0.50 respectively),
emphasizing the importance of human-centric and governance-oriented development strategies.

Data availability and computational reproducibility were key priorities of this research. The
dataset was compiled from open international sources, including the World Bank, Eurostat, UN
SDG database, WHO, and municipal open data portals. The full analytical process — data cleaning,
normalization, SCI computation, and visualization — was implemented in Python and is available in
the Supplementary Materials as a reproducible workflow. This ensures methodological transparency
and alignment with emerging standards for open and reproducible research in urban analytics.

This study has several limitations that should be acknowledged. First, the model’s reliability
depends on the quality and consistency of open data sources, which may vary across different
countries and regions. Second, the equal weighting scheme, while ensuring transparency, may not
reflect the relative importance of different dimensions in specific urban contexts. Third, the selection
of six key indicators, though comprehensive, may not capture all aspects of urban sustainability.
Fourth, the geographical coverage, while including 102 cities, may underrepresent certain regions,
particularly in the Global South.

Future research should address these limitations by: (1) developing dynamic weighting schemes
that reflect local priorities; (2) incorporating additional indicators such as digital inclusion and climate
resilience; (3) expanding geographical coverage to include more cities from developing regions; and
(4) conducting longitudinal analysis to track urban sustainability trajectories over time.

Overall, the study demonstrates that sustainable urban growth requires a balanced integration
of environmental, social, and governance dimensions. Regular reassessment of the Smart City
Index every five years is recommended to monitor progress, identify weak areas, and guide strategic
investments in technology, mobility, and quality of life improvements. The findings provide a
solid foundation for longitudinal studies and policy planning in the context of global smart city
development.
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KAJIAHBIH TYPAKTBIJIBIFBIH BAFAJIAY:
CMAPT-KAJIA HHAEKCI )KOHE JEPEKTEPAI BU3YAJIU3ALIUAJIAY

Angarna

By 3eprTey Kana TYpaKThUTBIFBIH Oarasiay MCH apTThIPY/IbIH MAHBI3IBUTBIFBI PTHII KEJIC KATKAHBIH JIQJICIICHII.
MyHEBIH Heri3ri cebebi — ypOaHM3alUsIHBIH TYPAKTHI YACPICl MEH TEXHOIOTHSUITBIK MPOTPECTIH KapKBIHABI JaMYFHI,
OJIApABIH HOTMKECIHIC TYPaKThl CMapT-Kala Kypy KaXeTTumri TyelHAaiael. OcwiFaH OailmaHBICTBI 013 cMmapT-
kana uHaekci (SCI) apkbuibl KajamapiblH TYPaKTHUIBIFBIH OJIIICY JKOHE Oarajiay MOJCIIH YChIHAMBI3 JKOHE CH-
marTaiMe3. Y CHIHBUIFAH MOJENb OoWbIHINA ecenteynep oneMHIH 102 KalacklH KaMTBII, XKBUIIAM Opi THIMIIL
ecenTeyiep MeH BU3yaTH3alusaHbl KaMTaMachl3 eTeti. Mozenb anThl KOPCETKIIIKe CYHEeHe i MOOMIIBIIK, KOpIIaFraH
opTa, MEMJICKETTIK OacKapy, SKOHOMHKa, CMapT aJaMiap JKoHe cMapT emip. by Tocin kepcerkimTep OolbiHIIA
JIepeKTepl Tanjayra ’oHe TyciHAipyre MyMKiHAIK Oepeni, ap kana ymin SCI MoHIH ecenren, OHBIH OacThl ap-
THIKIIBUIBIKTAPEl MEH JKETIMIPYAl Tajam eTeTiH OarbITTapblH aWKbIHIANIbl. AJBIHFAH HOTIDKENEp 3aMaHayd
JIepeKTepl BU3yalIu3anusuIay 9icTepl apKblIbl YCbIHbIIA B!, Oyir SCI-1i TYCIHIKTI eTesl aHe Kaiajiap/asl e3apa
CAJIBICTHIPYFa KO alla Ibl. 3epTTEy KOPBITHIHIBLIAPHI CMApT-Kalladap apacklHa YIKSH aifbIpMAIIbUTBIKTapIbIH Oap
eKeHIH KOpPCeTTi, OYJI MaKcaTThl cascaTTap MEH WHBECTHLMSIIAP 93ipieyaiH KaXeTTUIrH alKbHaaiael. by eH-
OekTiH yieci 6ap OLTIMII TONBIKTHIPBIN KaHa KOWMaii, TypaKThl KaJajblK OpPTaHbl AaMBITYFa KaTbICYIIbl MYAIEI]
TapamnTapra KOChIMIIIA HYCKAYIIBIK ITeH YCHIHBICTAp YCHIHAIBI.

Tipek ce3ep: Kajla TYpaKTBUIBIFBI, CMapT-Kajla MHICKCI, IEepPEeKTepIi BU3yaIH3alusiay, TYPAKThl KaJallbIK
JlaMy, CMapT TEXHOJIOTHsIap, KaTajblK aHAIMTHKA, MM KaObUIIayIbl KOy JKyienaepl, TYPaKThl KaJIaHbl KOC-
napJay.

Camum T.,
maructpant, ORCID ID: 0009-0007-2327-7036,
e-mail: t salim@kbtu.kz
'KyarbaeBa A.A,
PhD, accuctent-npogeccop, ORCID ID: 0000-0002-2143-3994,
e-mail: a.kuatbayeva@iitu.kz

'Kazaxcrancko-bpuTaHckuii TEXHHUECKUH YHHUBEpPCHUTET, I. AnMarbl, Kazaxcran

OILIEHKA YCTOMYUBOCTHU I'OPOJIOB:
NHAEKC YMHOTI'O 'OPOJA U BU3YAJIM3ALIUA JAHHBIX

AHHOTALUA

B aHHOM HCCIEIOBAHUH JIOKA3bIBAETCS, YTO HEOOXOAMMOCTh OIEHKH M MOBBIIICHUS] YCTOWYMBOCTH TOPO-
JIOB CTAHOBHTCS )KU3HEHHO B)KHOW. DTO CBSI3aHO C MOCTOSHHOHM ypOaHM3alMeil ¥ TeXHOJIOTHYECKUM TpOrpec-
COM, KOTOpBIE€ TPEOYIOT YCTOWYMBOTO Pa3BUTHS YMHBIX TOpPOa0B. Ha OCHOBaHMHU M3I0KEHHOTO MBI MIPEIaraeM u
OTHCHIBAEM MOJIENb JJI1 U3MEPEHUSI U OLIEHKH YCTOMYMBOCTH TOpoJia ¢ MOMOIIBI0 HHIekca ymMHoro ropoaa (SCI).
[IpoBeneHHBIC pacyeThl IO TaHHON Moenu oxBarhiBatoT 102 ropoaa mupa, odecriedrnBast ObICTpbIe U A (DEKTHBHBIC
BBIYKCIICHHS U BU3YAIN3alMIO JIaHHBIX. MOJIesIb OCHOBaHA HA MIECTH MOKA3aTesX: MOOUIBHOCTD, OKPYKAIOIIAs
cpena, ToCyIapCTBEHHOE YIpaBlIeHHE, SKOHOMHKA, YMHBIC JIFOM U yMHAsl )KU3Hb. [IpeIIoKeHHBIN TOIXO0/ O3B0~
JISIET aHAM3UPOBATh U HHTEPIIPETUPOBATH JaHHbIE 110 KAXKOMY I0Ka3aTelo, 4To JeIaeT BO3MOKHbIM pacueT SCI
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JJIA KOHKPETHOI'O Topoaa, a TaKKE BBIABJICHUEC €TI0 CUJIBHBIX CTOPOH U HaHpaBHeHI/Iﬁ JUIA yITy4YIICHUs. HOJ’Iy‘IeHHI)Ie
Pe3y/bTaThl MPEICTaBICHBI C TOMOIIBI0 COBPEMEHHBIX METOI0B BU3YyaIU3allii JAHHBIX, UTO JIEJIaeT HHJIEKC YMHOTO
TOpOZia HaIYISITHBIM M TT03BOJISIET CPAaBHUBATH TOpO/ia MEXk Ty co00i. BbIBO/BI HcceJoBaHMS TIOKa3aIl 3HAYUTEIb-
HBIC PA3INYMs MEXIy YMHBIMH TOpPOJaMH, YTO YKa3blBaeT Ha HEOOXOAMMOCTh pa3pabOTKM IENEBBIX MOJUTHK U
nHBecTUINH. CenaHHbIi BKJIAJ, M0 HAIlEeMy MHEHHIO, Oy/IeT ICHHBIM JJOIOJIHEHNEM K CYIIECTBYIOINM 3HAHHUAM 1
IPe0CTaBUT AaJbHEHIINe PEeKOMEHIAlMH JUIsl 3aMHTEPECOBAHHBIX CTOPOH, BOBJIEUEHHBIX B Pa3BUTHE yCTONUNBOI
TOPOZCKOH Cpeapbl.

KuroueBble cjioBa: ycTOMUMBOE pa3sBUTHE ropoja, UHAEKC YMHOIO ropoja, BU3yaln3alus JaHHBIX, YCTOH-
YHBOE TOPOJCKOE Pa3BUTHE, YMHBIC TEXHOJOTWH, aHAJMTHKA TOPOJA, CHCTEMBI MOANCPKKN TPHHSATHS PEIICHUH,
TUTAHUPOBaHNE YCTOWYNBOTO TOPOAA.

Article submission date: 01.10.2025
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INPOEKTUPOBAHUE 3AINMIEHHOT'O CETEBOI'O HIJIIO3A
A OBJTAYHBIX ITPNJIOKEHU U

AHHOTAIHUA

CraTbsl MIOCBSICHA POCKTHPOBAHMIO U HACTPOWKE 3AIIMIICHHOIO CETEBOTO MIII03a JUIsl OOJAYyHbIX MIPHUIIO-
JKeHHH Ha ocHOBe coBpeMeHHBIX VPN-mporokonmoB OpenVPN n WireGuard. B ycmoBusX akTHBHOTO pa3BUTH
00JIauHBIX TEXHOJOTHH W pOCTa 4yHciia Kubeparak 00eCcIeueHne 3alMIEHHOTO YIaJIeHHOro I0CTyNa K CepBHCaM
CTaHOBHUTCSI KJIOUEBOH 3aj1aueil MH(POpPMaIMOHHON Oe30macHOCTH. PaccMaTpuBarOTCsl akTyaibHbIE Yrpo3bl, BO3-
HUKAIONIME TIPH Tiepejaye JaHHbIX B OOJIAYHBIX Cpelax, U Moka3aHa posnb VPN-TeXHOnoruid B npegoTBpaiieHnu
arak. [lonpoOHo ananmsupyrorest ocobenHoctr OpenVPN u WireGuard: apxurekrypa, kpunrorpadudeckas 6asa,
yI00CTBO HACTPOUKH U POU3BOIUTENILHOCTD. B paboTe npezcTaBieHa apXUTeKTypa ITF03a, BKIIOYAKOLIas cepBep
VPN, MexceTeBble QUIBTPBl H MEXaHU3MBI MapIIPyTH3ALMH, 00eCIEUNBAIOIINE IPUHYAUTEIBHOES IPOXOKICHHE
Bcero Tpaduka yepe3 3amIM(poBaHHBINA TyHHENb. DKCIEPUMEHTHI, IPOBEJCHHbBIC B BUPTYAIM3HPOBAHHON cpefe
VMware Workstation, noka3zanu, uto WireGuard nemoHcTpupyer 6oliee BHICOKYI0 CKOPOCTb IEpeaud AaHHbIX U
HU3KYIO 3aJIepKKy, Toraa kak OpenVPN omnuaercsi THOKOCTBIO M COBMECTUMOCTBIO C KOPIIOPATHBHBIMU CHCTEMa-
mu. COBMECTHOE HCITOIb30BaHNE 00OMX MPOTOKOJIOB TTO3BOJISIET MOBBICHTH OTKA30yCTOMYMBOCTD U aallTHBHOCTh
cucteMbl. [IpakTidyeckast 3HA9YMMOCTD UCCIIEIOBAHMUS 3aKITI0YACTCS B BO3MOXKHOCTH BHEIPEHUS IIPEIUIOKEHHOM ap-
XHTEKTYPBI B KOPIIOPATHBHBIX U YAaCTHBIX CETAX UL 3aIMUTHI OOMAYHBIX MPUIIOKCHUH, OpraHU3alUH YIaJICHHOIO
JOCTyIIa COTPYAHUKOB M NOBBIILIEHUS YPOBHS 0€30IIaCHOCTH HH(POPMALIOHHBIX PECYPCOB.

KaioueBble ciioBa: o0iauHble MPUIOKEHUS, HH(GOpMaIMOHHas! 0€30MacCHOCT, 3aIMIIEHHBIN UTI03, MH(po-
BaHHE, CETEBbIE IPOTOKOJIBI.

BBenenue

CoBpeMeHHbIE 001a4HbIe TEXHOJIOTHU MPEAOCTABISAIOT UPOKHUE BO3MOKHOCTH JJISl XPaHEHUS,
00paboTKH U nepeaadu JaHHbIX. OJHAKO UX UCHOIb30BAaHHE CONPSKEHO C PUCKAMMU: IIEpexBaT Tpa-
(uKa, HECaHKIIMOHUPOBAHHBIN JJOCTYT, aTaK! TUIIA «YEJIOBEK ocepeanney». B atux ycnosusix VPN
(Virtual Private Network) ocraercst oqauM u3 Han6onee 3¢ HeKTUBHBIX HHCTPYMEHTOB 3aLUThI KOM-
MyHuKauui [1].

Wcnonp3oBanue momHoi mudpanun naketoB B VPN obecrieunBaeT ycTOHYMBOCTH K 0OHApY-
KEHUIO ¥ OJIOKMPOBKAM, YTO MOJATBEPKIAET akTyaibHOCTh VPN Kak cpencTBa 3aiuThl KOMMYHHUKA-
it [2]. OpenVPN u WireGuard sBnsitoTcst AByMsl HanboJsiee pacpOCTpPaHEHHbIMU PEIICHUSIMH B
naHHoU obnactu [3, 4]. IlepBblil oTaHYaeTCs 3pEIOCThIO U THOKOCTBIO, BTOPOW — BBICOKOW CKOPO-
CThI0 M1 MUHUMAJIMCTUYHON apXUTEKTYpOu. P nccnenoBanuii moaTBepKAaeT 3TH pasinuus. Taxk,
Jason u Donenfeld nokazanu, uro WireGuard npeBocxonut Tpaguinronasie VPN 1o npomyckHoi
CIIOCOOHOCTH U 3ajiepKkaM [5], a pabotel Joel Anyam u coaBTOpOB MOYEPKUBAIOT IIIUPOKYIO TPH-
meHnMocTh OpenVPN B KopriopaTHBHBIX HHPpACTPYKTypax Onmaromapsi 60oraToil moaaepkke Kpui-
TOorpaguuecKux alropuTMoB [6].
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HecMotpst Ha momysipHOCTh 000X MPOTOKOJIOB, HETOCTATOYHO MCCIIEIOBAHUHN, KOMIUIEKCHO
paccMaTpHUBArOIIMX UX COBMECTHOE MPUMEHEHHE B apXUTEKTYPE 3allUIICHHOTO IIITI03a JIJIs 00J1ad-
HBIX PHIOKEeHHUH. L[enb cTaTbu — BOCTIONHUTD JaHHBIN MPOOEI U MPEIOKUTD MPAKTHYECKYI0 MO-
JIeTh 1IIJTI03a, 00eCIIeUrBAIONIETo Oaanc MeX 1y 0e30TaCHOCTBIO U TTPOU3BOIUTEIHLHOCTBIO.

HecMotps Ha TO 4TO OCHOBHOE BHUMaHUE yAEIIEHO IMMOCTPOCHHUIO 3AIIUIIIEHHOTO IIUTI03a 15 B3a-
UMOJICHCTBHSI ¢ OOJAYHBIMU TIPUIIOKCHUSMH, peaTH3allisl MPOU3BOAMIACH B BUPTYAIM3UPOBAHHOMN
cpene VMware Workstation. 910 00ycI0BI€HO OTpaHUYCHUSIMH 110 OIOKETY W OTCYTCTBHUEM JTOCTY-
1a K KOMMEpPYeCKUM OOJIauHbIM TuiaTgopmaM. TeM He MEHEe BCsl apXUTEKTypa PEIICHUS U UCIIONb-
3yeMbI€ TIPOTOKOJIBI COXPAHSIOT MOJHYIO IEPEHOCUMOCTD Ha 00JIauHbIC Cpelibl, Takue Kak Microsoft
Azure, Amazon EC2, DigitalOcean u ap. [lpuniunst noctpoenus: VPN-TyHHeNs, MapuipyTH3aUN
U GuIbTpanuu TpaprKa OCTAIOTCS aKTyaJTbHBIMH BHE 3aBUCHMOCTH OT CPEJIbl Pa3BEPTHIBAHMUSI.

MarepuaJibl 1 METOABI

Poct nHTEpeca K MOCTPOCHHUIO 3alIUIIEHHBIX CETEBBIX IIUTFO30B B COBPEMEHHBIX YCIOBUSIX Ha-
IpsSMYIO CBSI3aH C yBEJIMYEHUEM UYHCIIa M10JIb30BaTelNeH, MOAKIIOUAIOUXCsl K 00JIauHBbIM CEepBHCaM
U3 HeCTAOMJIHHBIX WJIH MOTEHIIMAIBHO YSI3BHUMBIX CETEH, Oy/ib TO JJOMAITHUE TIOAKIIOUSHHS, ITyOInd-
ueie Wi-Fi cetn mim moOminbHEIH MHTEpHET. B paMkax maHHO# paOOThI CTaBUTCS 3a1ada pa3padoT-
K{ MPAaKTUYECKOTO PELICHHUs, KOTopoe obecreunT 0e30macHblii 0OMEH TaHHBIMH MPH B3aHUMOJICH-
CTBHH C O0JaYHBIMH MPHIIOKESHUSMH, HCIIOJIB3YS aKTyanbHble TexHojoruu VPN Ha 6a3e mpoTokoIoB
OpenVPN u WireGuard.

B HauanbHOI (ase ucciae0BaHEe OPUEHTUPOBAHO HA ONIpE/IesIEHNE XapaKTepHBIX YsI3BUMOCTEH,
CBSI3aHHBIX C Ilepeaadeii TaHHbIX B 001a4HOM cpezne. [Ipu 3ToM ocoboe BHUMaHUE ylesieTcs ClieHa-
pHsIM, B KOTOPBIX KOHEYHbIE YCTPOMCTBA MOJIb30BaTENIeH MOAKIIIOYAIOTCS K 00JIauHBIM TUIaTGopMam
Yyepe3 HeHaJe)KHbIE KaHAJbI CBSA3H, YTO JeJaeT HEOOXOAMMBIM BHEIPEHUE JTOTIOTHUTEIBHOTO CIIOS
3aIHTHI.

Crenyrouiuii STarm npeanonaraeT BIOOp TEXHUUECKUX PEIICHUH, CIOCOOHBIX CHU3UTh YKa3aH-
Hble pUCKU. B KauecTBe NMpUOpUTETHBIX paccMmarpuBaroTcs VPN-mpoTokosbl, mpeniararmomme 3a-
HIMIIEHHBINA CTI0cO0 B3aWMONICHCTBUS ¢ ylajJeHHBIMU pecypcamu. B nmanHom koHTekcte OpenVPN
BBICTYTIACT KaK IMMPOBEPEHHOE BPEMEHEM pPEIIeHHEe ¢ THOKOW HacTpoiiKoi, Torna kak WireGuard pac-
CMaTpUBaeTCsl KaKk MHHOBALIMOHHAS aJbTEPHATHBA, OPUEHTUPOBAHHAS HA MPOU3BOIUTEIHHOCTH U
ynpouieHrne apxuTekTypbl. O1ieHKa 000MX MPOTOKOJIOB MTPOBOAMTCS C YUETOM YCIOBHI UX MHTETpa-
UM B Pa3HOPOIHBIE HHPOPMAITMOHHO-TEXHUYECKUE CPEJIbI, a TAKIKE CIIOCOOHOCTH MPOTUBOCTOSTH
pacIpoCTpaHEeHHbIM yTpo3aMm.

OnHako uccienoBaHUe HEe CBOAMTCS MCKIIIOUUTENIBHO K BBIOOPY NMPOrpaMMHOIO 0OECIIEUEHHs.
OmHO# 13 BOKHEUTIIHNX 33714 CTAHOBUTCS ()OPMHUPOBAHNE APXUTEKTYPHOM MOJICIH IIUTI03a, BKITFOYAr0-
el MapIIpyTU3aUI0, MEXaHU3MbI IIH(POBAHUS, KOHTPOJIb TpaduKa U CIIOCOOB! Ay TEHTU()UKALTHH.

HccnenoBanne nmpoBOaUTCS B M30JIMPOBAHHOM cpelie Ha 0a3e BUPTYAIbHBIX MAIIWH, YTO JAET
BO3MOXKHOCTh MOJICTTHPOBATh PeasibHbIC YCIOBHS SKCILTyaTallud U BOCCO3/aBaTh MOTCHIIUAILHO He-
CTaHJAPTHBIC CUTYallUU: OOPBIB COSIMHECHUS, MTOTBITKY HECAHKIIMOHUPOBAHHOTO JIOCTYIIA, TUKOBYIO
Harpy3ky. 9T0o NO3BOJII€T OOBEKTUBHO NPOBEPUTH, HACKOIBKO IMPEJIOKEHHOE PEIIeHHE COOTBET-
CTBYET TpeOOBaHUSIM CTAOMIHPHOCTH | 3AIIUIIICHHOCTH.

HccnenoBanne CTpOUTCS HE TOJIBKO Ha M3YYEHUH TEOPETUYECKUX OCHOB. Ero BaxHOil cocTas-
JISTFOILIEH SIBIISICTCSI MPAKTUYECKasl peau3alys 1 IpoBepka paboToCOoCOOHOCTH pa3pabaThIBAEMOTO
nuro3a. C OIHOW CTOPOHBI, TPOBOJAMTCS aHATTUTUYECKUI 0030p JTUTEPATYPHBIX H HOPMATHUBHBIX UC-
TOYHHUKOB, Kacaronuxcss VPN, kpurnrorpaduueckux METOJIOB U apXUTEKTyp OezonacHoctu. C apy-
rOil — BBINOJIHACTCS IOIIAroBas HACTPOMWKA M OTNIAJKa ILTI03a, BKJIIOYAIOUIAs MCIOJIb30BAHUE KO-
MaH/IHOHM CTPOKH, paboTy ¢ KOH(pHUTYparMOHHBIMHE (paiiiaMu, aHaJIN3 JIOTOB U YCTPAHEHHUE OINOOK.
Takoli o101 MO3BOJISAET MOTYYUTh BCECTOPOHHEE TOHUMAHNE HE TOJBKO JJOTHKH PaOOTHI CUCTEMBI,
HO ¥ OCOOCHHOCTEH ee BHEIPCHUSI.
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Paznuuus MexIy mpoTOKOJIaMH OCOOEHHO 3aMETHBI Ha ATale BHEAPEHHS B pealbHBIC CETH.
OpenVPN OTIUYHO NOAXOIUT Il KOMITAHUH C pa3BUTON HHPPACTPYKTYPOH, HYKJAFOIIUXCS B TIPO-
JBUHYTOM MapiipyTusanuu, 1udpdepeHIrpoBaHHbIX MpaBax J0CTyNa U NOAKIIOYEHUH K BHYTPEH-
HuM cepucam — LDAP, Active Directory u neHTpanu30BaHHBIM cUCTeMaM JiorupoBanus. OH JaeT
BO3MOKHOCTb TMOKOM HACTPOMKH MOJUTHK, BKJIIOYas orpaHrnyeHue 1o [P-nuamnasonam, BpeMeHu ak-
TUBHOCTH U YPOBHIO JOCTYIa KOHKPETHBIX KJIMEHTOB, YTO JEJIAET €r0 MOIIHBIM HHCTPYMEHTOM JUIS
aJIMUHHUCTPUPOBAHHUS.

WireGuard, HanpoTuB, ONTUMU3UPOBAH TOJ 33a[1a4l, B KOTOPBIX KIIIOYEBBIMH SIBIISIOTCS CKO-
pPOCTb U MPOCTOTA MCIOJIb30BaHUSA. OH MOKa3bIBaeT BBICOKHE IMOKA3aTeId MPOU3BOIUTEIBHOCTH
naxe Ha cmabom obopynoBanuu: ogHoratHeix 1K, poytepax u loT-ycrpoiicTBax. [logkmoueHus
yCTaHaBJIMBAIOTCS MTHOBEHHO, BOCCTAHABIINBAIOTCS aBTOMAaTUYECKH IIPU CMEHE ceTeil U He TPeOyroT
PYYHOTO BMEMIATENIBCTBA I OOHOBIICHHS HACTPOEK. DTH cBoiicTBa nenator WireGuard npusieka-
TEJIHBIM JIJIs1 MOOMITBHBIX pemeHuid, DevOps-uH(ppacTpyKTyp U IPOEKTOB, TI€ PECYypCHl OrpaHHye-
HbI, @ CTAOMIIBHOCTh KPUTHUYHA.

Jlia yno6cerBa BocnpusTHs KitoueBbiX paznuunii Mmexxay OpenVPN u WireGuard ux xapaxrepu-
CTHKH TIpeCTaBICHBI B Tabmmie 1.

Ta6muna 1 — CpaBaenune xapakrepuctuk OpenVPN u WireGuard

[MTapamerp OpenVPN WireGuard

ApXHUTEKTYypa MonynsHast, ocHoBaHa Ha TLS MuHuManucTUYHAas!, BCTPOEHA B
sapo Linux

Hudposanue AES-256, Blowfish, CASTS u np. ChaCha20, Curve25519
(puKcupoBaHHBIC)

Hacrpoiika T'ubkast, HO cloXKHAas IIpocras, equnblit
KOH(UTYPAIIMOHHBIN (haiin

[Tpou3BOIUTENEHOCTH Cpenssist (3aBUCHT OT IMapaMeTPOB) Bricokas, ocobenno Ha Linux-

ruaropmax

ITonneprxka marhopm

[upoxasi, Bkiatodas Windows,
MacOS, Linux

Orpanndena Ha ctapbix OC, myurie
Bcero pabdoraeT Ha Linux

COBMECTUMOCTSD C
KOPIOPAaTUBHBIMU ITOJIMTUKAMHA

Bricokas

Tpebyer aganTanun

[IpumenumocTtb

Kopnoparususie cetn, L{O/Ip1,
CIIOKHAsT MapIIPy TH3aLHs

Jlmarsie VPN, DevOps, MOOITBHBIE
YCTpOMCTBa

B pamkax ctarbu 06a mpoTOKOJIa pacCMaTPUBAIOTCS KaK B3aUMOJIOIIONHSIONINE, a HE KOHKYPH-
pyromue perreHus. X mapamienbHOe UCTIONb30BaHNE MTO3BOJISIET PEan30BaTh aalTUBHYIO apXu-
TEKTYpY, B KOTOPOH KOHEYHBIN IMOJH30BaTEIh CAMOCTOSTEILHO BBIOMPAET HAWOOJIEe MOAXOMSITUI
BapUAHT MOJAKIIOUEHHUs. Takol MOAX0j pacimpseT BO3MOKHOCTH KOH(HTypaluu, yBEIMYWBAET
THOKOCTh CHCTEMBI U J]aeT BO3MOXKHOCTh 00JIe€ TOUHOTO aHaan3a 3(h(HEKTUBHOCTH KaXK0TO U3 MPO-
TOKOJIOB B YCJIOBHSAX peajJbHON IKCIUTyaTalliuu.

Pe3yabTarhl u 00cy:K1eHue

OyHKIMOHAJIbHAS CXeMa pa0OThl 3alIMIEHHOIO CETEBOTO IITI03a (OPMUPYETCS BOKPYT UYETKO
OpPraHM30BaHHOI'O B3aMMOJEHCTBUSI MEXKAY LIEHTPAIbHON CEpBEPHOM YaCTh0 U MHOXKECTBOM KIIM-
EHTCKUX YCTPOMCTB, 00BEIMHEHHBIX B paMKax JIOTHYECKU 3aMKHYTONH HHPPACTPYKTypbl. OcHOBHAs
3aj1a4a 3TON CUCTEMBbI 3aKJII0YAETCsl B CO3/JAaHUN YCTOMYMBOT0, 0€30I1aCHOTO 1 YIPABIIEMOT0 KaHaa
nepesadu JTaHHbBIX, 110 KOTOPOMY BECh ITOJIb30BATENILCKUI CeTEeBON TpauK MPOXOAUT B 3aIIU(pO-
BaHHOM BuJe. LleHTpasIbHbIM 2]1EMEHTOM B JaHHOM apXUTeKType BbicTynaer VPN-cepsep, Ha KoTO-
POM peanu3yroTcs GyHKIUN UG POBAHUS, MAPLIPYTHU3ALNH, YIIPABIECHUS CECCUAMU U KOHTPOJIS TIO-

211



HERALD OF THE KAZAKH-BRITISH
No. 4(75) 2025 TECHNICAL UNIVERSITY

JUTHK 0CTyna. BusyanbHas cTpyKTypa B3aMMOIEHCTBUS BCEX KOMIIOHEHTOB IIUI03a IPECTABIEHA
Ha pucyHke 1.

CHCTEMa KOHTPONA
H MOHMTOPHHIA

VPN- 3 VPN

cepeep
Knneuy e
AW WEHHBIA

e OfnauHan

H H¢'F.‘EI.I'_‘TFI"I|I'KT)"[JH

Mpasuna daepeona

Pucynox 1 — O6mas cxema paboThl 3alIMIIEHHOTO CETEBOT0 IILTI03a

B pesynbrare dhopmupyercs cxema, B KOTOPOU KaXKIIbI ATall — OT TMOAKITIOYEHHS 10 KOHTPOJIS
Tpadrka — 0XBaThIBAETCS CHEIMATM3UPOBAHHBIM HAOOPOM MEXaHHU3MOB. DTO MO3BOJISIET BBHICTPAU-
BaTh HAJISKHYIO U B TO K€ BpeMs THOKYI0 HHPPACTPYKTYpY, aAalTUPYEMYIO MOJ] pa3JIUYHbIE CLIEHA-
puu skcrutyaranuu. 111103 He mpocTo o0ecneunBaeT 3alUIeHHYI0 KOMMYHHKAIIUIO, HO U (popMUpY-
€T OCHOBY JUIsI IOCTPOEHUS 00JIee CIOKHBIX CETEBBIX PEIICHUN, COXPaHss MPHU 3TOM MPO3PAUYHOCTD
KOH(UTYpaIuy U ynpaBiIsieMOCTb.

J1 peanu3auy 3auiiineHHOTo TYHHEIST MeKIY KIIMEHTOM U CEpBEPOM HEOOXOTMMO TIpeIBapH-
TEJIHHO YCTaHOBUTH U HacTpouTh OpenVPN.

brina BeIonHeHa monHas HacTpoiika cepBepHoit yactu OpenVPN ¢ ucnonb3oBanuem Easy-
RSA 3.x. Peanu3oBanbl Bce KJIHOYEBBIE Talbl KPUNTOrpahuueckoi MOArOTOBKHU: MHULIMATH3AIMS
HEHTpa cepTu(dUKaln, BBITYCK CEPBEPHOTO cepTUdUKaTa, FeHepalys napaMeTpoB MUPPOBaHUSI 1
co3naHue Kiodeit 6e3onacHocTr. Takke moapoOHO pacCMOTPEHBI MPOIIECChl (POPMUPOBAHUS U TTOI-
MUCH KIIMEHTCKOTO CepThu(UKaTa, 9T0 00ECIEeUnIIO TOTOBHOCTh MH(PPACTPYKTYPHI K Oe30macHOMY
B3aNMOJENCTBUIO MEXKY CEPBEPOM U KIIMEHTaMH uyepe3 VPN-TyHHEb.

Ha pucynke 2 oroOpaxkaeTcsi MOATBEPIKICHUE YCIEIIHOTO MOAKIIIOYEHUS M (PaKT MaplIpyTH-
3anuu Tpaduka yepe3 ycraHoBieHHoe VPN-coenuHeHune. ITO CBUIETENBCTBYET O KOPPEKTHON Ha-
CTpOiKe U paboTOCIIOCOOHOCTH BCeH KpunTorpaduueckod MHPPACTPYKTYPhI, pa3BEPHYTOH ¢ HC-
nons3oBaHueM Easy-RSA 3.x xkak Ha cepBEpHOH, Tak U Ha KIMEHTCKOW CTOPOHE.

Pucynok 2 — 3anyck u nipoBepka coctosiaus cepsuca Open VPN
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Jiia peanuzanuu Broporo VPN-mpoTokona B paMKax 3allMIIEHHOIO LUTI03a HCIOJIB3YETCs
WireGuard. OH oTiMyaeTcsi KOMIAKTHOW apXUTEKTYPOH, BBICOKOW MPOU3BOAUTEIBHOCTBIO U MPO-
ctotoil koHpurypauuu. B ornuune or OpenVPN, nanHblii npoTokos He TpeOyeT pa3BepThbIBAaHU
HEHTpa cepTU(UKALIUNY, @ UCTIONb3YET CTaTUUYECKHE KIIIOUH, YTO JIENAaeT ero 0COOCHHO YIOOHBIM B
YCJIOBHSIX OIPAHUYEHHBIX BBIYMCIUTEIBHBIX PECYPCOB.

3aBepmiaomuM dTanoM HacTpoiiku VPN-cepBepa siBisieTcs: akTUBaIlMs MEXaHH3Ma Tepeajipe-
caru [P-Tpaduka, HeoOxoqMMOTro Asi 0OecnedeHnss MapIIpyTH3aluy KIMEHTCKUX JTaHHBIX Yepes
3aIUIICHHBIN TyHHENb. DTOT NapaMeTp MO3BOJISET NepeaBarh MAKEThl OT MOAKIIOYEHHbBIX KIMEH-
TOB BO BHEIIHHUE CETH, ACHCTBYs Kak MapuipyTu3arop. Bkitouenue qaHHON (YHKIMH BBITOTHACTCS
MyTeM M3MEHEHHsI CUCTEMHON CeTeBOM KOH(UTypaluu, OTBevaronlei 3a nepecbuiky [Pv4-nakeros
Mexny uHTepdeiicamu. [IpoBepka aKTHBHOCTH COCTUHEHHS MPOU3BOAMTCS KOMaHIOW «sudo wg
show», pe3ynbTar KOTopoii MpeAcTaBIeH Ha PUCYHKeE 3.

:-5 sudo wg

wKTACDZ2mLsUVp 2irITno=
private key: (h
listening port:

endpoint: 192.16E.
allowed ips: 10,18
latest handshake:
transfer: 12.21

Pucynox 3 — Ilposepka coctostaus coenunenust WireGuard

Peanuzarus Mexann3ma ceTeBoi (QMIIBTPAIMM B PAMKax 3allUIIEHHOTO [IUTI03a OCYIIEeCTBIIET-
cs1 ¢ ucnonb3oBanueM UFW (Uncomplicated Firewall) — ytunutsl, nmpenocrapmistomeit ynpoueH-
HBII HHTEep(eiic 11 ynpaBiIeHus] BCTPOSHHBIM B CHCTEMY HHCTPYMEHTOM iptables. JlanHbIi moaxon
MO3BOJIIET 3HAUYUTEIHFHO YIPOCTUTH HACTPOUKY Ga30BBIX MOJUTHK MEKCETEBOTO SKPaHUPOBAHMUS, HE
CHIKasl IPH 3TOM YPOBHsI 0€301acHOCTH. B COOTBETCTBUM € IPUHSATON MOJEINBIO «3aIPeT MO0 yMOJI-
YaHUIO» BCE BXOAAIINE TOAKIIOUEHHSI OJIOKUPYIOTCSI, 32 UCKIIIOUCHHEM SIBHO Pa3pElICHHBIX MTPABUIL.
B nanHoii kOH(MUTYpaAIUK OTKPHIBAIOTCS TOJIBKO TE TMOPTHI, KOTOPbIE HEOOXOIUMBI IS (PYHKIIHOHH-
poBaHus TyHHENIbHBIX MMPoToK0oI0B Open VPN 1 WireGuard. 910 obecriednBaeT orpaHndeHre BHEIII-
HETo JA0CTyna K HHPPACTPYKType, MUHUMHU3HUPYS BOBMOXHbBIE TOYKH BXO/IA.

[ToMumoO MOPTOBOM (MIBTPAIMM, BaXKHBIM ACHEKTOM SIBISAETCS NMPHHYAUTENbHAS MapLIpyTH-
3aIisl BCETO KJIMEHTCKOro Tpaduka UCKIouuTenbHo uyepe3 VPN-tynnens. Takas mepa mo3BossieT
MOJTHOCTBIO UCKJIIOYUTH BEPOATHOCTh 00X0/1a 3alIUIIEHHON MHPPACTPYKTYpHl U YTEUKH JAHHBIX B
oTkpeIThIii UaTepHeT. [y monb3oBareneid OpenVPN nannas GyHKIHS aKTHBUPYETCS C TTIOMOIIBIO
napamMeTpoB KOH(UTYpaIiy, HMepeHaNpaBisIomuX Bech TpapHuK uepe3 BUPTYyaJbHbBIM HHTEepdeiic
cepBepa. AHanornunbsii 3¢ ekt nocturaercs B WireGuard myTem yka3zaHHUs MapHIpyTOB B Iapame-
Tpe, KOTOPBIN 3aaeT MOJIHBIN nepedeHs [P-anpecos, TOCTyHBIX TOIBKO Yepes HuIto3. B pesynbsrare
BECh I0JIb30BATENBCKUI Tpaduk HampasiseTcs cTporo uepe3 VPN, obecrnieunBasi eHTpaIl30BaH-
HYIO0 (pUIBTpALNIO, KOHTPOJIb U 3amuTy. CxemMaTrudeckoe MpeCTaBIeHUEe apXUTEKTYPbl MapIIpyTH-
3aIuK 1 GUIBTPAIUY IPUBEJICHO HAa PUCYHKE 4.

XO0Ts MpaKTUYecKas pean3alis OCyIeCTBIIIACH B IOKAJILHOM J1a00paTopHOii cpejie, MoTydeH-
HBIE PE3yNbTaThl U CTPYKTYPa PELICHUS TO3BOJISIOT YTBEPXKIATh, YTO OHO MOXKET OBITh aJlallTHPOBa-
HO JIIsl UCTIOJIb30BaHMS B IMyOJIMYHBIX MM YAaCTHBIX oONakax. DTo AeaeT MpeIoKEeHHbBIN MOaX0/
YHHUBEPCAIbHBIM M IPUMEHUMBIM B PEAJIbHBIX YCIOBHUAX HKCIUTyaTallMy 3aIMMLICHHBIX yAAJIEHHBIX
MOJKJIFOYEHU .
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Becbk Tpadumk =
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Knuent TyHHens VPN-cepsep MHTepHeT

Pucynox 4 — Cxema IpuHYyAUTENIBHOW MapLIpyTU3aLuu
Bcero Tpaduka kimeHTa yepe3 VPN

Takum o6paszom, popMHpyETCs JIOTHYECKH 3aMKHYTasi CXeMa, B KOTOPOil 100bIe ceTeBbIe B3a-
UMOJICHCTBHS KJIIMEHTA MPOUCXOAAT UCKITIOYUTEIBHO Yepe3 KOHTPOIHpyeMblii 1uto3. CaM U3, B
CBOIO OYepe/ib, OCYIIECTBIIIET MOHUTOPHUHT U YIpaBIeHHE BCeM TpadUKoM, KaKk BXOISIINM, TaK U
ucxomAmuM. Takoi moaxoa 0cOOEHHO aKTyalieH B YCIOBHUSX MCTIONB30BAHNUS ITyOIUYHBIX HIJIH HEHa-
JIeKHBIX CETEH, IJie KPUTUIHO 00ECIIeYHUTh MOJIHOE JT0BEPUE TOIBKO K OTHOMY — TYHHEITUPOBAHHOMY
KaHaIly JJOCTYyTIA.

JInisi IOBBIIEHUS] HATMIATHOCTH U YCKOPEHHsI MIPOIIECCOB HACTPOWKH B XO/I€ TECTUPOBAHUS HC-
MOJIB30BANINCH Tpaduueckne monb3oBarenbckue naTepdericel (GUI), mocTynmHbie B KIMEHTCKAX U
CEpBEPHBIX PEHICHUsAX I 00enx TexHonoruid. TecToBast cpena Obl1a pa3BepHyTa Ha BUPTYaIbHbIX
MalmHax, GyHKIMOHUPYIOMINX O] yIpaBieHneM onepannoHHbx cuctem Ubuntu Desktop n Kali
Linux. BupryanbHbele MammHbl OB COEAMHEHBI Yepe3 KOMOMHUPOBAHHYIO cxeMmy bridge-cereif,
YTO TO3BOJIMJIO CMOJIEJINPOBATh KaK JIOKAJIbHBIC, TAK W BHEIIHHE MOAKIIOYeHUs. Takas KoHUry-
parmsi obecrieurBalia TOCTATOUHBI yPOBEHb peain3Ma Uil OlleHKH mnoBeacHus VPN B ycrnoBwHsx,
NpUOIIKEHHBIX K PeaTbHOM HKCIUTyaTallluy.

CpaBHHUTENBHBIE XapaKTepUCTUKU npoTokona WireGuard yacTo aHaIM3HPYIOTCS B COMOCTAaB-
nennu ¢ OpenVPN. Ot HabmroneHns 0coOEHHO Ba)KHBI ISl OLIEHKH MPUMEHUMOCTH TEXHOJIOTHH B
BBICOKOHArpyKEHHBIX PaCIpPEENIEHHBIX cucTeMax [7].

Ha ocHoBaHMHM pe3ynbTaToB, MOyUYEHHBIX B XO/I€ SKCTIEPUMEHTAILHON TpoBepKH paboTsl VPN-
IIJIF030B, BHIMOJIHEHO COMOCTABICHNE XapaKTEPUCTHK JIBYX MCCIEAYeMbIX MPOoToKosoB — OpenVPN
u WireGuard. B cpaBHeHNHN y4HUTBIBAINCH KaK KOJTMUECTBEHHbIE TOKA3aTeN! (3a7epkKKa, IIOTepH ma-
KETOB), TaK U Ka4€CTBEHHBIC XAPAKTEPUCTUKH, (PUKCHpPYEMble BU3YyaJIbHO MU Yepe3 KOMaHIbl MO-
HUTOPHUHTA.

3HaueHHs cpeqHel 3aepKKH pH Tepenade maketoB B TyHHese WireGuard oka3annch HIKe U
cocTtaBuiy 0ko10 0.5 Mc, B To Bpemsi Kak i1t Open VPN 3ToT nmokasaresns HaxousIcs B ripeaenax 1 Mc.
MaxkcumanbHas 3anepxkka y WireGuard taxoke O0bi1a Hike (1 mc mpotuB 2 mc y OpenVPN), gato
MOYKET CBUJICTEILCTBOBATE 0 Ooiee 3pdexTuBHON 00paboTke Tpadrka BHYTPH siIpa ONeparliOHHON
cucremsl. [loTepu makeToB npu paboTe 060MX MPOTOKOJIOB OTCYTCTBOBAJIH, YTO IEMOHCTPUPYET MX
CTaOMIIBHOCTH B KOHTPOJHPYEMOH cpenie. Pe3yiabprarsl SKCiepIMeHTa yKa3aHbl B TA0IuUIE 2.

Ckopocts ycraHoBinenus coennnenns B WireGuard BU3yasibHO BBIIIE: TOIKIIOUYCHHE TPOHCXO-
JIAJIO TIPAKTUYECKH MTHOBEHHO, Torna kak OpenVPN nemoHCTprpoBan HEOOIBIIYIO 3a1€PKKY MTPH
3arrycke. MOHUTOPHHT TpaduKa ¢ IMOMOIIbI0 YTHIIATH nload rmoka3an Haaudre akTHBHOCTH B 000UX
CIIyJasix, 4To MoATBepKAaeT padborocnocooHocTs TyHHene. TTL B orBerax Ha ICMP-3ampock! B
00ouX cirydasix COCTaBIsiI 64, 4TO yKa3bIBaeT HAa OJHOCTYIEHYATYIO0 MapIIpyTU3aLuio 0e3 mpome-
KYTOYHBIX Y3JIOB.
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Ta6muma 2 — CpaBautensable Xapakrepuctuku Open VPN u WireGuard o pe3ynbraraM TecTUpOBaHUS

Merpuka OpenVPN WireGuard
Cpemusis 3amepixka (Mc) 1 0.5
MakcumasbHas 3aJepKka (Mc) 2
[orepu maxeros (%) 0 0
3arpyska CPU (%) 7 2.5
KpunroycroiiunBocTs (011eHKa) 4.5 5

Harpy3ka Ha neHTpanbHbli nporeccop npu pyHkunonnpoBanuu VPN-coennHeHns 3aMepsiiach
NP TOMOIIY KOMaH b1 top. B mpouecce nabnronenuit cpeanss 3arpyska CPU npu padore Open VPN
cocraBmiia nmopsiika 6—-8%, B To Bpems kak y WireGuard qaHHBIH 1MOKa3aTelb OKa3aics 3HAYUTEIIbHO
HIDKE U He mpeBbiman 2—3%. 31o MoxkeT ObITh cBsA3aHO ¢ TeM, yTo WireGuard peann3oBaH B Ipo-
CTpaHCTBE siApa 1 061aaeT 6osiee KOMIAKTHOW apXUTEKTYPOH.

JIONOMHUTENBHBIA KPUTEPUN aHaIu3a — ypOBeHb Kpunrorpaduyeckoit 3ammumeHHocty. [Ipo-
Tokos1 OpenVPN npumensieT Takue npoBepeHHble anroputmbl, kak AES-256, TLS, u undpactpyk-
Typy oTKpbIThIX Kitouelt (PKI), uro obecreunBaer BbICOKUH YypOBEHb KPUNTOCTOMKOCTH. OHAKO
BBICOKAsi THOKOCTh HACTPOWKH CONMPOBOXKIACTCS PUCKOM OMHMOOK KoH(purypauuu. B oTamume ot
Hero, WireGuard ucnomns3yer coBpemeHHbIi ctek anroputMoB: ChaCha20, Curve25519, Poly1305
u BLAKE2s, peanuzyembix B BUJie MUHUIMAJIUCTUYHON CXeMbI. Takasi CTpyKTypa CHU)KAeT BEpOsIT-
HOCTb KOH(UI'YpallMOHHBIX YSI3BUMOCTEH M MOBBILIAET 00Iee JOBEpHE K O€30MaCHOCTU COENHE-
HUSI.

JUId HamIggHOTO NPEACTAaBICHUS Pa3IU4YMid MEXIy MPOTOKOJIAMHU MO YMCIOBBIM IOKa3are-
asaM — 3anepxkke, 3arpy3ke CPU u KpUNTOCTOMKOCTH — MOCTpPOECHA CpaBHUTENbHAs JuarpaMmma
(pucyHox 5).

Cpasnenwe OpenVPN n WireGuard no knio4vessim meTpukam

Tt OpenVPN
e WireGuard

IHAYEHWE

D u!.t.‘.l “ |rAch o8 o) e (%l L_DUEH‘@‘&

pep o Fli ; et
pare: 32 noted? 3arPy " wﬂoﬂqﬁﬁa
W

MeTpuka

Pucynok 5 — Jlnarpamma paznuunii Mexay OpenVPN
u WireGuard 1o KJI04eBbIM METPHKAM

Ha ocHOBaHMM COBOKYIHOCTH BBIIICYKa3aHHBIX HAOMIOICHUN MOKHO CIENaTh BBIBOJ, YTO IPO-
Tokos1 WireGuard 1eMOHCTpUpYET JIyUllIie pe3yabTaThl M0 Psiiy KIIOUYEBBIX MOKa3aTelel, BKIIIoYas
KOHTPOJIBHBINA TpaduK, cTaOUIBHOCTh U KPUNTOTpaUIECKyI0 HaJEKHOCTH, IIPH 3TOM OCTaBasiCh
0oJiee MPOCTHIM B KOH(PUTYpaLlMU U SKCILUTyaTalluu.
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Takum 0Opa3om, HECMOTpPS Ha UACHTHYHBIN (DYHKIMOHAT — CO3/IaHHUE 3AIIUIIEHHOTO TYHHEJI,
npotokoisl OpenVPN u WireGuard mokazanu pa3nuuus B CKOPOCTH YCTAHOBIICHUSI COEIMHEHMUS,
Harpy3ke Ha CHCTEMY M CIOXHOCTH KOH(HTrypanuu. B ycroBusx orpaHudeHHON HHPPACTPYKTY-
PBl 1 HEOOXOAUMOCTH OBICTPOrO pa3BEPThIBAHUS MPEANOYTUTEIILHBIM PELICHUEM MOKHO CUMTATh
WireGuard, omqHako BBIOOpP JOKEH OCHOBBIBATHCS HA MOJIMTHKE 0€30IaCHOCTH OPraHU3aIMK U UH-
(bpacTpyKTypHBIX BOBMOKHOCTSIX.

3akarouenne

B xone uccnemoBanus ObUTH BBITIONHEHBI MPOEKTHPOBAHUE, peasn3anns M KOMITICKCHAsI Ha-
CTpO¥Ka 3aIUIICHHOTO CETEBOTO IUTt03a Ha 0CHOBE mpoTokosioB OpenVPN u WireGuard, a Takxke
NpOBEJICHa BCECTOPOHHSS MPOBEPKA €ro pabOTOCIIOCOOHOCTH M 0e30MacHOCTH. JJOCTUTHYTHI pe-
3yJbTaThl, MOATBEpKAAtONINE 3(PPEKTUBHOCTD MPEITI0KEHHOTO PELIEHHUs B YCIOBHUSIX OIpPaHUYEH-
HBIX BBIYUCIIUTENIBHBIX PECYPCOB U MOBBIIIEHHBIX TPEOOBAHUHN K 3alUTE TpaduKa.

beun mpoaHanu3upoBaHbl CYLIECTBYIOLIME MOAXOAbI K NOCTpoeHHr0 VPN-cerel, n3ydeHbI
ocobernoctu apxutekTypsl OpenVPN u WireGuard, a Takke poBeIeH CpaBHUTEIBHBIN 0030p UX
(YHKIMOHAIBHBIX BO3MOXXHOCTEH. OCHOBHOE BHUMAaHUE OBUIO YIAEICHO XapaKTepucTHKaM Oe3orac-
HOCTH, CII0co0aM ayTeHTH(UKAIIUK, TPUHIMIIAM MapIIPyTH3aLUU U MEXaHU3MY 3alllUThI OT aTakK.

Pa3BepHyT U103 B BUPTYyAJIbHOUM Cpe/ie ¢ MOCIeA0BaTeIbHOM HACTPOIKOM Kaxoro u3 VPN-
CEPBHCOB, BHEJPEHUE MEXAaHMU3Ma CETEBOM (DUIIBTpAIMM M PeaM3aliy MOJUTUKU «TOJBKO 4epes
TyHHEJb». [IpoBeIeHHbIE TECThI TO3BOJIWIN BBISIBUTH PA3INyYUs B MPOU3BOAUTEIBHOCTH, BPEMEHHU
TIOJIKITFOUEHUS, OTKJIMKE CUCTEMBI Ha cOon U moTpedienun pecypcon. WireGuard mponeMoHCTpUpO-
BaJI JTydnIyto 3()(heKTHBHOCTH 110 BCEM KITIOUEBBIM METpHKaM, B To BpeMs kak OpenVPN obecneunn
Oosiee MIMPOKUE BO3MOXKHOCTH YIIPABIEHUS U UHTETPALUH.

be3onacHOCTh MpeqIOKEHHOTO pelieHus ObUla MOATBEpIKIEHA CEepUeil MCIbITaHUM, B XOfe
KOTOPBIX MPOBEPSUIACh KOPPEKTHOCTh M3OJSIIMH, TYHHETUPOBaHUS Tpaduka, yCTOWYHMBOCTh K He-
CaHKLIMOHUPOBAHHBIM MOJKIIIOUEHUSIM U cO0siM. Bee TecThl moka3anyu COOTBETCTBHE PeaTi30BaHHOM
cxeMbI 0230BBIM IPUHIIMTIAM 3aIUIIIEHHOTO CETEBOTO B3aNMOICHCTBUSA. B wacTHOCTH, ObLIIa TOCTHT -
HyTa IMOJHAs HEJOCTYITHOCTh BHYTPEHHUX pecypcoB BHE VPN-TyHHEN, a TakkKe YCTOWYHUBOCTH K
MOZIMEHE KITFOUEeH, 0TKa3aM COEAMHEHHS U TONBITKaM 00X0/1a (PHIIbTpaIHH.

Takum oOpa3oM, UcciaeI0BaHUE UMEET MPUKIIAAHON XapaKkTep U MOXKET ObITh aJallTUPOBAHO IS
UCIIOJIb30BAHUS B PEAbHBIX YCIOBUSAX — KaK B YU€OHBIX JIaDOpaTopusix, TaK U B KOPIIOPATUBHBIX
cpenax, rae TpeOyeTcsl MOCTPOeHUE HAIeKHOTO KaHalla YJaJIeHHOTO JOCTyla ¢ MUHUMAaJIbHOW Ha-
rpy3Koii Ha HHPpacTpyKTypy. [lomyueHHBIe pe3yIbTaThl MOATBEPKIAIOT IEIECO00Pa3HOCTh IPUMeE-
HEHHUS TPETI0KEHHOT0 MOX0/a MPY MPOEKTUPOBAHUN 0€30IaCHBIX KOMMYHHUKAITMOHHBIX PEIICHUN
B 00JIa4HO# cpenie.
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Anjiarna

Maxaia 3amarayn VPN-xarramanapst OpenVPN sxone WireGuard Heri3iHIe OYITTH KOCBIMINIAIapFa apHaliFaH
KOpFaJIFaH JKeNUTIK IUTI03/1 Kobajayra jkoHe OanTayra apHajiFaH. BYJITTHI TEXHOIOTHSIIAPIBIH OCICeHI TaMybl
MeH KubepiadybuiaapabpiH KoOerol KarFalibIHIa KbI3METTEPTe KOPFaliFaH KallbIKTaH KOJKETIMIITIKTI KaMTaMachl3
€Ty aKMapaTThiK Kayilci3AiKTiH HeT13T1 MiH/eTiHe aifHanyna. ByarTel opraaa nepexrepai Oepy Ke3iHie TybIHAANTHIH
©3EKTi Karepiep KapacThIPBUIBII, ma6ymnz1apzu,m angeiH amyna VPN- ~TEXHOJOTHSIAP/IBIH poIi  YCHIHBUIFaH.
OpenVPN xoHe WireGuard epexmenikrepi: ApXHTEKTYPackl, KpnnTorpa(bmm,m HeTi31, BIHFAMJIBUIBIFBI MEH
OHIMJILITI JKaH-kaKTel TanganraH. JKymeictra VPN-cepBepai, Opanamaysp cy3riepiH xoHe OapiblK TpauKTiH
muQpraHFal TYHHEIb apKbUTBI MIHICTTI OTyiH KaMTaMachl3 €TETiH MapIIpyTH3aIus MexaHmMﬂepiH KaMTHUTBIH
LLTIO3 apXMTEKTYPackl YChiHbUIFaH. VMware Workstation BUPTYJI/Ibl OPTAChIH/A mypr131nreH ToXipubenep
WireGuard nepekrepai Gepyne JKOFAPBI JKBUIIAMUIBIK [EH TOMCH KigipicTi KaMmTamachl3 ereTiHid, an OpenVPN
MKEM/IUTITIMEH JKOHE KOPIIOPATUBTIK JKYHeJIepMeH YillleCIMIUTITIMEH epeKIleNieHeTiHI kopceTiireH. Exi xarTaMmaHbl
Oipnecin naiaanany >KyMEHIH CEHIMAUIIIH oHe OeHiMAENTIIITIrIH apTThIpyFa MYMKIHIIK Oepeni. 3eprreyniy
MIPAKTHKAJIBIK MAaHbI3/bUIBIFBl YCHIHBUIFAH apXWTEKTYpaHbl KOPIOPATHUBTIK JKOHE OJKEKE OJKEJNIepre eHrisy
MYMKIHAITIHIE, OYITTH KOCBIMIIAJIapAbl KOPFay, KbI3METKEpJIepAiH KAaIIbIKTaH KOIDKETIMIIUIITIH YHBIMIACTRIPY
JKOHE aKMapaTThIK pEeCypCTap/IblH KayilCi3MiK ISHIeHiH apTThIpyaa KopiHic TadaIbl.

Tipex ce3aep: OYWITTHI KOCBIMIIANApP, aKMapaTTHIK KayilCi3miK, KOpFajaFaH LUTI03, MHU(pIay, KeIiTiK Xar-
Tama’ap.
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DESIGN OF A SECURE NETWORK GATEWAY
FOR CLOUD APPLICATIONS

Abstract
The article is devoted to the design and configuration of a secure network gateway for cloud applications
based on modern VPN protocols OpenVPN and WireGuard. In the context of the rapid development of cloud

217



HERALD OF THE KAZAKH-BRITISH
No. 4(75) 2025 TECHNICAL UNIVERSITY

technologies and the increasing number of cyberattacks, ensuring secure remote access to services has become
a key task of information security. The paper discusses relevant threats arising during data transmission in cloud
environments and highlights the role of VPN technologies in preventing attacks. The features of OpenVPN and
WireGuard are analyzed in detail, including their architecture, cryptographic foundation, ease of configuration,
and performance. The study presents a gateway architecture comprising a VPN server, firewall filters, and routing
mechanisms that enforce mandatory transmission of all traffic through an encrypted tunnel. Experiments conducted
in a virtualized VMware Workstation environment showed that WireGuard provides higher data transfer speeds and
lower latency, while OpenVPN demonstrates flexibility and compatibility with corporate systems. The combined
use of both protocols improves system resilience and adaptability. The practical significance of the research lies
in the possibility of implementing the proposed architecture in corporate and private networks to protect cloud
applications, organize secure remote employee access, and enhance the security level of information resources.

Keywords: cloud applications, information security, secure gateway, encryption, network protocols.
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DEVELOPMENT OF A REAL-TIME UAV RECOGNITION
MODEL BASED ON YOLOV10 NEURAL NETWORK

Abstract

The paper deals with the development of a model for real-time recognition and classification of UAVs and
birds based on the training of the YOLOv10 neural network. The research area is considered relevant in connection
with the problems of UAV detection in the context of security, given their growing use in various fields. A dataset
consisting of 6,255 images collected from proprietary archives and public resources is trained to train the model.
The process of data annotation, augmentation and distribution was implemented using Roboflow.com service.
The model was trained on NVIDIA GeForce RTX 4080 GPU using Ultralytics framework. Test results showed
high recognition accuracy with mAP50 and mAP50-95 metrics exceeding previous versions of YOLO. The model
demonstrates the ability for efficient object segmentation and tracking, which makes it promising for optoelectronic
surveillance applications. The results of the study can be useful for developers of UAV and bird detection and
classification systems, as well as for improving safety in various fields.

Keywords: neural networks, classification, recognition, optoelectronic surveillance channels, UAVs, YOLO,
convolutional neural networks.

Introduction

Real-time recognition of unmanned aerial vehicles (UAVs) through surveillance cameras using
neural networks and visual detectors is an urgent area for scientific research. This is driven by the
need for public and state security, as UAVs are now being actively used for illegal activities including
espionage, smuggling delivery, and combat raids. UAV recognition detection systems are designed
to detect such threats in a timely manner and take appropriate measures to neutralize them. They
also play an important role in protecting critical infrastructure such as airports, power plants and
government buildings where there is a high risk of potential attacks.

The scientific novelty of the study lies in applying the YOLOvV10 architecture — featuring dual
label assignment, consistent matching metrics, and NMS-free design — to the task of real-time UAV
and bird recognition. The work demonstrates improved mAP50-95 accuracy over previous YOLO
versions on a custom dataset and shows the model’s capability for efficient segmentation and tracking.
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The originality stems from adapting and validating the newly introduced YOLOv10 mechanisms
specifically for small, fast-moving airborne objects in optoelectronic surveillance systems.

Real-time drone recognition helps enforce flight regulations and control restricted areas. This
is especially important when there are strict requirements and restrictions on the use of UAVs in
certain areas, such as military bases and private territories. Modern neural networks and machine
learning algorithms have the ability to process large amounts of data, which provides high accuracy
recognition and opens new opportunities for developing effective monitoring systems. Such systems
can be integrated with existing video surveillance systems, making them more affordable and efficient.
The algorithms used as software modules for UAV detection and recognition in optoelectronic
surveillance channels are YOLO, Faster R-CNN, and SSD. The authors found that single-stage
YOLO detectors and two-stage Faster R-CNN algorithms compared to SSD provide better accuracy
of UAV recognition, while the latter algorithm is also effective in target detection tasks [1]. However,
according to the research results presented trained YOLO models outperform Faster RCNN in terms
of accuracy metrics and speed (frames per second — FPS), which makes the former algorithm more
promising for real-time UAV and bird recognition and classification tasks [2—4]. Considering the
recent advances in the improvement of UAV recognition models based on the YOLO algorithm,
we should mention the works [2-9]. The authors prepared a dataset in the form of UAV images for
training the YOLOV2 neural network [2]. As a result of training, the model reached the maximum
value of mAPS50 (average accuracy at the threshold of intersection of bounding boxes 50%) — 0.75.
The authors studied the features of UAV recognition by YOLOvV3 neural network models [3]. By
evaluating the qualitative performance of the trained experimental model, it is proposed to introduce
densely connected modules to improve the inter-layer connectivity of convolutional neural networks,
thereby improving the accuracy and FPS. As a result, the proposed model demonstrated mAP50-
95 values of 0.36 and 60 FPS, which outperform the original YOLOv3 model by 0.03 and 24.45
FPS, respectively. The mAP values presented are not equivalent, as mAP50-95 defines the average
accuracy at the 95% bounding box crossing threshold, which implies comparatively lower values
compared to mAP50 [2, 3]. A better model of the YOLO architecture, YOLOV4, is used where the
authors achieved mAP50 values of 0.75, which is consistent with the results of [2, 4]. However, the
YOLOv4 models can be considered preferable to the YOLOV2 algorithm primarily due to its higher
FPS, which is important for recognizing small objects such as UAVs in real time. YOLOVS was used
as a pre-trained neural network, which is currently considered to be the most popular model of the
YOLO architecture for solving the problems of recognizing and classifying any objects from a user’s
dataset, with training and inference available on the CPU [5, 6]. The neural network from the first
paper achieved a mAP50 value of 0.947, while the authors from trained the model to a mAP50 value
0f 0.904 [5-6]. The paper [7] presents the results of training more advanced versions of YOLO:

YOLOvVS: mAP50 - 0.912;

YOLOX: mAP50 - 0.887;

YOLOV7: mAP50 - 0.524;

YOLOV7-tiny: mAP50 - 0.85;

YOLOVS - 0.953.

However, the authors did not provide the performance of the mAP50-95 metric, which can
provide more reliable information about the quality of UAV recognition and detection [7]. In 2023,
Ultralytics presented an improved algorithm, YOLOV9 [8]. By incorporating programmable gradient
information (PGI) and an efficient layer aggregation network into the architecture, this model will
limit the loss of information in successive layers of a deep neural network. YOLOV9 like previous
versions utilizes a non-maximal suppression (NMS) algorithm in the post-processing stage, designed
to remove unnecessary object bounding boxes. Its use often discards useful predictions and increases
computational cost, which is detrimental to the detection and recognition performance of small and
maneuverable objects such as UAVs and birds. In this paper, a YOLOv10 model will be trained, which
by incorporating new post-processing techniques from the DETR architecture, is hypothesized to
increase the recognition and classification accuracy of UAVs and birds [9]. As an analytical accuracy
parameter that guarantees the effectiveness of the developed model, mAP50-95 is chosen.
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Materials and methods

A more advanced model for real-time recognition and classification of UAVs and birds is based
on the YOLOV10 algorithm. YOLOvV10 is a neural network based on two key principles: training the
model without NMPs and designing based on efficiency and accuracy. The first concept is provided
by integrating the advantages of neural networks of the DETR architecture, namely the use of dual
label assignment and a consistent metric for matching predictions (Figure 1).

Dual Label Unified Prediction
— One-to-Many Matching Metric
Assignment
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= ] t @ @' T ':
e — 1 T 1
- | (006
Aww i mip b)=d - p* 'I'nl-'[ﬁ B :
Backbone Metwerk ! :
[S— - x [}.. —frety
Classification = T
. S i
Input One-to-One

Figure 1 — Concept of the YOLOV10 model

The dual purpose of labels is defined by the architectural solution of using two Heads, where
the first Head performs One-to-One matching (provides only one prediction to each benchmark from
the user dataset without the use of NMPs) and the second Head performs One-to-Many matching.
By utilizing the One-to-Many branch, comprehensive and tight control is provided to ensure that
accuracy is maintained. Throughout the training phase, both Heads are used simultaneously, except
for the Inference (prediction) phase. At this stage, only the One-to-One branch is used, this decision
is made to reduce computational cost while maintaining the accuracy and efficiency of the model.
To guarantee the coincidence of the forecasts of the two branches, a consistent metric (or matching
metric) is used. The principle of operation of this metric is described by equation (1):

m(a,b) =d -p®-IoU(B,B)" (1)

where m is the corresponding accuracy metric (“One to One” or “One to Many”), d is the degree
of localization of the prediction reference point within the instance, p is the classification score, a
and b are the parameters defining the classification and localization tasks, respectively, IoU is the
parameter defining the area of overlap between the predicted and actual frames, is the bounding
boxes of the prediction and the instance, respectively. Matching the metrics of both branches ensures
that the best samples are matched, thus comprehensive learning control is realized. Designing a
performance-based model involves facilitating the classification channel by using two depth-separable
convolutions followed by a 1x1 convolution (point convolution). The point convolution allows
increasing the number of channels, while the depth convolution reduces the spatial dimensions, such
a solution allows reducing the computational cost, as well as preserving more useful information
in the downsampling stage. The accuracy orientation of the model is ensured by increasing the
dimensionality of kernels in deep convolution layers, as well as by using the partial self-awareness
module (PSM).

YOLOV10 supports 6 scales depending on the limitations of the computational resources of
the hardware. The YOLOv10m version, which represents a medium version for universal use, is
chosen for the experimental study. The dataset for training the neural network includes two classes of
images: UAVs and birds. The dataset files in the form of images and videos are taken from the UAV’s
own flight archive, as well as open-source resources Roboflow, Kaggle, Ultralytics, and GitHub. The
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stages of image annotation, augmentation and dataset distribution in the percentage ratio of 70/20/10
(training, validation and testing, respectively) are implemented in Roboflow.com service.

Training, validation and testing of the model (Figure 2) YOLOv10m is realized on the basis of
ADI103 graphics processor of NVIDIA GeForce RTX 4080 graphics card with support of CUDA
Toolkit 12.1. The program code in Python language is implemented in PyCharm 2024 environment
using Ultralytics framework, which allows using the open source resource of pre-trained YOLOv10
models. The following hyperparameters are set for training the neural network on the user set: number
of epochs: 300; packet size: 16; learning rate: 0.001; momentum: 0.9; weight drop: 0.0005 and image
size: 640. The trained YOLOvV10m model has a file size of “best.pt” of 101 MB. In order to determine
the FPS, the trained neural network is tested on inference using two test videos of UAV and bird
flights.

Figure 2 — Testing of the trained YOLOv10m neural network model

To compare the accuracy of the experimental neural network with the previous versions, the
YOLOv8m and YOLOv9m models corresponding in purpose were also trained on the user dataset.
The mAP50-95 metric was chosen as the comparative accuracy parameter to evaluate the ability of
visual detectors to recognize and localize small objects.

Results

Figure 3a-d shows the accuracy metrics of the YOLOv10m model trained on a custom dataset of
UAVs and birds.

metrics/precision(B) metrics/recall(B) metrics/mAPS0(B) metrics/mAP50-95(B)
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Figure 3 — Metrics of training results of the YOLOv10m neural network:
a - Precision; b - Recall; ¢ - mAP50; d - mAP50-95
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The frames of testing the trained model on the inferno using two videos of a DJI F450 UAV flight
and a bird are shown in Figure 4a, b.

;i;'ane 0.91§

bird 0.93

Figure 4 — Inference frames of the trained YOLOvV10m model:
(a) frame from the DJI F450 flight video; (b) frame of a bird (seagull) flight

Figure 5a, b shows the comparison plots of mAP50-95 accuracy metric and fast performance
(FPS) of YOLOv8m, YOLOV9m and YOLOv10m neural networks.
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Figure 5 — Comparison plots of mAP50-95 accuracy metrics and FPS of YOLOv8m,
YOLOvV9m and YOLOv10m neural networks

As aresult of the diagrams analysis we can conclude about the effectiveness of using the trained
YOLOv10m model in the tasks of recognition and classification of UAVs and birds in optoelectronic
surveillance systems.

Discussion

A dataset of 6255 UAV and bird images is prepared for training the experimental model of
YOLOvV10m neural network. After annotation and augmentation stages, the user dataset using
Roboflow.com service is distributed in the percentage of 70/20/10 for training, validation and testing
tasks, respectively. The training of experimental neural network resulted in the following maximum
values of accuracy metrics (Figure 4a—d):
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Completeness: 0.883;

Accuracy: 0.907;

mAP50: 0.953;

mAP50-95: by 0.628.

In terms of mAP50 metric, this model outperforms detectors from [2—7]. Comparing the mAP50-
95 metrics (Figure 5a), YOLOv10m outperforms YOLOvV8 by 0.058 and YOLOvV9 by 0.031 in terms
of accuracy, which proves the greater efficiency of the first model to recognize and localize small
objects such as UAVs and birds in the far-field surveillance area. In terms of FPS, YOLOv10m is
second only to the trained model YOLOv8m, which proves that the first model can be used in real-
time in optoelectronic surveillance channels, combining the segmentation and tracking functions of
small objects such as UAVs and birds.

Conclusion

1) Inorder to develop a new efficient model for UAV and bird recognition and classification, the
YOLOvV10m model is selected, which bypasses the Non-Maximal Suppression (NMS) algorithm in
its architecture by introducing the concepts of dual label assignment, consistent metric for prediction
matching and focus on accuracy and efficiency in design. A user dataset of 6,255 images is prepared
to train the experimental models, of which 4,379 (70%) are specifically designed for training, 1,251
(20%) are oriented for validation and the remaining 625 (10%) are used in the testing phase of the
neural network.

2) YOLOvI1O0m training is implemented on the basis of AD103 GPU of NVIDIA GeForce
RTX 4080 video card with CUDA Toolkit 12.1 support. As a result of evaluation of the obtained
accuracy metrics, YOLOV10 outperforms the known visual detectors YOLOv2, YOLOv3, YOLOV4,
YOLOVS, YOLOvV7, YOLOX and YOLOVS described by mAP50 [2—7].

3) To compare the efficiency of recognition and localization of small objects using the mAP50-
95 metric, previous versions of the YOLO algorithm: YOLOv8 and YOLOvV9 were trained on a user
dataset. YOLOv10m was 9% more accurate than the former and 5% more accurate than the latter.

4) As a result of testing the trained YOLOv10m neural network on inference, it is found that
this model is able to recognize and classify UAVs and birds in real time with high accuracy and
efficiency. According to the high FPS values (average 196 FPS), this model is capable of segmenting
and tracking localized objects, combining the classification task.

5) Theresults of this study will be useful to the developers of UAV and bird detection, recognition
and classification systems.
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YOLOV10 HEHPOH/IBIK )KEJICI HET'I3IH/IE HAKTBI
YAKBITTA YIHIKBIHICHI3 YIIY AITIITAPATTAPBIH
TAHY MOJEJIIH 93IPJIIEY

Angarna

Maxkamaga YOLOVIO HeHpOHIBIK JKETICIH OKBITy HETI3IHAE€ HAKTBl YaKbIT PEXHUMIHIC VIIKBIIICHI3
ylIy anmapartapbl MEH KYCTap/bl TaHy J>KOHE JKIKTEYy MOJENIH o3ipiiey KapacThIpbliajbl. 3epTTey OarbIThl
OpTYpIi canajapia onapAbl KOJJAHYAbIH apTyblH €CKepe OTBIPBIN, KayilCi3[iK TYPFBICHIHAH YIIKBIIICHI3 YIIIY
anmaparTapblH aHBIKTAy MACeJIeNIepiHiH ©3eKTUIriMeH OaiinaHbICThl. MOJENbi OKBITY YIIIH JKEKe MypararTap
MEH allbIK pecypcTapiaH KHHAIFaH 6255 cypeTTeH TYpaThiH IePeKTep KUBIHTBIFBI TabIHIAIbl. AHHOTALHUIIIAY,
JIEpeKTepAl KYIICHTY XKoHe TapaTy mporeci Roboflow.com KbI3MeTi apKBLTHI JKy3eTe achIpbUIAB. MOAETBIi OKBITY
ULTRALYTICS ¢peiimBopkin xonamana oteipbii, NVIDIA GeForce RTX 4080 rpadukaibik HpomeccopbiHaa
xyprizingi. Tecriney notmkenepi mAPSO sxone mAPS50-95 kepcerkimrepi Ooitbiaimia YOLO skemmiciniy an-
JIBIHFBI HYCKaJIapbIMEH CaJIBICTBIPFaHIa TAHY/IBIH JOFapbl JOJJITIH KepceTTi. Mojenb OOBEKTiIepai THIMIIL
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CerMEHTAIIMSUIAY JKOHE KaJaranay KaOlleTiH KepceTTi, OyJI OHbI ONTHKAJIBIK-JICKTPOHABI OaKpuidy JKyHenepiHe
KOJJIaHyFa MEepCIEeKTHBAIbI eTe/li. 3epTTey HOTHIKENEpPi YIIKBIIICHI3 YIy anmaparrapbl MEH KycTapibl aHbBIKTay
JKOHE JKIKTEY JKYHeNepiH a3ipieyliiepre, COHIal-aK apTypil cananap/a Kayirnci3maikTi apTTeIpyFa maiansl 00Iys
MYMKiH.
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Abstract

This study introduces a computational pipeline for the automated linguistic and structural analysis of legal
texts, applied to the Code of Administrative Offenses of the Republic of Kazakhstan (CAO RK, K1400000235).
The proposed workflow integrates data collection, text preprocessing, tokenization, keyword extraction, semantic
clustering, and visualization using natural language processing (NLP) and statistical techniques implemented in
Python. The pipeline unites lexical, thematic, and quantitative linguistic analyses into a coherent sequence that
enables the identification of frequency distributions, semantic fields, and latent topics across the hierarchical structure
of the Code (sections, chapters, and articles). The analysis of the CAO RK corpus revealed several distinctive
linguistic patterns: a dominance of sanction and responsibility-related vocabulary (mTpad, oTBETCTBEHHOCTS,
npaBoHapymreHue), high lexical density in chapters regulating economic and procedural offenses, and concentrated
thematic clusters reflecting the normative-punitive orientation of administrative law. Visualization techniques such
as frequency histograms, thematic heatmaps, and topic maps illustrate the potential of the pipeline for exploring
legislative language quantitatively. Overall, the framework establishes a scalable foundation for comparative legal
linguistics, automated legislative monitoring, and the modernization of legal analytics in Kazakhstan.

Keywords: administrative law, legal text analysis, natural language processing, computational
legal linguistics, frequency analysis, topic modeling, legal informatics.

Introduction

Legal texts are among the most structured and linguistically formal types of documents,
embodying both the conceptual logic and the institutional framework of law. As corpus linguistics
continues to evolve globally, the creation of domain-specific linguistic corpora — including legal and
administrative texts — has become a crucial research direction [1]. Such corpora not only preserve
linguistic authenticity but also enable the systematic study of how institutional discourse reflects
socio-legal priorities.

The Code of Administrative Offenses of the Republic of Kazakhstan (CAO RK) is a core
legislative act regulating administrative liability, sanctions, and procedural mechanisms within
the national legal system. Comparative analyses of administrative liability across Commonwealth
of Independent States (CIS) countries underscore Kazakhstan’s distinctive legal structure and its
emphasis on detailed qualifying characteristics [13].
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However, quantitative or computational linguistic approaches to Kazakhstan’s legal texts remain
largely unexplored. The absence of large-scale empirical analyses of lexical and thematic regularities
in the CAO RK creates a methodological gap between traditional legal scholarship and modern
computational linguistics.

To address this gap, the present study applies computational linguistics and natural language
processing (NLP) techniques to the Code of Administrative Offenses of the Republic of Kazakhstan
(CAO RK), offering an empirical perspective on its lexical and thematic organization. Specifically,
the study introduces a unified computational pipeline that integrates lexical, thematic, and quantitative
linguistic analyses within a single workflow.

Automated analysis of legislative texts and amendments in the Republic of Kazakhstan offers
new possibilities for identifying thematic and lexical trends that reflect shifts in state policy priorities.
Such an approach reduces the subjectivity of legal interpretation, enhances the transparency
of normative evolution, and provides a foundation for more evidence-based interaction among
legislators, researchers, and civil society.

By integrating computational methods with legal doctrine, it becomes possible to move beyond
descriptive interpretation toward data-driven legal analytics that objectively trace how legal language
changes over time and across domains. Recent works employing large language models for empirical
legal studies demonstrate the growing potential of Al-assisted thematic and linguistic analysis within
judicial and legislative corpora [14].

A preliminary quantitative analysis of the Code of Administrative Offenses of the Republic
of Kazakhstan reveals a high lexical concentration of sanction-related and responsibility-oriented
vocabulary, particularly within sections regulating economic and procedural offenses. This pattern
underscores the normative-punitive orientation of administrative law and its focus on enforcement
mechanisms rather than judicial adjudication. Thematic clustering further highlights distinct
semantic zones within the Code, where linguistic density corresponds to institutional priorities such
as governance, entrepreneurship regulation, and procedural enforcement.

These findings demonstrate the potential of computational linguistics to uncover structural and
conceptual patterns that are not easily visible through traditional legal interpretation.

Specifically, the study introduces a unified computational pipeline that integrates lexical,
thematic, and quantitative linguistic analyses within a single workflow. Applied to the CAO RK
corpus, the pipeline integrates methods from NLP and legal informatics to:

1. Quantify lexical frequency and distribution of key legal terms;

2. Detect semantic clusters and thematic patterns through topic modeling;

3. Examine the variation of linguistic features across the hierarchical structure of the Code
(sections, chapters, and articles).

The main contributions of this work are as follows:

1. Development of an end-to-end computational pipeline for the collection, preprocessing, and
analysis of legislative texts in a reproducible manner;

2. Identification of lexical and thematic regularities in the CAO RK, including the predominance
of sanction-related and responsibility-oriented vocabulary;

3. Discovery of structural and topical hierarchies within the Code through quantitative modeling
and visualization (e.g., heatmaps and topic clustering);

4. Demonstration of how computational linguistic analysis can support legislative transparency,
policy monitoring, and comparative studies of Kazakhstan’s legal language.

Together, these contributions provide both a methodological innovation and new empirical
insights into the structure and evolution of Kazakhstan’s administrative law.

Related Works

Numerous linguistic and legal studies have examined the textual and terminological dimensions
of Kazakhstan’s legislation — including analyses of translation accuracy, linguistic expertise, and
terminology standardization [2, 5, 9]. However, these works primarily focus on bilingual authenticity
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and linguistic interpretation, while corpus-based and statistical approaches to the structure of
Kazakhstan’s codes remain limited.

Frameworks such as the Leipzig Corpus Miner illustrate how qualitative legal analysis can be
enhanced through text-mining architectures that combine close and distant reading — an approach
conceptually aligned with our computational pipeline for analyzing legislative corpora [16]. Recent
advances in legal natural language processing have demonstrated how machine learning and large
language models can assist in thematic and structural segmentation of legal texts, suggesting
promising directions for applying similar techniques to normative corpora [14, 15].

Recent developments in computational linguistics for the Kazakh language — such as the
creation of the KazQAD open-domain QA dataset, the KazSAnDRA sentiment analysis dataset, the
Aligned Kazakh—Russian Criminal Corpus, large-scale instruction-tuning datasets for low-resource
governance and legal domains, and corpus-driven approaches to crime-related event extraction for
low-resource languages — have significantly expanded the available linguistic resources for Kazakh
[6-8, 11, 12]. Nevertheless, most of these initiatives target general-domain or multilingual NLP
rather than formal legislative corpora.

In parallel, legal scholars emphasize the ongoing challenges of ensuring authenticity and
linguistic precision in Kazakh—Russian legal texts [2, 4, 9, 10]. These works underline the need
for standardized terminology and systematic linguistic evaluation — issues that computational
methods can help address by providing quantitative diagnostics of translation consistency and lexical
coherence across codes.

Automated analysis of legislative texts and amendments in the Republic of Kazakhstan offers
new possibilities for identifying thematic and lexical trends that reflect shifts in state policy priorities.
Such an approach reduces the subjectivity of legal interpretation, enhances the transparency of
normative evolution, and provides a foundation for more evidence-based interaction among legislators,
researchers, and civil society. Recent works employing large language models for empirical legal
studies demonstrate the growing potential of Al-assisted thematic and linguistic analysis within
judicial and legislative corpora [14]. Frameworks developed for qualitative content analysis, such
as the Leipzig Corpus Miner, further contextualize the significance of connecting linguistic analysis
with institutional and semantic interpretation [16].

Materials and methods

Data

The dataset used in this research was collected from the official legal information portal adilet.
zan.kz, which hosts the digital versions of Kazakhstan’s legislative acts. To enable large-scale
and reproducible data collection, a Python-based Scrapy parser was developed. This parser can
automatically retrieve the full text of any legal code from adilet.zan.kz using its unique document
identifier (e.g.,K1400000235).

During extraction, all textual and structural elements — including sections, chapters, articles, and
paragraphs — are normalized and serialized into a consistent, machine-readable JSON schema. The
framework is designed to support automated dataset updates: when amendments or new versions of
a Code are published, the parser can re-collect and synchronize the data without manual intervention.
This functionality allows the framework to be extended to future analyses of other Kazakhstani legal
codes (e.g., Civil, Criminal, or Tax Codes), ensuring both scalability and long-term maintainability
of the corpus.

The parser was applied to the Code of Administrative Offenses of the Republic of Kazakhstan
(K1400000235), performing full hierarchical segmentation into:

¢ Sections (Pa3nmernsr),

¢ Chapters (I'maBsr),

* Articles (Crarbn),

¢ Paragraphs (ITyHkTbI).
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Each paragraph is stored with metadata describing its position in the hierarchy and textual
content. The resulting dataset contains 3,336 paragraph-level units, represented through the following
metadata fields:

¢ doc_id — unique document identifier
¢ lang — language of the text
¢ url — source link on Adilet.zan.kz
* title — official title of the Code
* status — legal status (e.g., updated)
¢ citation — formal legal citation
¢ section — section title
¢ chapter — chapter title
¢+ article id — internal article ID
¢ article_title — article heading
+ article text — full article text
¢ paragraphs — list of paragraph-level units
¢ notes — amendment and commentary notes
¢ links — cross-references to other laws

This structured representation was subsequently exported in JSON format, ensuring hierarchical
consistency and facilitating downstream linguistic and statistical analysis. A descriptive statistical
overview of the resulting corpus — including the number of articles, paragraphs, and amendment
notes — is presented in Section 4.1.

Preprocessing

All paragraph-level texts were preprocessed using the spaCy natural language processing
library with the ru_core news_sm language model. This choice was motivated by the need for a
deterministic, transparent, and linguistically grounded preprocessing pipeline suitable for large-scale
legal corpora.

Although large language models (LLMs) offer advanced semantic interpretation, their
outputs are often non-deterministic and depend on model-specific context, prompts, or sampling
parameters. Moreover, LLMs require substantial computational resources, making them less suitable
for foundational linguistic preprocessing tasks such as tokenization and lemmatization, where
consistency, efficiency, and reproducibility are essential.

The spaCy framework ensures robust tokenization, lemmatization, and part-of-speech tagging for
Russian text, while operating fully offline without reliance on external APIs or network connectivity.
The lightweightru core news_ sm model was specifically chosen to balance computational efficiency
and linguistic accuracy, enabling rapid processing of thousands of legal paragraphs while preserving
the precision required for lexical frequency and morphological analysis.

The text preprocessing pipeline comprised the following sequential stages:

1. Text normalization — conversion of all text to lowercase and removal of punctuation,
numerical symbols, and extraneous whitespace to ensure uniform lexical representation.

2. Tokenization — segmentation of normalized text into individual lexical units (tokens).

3. Stop-word filtering — exclusion of high-frequency Russian functional words using the stop
words_ru corpus to eliminate non-informative linguistic elements.

4. Lemmatization — reduction of each token to its canonical (dictionary) form to consolidate
morphological variants of the same lexical item.

5. Storage of results - creation of a new field, tokens, containing the final list of lemmatized
words for each paragraph.

This standardized preprocessing pipeline ensured linguistic consistency and reproducibility
across the entire dataset, forming the basis for subsequent lexical and statistical analyses.

Each paragraph was represented in a normalized JSON structure that preserves both its
hierarchical and linguistic attributes. An example entry is shown below:
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{

“doc_id”: “K1400000235”,

“section”: “PA3JIEJI 1. OBIIIME ITOJIOXKEHN A,

“chapter”: “I'masa 1. BAKOHOJATEJIbCTBO Ob AIAMUHNUCTPATHBHBIX [TPABOHAPYIIEHUAX”,
“article i1d”: “z4”,

“paragraph_id”: “z5”,

“text”: “3axoHonmarenscTBO PecmyOnmky Kazaxcran 00 aIMUHUCTPATHBHBIX MTPaBOHAPYIIEHHUSIX COCTOUT U3
HACTOSIIIETO KoJeKkca.”,

“tokens”: [“3aKOHOIATENBCTBO”, “pecmyOnuKa’, “KazaxcTaH’, “‘aJMHHUACTPATHBHEIN , “TIpaBOHApyIICHHE,
“xomexc’’]

i

This structured representation ensures direct correspondence between the legal text and its
computationally processed form, facilitating precise alignment of linguistic and legal features across
the corpus. The resulting tokenized corpus was used as the primary input for lexical frequency analysis,
keyword distribution studies, and visualization through frequency plots and thematic heatmaps.

Furthermore, the framework was designed to remain extensible and interoperable with advanced
NLP pipelines. In particular, it supports potential integration with large language models (LLMs)
for semantic enrichment tasks such as contextual classification, topic expansion, and automated
summarization. These capabilities, however, were not utilized in the present study, which focuses on
deterministic linguistic and statistical analyses.

Processing

The processing stage includes the computational procedures applied after the initial corpus
collection and preprocessing. This stage describes the extraction of thematic features, the selection
and grouping of legally relevant keywords, and the application of quantitative analytical methods
to the normalized text. The objective of this module is to transform the lemmatized corpus into a
structured representation suitable for lexical frequency analysis, semantic field exploration.

Subsections 3.3.1 and 3.3.2 describe the construction of the legal keyword lexicon used for
thematic analysis and the computational tools applied throughout the study. These components form
the core of the quantitative workflow used to examine the lexical structure of the CAO RK.

In addition, Subsection 3.3.3 outlines the hyperparameters used in the numerical experiments,
ensuring transparency and reproducibility of the analytical results.

Keyword Selection

To enable thematic and semantic analysis, a specialized lexicon of key legal concepts was
constructed. The lexicon reflects the principal conceptual domains of administrative law and
was manually curated based on the terminology and recurrent expressions found in the Code of
Administrative Offenses of the Republic of Kazakhstan (CAO RK).

Each category corresponds to a semantic field encompassing morphologically related words and
stems. This approach allows for the inclusion of lexical variation (e.g., inflectional and derivational
forms) while maintaining semantic coherence across categories. The principal thematic categories
and representative keyword stems are listed below:

¢ Sanctions — mtpad, B3bICKaH, CAHKII, HAKa3aH

¢ Responsibility — oTBeTCcTBEHH, BHHOBH

¢ Offense — mpaBoHapyIlIeH, HApyIIEH

¢ Person — 1M110, TpakJaHNUH, TOTDKHOCTH

¢ Entrepreneurship — npennpuHuMaTens, OU3HEC, IOPITHIL

¢ Authority — opraH, KOMUTET, UHCIIEKL, MUHUCTEPCTB

¢ Court — cya, Cyabsi, Kaccall, areJsuisiy

¢ Property — uMymiecTBo, COOCTBEHHOCT, JIOXO]T

+ Size / Measure — pa3mep, pacueTH, MmecsiaH, MPII

¢ Case — z1e110, MPOU3BOJICTB, PACCMOTPEH

¢ State — ka3axcTaH, pecIyOiIuKa, KOJIEeKC
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Occurrences of these keyword stems were tracked across paragraphs, articles, and chapters to
quantify their frequency, relative prominence, and contextual distribution within the Code. Grouping
tokens by morphological stems (e.g., OTBETCTBEHH — OTBETCTBEHHOCTb, OTBETCTBEHHBIN) ensured
robust lexical matching and prevented over-fragmentation of semantically equivalent terms.

This curated keyword lexicon thus served as the analytical foundation for quantitative thematic
profiling and semantic field visualization in subsequent stages of analysis.

Tools

All stages of the analysis were conducted in a Python 3.11 environment using Jupyter Notebook
as the interactive development platform. The computational workflow relied exclusively on open-
source libraries widely adopted in the fields of data analysis and natural language processing. The
primary libraries and their respective functions are summarized below:

+ pandas — data ingestion, transformation, and aggregation;

+ spaCy — tokenization and lemmatization of Russian texts (ru_core news sm model);

¢ NLTK - stop-word filtering and frequency-based text statistics;

+ matplotlib and seaborn — visualization of lexical distributions and thematic heatmaps;

¢ pathlib and json — structured I/O and corpus serialization.

All scripts were executed within a notebook-based reproducible workflow, ensuring full
transparency, modularity, and consistency across the stages of data preprocessing, keyword extraction,
and statistical analysis.

Hyperparameters for numerical experiments

Latent Dirichlet Allocation (LDA) was used to examine higher-level thematic structures within
the corpus. Input matrix was constructed with a bag-of-words representation using CountVectorizer.
To ensure transparency and reproducibility, all hyperparameters and configuration settings are
reported below.

Vectorization settings (CountVectorizer):

¢ max_df = 0.9 — terms appearing in more than 90% of paragraphs were excluded as overly
frequent;

¢ min_df =3 —terms occurring in fewer than three paragraphs were removed to reduce sparsity;

* stop words — no additional stop-word lists were applied beyond earlier preprocessing steps;

+ tokenization — pre-tokenized and lemmatized tokens were joined into whitespace-separated
strings.

LDA model settings (LatentDirichletAllocation):

¢ n_components = 5 — the number of latent topics;

* random_state = 42 — fixed seed for reproducibility;

¢ learning_method = ‘batch’;

¢ max_iter = 10;

¢ doc_topic_prior (o) = 1 / n_components;

¢ topic_word prior (B) =1 /n_components.

These settings were chosen to balance topic interpretability and computational efficiency,
given the relatively compact size of the corpus. The resulting model outputs were transformed into
interactive visualizations using pyLDAvis.

The visualization module was supplied with:

¢ topic-term distributions — (Ida.components_ normalized row-wise),

¢ document-topic distributions — (Ida.transform(X)),

¢ document lengths — computed from token counts,

¢ vocabulary — extracted from the vectorizer,

* term frequencies — aggregated across all documents.

This configuration enabled an interpretable inspection of topic coherence, dominant terms, and
the overall thematic landscape of the Code.
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Results

Descriptive Overview of the CAO RK Corpus

Prior to conducting lexical and thematic analyses, the corpus was examined descriptively to
establish its structural composition and quantitative characteristics. Table 1 presents the summary
statistics of the Code of Administrative Offenses of the Republic of Kazakhstan (CAO RK) corpus
compiled for this study.

The dataset comprises 1,050 articles and 3,336 paragraphs, with an average paragraph length
of approximately 40 words. The longest paragraph contains more than 2,000 words, reflecting the
extensive procedural detail typical of certain sections of administrative law. In total, 781 legislative
notes (caockn) were identified, documenting amendments introduced between 2014 and 2025. These
amendment annotations provide clear evidence of the Code’s continuous normative evolution over
the past decade.

Table 1 — Summary characteristics of the Code of Administrative Offenses of the Republic of
Kazakhstan (CAO RK)

Metric Value
Total number of articles (craTbm) 1,050
Total number of paragraphs (TTyHKTBI) 3,336
Average paragraph length (words) 39.6
Maximum paragraph length (words) 2,042
Number of amendment notes (cHOCKH) 781
Year range of amendments 2014-2025

Word Frequency Distribution

The twenty most frequent words in the Code of Administrative Offenses of the Republic of
Kazakhstan (CAO RK) are predominantly associated with quantitative measures (e.g., pasmep,
ToKa3aTellb, MECSYHBIN pacu€THBIN TIokaszarenb) and legal actors (e.g., U0, CyOBEKT).

This lexical pattern highlights the Code’s focus on defining responsibilities, entities, and the
scale of administrative penalties — central dimensions of administrative law.

Figure 1, presented directly below, presents a horizontal bar chart depicting the relative frequencies
of the most common lexical units in the corpus after lemmatization and stop-word removal. The
clear predominance of pasmep (‘“amount”) and nmumo (“person’) underscores the quantitative and
person-centric orientation of the CAO RK, revealing its emphasis on measurable sanctions and the
identification of liable subjects.

Distribution of Key Terms Across Chapters

To investigate the thematic organization of the Code of Administrative Offenses of the Republic
of Kazakhstan (CAO RK), a set of keywords was grouped into semantic categories representing
the principal conceptual domains of administrative law. These categories encompass notions of
sanctions, responsibility, administrative subjects, institutional governance, economic relations, and
procedural operations.

Each paragraph of the Code was tokenized and normalized into lemmas, after which the
occurrences of keyword stems were aggregated at the chapter level. This procedure enabled a
comparative assessment of the relative prominence of distinct legal domains within the legislative
corpus.

The results demonstrate a non-uniform lexical distribution across chapters. Chapters addressing
personal rights, entrepreneurial activity, and public administration exhibit a particularly high density
of sanction-related and institutional vocabulary (e.g., caHkuu, OTBETCTBEHHOCTS, IITpad), indicating
an emphasis on punitive and regulatory enforcement mechanisms. By contrast, chapters governing
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procedural processes show elevated frequencies of lexemes associated with memo (“case”) and opran
(“authority”), reflecting the procedural dimension of administrative adjudication.
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Figure 1 — Top-20 most frequent words in the Code of Administrative Offenses

Overall, the analysis suggests that the CAO RK is lexically organized around several semantic
clusters corresponding to its functional domains—sanction-related, procedural, administrative, and
economic. This thematic stratification highlights the internal diversity of administrative law, where
the distribution of linguistic features reflects the differentiated structure of legal regulation.

Figure 2, presented immediately after this paragraph, visualizes the ten chapters with the highest
cumulative frequency of thematic keywords. The chart demonstrates clear disparities in the lexical
salience of legal concepts across chapters, reflecting the internal hierarchy of regulatory focus areas
within the Code.
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Figure 2 — Top-10 chapters of the CAO RK by frequency
of thematic keywords (grouped by semantic categories)
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Thematic Heatmap

A thematic heatmap (Figure 3) was constructed to visualize the distribution of key legal concepts
across the structural sections of the Code of Administrative Offenses of the Republic of Kazakhstan
(CAO RK). The visualization reveals distinct lexical clustering patterns aligned with the primary
domains of administrative regulation.

The semantic fields associated with cankmmu (sanctions), OTBETCTBEHHOCTS (responsibility), and
muto (person) exhibit consistently high frequencies, underscoring their central role in the conceptual
architecture of the Code. Conversely, terms connected to umymiectso (property) and cyx (court) are
concentrated in procedural and enforcement-related sections, indicating specialized legal subdomains.

Sections regulating entrepreneurship and property display elevated lexical density across multiple
thematic categories — particularly in sanction-related vocabulary — reflecting the Code’s emphasis on
economic accountability and regulatory oversight.

Collectively, the heatmap demonstrates that the CAO RK is not lexically uniform but instead
organized around discrete thematic cores corresponding to its institutional and functional structure.
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Figure 3 — Thematic distribution of legal categories across sections
of the Code of Administrative Offenses of the Republic of Kazakhstan (CAO RK)

Dominant Chapter—Term Intersection

To highlight the primary lexical orientation of the most content-dense chapters, a “chapter x
term” intersection analysis was conducted.

For each chapter, the thematic category with the highest frequency was identified as its dominant
lexical field. Among the ten chapters exhibiting the greatest overall lexical density, the field pazmep
(“measure” or “amount’) emerges as the most recurrent leading term, especially in sections regulating
trade, finance, and administrative enforcement. This prevalence reflects the quantitative character
of sanction-related provisions, where penalties are systematically defined through monetary or
procedural measures.

Other dominant categories include cankiuu (sanctions), nuio (person), and ka3zaxcraH, the latter
appearing primarily in chapters devoted to procedural jurisdiction and institutional authority.

The pattern illustrates that the CAO RK emphasizes proportionality and standardization
of sanctions, embedding numerical evaluation directly into the language of legal accountability
(Figure 4).
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Figure 4 — Dominant thematic category in the ten most content-dense chapters
of the Code of Administrative Offenses of the Republic of Kazakhstan (CAO RK)

Article Length Distribution

The dual-panel histogram (Figure 5) provides a detailed view of the lexical structure of the Code
of Administrative Offenses of the Republic of Kazakhstan (CAO RK).

The left panel displays the overall distribution of article lengths, illustrating the extreme right-
skew typical of codified legal texts.

The right panel zooms into the 0—500 word range, revealing that the majority of articles are
compact, generally containing fewer than 250-300 words.

This pattern indicates that while most provisions are concise and normatively focused, a limited
number of articles — primarily those describing procedural, sanctioning, or jurisdictional rules —
expand substantially in length to accommodate complex legal formulations.
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Figure 5 — Distribution of article lengths (in words) in the Code
of Administrative Offenses of the Republic of Kazakhstan (CAO RK)

The left panel (logarithmic scale) shows the overall right-skewed distribution, while the right
panel highlights the concentration of shorter articles below 500 words.

Amendment Dynamics

The temporal distribution of legislative amendments (Figure 6) highlights distinct cycles of
revision within the Code of Administrative Offenses of the Republic of Kazakhstan.
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Amendment metadata were extracted from article-level footnotes (cHockm), capturing formal
references to legislative acts and their years of adoption.

The histogram reveals a major legislative peak in 2017, marking the most extensive wave of
modifications during the observed period. This surge corresponds to a comprehensive administrative
reform aimed at refining sanctioning procedures and institutional responsibilities across multiple
chapters of the Code. Moderate amendment activity is also observed in 2014-2015, reflecting the
transitional phase following the enactment of the CAO RK, when the legal system was adjusting to
the new codified framework. Subsequent years (2018-2022) display more selective revision patterns,
including targeted changes to procedural and jurisdictional provisions.

Although the COVID-19 pandemic (2020-2021) did not produce a large quantitative spike in
amendments, the updates introduced during this period often addressed public health enforcement,
mobility regulation, and emergency governance, signaling a functional adaptation of administrative
law to crisis conditions.

The mild uptick in 2025 suggests the beginning of another adjustment cycle aligned with ongoing
modernization efforts.

Overall, the amendment dynamics illustrate a nonlinear but adaptive evolution of Kazakhstan’s
administrative legislation, alternating between large-scale reform phases and incremental fine-tuning
periods.
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Figure 6 — Distribution of amendment years across articles
of the Code of Administrative Offenses of the Republic of Kazakhstan (CAO RK)

Topic Modeling of Legal Texts

To uncover latent semantic structures within the Code of Administrative Offenses of the Republic
of Kazakhstan (CAO RK), atopic modeling approach was applied using the Latent Dirichlet Allocation
(LDA) algorithm. This probabilistic model identifies recurring lexical patterns by representing each
article as a mixture of topics and each topic as a distribution over words. The goal was to capture
underlying conceptual domains of administrative regulation that may not be explicitly defined by the
Code’s formal hierarchy.

The model was trained with five latent topics (n = 5), selected empirically to optimize semantic
coherence and interpretability. The ten most probable terms for each topic, together with their
domain-specific interpretations, are presented in Table 2. These representative term clusters served
as the basis for qualitative labeling of topics according to their legal and contextual significance.

The five topics collectively reflect the dual nature of the CAO RK'’s discourse — a balance
between quantitative sanctioning logic (Topics 1, 2, and 4) and institutional-procedural governance
(Topics 3 and 5).
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Table 2 — Topical structure of the CAO RK identified by LDA (Five-Topic Model)

Topic Representative Terms Interpretation
1 MECSTYHBIN, pacu€THBIH, TOKa3aTelb, mTpad, Quantitative and procedural norms, focusing on
BJICYb, OPraHU3aLMsl, pa3Mep, JINIO, pecriyonuka, | the formal specification of sanctions and fiscal
Ka3axcTaH measures.
2 KpYIIHBIN, BIICYB, MTpad, MpeanpuHIMaTenscTBo, | Economic and entrepreneurial regulation,
CyOBeKT, pa3mep emphasizing business responsibility and
liability.
3 NpaBOHapYyIlIEHHE, 3aKOH, ACHCTBHE, General principles and institutional structure of
aJIMUHUCTPATUBHBIN, OpPraH, CTaThs, 4aCTh administrative law, describing legal actions and
authorities.
4 Pacu€THBIH, MECSIUHBIN, IPETyCMOTPETD, CTAThs, Legislative and prescriptive formulations
HACTOSIINH, mTpad typical of codified sanctioning clauses.
5 KOJIEKC, CY/[I, IOJKHOCTHOI, OpraH, Judicial and procedural administration,
MIOCTAaHOBJICHNE, TPOU3BO/ICTBO, covering courts, officials, and adjudicatory
[paBOHapyLICHHE, AEJIO0 processes.

This thematic composition suggests that the Code’s linguistic architecture is shaped by a
systematic concern with measurement, enforcement, and procedural formality, rather than narrative
or interpretive exposition.

In other words, the CAO RK encodes legal responsibility through a lexically rigid framework of
proportionality and administrative control.
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Figure 7 — Distribution of key terms across topics identified
by Latent Dirichlet Allocation (LDA) in the Code of Administrative Offenses
of the Republic of Kazakhstan (CAO RK)

Interactive Topic Visualization

To further explore the semantic topology of the Code of Administrative Offenses of the Republic
of Kazakhstan (CAO RK), an interactive intertopic distance map was generated using pyLDAvis
(Figure 8). This visualization projects the latent topics produced by the LDA model into a two-
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dimensional semantic space via multidimensional scaling, allowing an intuitive assessment of topic
proximity, distinctiveness, and lexical dominance.

The left panel displays the spatial arrangement of the five inferred topics, where the size of each
circle represents its marginal proportion in the corpus.

Therelatively large and well-separated clusters indicate that the LDA model captured thematically
coherent and linguistically distinct domains of administrative regulation.

Topic 2 (highlighted in red) occupies the greatest share—approximately 29% of the total token
space — and centers on vocabulary related to npennpuanMaTenbeTBo (“‘entrepreneurship’), cyObekT
(“subject”), and pasmep (“measure”), corresponding to the economic and sanction-quantification
dimension of the Code.

The right panel ranks the top-30 most relevant terms for the selected topic according to the
relevance metric A = 1.0, balancing frequency and exclusivity.

The prominence of terms such as nmpeanpuHuMarenbcTBo, mTpad, and opranuzanus confirms
that the model effectively isolates the language of regulatory enforcement and business accountability.

Taken together, the intertopic map reveals a structured semantic architecture, where distinct
lexical clusters correspond to sanctioning mechanisms, procedural norms, institutional roles, and
economic regulation.
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Figure 8 — Intertopic distance map and term relevance visualization
for the Code of Administrative Offenses of the Republic of Kazakhstan (CAO RK),
generated via Latent Dirichlet Allocation (LDA) and pyLDAvis

Discussion

The linguistic analysis of the Code of Administrative Offenses of the Republic of Kazakhstan
(CAO RK) reveals that its textual architecture distinctly embodies the normative-punitive nature of
administrative law.

The overwhelming prevalence of vocabulary related to sanctions (cankuumn) and responsibility
(otBercTBeHHOCTH) indicates that the Code primarily operates as an instrument for the definition,
categorization, and enforcement of administrative penalties.

At the same time, the frequent occurrence of terms such as numo (“person”) and cyOnbekr
(“subject”) highlights the Code’s focus on the individualization of legal liability, consistent with the
modern principle of personal accountability in administrative justice.
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In contrast, the relative scarcity of judicial lexemes — such as cym (“court”) and »xamo6a
(“appeal”) —underscores the subsidiary role of judicial institutions, where administrative enforcement
and executive oversight remain dominant.

From a broader linguistic perspective, this quantitative profile confirms that the CAO RK is not
merely a collection of prohibitive norms but a codified linguistic framework through which state
authority is operationalized via structured legal terminology.

The findings therefore complement traditional doctrinal interpretations by showing how lexical
hierarchies mirror institutional hierarchies within Kazakhstan’s system of administrative governance.

Recentadvances in Kazakh computational linguistics reinforce the relevance of this approach. The
development of large-scale instruction-tuning datasets for government and legal domains, together
with corpora such as KazQAD and the Aligned Kazakh—Russian Parallel Corpus, demonstrates
growing national capacity for data-driven linguistic analysis [6—8]. However, these initiatives
primarily address general or bilingual text processing, whereas the present study focuses specifically
on formal legislative discourse, providing a complementary structural and thematic dimension to
the evolving landscape of Kazakh-language NLP. This alignment between legal linguistics and
computational modeling marks an important step toward creating comprehensive resources for
automated legal analytics and low-resource language modeling in Kazakhstan.

Conclusion

This study employed quantitative linguistic analysis to examine the Code of Administrative
Offenses of the Republic of Kazakhstan (CAO RK), uncovering both structural and thematic
regularities within its legal discourse. The findings reveal a marked predominance of sanction- and
responsibility-related vocabulary, underscoring the punitive and regulatory orientation of the Code
and its function as a linguistic instrument of state authority.

Beyond descriptive insights, the research demonstrates the applicability of computational text
analysis to the study of legal language — offering a scalable, data-driven framework for comparative
legal linguistics, corpus-based jurisprudence, and the modernization of legislative analytics in
Kazakhstan.

These results complement emerging initiatives in Kazakh natural language processing, such as
the development of instruction-tuned datasets for legal and governmental text, the KazQAD question-
answering corpus, and the Kazakh—Russian parallel legal corpus [6—8].

Future research will extend this approach to other codified acts—such as the Civil, Criminal,
and Tax Codes — to explore differences in lexical density, thematic diversity, and cross-referential
complexity, thereby advancing a data-driven understanding of national legal language systems.

In this broader context, the present work contributes a structured analytical pipeline and an
annotated legislative corpus that can support future efforts toward Kazakh legal language modeling
and semantic text alignment across legal codes.

Looking ahead, the framework developed here remains fully compatible with LLM-based
semantic enrichment — including contextual classification, summarization, and translation consistency
evaluation.

Future research will extend this approach to other codified acts — such as the Civil, Criminal,
and Tax Codes — to explore differences in lexical density, thematic diversity, and cross-referential
complexity, thereby advancing a data-driven understanding of national legal language systems and
their evolution.

Limitations and Future Directions

While the present analysis provides a comprehensive quantitative overview of the Code of
Administrative Offenses of the Republic of Kazakhstan (CAO RK), several methodological and
interpretive limitations should be acknowledged. First, the study is confined to a single legal corpus,
which constrains cross-institutional generalization. Extending the approach to other Kazakhstani codes
and to comparative datasets from neighboring jurisdictions would enable a broader understanding of
regional legal-linguistic patterns.
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Second, the analysis relies primarily on surface-level lexical statistics and topic modeling,
which, although informative, do not fully capture syntactic dependencies, modal constructions, or
intertextual citation structures that play a central role in legal semantics. Incorporating dependency
parsing, named-entity recognition, and semantic role labeling in future work would enhance
interpretive depth.

Third, while the LDA-based topic modeling revealed coherent thematic clusters, it remains
probabilistic rather than interpretive; integrating these findings with expert legal annotation could
bridge the gap between computational and doctrinal perspectives.

Future research should also explore temporal evolution by tracking linguistic change across
successive amendments, and should consider applying embedding-based language models (e.g.,
BERT or RoBERTa trained on legal corpora) to quantify semantic shifts within Kazakhstan’s evolving
legal framework.
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'Kasakcran-bpurtan TeXHUKaJIbIK YHUBEPCUTETI, AMaThl K., Kazakcran

KA3AKCTAH PECITYBJINKACBIHBIH OKIMIILIIK KYKBIK
BY3VIIBLIBIK TYPAJIBI KOJAEKCIH JIEKCUKAJIBIK ’KOHE
TAKBIPBITITBIK TAJIIAYFA APHAJIFAH ECENITEY KOHBEHEPI

Anjgarna

byn 3eprrey Kaszakcran PecryOnukachiHblH OKIMIIUTK KYKBIK Oy3yHIBUIbIKTap Typaisl kojekci (OKBTK,
K1400000235) MoTiHIHIH aBTOMATTAHIBIPBUIFAH JIMHTBHCTUKANBIK JKOHE KYPBUIBIMIBIK TajjiayblHA apHAIFaH
€CeNTeyil Tanaay *KOJBIH YChIHAABL. ¥ CHIHBUIFAH JKYMBIC TIPOIIECi IepeKTep i KIHAY, MOTIHI aJIbIH aja oHICY,
TOKEHM3AIMSL, KINT CO3AEp/i aHBIKTAY, CEMaHTHUKAJIBIK TOINTACTHIPY KOHE BU3yaIN3alMsIHbI KAMTHBI. by kezenaep
Python Tininzgeri Taburu tinnepai enaey (NLP) xxoHe craTucTukanblk oiictepai OipikTipesi. ¥ ChIHBUIFAH Kyhe
JIEKCUKAJIBIK, TaKbIPBIITHIK KOHE CaHJIBIK JIMHIBUCTUKAIIBIK Taliayaapsl 0ipi3ai Tizoekke Oipikripir, Kogekctin
HepapXUsUIBIK KYpPBUIBIMEL (OemiMaep, Tapaynap »xoHe OanTap) OOWBIHINA XKHITIK YIeCTipiMAEPiH, CEMaHTHKAIBIK
epicTep MEH XachIPbIH TaKbIPBIITap/Ibl aHbIKTayFa MyMKiHAik Oepeni. OKBTK xopmycsH Tangay OipHemie epex-
1€ TUTMIK 3aHABUTBIKTapIbl aHBIKTA Il CAHKIHSTIAp MCH mayanKepminiKKe KaTBICTHI CO3ICP/iH (albIMITYJI, JKayarl-
KePIILTIK, KYKBIK OY3YIIBUIBIK) OachiM O0ITybl, SJKOHOMUKAJIBIK KOHE pecmmK KYKBIK Oy3yHIbIIBIKTApFa apHasFaH
Tapaysap/a KOFapbl JIEKCHKAaJIbIK THIFbI3IBIKTHIH OaiiKalybl, COHAaH-aK SKIMIITIK KYKBIKTHIH HOPMATHBTIK-)Ka3a-
JIayNIBUIBIK CUMATBIH OSHHENCHTIH TaKbIPBIITHIK HIOFbIpIanynap. JKUijiK ructTorpamMmmanapbl, TaKbIPHIITHIK JKbLTY
KapTaJiapbl )KoHE TaKbIPBIITHIK KapTanap CUSKTHI BU3yaJIH3allisl 9icTepi 3aH MOTIHAEPIH CaHBIK TYPFbIIaH 3epT-
TEyHiH aneyeTiH kepcereai. JKaimel anraHa, YCHIHBUIFAH 9JIICTEME CaJbICTBIPMANbl KYKBIKTBHIK JIMHIBHCTHKA,
3aHHAMaHbl aBTOMATThI TYPAE MOHUTOPHHTIIEY *oHe KasakcTaHmarbl KYKBIKTBIK aHAINTHKAHBI JKAHFBIPTY YIHIH
ayKbIM/IBI HET13 KaJlalpl.

Tipek ce3aep: oKIMIIUTIK KYKBIK, 3aH MOTIHIH Tajijay, TAOUFU T OHJEY, €CelTeyill KYKbIKTBIK JMHIBHC-
THKa, )KUUTIK TaJ1aybl, TAKBIPBINTHIK MOJIEIBIEY, KYKBIKTHIK HH(OpMAaTHKA.
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BBIYUCJIUTEJNBbHBIA KOHBEUEP J1J1 JEKCUYECKOI'O
N TEMATHYECKOI'O AHAJIN3A KOAEKCA
Ob AAMUHUCTPATUBHbBIX IPABOHAPYIIEHUAX
PECITYBJIMKHN KA3AXCTAH

AHHOTAUA

B crarpe mpencTaBieH BRIYHCIUTEIBHBIN KOHBEHEp U1 aBTOMaTH3MPOBAHHOTO JIMHTBHCTHYECKOTO U CTPYK-
TYpHOTO aHaju3a IOPUINYECKHX TeKcToB Ha mpumepe Komekca PecmyOmuku Kazaxcran 00 aaMHHUCTPaTHBHBIX
npaBoHapymenusx (KoAlIl PK, K1400000235). [IpennoskeHHbIH pabounii mporecc 00beANHAET dTarbl cOopa JaH-
HBIX, IPe100OPaOOTKU TEKCTA, TOKCHU3AIMH, U3BJICUCHHS KITFOUEBBIX CJIOB, CCMAHTHYECKOW KJIACTCPU3AIMU U BH3ya-
JIU3AIMU ¢ IPUMEHEHHEM METOI0B 00paboTku ecTecTBeHHOTO si3bika (NLP) u ctaructiueckoro ananu3sa Ha Python.
PaspaboTaHHBII KOHBEHEp coueTaeT ICKCHUSCKUH, TCMATHUCCKUAN M KOJTHYCCTBCHHBIN JIMHT BUCTUYCCKAN aHAJIH?3 B
eIMHYIO MTOCIIEIOBATEIEHYIO CUCTEMY, YTO TTO3BOJISICT BEISBIIATH YACTOTHBIC PACIIPEACIICHHS, CEMAaHTHUECKAE TTOJIS
W CKPBITBIE TEMBI B Hepapxudeckoil cTpykrype Komekca (pasmensl, m1aBbl, ctathn). AHamm3 xopiryca KoAIl PK
BBISIBUJI PSiJl XapaKTEPHBIX S3BIKOBBIX 3aKOHOMEPHOCTEH: TIpeo0iaanne JIGKCUKH, CBI3aHHON ¢ CAaHKIUSAMU U OT-
BETCTBEHHOCTHIO (IITpad), OTBETCTBEHHOCTD, TPABOHAPYIICHHUE ), TOBBIIICHHYO JICKCHUCCKYO IUIOTHOCTD B IV1aBax,
PErYJIUPYIONIMX SKOHOMUYECKUE U MPOIIECCyalbHbIE MPABOHAPYILIEHUS, a TAKKe TEMAaTUYECKUEe KIIACTePhl, OTpa-
JKaroIIMe HOPMATHBHO-KapaTelbHYI0 HAPABICHHOCTh aJIMHHICTPATUBHOTO TpaBa. BH3yamn3aliioHHBIC METOMIFHI,
TaKWe KaK YaCTOTHBIC TUCTOTPAMMBI, TEMaTHYCCKUE TETUTOBBIC KAPTHI U TOTIHK-KAPTHI, IEMOHCTPUPYIOT MTOTCHITHAT
KOHBelepa I KONMWIeCTBEHHOTO MCCIICIOBAHMS 3aKOHOIATEIFHOTO SA3bIKa. B 11enoM mpencTaBieHHass METOI0I0-
rust popMupyeT MacmTabupyeMyro OCHOBY IS CPAaBHUTEIHHON FOPUINIECKON TUHTBUCTUKH, aBTOMATU3UPOBAHHO-
0 MOHUTOPUHTA 3aKOHOJIATENLCTBA M MOJIEPHHU3AIIUY MPABOBOM aHanuTUKK B Kazaxcrane.

KaioueBble cjoBa: aIMHHACTPATUBHOE IPaBO, aHAIN3 IOPHIMUECKUX TEKCTOB, 00paboTKa €CTECTBEHHOTO
S3bIKA, BEIYHUCIUTENbHAS FOPUANYCCKAs JIMHIBUCTHKA, YACTOTHBIN aHAM3, TEMaTHYECKOEe MOJICIIMPOBAHKE, TIPABO-
Bas mH(OpMATHKA.
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BENCHMARKING BEST PRACTICES
OF TOP-RANKED CITIES FOR HIGH LIVABILITY
AND CITIZEN PARTICIPATION

Abstract

This article presents a comparative analysis of international benchmarking systems and their application
to assessing urban livability and citizen engagement. The research examines key global indices — Economist
Intelligence Unit (EIU), Mercer, PwC, TUWIEN Smart City Model, MIT Treepedia, and the National League of
Cities (NLC) — to identify dominant trends and classification models of city benchmarking. Four major types of
benchmarking practices were defined: multi-factor indices, single-indicator rankings, thematic analytical reviews,
and diagnostic metrics. An empirical case study of Almaty, Kazakhstan, demonstrates the adaptation of international
practices to the local context. Between 2020 and 2023, over 1,500 participatory projects were implemented under
the Participatory Budget program, primarily in urban greening, infrastructure, and public safety. The findings show
that digital governance platforms (Open Almaty, iKomek, Almaty Urban Center) enhance civic participation but
remain limited by unequal digital access. The study concludes that benchmarking serves as an effective governance
and evaluation tool for improving urban livability and inclusiveness. The Almaty case illustrates the potential of
combining global best practices, data-driven governance, and participatory approaches to foster sustainable urban
transformation.

Keywords: city benchmarking, livability, citizen participation, smart city, sustainability, digital governance,
digital services.

Introduction
With the development of technology and artificial intelligence, methods for assessing the comfort
of living in an urban environment are becoming more accurate and diverse. In these conditions, issues

of ensuring a comfortable urban environment and public participation in governance are becoming a
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priority for local authorities, researchers, and residents themselves. The emergence of global indices
and rankings, such as the Global Liveability Index from the Economist Intelligence Unit, the Quality
of Living index from Mercer, and the Smart City Index, has intensified the desire of cities not only
to improve their internal indicators but also to compete for positions in international comparisons.
City rankings are interpreted as benchmark assessments and represent a comparative analysis based
on benchmark indicators.

Benchmarking, as a tool for analyzing and comparing urban strategies, has become widespread in
urban planning practice. It allows for the identification of best practices, the adaptation of successful
models, and the assessment of progress in key areas: infrastructure, digitalization, environmental
sustainability, and social inclusion. Alongside this, the importance of citizen involvement in decision-
making processes is growing, especially through digital interaction mechanisms.

For Kazakhstan, these issues are particularly relevant in the context of modernizing urban
management and transitioning to the principles of a «smart city.» This article examines international
approaches to assessing the quality of the urban environment and citizen participation, and also
presents an empirical case study of the city of Almaty as an example of the local adaptation of
global practices. It analyzes how the city applies benchmarking tools, implements digital services,
and develops feedback mechanisms with the population to improve the quality of life and form an
inclusive urban policy.

Materials and methods

Benchmarking is interpreted as a tool for comparative assessment of urban efficiency. More than
500 urban indices are actively used in policy and academic practice [1]. The works analyze digital
technologies as a means of increasing citizen participation [2—4]. The most common are multi-factor
indices that take into account a combination of parameters related to sustainability and quality of life.
Local studies in Kazakhstan emphasize the importance of institutional conditions for the successful
localization of global practices [5, 6].

The study uses a mixed approach: theoretical analysis of international indices as EIU, Mercer,
GVI, etc., a comparative review of benchmarking methodologies, and a case study of the city
of Almaty. Empirical data on Almaty includes an analysis of «Participatory Budget» projects,
digitalization initiatives, and environmental transformations of the urban environment during the
period 2020-2023 [17].

Modern approaches to urban benchmarking and its applied significance

The comfort of the urban environment is a key category of modern urban planning. The report
defines comfort as the integration of infrastructure solutions, housing accessibility, ecology, and the
quality of public spaces [7].

Big data, «smart» city technologies, GIS, and crowdsourcing provide new opportunities for urban
planners and authorities to create more comfortable living conditions. The use of this knowledge
base is necessary for smart management. However, to fully realize these opportunities, it is necessary
to improve data accessibility and develop analytical tools that will consider the individual needs of
each city. Data analytics, along with a flexible and futuristic strategy, should play a very important
role in the formation and development of a metropolis. The participation of local communities in
these processes is the basis of their management in smart cities. The National League of Cities (NLC)
report presents the concept of «livable communities.»

The literature review presents the following types of benchmarking (see Table 1):

1. Indices and index reports: These are publicly available multi-factor assessment schemes
that rank cities from best to worst based on a comprehensive assessment of several interrelated
dimensions. Examples include the Economist Intelligence Unit index, the Z-Yen Global Financial
Centres Index, and the Sportcal Global Sports Cities Index. They account for approximately 64%
of all benchmarks and are widely used for strategic planning, comparative analysis, and positioning
cities on the international stage [10].
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2. Rankings based on a single indicator: These record the performance of each city, usually
from best to worst, based on a single indicator. Examples include the Rome2Rio Global Connectivity
Ranking (direct international flights) and the IQAir Air Quality and City Pollution Ranking (particulate
matter density). They account for approximately 23% of the total number of benchmarks. They are
easy to interpret but do not provide a comprehensive picture of the quality of life [11].

3. Less common are analytical reviews and thematic reports. These reports assess the
performance and readiness of cities on specific urban themes. They are less visible, may require a
subscription, and contain comparative components as an additional layer of analysis rather than the
main focus. They may group or typologize cities instead of strictly ranking them. They represent 9%
of benchmarks, are valuable for their depth of analysis, and are used by specialists in developing
urban policy programs Best Performing Cities 2024, World Best Cities Report 2024 [12, 13].

4. Measurement metrics: These consider a city’s performance in one specific dimension,
usually based on a single or primary data point. They are the least common, accounting for 4% of the
indicators. Such metrics serve as diagnostic tools for monitoring the effectiveness of individual areas
of urban infrastructure (for example, energy efficiency or accessibility of public transport) Resilient

Cities Index 2023 [14].

Table 1 — Types of Comparative Analysis and Their Practical Application

No. Type of Characteristics Examples Percentage Practical
Comparative and Content share Purpose
Analysis

1 Indices and Index | Multifactorial Economist ~64% Strategic planning,

Reports complex Intelligence Unit, diagnosis of
assessment Z-Yen Global strengths and
schemes that rank | Financial Centers weaknesses,
cities based on Index, Sportcal intercity
a combination Global Sports comparisons.
of indicators: Cities Index
economy,
environment,
safety, culture.

2 Rankings based Measure Rome2Rio Global | =23% Monitoring of
on a single performance Connectivity, individual aspects
indicator based on one IQAIr Air Quality of the urban

factor (transport, Ranking environment
pollution, cost of (ecology,
living, etc.). transport, etc.).

3 Analytical reviews | Studies of groups | Urban ~9% Assessment of
and thematic of cities with Sustainability cities’ readiness
reports elements of Reports, City for innovation

comparison and Readiness and sustainable
typification. Often | Reports development.
limited access.

4 Evaluation Assessment of Urban Mobility ~4% Used as tools
measures effectiveness Index, Green for evaluating
(metrics) based on View Index (MIT individual areas of

individual Treepedia) urban policy.
parameters

without a final

ranking.

Approximately 20% of all benchmarks are produced by research, analytical, and academic

organizations, while in other cases, academics contribute. Notable examples include: The
Globalization and World Cities Research Network (GaWC), MIT’s Senseable City Lab.
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Since 1998, GaWC has mapped and ranked cities based on their «network connectivity,»
meticulously studying the centrality of cities based on the concentration of advanced producer
services. Their ranking of global cities (alpha, beta, gamma categories) has significantly influenced
the strategic plans of local governments, multilateral agencies, and the private sector, demonstrating
the ability of academic analysis to inform global urban practice. However, GaWC emphasizes that
the ranking is a small part of their model, often oversimplified by the media and politics focused on
«best» and «worst» lists.

MIT’s Senseable City Lab developed the Green View Index (GVI), later named «Treepedia,»
which assesses the greenness of a city using Google Street View panoramas. Its partnership with
the World Economic Forum for dissemination attracted significant attention, as cities used its
comparative overview to strengthen advocacy for nature-based solutions. The GVI/Treepedia results
have undergone academic peer review, and the team provides open access for reproducibility.

In addition, there are benchmarks developed by private organizations, such as the Arup-
Rockefeller «Resilience Index» and the PwC «Cities of Opportunity» ranking.

Thus, the presented classification demonstrates that urban benchmarking is gradually evolving
from narrowly focused ratings to comprehensive and interdisciplinary management tools, in which
digital data, citizen participation, and sustainable development play an increasingly important role.

2.2 Case analysis of improving the comfort of the urban environment and citizen engagement.

In recent years, Almaty has been actively developing approaches to a «human-centered» and
sustainable city, using both elements of international experience and local initiatives. Almaty is the
largest city in Kazakhstan by population (more than 2 million people), the former capital and a key
economic and cultural center of the country. Almaty is actively developing «smart city» components
and citizen participation programs. Since 2020, the «People’s Participation Budget» mechanism has
been introduced, within the framework of which more than 1,500 projects have been implemented
[15]. Digital services are also being developed: Open Almaty, iKomek, Almaty Urban Center.

Since 2016, Almaty has been implementing the «Development of a Comfortable Urban
Environment» program, within the framework of which the city authorities focus on: the development
of pedestrian infrastructure (reconstruction of Panfilov, Zhibek Zholy, and Abay streets); expanding
the public transport network and dedicated lanes for buses; the introduction of electric buses and
charging stations; improvement of public spaces and parks (Gorky Central Park, district-level
squares); greening the city and restoring irrigation canals (surface water drainage system — a unique
historical element).

Studies by local urbanists show that the quality of the urban environment in Almaty is improving,
especially in the central districts [7, 8]. However, the problem of unevenness remains — in residential
areas (Alatau, Nauryzbay districts), the infrastructure lags significantly behind. The «People’s
Participation Budget» (PPB) allows residents to participate in the distribution of a part of the district
budget (more than 11 billion tenge in 2022).

Figure 1 demonstrates the growth in the number of projects implemented within the framework
of the PPB. A clear positive trend is visible, reflecting both increased budget funding at the district
level and increased awareness and activity among the population. A particularly noticeable increase
occurred between 2020 and 2021 — likely due to an intensified information campaign and the
digitalization of application submissions.

Data on PPB projects in Almaty for 2020-2023 were collected from open sources: the Open
Almaty portal, official reports of the akimats (local administrations), and independent publications
of the Urban Forum Kazakhstan [21].

Categories were determined based on the descriptions of applications posted on Open Almaty
and reports from district akimats. The conditional distribution of projects by type is shown in
Figure 2.
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Figure 1 — Dynamics of implemented projects within the framework
of the «People’s Participation Budget» in Almaty, 2020-2023
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Figure 2 — Distribution of participatory budgeting
projects in Almaty by category

The most popular category turned out to be landscaping projects (planting trees, installing
flowerbeds, restoring irrigation canals). Lighting and playgrounds also account for a significant
share — reflecting the priority of safety and accessible infrastructure in citizens’ requests. The share
of sports infrastructure is growing as initiatives promoting a healthy lifestyle and urban fitness in
residential areas are supported.

The main features to highlight are: the Open Almaty platform is used for submitting initiatives
and voting; any resident can submit a beautification project (playground, lighting, landscaping, etc.);
decisions are made based on online voting among citizens. Despite a number of advantages, there are
challenges. Limited public participation: mainly users aged 30—50 with a high level of digital literacy
are active. Insufficient public awareness in areas with low levels of ICT access. Limited project
support after implementation (for example, lack of maintenance of small architectural forms and
green spaces). Nevertheless, according to the Almaty city administration, more than 1,500 projects
have been implemented over the three years of the program, most of which are improvements to
residential areas and landscaping [20].

Almaty is actively implementing digital services such as: Open Almaty — a single window for
citizens’ appeals, suggestions and complaints; iKomek — a system for rapid response to incidents
(similar to «SmartCity» platforms in other countries); Almaty Urban Center — an analytical center
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engaged in the analysis of the urban environment and public opinion [16—17]. According to a survey
by the Urban Forum Kazakhstan, about 47% of surveyed citizens positively assess interaction with
the city’s digital services, but note a lack of real feedback [18].

The implementation of «green building» principles within the framework of the «Green Almaty»
program reflects the city’s commitment to sustainable urban development. A key focus has been the
expansion of cycling infrastructure, including the construction of dedicated bicycle lanes and the
operation of the AlmatyBike bicycle rental system. However, the level of use remains relatively low
due to poor route connectivity and limited integration with other modes of transport [19]. Positive
steps have also been taken in the area of urban mobility: electric buses have been introduced and
an air quality monitoring system has been deployed [20]. Despite these efforts, environmental risks
persist — Almaty remains among the most polluted cities in the CIS in terms of PM2.5 particulate
matter content, which underscores the need for comprehensive, multi-level measures at the national
level [21-23].

Almaty could become a model for other Kazakhstani cities, provided that successful practices are
systematically scaled up and citizen involvement in governance processes is expanded. The Almaty
case demonstrates that the implementation of digital solutions and public participation through
participatory budgeting increase the perception of environmental comfort. However, challenges
remain: environmental risks, uneven regional development, and limited involvement of socially
vulnerable groups. Compared to Copenhagen, Singapore, and Seoul, Almaty is in the formative stage
of urban sustainability and requires a systemic approach.

Results and discussion

The comparative analysis of global city rankings and indices, including the Economist
Intelligence Unit (EIU), Mercer, PwC, TUWIEN Smart City Model, Treepedia (MIT), and the
National League of Cities (NLC), revealed that modern benchmarking systems are evolving from
purely comparative rating tools toward integrated, multi-criteria analytical frameworks. These systems
combine quantitative data with qualitative dimensions such as citizen satisfaction, accessibility, and
governance transparency.

Trends and classification of city benchmarking

The study identified four main types of benchmarking practices commonly applied in urban
governance (Table 2).

Table 2 — Classification of urban benchmarking approaches and their practical application

No. Type Description Examples Practical Purpose
of Benchmarking
1 | Multi-factor indices Comprehensive EIU, Mercer, PwC Strategic planning and
evaluations diagnostics of strengths
integrating economic, and weaknesses

environmental, and
social parameters

2 | Single-indicator rankings | Performance IQAIr, Rome2Rio Monitoring of specific
measurement based on a aspects of urban systems
single factor

3 | Thematic and analytical |In-depth studies Milken Institute, Policy design and

reviews assessing readiness Resonance Consultancy |benchmarking-based
for innovation and recommendations
sustainability

4 |Metrics and assessment | Diagnostic indicators Treepedia (MIT), Urban |Evaluation of specific

tools without final ranking Mobility Index domains of urban policy
outcomes
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This typology corresponds with findings that benchmarking has become a strategic governance
mechanism, helping cities assess policy outcomes, strengthen accountability, and identify transferable
practices [1].

Empirical analysis: the case of the city of Almaty.

The empirical analysis of Almaty demonstrates the localization of international benchmarking
principles in a Central Asian urban context. Between 2020 and 2023, more than 1,500 citizen-led
projects were implemented through the Participatory Budget (PB) mechanism [17]. The number of
approved initiatives increased from 120 in 2020 to 560 in 2023, reflecting growing civic awareness,
digital literacy, and community engagement.

The most common PB categories were urban greening, playgrounds, and lighting infrastructure,
representing over 60% of all proposals. These preferences align with global trends emphasizing
environmental comfort, accessibility, and safety National League of Cities.

The adoption of digital governance platforms such as Open Almaty, iKomek, and Almaty Urban
Center has strengthened citizen feedback channels. According to Urban Forum Kazakhstan, 47% of
respondents expressed satisfaction with the performance of these platforms, while some noted the
lack of detailed follow-up communication and limited inclusion of vulnerable groups [23].

Overall, Almaty is gradually implementing the “smart and human-centered city” model,
combining digitalization, public participation, and sustainability initiatives. These findings are
consistent, where emphasize the link between digital participation and improved urban governance
quality [24, 25].

Comparison with International Best Practices

In comparison with leading cities such as Copenhagen, Singapore, and Seoul, Almaty remains at
the stage of developing comprehensive urban resilience. While substantial progress has been achieved
in citizen participation and digital services, persistent challenges include air pollution (PM2.5) and
unequal infrastructure development across districts.

Initiatives under the Green Almaty program — including the deployment of electric buses and
the expansion of the AlmatyBike network — indicate the city’s gradual alignment with international
sustainable urban mobility trends. These developments reflect principles highlighted in the Resilient
Cities Index and Sustainable Cities Index, emphasizing the integration of environmental and social
dimensions in city performance evaluation [10, 14].

The conducted research allows the following general conclusions:

* Benchmarking is an effective diagnostic and governance tool for evaluating urban livability
and policy efficiency;

+ Digital governance and participatory budgeting strengthen communication between authorities
and citizens, increasing trust and policy transparency;

+ The adaptation of global benchmarking practices requires contextualization to local socio-
economic and cultural conditions.

The case of Almaty demonstrates that the combination of digital transformation, participatory
governance, and environmental modernization forms a solid foundation for developing a sustainable,
inclusive, and livable urban environment in Kazakhstan.

Conclusion

City rankings have dramatically increased in popularity in media reports and are widely used
in municipalities and the consulting world. They are used to justify new policies. Attention from
rankings can stimulate public interest in urban policy and assist in city marketing by highlighting
positive aspects.

Many scholars argue that urban benchmarking provides urban management professionals with
opportunities to:

1. Assess their current situation.

2. Compare their situation with other cities.
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3. Learn from the experiences of other cities in terms of policy strategies and goals.

4. More effectively prioritize funding for urban infrastructure projects.

5. Create collaborative urban networks.

The analysis showed that international and national rankings allow for identifying the strengths
and weaknesses of cities, as well as developing strategies to improve the quality of life. In Kazakhstan,
digitalization and citizen participation initiatives contribute to the formation of more comfortable
and sustainable urban ecosystems. In the future, it is important to develop local indices that take into
account the specifics of the regions and the cultural context.
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OMIP CYPY JIEHT'EMI )KOFAPBI )KOHE A3BAMATTAPIBIH KATBICYbI
KOTFAPBI KAJIAJIAPABIH O3bIK TOXIPUBEJEPIH CAJBICTBIPY

AHaaTna

byn Mmakanaga XasblKapaiblK OSTaJOHIBIK JKYHETIEepIiH CajbICTHIPMANbl Tajlaybl JKOHE OJIApABIH Kaja
TYPFBIHIAPBIHBIH OMIP CYpY MYMKIH/ITT MEH a3aMaTTap/blH KaTbICybIH Oaraay/ia KOJIaHbUTYbl KapacThIPbUIa/IbI.
3eprrey Herisri xkahanablk uHAEKcTepai — Economist Intelligence Unit (EIU), Mercer, PwC, TUWien Smart City
Model, MIT Treepedia >xone ¥urThIK Kananap juracsiH (NLC) — KanamapibslH cajbICTHIPMaIbl OaraliaybIHJaFbl
0achIM TEHICHIMSIIAP MCH XKIKTEY YITUICPiH aHBIKTAY MaKCaThIH/IA )KYPri3inai. BeHumMapkuHT ToKiprOeCiHiH TOPT
HET13T1 TYpi alKBIHIAIIBL: KON(aKTOPIBI HHACKCTEP, Oip HHINKATOPIBI PEHTHHTTED, TAKBIPHIITHIK aHATUTHKAIIBIK
IIOTYyJIap JKOHE OUArHOCTHKAIBIK KepCeTKiluTep. AiMarbl Kamachl OoiiblHIIa Ka3akcTaHHBIH SMINPHUKAIBIK
JKaFIaiIIbIK 3epTTeyl XabIKapaJblK THKIPHOCH! MKEPrilikTi KOHTEKCTKe Oelimiey epeKIIeNiKTepiH KOepceTei.
2020-2023 >xk. apaJbIFbIHIa OIOJDKETTIK Oarnaprnama asiChlHAA, €H ajJIbIMEeH, KeraJJaHIblpy, HHPPAKYPUIBIM
JKOHE KOFaMJIBIK Kayirnci3zuik OarbiTTapsiana 1500-geH acram OipreckeH sxkobanap icke achlpburibl. Hartkenep
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udpibIK 6ackapy miatpopmanapsiasie (Open Almaty, iKomek, Almaty Urban Center) a3amMaTThIK OCJICCHIUTIKTI
apTTHIPaTHIHBIH, aJlai1a MUQPIIBIK KOIDKETIMALTIK TEHCI3AIrMEH EeKTeNIeTIHIH KopceTel. 3epTTey OCHUMapKHHITiH
KaJajap/elH eMip Cypy MYMKIHIITT MEH HMHKIIO3MBTUINIH apTTHIpyda THIMII Oackapy »KoHe Oaramay Kypaiibl
peTiHae KbI3MET STETiHIH JaNeNAeH . AlMaThl MbICAJIbl KaJlaJap/IblH TYPaKThl TpaHCHOPMALUACHIH bIHTATAHIBIPY
YIIiH 03BIK OJIEM/IIK TOXKipHOeNep i, IepeKkTepre HeTi3AenreH 0acKapyasl )KoHe KaThICYIIBIIBIK TOCLTAepAl OipiKTipy
QJIeyeTiH aliKbIH KOpceTesi.

Tipek ce31ep: KalaHbl CATBICTHIPY, OMIP CYPY MYMKIH/IT, a3aMaTTap/IbIH KaThICYBI, «aKbUIABI Kajlay, TYpaK-
TBUTBIK, ITU(PIIBIK OacKapy, H(PIIBIK CCPBUC.
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BEHYMAPKHWHI TOPOAOB I1O YPOBHIO KOM®OPTHOCTH
INPOXUBAHUA U BOBJIEYEHHOCTHU I'PAXKJIAH

AHHOTALMA

B crarbe npencTaBieH CpaBHUTENBHBIA aHAIN3 MEXIYHAPOAHBIX CHCTEM OCHUMAPKHUHIA M MX IPUMEHEHHS
JUISl OIIEHKH KOM(OPTHOCTH TOPOACKON CPE/bl M TPAXKIAHCKON BOBJICUEHHOCTH. VccenoBanne oXBaThIBaeT KIIIO-
yeBble MUpoBble HHAEKCH — Economist Intelligence Unit (EIU), Mercer, PwC, TUWIEN Smart City Model, MIT
Treepedia n National League of Cities (NLC) — ¢ 1ienpio BISIBICHHS COBPEMEHHBIX TEHACHIIMN U THIIOJIOTHH Me-
TOJIOB CPABHUTENBHOM OLICHKH TOponoB. OnpeneneHbl YeThIpe OCHOBHBIX THIIA OCHUMAPKHHTa: MHOTO()AKTOPHBIC
HHJEKCHI, PEUTHHTH OTHOTO MIOKa3aTelsl, aHAIUTHYECKHE 0030pBI M IHarHOCTHYEeCKUe MeTpHKU. Ha npumepe r. Au-
MaThl MMOKa3aHa afanTamys MeXITyHApOIHBIX MPAKTHK K MECTHOMY KOoHTekcTy. B mepuon 2020-2023 tr. B pamkax
nporpammbl «bro/pkeT HapogHOTro ydacTusy peann3oBaHo cBbiie 1500 mpoekToB, MPEenMYIIECTBEHHO B cdepax
o3eJieHeHus1, Onaroycrpoiicta u 6ezonacHoctu. L{udpossie mardopmer (Open Almaty, iKomek, Almaty Urban
Center) criocoOCTBYIOT OBBIIICHHIO aKTHBHOCTH HACEJICHUS], OJTHAKO COXPAHSIOTCS pa3Inyiusl B ypOBHE IIM(POBO-
ro gocrymna. [lomy4eHHbIe pe3ynbTaThl HOATBEPIKAAIOT, YTO OCHUMAPKHHT SBJIsIeTCS Y(QGEKTHBHBIM HHCTPYMEHTOM
YIPaBIICHUS] M OLICHKH TOPOICKOM cpelibl. OMBIT I. AJIMaThl JEMOHCTPUPYET NOTEHIMA COYETaHUs MEKTyHAPO/I-
HBIX PAKTHK, TU(PPOBBIX TEXHOJIOTHH U OOIIECTBEHHOIO yYacTHs Ul (POPMHUPOBAHHS YCTOWYUBBIX M HHKIIIO3HB-
HBIX TOPOJIOB.

KioueBble ciioBa: GeHUMAPKUHT TOPOJIOB, KOM(OPTHOCTD, BOBJICUEHHOCTb I'PaKIaH, YMHBIH ropoJ, yCTOU-
YHBOE Pa3BHUTHE, IU(PPOBOE yIpaBieHue, tuppoBoii cepBuc.
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ASYSTEM ARCHITECTURE FOR DISASTER
MANAGEMENT SYSTEM

Abstract

In the era of accelerating climate change and growing urban populations, the frequency and severity of natural
disasters have increased significantly, posing substantial threats to infrastructure, economic stability, and human lives.
Disasters, including the likes of earthquakes, floods, and hurricanes usually are the reasons for serious destruction
of buildings, requiring rapid and accurate assessment to aid in emergency response and resource allocation. In light
of this, the research aims to deliver a deep learning based building damage assessment model, which is a hybrid
architecture consisting of Artificial Intelligence and IOT. In this paper we will examine the use of Internet of Things
(IoT) and Artificial Intelligence in disaster management systems in order to improve the automation, transparency,
and sustainability in smart intelligence systems. The system should collect and analyze pre-disaster and post-disaster
aerial imagery to classify buildings into damage categories, i.e. from no damage to destroyed.. Also, we integrate
our model into a wide disaster management system in order to make a visualization of damages on a geospatial
interface, that helps the decision-makers to get a quick look at priority areas and streamline the response of disaster.
This system’s plan is to assist public authorities, NGOs, and first responders with quick decision making in post-
disaster response times.

Keywords: disaster management, damage detection, natural disasters, system architecture, middleware,
Al ToT.

Introduction

Unforeseen disasters, including earthquakes, storms, floods, and wildfires, are constantly
damaging urban centers worldwide, causing serious destruction to buildings and endangering many
lives, and infrastructure. According to data from Our World in Data, between 2010 and 2022, the
most significant contributors to economic damage from natural disasters as a share of GDP—were
storms, earthquakes, and floods [2]. At the same time, the highest disaster-related death rates were
caused by earthquakes, floods, and extreme temperatures [1]. These statistics highlight that while
storms and high temperatures have notable impacts, earthquakes consistently rank among the top
causes of both economic loss and human fatalities. Given their combined impact on infrastructure
and human life, earthquakes are a critical area for focused research and technological intervention.

Therefore, this paper prioritizes earthquake-related disasters when developing and evaluating
the proposed building damage assessment model. In 2010, January 12, an earthquake with magnitude
7.0 brought estimated 220,000+ casualties, 300,000+ injuries and massive destruction in the capital,
Port-au-Prince [3]. This is mainly due to a combination of poor infrastructure, high population
density, and lack of disaster preparedness. Many buildings in Port-au-Prince were poorly constructed
and could not withstand seismic activity, leading to widespread collapse and entrapment [3].
Additionally, emergency services were overwhelmed and under resourced, slowing rescue efforts
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and medical aid. Effective disaster management systems could have significantly reduced casualties
by enforcing safer building codes, providing early warnings, training local emergency responders,
and establishing clear evacuation and response plans. Investing in disaster preparedness before the
earthquake could have saved thousands of lives. By using satellite or drone imagery combined with
Al and machine learning, we could assess building conditions, detect structural weaknesses, and
map high-risk areas. In the aftermath of the earthquake, such a system could also assist in quickly
assessing damage, locating collapsed buildings, and guiding search-and-rescue teams to the hardest-
hit areas, ultimately saving more lives and improving the efficiency of relief operations [19].
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Figure 1 — Death rates and economic damage from disasters

“Disaster Information Management System (DIMS): a mechanism for effectively processing,
organizing, storing and disseminating information required for disaster response and recovery,
particularly in the immediate aftermath of a natural disaster event”. After the aerial photos of the
sites are collected, the damaged site needs to be compared to the site at the beginning of the disaster
to be able to assess damage. The Disaster Damage Map can be created with aerial photos before and
right after a natural disaster that shows the affected areas. This feature in the system provides initial
damage assessments thus helping prioritize search and rescue operations. Moreover, another use of
it is to query building damages that happened because of the accident [4].

Materials and methods

Disaster management is commonly divided into four key stages—preparedness, response,
recovery, and mitigation—each of which can be significantly enhanced by using IoT technologies [5].
The preparedness stage covers the technical issues of the readiness of measures to be taken before
a calamity occurs. This is where the Internet of Things (IoT) comes in to enable continuous
environmental monitoring, real-time risk assessment, and effective resource allocation. Networks of
sensors, cameras, and other devices give scientists the data necessary to catch early warning signs
and inform the population. For example, IoT based weather stations have displayed variables that
might indicate dangerous weather, giving people enough time to prepare. In the event of disaster
happening, the response phase, comes into play, which is about doing coordinated and quick actions
to lower the harm. IoT is beneficial to this stage by providing the channels for quick communication
between first responders, increasing situation awareness and directing the overall deployment of
search and rescue operations. Drones with [oT sensors can make a rapid map of the affected areas,
estimate the damage of the structures, and point the routes where rescue teams can navigate. Wearable
devices also help to protect the responders due to their ability to track responders’ health metrics and
locations in real time [21]. Then, the recovery stage focuses on normalizing the things and redoing
the damaged infrastructure. Here, the role of the 10T is to promote recovery via the efficient damage
assessment process and identifying rebuilding priorities. For example, loT-enabled structural sensors
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can transmit safety data to central systems, helping officials prioritize which buildings require urgent
repair. Smart grids integrated with IoT systems can also speed up energy restoration, ensuring
essential services return more quickly. Finally, the mitigation and prevention stage seeks to reduce
the severity of future disasters. [oT contributes by collecting and analyzing data from all phases of a
disaster, improving forecasting models and guiding infrastructure improvements [5, 18].

Stage &
Disaster Rosponss

.--___/I Stage 5
| I| Disaster Rocovery
(. g

Figure 2 — Disaster management cycle
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Stage 3
Disaster Propardnnss

In Middleware for Internet of Things: A Survey, the authors define [oT as a network of uniquely
addressable objects interconnected through standard protocols and examine its key characteristics
from both infrastructure and application perspectives. The architecture we are proposing encompasses
both functional and non-functional requirements listed by Mohammad Abdur Razzaque in his work.
The representation of the functional part, for instance, requires that middleware facilities must,
without human intervention, auto-discover resources and manage resources in the most efficient way
by ensuring resource optimality. It also must apply data management tasks like obtaining, filtering
and aggregating, while event management that codes raw signals into useful events and enables real-
time troubleshooting for analysis. In terms of non-functional requirements, the model emphasizes
scalability, allowing the system to handle increasing numbers of devices through techniques such
as loose coupling and virtualization. Real-time performance is equally vital, assuring the on-time
delivery of services. Reliability and availability are depicted as the critical measures to perform
consistently and fast recovery in case of failure [17].

We want to present a system where Al components are integrated with data sources and IoT
devices. Swarna Kamal Paul in his paper called “Disaster Management through Integrative AI”
demonstrates an innovative framework that combines artificial intelligence, Internet of Things (IoT)
devices, and data services into a unified platform [6]. The main idea is that the disaster management
architecture should be a module, scalable, and interoperable. This is achieved by an integrative
Al platform built on a dataflow graph-based programming model, supported by middleware, and
connected to microservices that represent [oT devices, Al services, and data sources. The programming
model is particularly significant, as it reduces the complexity of developing disaster management
applications. By representing applications as directed acyclic graphs where nodes signify functions
and edges represent dataflows, the system allows modularity and parallelization. This approach
makes programming less syntactically demanding for users while enabling sophisticated application
logic. The middleware layer that positions the API gateway handles communication is the core of
the system. It takes responsibility for the routing between the program interpreter and the external
services, the unification of the data formats, and the prevention of security threats through access
control. This middleware supports both synchronous and asynchronous communication, ensuring
that real-time disaster data from [oT devices and Al models can be processed without bottlenecks [6].

Benssam A. (2017) presents middleware which targets decision support improvement in
a disaster management environment specifically. This research stands on the idea that disaster
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management depends on highly heterogeneous systems, ranging from sensor networks and IoT
devices to existing databases and communication services. This middleware is a unifying layer that
brings coherence among these different components, thus allowing data to be collected, shared, and
processed without any issues. The research question contemplated by this study essentially revolves
around whether middleware can improve decision-making in disaster scenarios by bridging the gap
between the distributed data sources and the more sophisticated decision-making systems. It is stated
that decision-making based on real-time information in critical situations depends not only on the
data reliability but also on the architecture that supports timely processing and communication. In
a broader perspective, middleware is a bridge connecting distributed data and real-time analysis
and is also a tool for system interoperability and adaptive responses. From the results, it has been
determined that middleware platforms are in fact effective in regulating the data paths and easing the
system heterogeneity through the use of standardized APIs and protocols. The benefits gained in this
way should be noted, as the system will share information more quickly and make decisions more
swiftly, thus, reducing the time pressure that is normally present in disasters [7].

Work of Pillai. A, focus on building reliable early warning systems (EWS) by studying service-
oriented [oT architecture for disaster preparedness and forecasting. The point that separates it from
the traditional EWS methods is that the system is based on a layered loT architecture integrated with
a triple modular redundancy (TMR) fault-tolerant mechanism, which ensures the reliability and the
absence of faulty sensor data for accurate cloud-based predictions. The paper notes the increasing
importance of real-time monitoring and decision support systems in reducing risks and mitigating the
socio-economic impacts of disasters, particularly in critical environments like underground mines.
The main research question addressed by the paper is how loT-based service architectures, combined
with cloud-driven machine learning models, can provide accurate, fault-tolerant, and real-time disaster
prediction capabilities. The authors seek to improve upon existing EWS frameworks by embedding
redundancy in sensor networks and integrating machine learning algorithms for predictive analytics.
The contributions of the study are demonstrated through the design of a layered IoT architecture
composed of perception, middleware, service, and interface layers, which together streamline
communication between sensing devices and cloud-based systems. To check the correctness of
the framework the research paper analyzed the case of its utilization in underground mines, where
reliable and continual environmental monitoring is of utmost importance for the provision of safety
to workers and preventing hazardous conditions. The prime outcome suggests that the proposed
system is able to generate highly accurate predictions even if its partial sensor fails. The combined
work of lightweight [oT communication protocols, fault-tolerant sensor integration, and cloud-based
predictive analytics presents a solid means of ensuring non-stop and accurate disaster prediction.
This feature renders the system particularly appropriate for safety-critical sectors where downtime or
erroncous data can have disastrous effects [8].

Correspondingly, the papers reveal a common aim in overcoming fragmentation in disaster
management systems and enabling faster and more reliable decision-making. First paper highlights the
role of Al-enhanced microservices for predictive and adaptive responses, while Benssam emphasizes
the middleware’s ability to harmonize diverse data sources and ensure robust communication.
And the IoT architecture study highlights fault-tolerance and predictive accuracy in early warning
systems. All these work acknowledge persistent problems such as real-time data constraints,
scalability under high load, and the need for security in handling sensitive information. Their findings
converge on the idea that middleware, whether Al-enhanced or designed as a decision-support hub, is
indispensable in bridging the gap between distributed technologies and effective disaster management
practices [6-8].

Artificial intelligence (Al) has emerged as a transformative tool in disaster management, offering
advanced capabilities for monitoring, prediction, response, and recovery. It offers an innovative
solution that integrates knowledge from diverse data types and sources, enables the simulation of
realistic disaster scenarios, and detects emerging patterns with unprecedented speed. The following
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literature review examines key approaches and applications of Al in disaster management,
emphasizing their effectiveness, challenges, and potential for improving resilience [20].
The formula behind convolution operation in convolutional neural network for multi-class

classification is: kn kw C

Y(i,)) = Z ZZX(i +m,j+nc)xK(mn,c)+b
m=1n=1c=1
Where, input image XeR?*W*C | with height H, width W, channels C, and Y (i,)) is a feature
map value at location (i,j), with bias b.
Activation function is: (ReLU) is A(Z,j) = max(0, Y (i, j)), which introduces non-linearity.
And in order to reduce spatial size and capture dominant features, for a pooling window of pxp,
the max pooling layer formula is:

P(i,j) = maxgn nyepxp AL +m, j + 1)

The formula for Adam optimizer, which will be later used for building damage classification
task is follows, gradient at step t is g = VgL(8,), where &, is model parameters at step t, and
L is the loss function. From there exponential moving average of the gradient would as follows:
m,=Bym,_,+ (1 —B;)g,, wherem, is biased first momentum, while the second momentum
estimate is: v, = B,v,_, + (1 — B,) g7

And the parameter update rule is given by:
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Table 1 — Building damage classification CNN models

Reference | Model [Dataset/ city] Metric Accuracy Size Number of Building
of image epoch / batch features
size
[9] U-Net, Inria Dice metric [97.95% |(512x512) 200 shapes, structures,
ResNet Dataset, Test textures, and
America colours
[10] UNet, Xinxing Accuracy | 84.9 % (900 x 900) to |50 /2 detecting new, old
ResNet | County, (1024 x 1024) buildings
China
[11] U-Net, Boston IoU 82.2 % (1500%1500) |60 residential

ResNet50 accuracy buildings in urban

settings
[12] U-Net, Chicago F1 score 86 % (5000 x 5000) |50/ 4 shadow, man-

ResNet | dataset cutto (512 x made non-

V2 512) building features,
heterogeneity of
roof

[13] U-Net, Nashik, Accuracy |89 % (512x512) |25/16 residential,

ResNet34 | Maharastra industrial, holy

places
[14] U-Net, SpaceNet |Accuracy |[84.7 % (650 x 650) building footprint
ResNet34 extraction

Recent literature on CNN-based building damage classification consistently shows that encoder—
decoder segmentation architectures, most commonly U-Net paired with ResNet backbones, are
effective for extracting building footprints and diagnosing damage from high-resolution aerial and
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satellite imagery [15, 16]. Across diverse datasets such as Inria, SpaceNet, and city-scale datasets
such as Boston, Chicago, Xinxing County, and Nashik, these hybrid models benefit from the strong
feature-extraction capacity of ResNet variants and the spatial-precision of U-Net decoders. Reported
performance varies by dataset and task metric, ranging from very high Dice scores on clean building-
extraction tasks (=97.9% on Inria) to more modest [oU/F1 results (=82—-86%) in urban settings
where roof heterogeneity, shadows, and surrounding man-made features complicate segmentation.
Differences in image resolution, pre-processing, and experimental setup strongly influence outcomes.
Studies using large original tiles (e.g., 1500%1500 or 5000x5000) that are cropped to smaller patches
(commonly 512x512) enable models to learn both contextual and fine-grained cues; however, varying
patch sizes and batch/epoch regimes (examples: 200 epochs at 512x512 vs. 50 epochs with batch
size 2 at 900-1024 tiles) make direct comparison difficult. Performance also depends on the target
labeling: tasks focused on building footprint extraction tend to report higher segmentation metrics,
whereas damage classification, especially distinguishing new vs. old or partially damaged buildings,
suffers from lower recall/F1 because the visual cues of damage are subtle and dataset imbalance is
common [9-14].

Common challenges and recommended directions emerge from these works. First, data
heterogeneity between different cities, roof materials, shadows, and non-building objects requires
robust augmentation, domain adaptation, or fine-tuning strategies to transfer models between regions.
Second, combining spectral, temporal (pre/post-disaster) and contextual metadata often improves
damage detection beyond single-image segmentation.

Results and discussion

Building on the insights from existing research, the proposed system architecture is designed to
address the challenges of fragmentation, real-time data processing, scalability, and security in disaster
management. It is an integrated, Al-driven platform that analyzes pre-disaster and post-disaster
imagery to assess structural damage in buildings following an earthquake. This system architecture
could be described as modular, cloud-native, and it is organized around microservices to provide
flexibility, fault tolerance, and ease of deployment. The pivotal component of the whole system is the
Data Ingestion Layer, which aggregates data from lots of sources, such as satellite and drone images,
IoT sensor data from in-situ devices, and historical building records. This layer facilitates both batch
and real-time data collection through secure APIs and automated upload pipelines. After collection,
the data enters the Middleware and Communication Layer, which operates as the platform’s central
nervous system. Here, the Middleware using Kafka or RabbitMQ integrates message queues and
event brokers to transform the data, adapt formatting, and ensure proper, asynchronous module
communication, which thus, upon dealing with integration gaps specified in the literature, facilitates
the whole process [17]. The Al and ML layer is the system intelligence hub. It has a collection
of microservices, which are containerized and can be updated independently. They perform tasks
such as building detection, comparing pre- and post-event images, and deep learning models for
damage classification. These models are fine-tuned for speed and reliability, supporting both real-
time inference and batch processing after the incident.

The Decision Support Layer, for example, gets the outputs from this layer and it is here that the
various outputs such as damage scores, heatmaps, and risk assessments that are generated and
presented through a web dashboard. The dashboard was created specifically for emergency response
teams with visual tools and prioritization recommendations to help them during rapid and informed
decision-making. The entire architecture is underpinned by the Storage and Data Management Layer,
which is solid and robust. It makes use of distributed object storage for high-resolution images and
structured databases like PostgreSQL for metadata and model outputs. Data versioning, indexing,
and lineage tracking are implemented to ensure auditability and traceability which are key requirements
in disaster scenarios. To prevent breaches of sensitive information, the system incorporates a Security
and Access Control Layer that implements role-based access, encrypts data both at rest and during
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transit, while also maintaining comprehensive audit logs for accountability. The system, in the end,
is built not only for scalability but also for fault tolerance. This is achieved by each microservice
being horizontally scalable which enables the system to burst during high traffic moments under a
natural disaster. Health checks, load balancing, and redundancy mechanisms will keep the system
working even though not all parts are functioning correctly. Simply, all these architectural decisions
are behind a strong, intelligent, and capable platform that can deliver timely and reliable post-
earthquake building damage assessments.
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Figure 3 — Proposed system architecture

To evaluate the effectiveness of the proposed architecture, we implemented and tested the Al-
based damage classification component, which plays a central role in the system’s analytical layer.
This component would be integrated within the broader microservices framework described earlier,
enabling seamless data flow from ingestion to analysis and visualization. Approach for building
damage assessment using satellite imagery is to pose the problem as a combination of segmentation
and classification tasks and to train deep-learning models on pre-disaster and post-disaster satellite
images. The problem of damage classification can be thought of as a change detection problem, where
the change is to be calculated over a period of time with a pair of pre- and post-disaster images [22].
The model was trained using the xBD dataset by Maxar and Microsoft Al for Earth is a large-
scale satellite imagery dataset for building damage assessment, containing pre- and post-disaster
imagery with building footprint annotations and damage classifications (No Damage, Minor, Major,
Destroyed). The method of identifying damage level is that the model firstly represents a particular
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building as a polygon and assigns a damage class to the polygon by comparing the difference between
polygon representation of pre- and post-disaster satellite imagery.

Figure 4 — Satellite imagery and polygon representation

This CNN architecture is designed for 4-class building damage classification. It begins with
three convolutional blocks (Conv2D — MaxPooling — BatchNorm), progressively reducing spatial
dimensions while increasing feature depth. The output is flattened and passed through a dense layer
with 128 units, followed by dropout for regularization. Finally, a dense output layer with 4 units
predicts the damage class. The subsequent part enumerates the performance statistics of the building
damage classification model, underscoring its precision, trustworthiness, and realistic utility in post-
earthquake scenarios. These findings also provide information on the effectiveness of the system
in actual circumstances thereby serving to prove the practicability of the use of Al in decision
support within the system. The training and validation accuracy curves in the top plot show that the
CNN model consistently achieves around 75.5% accuracy, with little improvement over 30 epochs,
indicating early convergence. Meanwhile, the loss curves in the bottom plot demonstrate that training
loss steadily decreases, while validation loss fluctuates, suggesting that the model may be overfitting
slightly or struggling to generalize, especially due to class imbalance.
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Table 2 — Confusion matrix

precision recall fl score support
class 0 0.76 1.00 0.86 6935
class 1 0.31 0.06 0.10 514
class 2 0.5 0.02 0.04 1675
accuracy 0.77 9124
macro avg 0.52 0.36 0.33 9124
weighted avg 0.68 0.77 0.67 9124

The matrix shows that the model is biased toward class 0, which dominates the dataset. Class
0 achieves strong performance with a precision of 0.76, perfect recall of 1.00, and an F1 score of
0.86, indicating that almost all instances of this class are predicted correctly. In contrast, the minority
classes perform poorly. Class 1 and 2 have modest precision, but a low recall, which results in a
weak F1 score, meaning most true instances of this class are missed. Overall accuracy is 0.77, but
this is misleading because it is mainly driven by the number of correctly classified class 0 samples.
The macro average precision 0.52, recall 0.36, F1 0.33 highlight poor balance across classes. The
performance on classes 1 and 2 is very likely linked to their much smaller support compared to class
0. As a result, it learns to prioritize predicting the majority class, since doing so maximizes overall
accuracy.

Afterbalancing the datasetacross classes and adopting the SiamUnet model which is more effective
compared to traditional sequential CNN model, we see improvements in results, as shown in table 3.
The architecture of the model consists of two identical U-Net encoders and decoders that process the
pre- and post-event images separately. Each branch extracts multi-scale features using convolutional
and pooling layers, followed by symmetric upsampling and decoding. After individual decoding, the
Siamese module computes the difference between feature maps (bottleneck 2 and bottleneck 1) to
capture the extent and location of changes. These difference maps are then progressively upsampled
and concatenated with encoder differences from earlier layers, enabling the network to reconstruct
fine-grained change patterns. The model was trained using the Adam optimizer with a learning rate
of le-4 and batch size of 8, training on 20 epoch. Two types of experiments were conducted:

Cross-event training: where model was trained randomly on all 19 different disaster events
included in xBD dataset.

Event-specific training: where model was trained and evaluated only on images from Mexico
City earthquake, following the 80/10/10 proportional split.

The results demonstrate significant improvements. It can be observed that the model performed
better in classes 0 (no damage) and 2 (major damage), than in class 1 (minor damage), even though
the dataset was balanced across classes. We can deduce that it might be because classes 0 and 2 have
higher and more pronounced visual signs compared to minor-damaged-class. Interestingly, when
the model was trained on earthquake specific dataset, classes 0 and 2 improved, whereas class 1 did
not. It might be because earthquake-specific training is best at enhancing only distinctive cues, while
minor damage class can be visually ambiguous, and poor satellite resolution can make it overlap with
class 0.

Table 3 — F1 score for general and earthquake specific training

Class 0 Class 1 Class 2
Metric fl score fl score fl score
General 0.88 0.25 0.41
Earthquake-specific 0.89 0.21 0.43
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Conclusion

The proposed architecture presents a scalable, Al-driven, and cloud-native platform designed
to deliver timely and reliable building damage assessments in the aftermath of earthquakes. By
integrating diverse data sources, including satellite imagery, drone captures, [oT sensor readings, and
historical records, the system ensures a realistic view of disaster impact. Its modular microservices
design, supported by middleware for seamless communication and a robust storage layer, provides
flexibility, resilience, and high performance. The inclusion of advanced Al and deep learning models
enables accurate detection, classification, and visualization of structural damage. As the present
work concentrates on the conceptual design of the disaster management architecture, future efforts
will focus on completing the full system architecture. The next steps will involve developing the
data ingestion layer to enable seamless integration of satellite/drone imagery, loT sensor feeds,
and building records. Additionally, work will extend to building the decision support layer, with an
interactive dashboard that translates Al outputs into actionable insights for emergency responders.
Efforts will also include establishing the storage and data management layer with distributed storage,
indexing, and auditability, along with implementing the security and access control to safeguard
sensitive information. Additionally, advancements in edge computing can be leveraged to bring
Al inference closer to disaster sites, reducing latency and enabling offline operation in bandwidth-
constrained environments.

This study demonstrated the potential of CNN-based models for building damage classification
within disaster management systems. The results show that while the model performed strongly on
class 0 (no damage), it struggled with classes 1 and 2. This imbalance highlights the challenges posed
by unequal class distributions, where the majority class dominates training outcomes while minority
classes remain underrepresented. After ensuring more balanced learning across all categories, classes
0 and 2 showed great performance, while class 1 struggled because of low visual cues and poor
image quality that make it hard to capture subtle nuances of class 1. To address this, future work will
focus on two main directions. First, I plan to incorporate Transformer-based architectures, which can
capture richer contextual relationships and long-range dependencies, improving recognition of subtle
classes. These improvements are expected to enhance the model’s robustness and make it more
reliable for real-world disaster management applications.
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'Kaszakcran-bpuran TeXHUKaIIBIK YHUBEPCHTETI, AJIMATHI K., KazakcTan
ATIATTAPIBI BACKAPY )KYWECIHIH )KYHUEJIK APXUTEKTYPACHI

Angarna

KnumarTelg e3repyiHiH jkemenneyi *KoHe Kajda XalKbIHBIH ecyl jKarmaiiblHaa TaOuWfw amaTTapZblH KU
MEH aybIpJIbIFbl alTapJIbIKTail apThIl, WHPPAKYPbUIBIMFA, YKOHOMHUKAJBIK TYPAKTHUIBIKKA XKOHE aJaM eMipiHe
eneyni Kayin Tenaipyae. JKep CUIKiHICTEpi, Cy TAaCKbIHIAphI JKOHE JAybUIAAp CUSKTHI TaOWFU amarTap KeOiHece
KYPBUIBIMJIBIK 3aKbIMIAHYJIApFa oKeJe/l, Oyl TOTEHIIE jKaraaiiap/pl JKOIFa J)KoHE pecypcrapabl THIMII Oeryre
JKEJIeIT 9pi Ao7 OaranayIblH KaXKeTTUTIrH apTThipaasl. OChl CBIH-KaTepiepre xKayar peTiHae OyJ1 3epTTey/e )KacaHabl
nHTeIUIeKT TeH loT TexHonormAnmapelH OipiKTIpeTiH THOPUATI apXWUTEKTypara HETi3NeNreH FUMapaTTapAblH
3aKpIMJAHYbIH Oarajay MOJEN YCBIHBUIAAbL. 3epTTey CMapT-UHTEIUICKT JKYHeNnepiHae aBTOMaTTaHIBIPYIHL,
AIIBIKTBIKTBl JKOHE TYPAKTBUIBIKTBI apTTHIPY YIIIH 3aTTap WHTEPHETI MEH JKacaHAbl MHTEIUISKTTIH KeIIeH/I
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MHTErPAIUSICHIH MalianaHa bl ¥ ChIHBUIFAH JKYHE anarka ACUIHT1 )KOHE anmarTaH KeiiHri aspodororycipitiMaep i
JKMHAII, TAJI1ay apKbIIbl FUMapaTTap/IblH 3aKbIMJIaHy JICHIeHiH «3aKbIMIaHOaFaH» KYHJIeH OacTarl «TOJIBIK KHpaFaH»
JIeHreire neiinri caHartapra skikrelai. COHBIMEH Karap, MOJENb KEHEWTUIreH amarrapibl Oackapy sKyleciHe
OIpIKTIpUTiN, TEOKEHICTIKTIK MHTEp(ErcTe 3aKbIMIaHy KOPCETKIMITEPiH KOPHEKI Typie YChIHAABL. By mrermrim
KaOBIIIayIIbUIapra 3apAal MeKKeH aiMaKTapasl THIMII Oaranayra, 0achIM OaFbITTapIbl alKbIHAAyFa JKOHE araTKa
KapChI iC-KUMBUIIAP/I6I OHTAUIAHABIPYFa MYMKIHIIK Oepe/ii. ¥ ChIHBUIBIN OThIPFaH KYyie MEMIIEKETTIK OpraHaapra,
YKIMETTIK eMec YibIMIapFa )KoHe aJFalliKbl KOMEK KOpCeTyIIiepre anaTTal KeHiHri KarFaiinap/aa sxeaen, el
JKOHE YaKTBUIbI IIENTM KaObl11ayabl KOJiayFa OarbITTalFaH.

Tipek ce3nep: anarrapasl 6ackapy, 3aKbIMIaHY/Ibl aHBIKTAY, TAOUFHU anarrap, >KYHelliK apXuTeKTypa, apaiblk
Oarnapnama, XKV, 3aTTapapiH HHTEpHETI
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CUCTEMHAA APXUTEKTYPA IJ151 CACTEMBbI YIIPABJIEHU A
CTUXUUHBIMU BEJACTBUAMU

AHHOTAIHUA

B 3moxy ycKOpSIFOLIErocsi U3MEHEHHUsT KIIMMara U POCTa FOPOJACKOr0 HACENICHUsSI YaCTOTa U WHTEHCHBHOCTH
CTUXHUIHBIX OSICTBUI 3HAYUTEIHLHO BO3POCIH, PEICTABIISISL CEPhE3HYIO YTPo3y HHPPACTPYKTYpPE, SIKOHOMUUECKOI
CTaOMJILHOCTH U JKU3HHM Jtofieil. Takue cTuXuitHble OEACTBHS, KaK 3eMJICTPSICEHHSI, HABOJHEHHSI U yparaHbl, 4acTo
MPUBOJAT K OOLIMPHBIM pa3pyIICHHUSIM 3[aHuil, TpeOys ObICTPON U TOUHON OLIEHKH JIJIsl SKCTPEHHOTO PearnpoBaHus
U pacrpeesieHus: peCcypcoB. B 0TBET Ha 3TH BBI30OBHI B TJAHHOH padoTe mpencTaBlicHa MOJEITh OIICHKH yiiepOa 3/1a-
HUSM Ha OCHOBE IIYOOKOTO OOyYCHWS, UCIIONB3YONIAsi THOPUIHYIO apXUTCKTYPY, COUCTAIOIIY) HCKYCCTBECHHBIIN
WHTEJUICKT ¥ UHTEpHET Belel. JlanHoe ucciieoBaHne 00beANHICT HHTEPHET BEIIEH U MCKYCCTBEHHbBIH HHTEIICKT
JUTS TIOBBIIICHHST ABTOMATU3AIINH, TPO3PAYHOCTH U YCTOMYMBOCTH MHTEIUIEKTYabHBIX cucTeM. CrcTeMa mpeHas-
Ha4yeHa s cOopa 1 aHanmu3a a3po(OTOCHUMKOB [0 M IOCTIE CTHXUITHBIX OeICTBUI I KITacCU(PHUKAIINN 3MaHUHA 1O
KaTeropusM yiepoa — OT HEMOBPEXKCHHBIX J10 pa3pylIeHHbIX. Kpome Toro, Mbl HHTEIpUpyeM MOJIeIb B OoJiee Iiu-
POKYIO CHCTEMY YIPaBICHHS CTUXUHHBIME OCIICTBUSMHU, KOTOPasi BU3yaIM3UPYET OICHKH yiepOa B IreomnpoCcTpaH-
CTBCHHOM HHTepeiice, MO3BOJISS JTUIaM, IPUHUMAIOIINM PEIICHUS, OIPEICISITh IPUOPUTETHOCTD TTOCTPAIaBIINX
palioHOB M ONITHMHU3UPOBATh MEPHI pearnpoOBaHMs Ha CTHXUHHBIC OCICTBU. DTa CHCTEMa IPHU3BaHa IIOMOYb TOCY-
JIAPCTBEHHBIM YUPEIKICHHUSIM, HETPABUTEILCTBEHHBIM OPraHU3AIMSAM U CIY)K0aM OBICTPOTO PearupoBaHUs IPUHH-
Marh 00OCHOBaHHbIC U CBOCBPEMEHHBIE PEIICHHUS B CUTYAIHSX [0CJIEe CTUXUHHBIX OSICTBHUIA.

KaioueBble cioBa: Gopbba co CTUXMUHBIMH OCJCTBUSIMU, OOHapyeHHe yiiepOa, CTHXHIHbIE OelCTBUS,
CHCTeMHas apXUTEKTypa, IPOMEKYTOUHOE NporpaMmuoe obecrieuenne, VI, narepHer Beniel.
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ALPERT WAVELET-BASED GALERKIN METHOD
FOR FIRST-KIND FREDHOLM INTEGRAL EQUATIONS

Abstract

This paper presents a numerical approach for solving Fredholm integral equations of the first kind using
the Bubnov—Galerkin method with Alpert wavelet bases. These equations are well-known for being ill-posed,
meaning that small changes in input data can lead to large deviations in the solution. Therefore, robust and
accurate numerical methods are essential. The proposed method utilizes orthonormal and compactly supported
Alpert wavelets, which offer excellent localization properties and yield well-conditioned, sparse system matrices
when projecting the integral operator. This enhances numerical stability and reduces computational complexity.
A series of computational experiments was carried out using various refinement levels and polynomial degrees.
The accuracy of the method was evaluated by comparing approximate solutions to the exact analytical solution.
The results demonstrate exceptionally small absolute errors, often approaching machine precision. Additionally, a
comparative analysis with power polynomial bases confirms the superiority of the Alpert wavelet approach in terms
of convergence and approximation quality. Overall, the method proves to be efficient, stable, and suitable for further
extension to more complex integral equations, including multidimensional and noisy-data problems. This confirms
the potential of Alpert wavelet-based Galerkin schemes as a reliable tool for the numerical treatment of inverse and
ill-posed problems in applied sciences.

Keywords: first kind Fredholm Integral equation, Bubnov—Galerkin method, Alpert wavelet, ill-posedness,
orthonormal basis.
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Introduction

Mathematics and computational methods play a key role in solving a wide range of applied
problems arising in engineering, physics, mechanics, atmospheric sciences, geophysics, geochemistry,
geological exploration, medical imaging, remote sensing, military, and other high-tech disciplines. In
many of these fields, a significant number of applied and theoretical problems can be reduced to the
solution of Fredholm integral equations of the first kind [1-3].

It is worth noting that initial and boundary value problems for differential equations can be
transformed into integral form, reducing the original problem to solving a single integral equation [4, 5].
In this case, computations are performed based on boundary data, which is especially important for
problems with high dimensionality or complex domain geometries. However, a crucial theoretical and
numerical aspect in dealing with Fredholm integral equations of the first kind is their ill-posedness:
the solution strongly depends on the smoothness of the kernel and the right-hand side, and even small
perturbations in the data may lead to large deviations in the solution. This makes it impossible to
obtain an exact analytical solution in most cases and necessitates the use of stable and highly accurate
numerical methods [6, 7].

The development of numerical methods for solving Fredholm integral equations of the first
kind is particularly relevant due to the need to ensure convergence, stability, and approximation
accuracy of the computed solution [8—10]. At the same time, an important aspect of theoretical
analysis is the study of the conditions of existence and uniqueness of the solution, since for ill-
posed problems, which include Fredholm integral equations of the first kind, such properties
are not guaranteed without introducing additional restrictions or using special regularization
methods [11-14]. In recent decades, various approaches have been proposed: direct numerical
integration, regularization methods [15, 16] including the modified Tikhonov method [17], projection
methods [18-20], smoothing techniques, GMRES-type algorithms, multilevel iterative schemes [21],
as well as modern wavelet and wavelet-Galerkin methods [22-24], among others [25-27].

Wavelet-based methods have attracted increasing interest in recent years as a versatile tool for
constructing adaptive bases with strong localization and high approximation order [28-29]. Since
the first application of wavelets to the numerical solution of integral equations in 1991, their use
has expanded considerably. Different types of wavelets—including Haar, Coifman, Legendre, and
others — have demonstrated good performance in solving problems with various characteristics,
confirming the high accuracy and stability of the approach [30-33]. Each wavelet type possesses
specific properties—such as compact support, orthogonality, vanishing moments, symmetry, and
smoothness — which determine its effectiveness in projection-based numerical methods.

Among the most promising directions in numerical modeling are wavelets constructed from
classical orthogonal polynomials [30]. These constructions are actively used in spectral analysis,
numerical solution of differential equations, signal and image processing, and high-accuracy
approximations with controlled localization. In the context of projection methods for solving
Fredholm integral equations of the first kind, the approximation properties of the basis functions are
of particular importance. Effective choices include wavelet systems based on classical orthogonal
polynomials such as Legendre, Chebyshev, Hermite, and Laguerre. These functions form orthonormal
bases that satisfy requirements of localization, smoothness, and stability.

Legendre wavelets, orthogonal on the interval [—1,1], have compact support and are well suited
for implementing spectral-Galerkin schemes. Hermite wavelets, defined on R, exhibit strong space-
frequency localization and are applied in modeling solutions on the infinite domain. Chebyshev
wavelets possess minimax properties and offer high approximation accuracy in the uniform norm,
while Laguerre wavelets, defined on the half-line [0, @), effectively approximate exponentially
decaying functions [31-33].

The choice of a specific wavelet system as a basis in projection methods should be guided
by both the geometry of the domain and the analytical properties of the solution and kernel of the
integral equation. The basis properties of wavelets — such as orthonormality, locality, smoothness,
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and exponential decay — directly influence approximation quality, convergence, and the conditioning
of the resulting algebraic systems.

Among all wavelets, Alpert wavelets occupy a special place — these are multilevel orthonormal
bases constructed from Legendre polynomials [34]. They combine compact support, localized
structure, and high smoothness, making them particularly effective within variational numerical
methods. Their use in the Galerkin method for solving Fredholm integral equations of the first
kind ensures high approximation accuracy and numerical stability, especially for smooth or locally
inhomogeneous kernels. Due to the orthonormality of the basis functions, the computation of matrix
elements is significantly simplified, reducing the conditioning of the linear system. Alpert wavelets
thus represent a powerful tool in the spectrum of modern projection methods for numerical analysis
of integral equations.

In this work, we present a numerical approach for solving Fredholm integral equations of the first
kind based on the Bubnov—Galerkin method using Alpert wavelets as basis functions. Computational
experiments are conducted with varying refinement levels and numbers of polynomial components,
with visualizations of the obtained solutions. A comparative study is also carried out using standard
basis functions in the form of power polynomials. The results demonstrate a high degree of
approximation convergence of the numerical solution to the exact one, confirming the effectiveness
of the chosen basis within the proposed numerical method.

Materials and methods

Fredholm integral equation of the first kind

Let ©(x) be the unknown function, f(x) the given function, and K (x, t) the kernel. Let 4 € R be
a parameter. The Fredholm integral equation of the first kind arises from the general equation when
A=0;

[P K(x o) dt = F(x), x € [a,b]. (1)

Here K(x,t), f(x) € L*([a, b]). The main feature of this equation is its ill-posedness. Specifi-
cally: solution may not be unique and can be extremely sensitive to small perturbations in the func-
tion f{x).

Therefore, to solve such equations, it is necessary to apply regularizing, projection, or approxi-
mate methods.

Bubnov—Galerkin method

The Bubnov—Galerkin method is a projection method in which the solution @(t) is approxi-
mated by a linear combination of specially chosen basis functions:

@(B) ® oy () = T, ;0;(8), )

where 1;(£) }le is a system of basis functions, and €; are the coefficients to be determined.
Substituting this approximation into equation (1):

SPE (0 (T, ¢0,(0)dt = £(x). 3)

Interchanging the integral and the sum in (3) yields:

Ty }f K (x,t)¢;(t) dt = f(x).
In the Bubnov—Galerkin method, the residual must be orthogonal to the basis functions. That is,
foreachi = 1,2, ..., N we require

Y 6 I I K, D¢;(90; () dt dx = [ f(x)¢, (x) dx. )
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We introduce notations:
Ay =[] [JK(x, D006, (x) dt dx, b; =[] F(x),(x) dx. (5)
This leads to the linear system:
YL A e =b, i=12,.,N. (6)

This is a linear algebraic system of the form Ac = b.

The effectiveness of the Bubnov—Galerkin method depends heavily on the choice of basis
functions. Traditional bases include polynomials or trigonometric functions (e.g., Legendre or
Chebyshev polynomials), which usually lead to dense matrices.

Alpert wavelets, however, are based on generalized Haar-like functions and form a multiscale
family. When such bases are used, the matrix often becomes sparse, which greatly simplifies
computations.

Alpert Wavelets

Alpert wavelets are defined using scaled, shifted, and rescaled versions of the first ¥ Legendre
polynomials on the interval [0,1] via scaling functions {5 I(t) }ff;[} . These functions have the follow-
ing properties:

1. They are defined on the interval [0,1];

2. They form an orthonormal basis

[ 575 ()dt = 5, (7)
3. They span the space of polynomials of degree less than k.

Alpert wavelets are given by:

R () = 2™2W (2Mx —n), n €N, ®)
where m is the level of scaling and M is the shift parameter. These functions form a basis consisting
of k wavelet functions localized on subintervals of length 27™ in [0,1].

For a fixed positive integer ¥ and m = 0,1,2, ..., the piecewise polynomial space S, is defined

as:
Sk = {F: Fliz-mpa-mins1)) € Pe—1, n =01, ...,2™ — 1, f = Oelsewhere},

where Py_; is the space of polynomials of degree less than k. The dimension of this space is
dim (5%) = 2™k, and the following nested structure holds:
Skcskc..cskc.. 9)

™

For each m, define the orthogonal complement:
SE@RE =5k, RELSE dim(RE)=2"k. (10)

By induction, we obtain:
SkE=SK@®REDRID - DBRE_,. (11)
Let hy, ., iz B = R be an orthonormal basis of R¥. Since R L S, the first & moments of h;
vanish:

[y h(0)x dx =0, i=01..,k—1 (12)
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To define Ry, ...y, we first construct functions fi, ..., fi,: B = R on [0,1] with the following
properties:
s Eachfiisa polynomial of degree at most k& — 1 on [0,1];
¢ [t extends to (—1,0) as an even or odd function depending on the parity of i + k — 1;
¢ They satisfy orthonormality and normalization:
1 o .

IZ, i@ f)dx =6, 4,j=1,..,k (13)
¢ Each f; satisfies moment vanishing conditions:

[ f)xtdx =0, i=01,..,j+k—2 (14)
¢ These functions f; meet all four properties. Then,

h(x) =+2f(2x—1), i=1,..,k (15)

Thus,
R =span{h:i=1,..,k} (16)

In general,

RY =span{h?,: k% (x) = 2™ h(2™x — n),j = 1,..,k,n =0, ..., 2™ — 1},

Alpert wavelets when k = 2:

(—3(4t —1), if 0=t <1,
n(e) = 1 ‘ (17)
| 0, ifc<t=1,
r . 1
0,if 0=t<=,
ha®) =1 1 (18)
(V3(4t —3), if —=t=1,
r i 1
. 6t—1, if 0=t =2,
R = :
[ 0, if T<t=1, (19)
r , 1
. 0,if 0=t=1,
- (6t —5, if —<t=1 20)

when k = 3:
7 LA L
i — 2424t — 40t if 0=t =, @D
hi(t) = 1
0, if —<t=1,
1
0,if 0=t=2, (22)
hg(t}= 55 )

= 56t +40t%, if <t=1,
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. (V3(1— 14t +30¢2), if 0=t < %
R©) =
[ 0,if s<t=1 (23)
( 0,if 0=t<-—=,
hi(E) =+ %
(V3(17 — 46t +30t%), if S<t=1, (24)
—5(i+6t—16t2), if 0=t =1,
s [Cre o) 0z
0 if T<t=1, (25)
0, if 0=t=-=,
n3(t) = 3 X 1
*.-"E(?—Eﬁt+15t2), if s<t=1 (26)

Results and discussion

Test problem 1

Consider the following linear integral equation as a representative applied example of Fredholm
integral equations of the first kind:

4 B/2_ B
3 xT 2 y(t) dt = w x €[0,1].

It is known that the exact analytical solution to this equation is given by:
y(t) =t

The following Table 1 presents the absolute error values between the exact analytical solution
and the approximate solution obtained using the Alpert wavelet-based method at selected nodal
points in the interval t € [0,1]:

Table 1 — Absolute errors between the exact and approximate solutions at selected nodes

Approximate solution
k=2, M=2

Absolute error k=2,
M=2

Approximate
solution k=2, M=3

Absolute error k=2,
M=3

611715 x 1071°

611715 x 1071°

2.94681 x 107°

2.94681 x 10°°

1.00000 x 1071

2.88965 x 1071°

1.00003 x 1071

3.08759 x 10°°

2.00000 x 10~

3.37850 % 10711

1.99989 x 10~?

1.13691 x 10°°

2.99999 x 10~ 1t

3.56535 x 1071

2.99986 x 1071

1.39021 x 10°®

3.99999 x 101

6.79285 x 10710

3.99995 x 10~?

4,51122 x 107°

499999 x 1071

812233 x 1071°

4.99998 % 10~

2.10066 x 10°°

6.00000 x 1071

6.00417 x 10710

6.00003 x 1071

2.78820 x 10°°

7.00000 x 10~

3.88602 % 10710

7.00005 x 10~

4.66764 % 107°

8.00000 x 1071

1.76788 x 10710

8.00004 x 1071

3.53763 x 10°°

9.00000 x 1071

3.50280 x 10~

9.00000 x 10~1

6.01806 x 1077

t Exact
solution

0.0 | 0.0
01 |10x10"?
02 |20x107?
03 |3.0x107?
04 |4.0x10"1
05 |50x1071
06 |60x1071
07 |7.0x1071t
08 |80x1071
09 [9.0x1071
1.0 | 1.0 x 10°

1.00000 % 10°

2.46844 x 10710

9,99992 x 1071

7.75068 x 10°¢
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Exact vs Approximate Solution

1.0 4 —— Exact Solution
=== Approximate Solution

0.8 4

0.6 4

Walue

0.4 4

0.2 4

0.0 1

0.0 0.2 0.4 0.6 0.8 1.0

Figure 1 — Graph of exact solution and approximate solution
of problem 1 in the case when k = 2, M = 2

Exact vs Approximate Solution (Log Scale)

107 1 — Exact Solution
=== Approximate Solution

6x 1071

WU R Dangp

4 x10-1

0.0 02 0.4 0.6 0.8 1.0
t

Figure 2 — Graph of exact solution and approximate solition
of problem 1 in log scale in the case when & = 2, M =3

Test problem 2
Consider the following linear integral equation as a representative applied example of Fredholm
integral equations of the first kind:
glatll—1

1 xt _
-[u e y(t) dt = s

It is known that the exact analytical solution to this equation is given by:

y(t) = et

.x €[0,1].
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The following table presents the absolute error values between the exact analytical solution
¥(t) = t and the approximate solution obtained using the Alpert wavelet-based method at selected

nodal points in the interval £ € [0,1]:

Table 2 — Absolute errors between the exact and approximate solutions at selected nodes

+ | Exact solution | Approximate so-| Absolute error | Approximate so- [Absolute error k=2,
lution k=2, M=2 k=2, M=2 lution k=2, M=3 M=3

0 |1.00000 x 10° 9.74063 x 1071 2.59365 x 107 | 1.00032 x 10° | 3.19253 x 10™*
1.0 |[1.10517 x 10°% 1.10487 x 10° | 2.99323 x 10™* | 1.10496 x 10° | 2.07005 x 10™*
2.0 |[1.22140 x 10°% 1.23568 x 10° | 1.42770 x 107% | 1.22163 x 10° | 2.29455 x 10™*
3.0 |1.34986 x 10° 1.36649 x 10° | 1.66290 x 107 | 1.35032 x 10° | 4.65347 x 10™*
4.0 [1.49182 x 10°% 1.49730 x 10° | 5.47124 x 107% | 1.49104 x 10° | 7.84960 x 10~*
5.0 |1.64872 x 10° 1.58505 x 10% | 6.36731 x 1072 | 1.65490 x 10? | 6.17632 x 1073
6.0 |1.82212 x 10° 1.80522 x 10° | 1.68980 x 107* | 1.82271 x 10° | 5.88389 x 10™*
7.0 |2.01375 x 10% 2.02539 x 10° | 1.16408 x 107 | 2.01285 x 10° | 9.01444 x 10™*
8.0 |2.22554 x 10% 2.24557 x 10° | 2.00252 x 107% | 2.22533 x 10° | 2.11119 x 10™*
9.0 |2.45960 x 10° 2.46574 x 10° | 6.13561 x 107? | 2.46014 x 10° | 5.39715x 10™*
1.0 |2.71828 x 10° 2.68591 x 10° | 3.23705 x 107% | 2.71729 x 10° | 9.91514 x 10™*

Exact vs Approximate Solution

2737 — Exact Solution
=== Approximate Solution
2.50 -
2.5 -
2.00 -
ar
=
]
= 1.75 -
1.50
1.25
1.00 4
0.0 0.2 0.4 0.6 08 T

Figure 3 — Graph of exact solution and approximate solution
of problem 2 inthe case when k = 2, M = 2
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Exact vs Approximate Solution (Log Scale)

10 4 — Exact Solution
=== Approsimate Solution

61071

VAILE LRy SaaiE]

4= 1071

0.0 0.2 0.4 0.6 0.8 1.0

Figure 4 — Graph of exact solution and approximate solution
of problem 2 in log scale in the case when k = 2, M =3

When applying the Galerkin method to solve Fredholm integral equations of the first kind, the
use of Alpert wavelets as basis functions presents both significant advantages and certain limitations,
particularly in problems involving non-smooth kernels or solutions.

One of the main advantages of Alpert wavelets lies in their compact support, orthonormality,
and piecewise-polynomial structure, which allow for efficient numerical implementation and sparse
matrix representation. Their localized nature ensures that local features of the solution — such as
peaks or sharp transitions — can be captured more accurately than with global basis functions like
polynomials or trigonometric series. Additionally, the multi-resolution properties of wavelets provide
a natural framework for adaptivity, enabling high accuracy with fewer basis functions when the
solution is sufficiently smooth. These characteristics make Alpert wavelets particularly well-suited
for ill-posed problems where stability and local refinement are essential [34].

However, the effectiveness of Alpert wavelets strongly depends on the smoothness of both the
kernel K{(x,t) and the exact solution u(t). If either contains discontinuities, singularities, or non-
differentiable features, the approximation using a fixed number of wavelets becomes less accurate.
In such cases, the method may require an excessive number of basis functions, which leads to the
formation of an ill-conditioned linear system. This, in turn, increases the sensitivity of the solution to
round-off and discretization errors, especially in the presence of small perturbations in the right-hand
side function f(x). Consequently, even minor numerical noise can result in significant deviations in
the computed solution.

Furthermore, numerical integration used to compute the matrix coefficients in the Galerkin
system may lose accuracy when the kernel is not smooth. The interaction between the wavelet basis
and a non-smooth kernel can generate integrals with sharp variations that are difficult to evaluate
precisely using standard quadrature techniques. Without adaptive integration or mesh refinement,
these errors propagate into the system matrix and degrade the overall accuracy of the solution.

To mitigate these challenges, it is often necessary to introduce regularization techniques such as
Tikhonov regularization, or to enhance the wavelet basis by including adaptive refinement or non-
uniform scaling. These approaches help stabilize the numerical solution and improve approximation
in the presence of singularities or discontinuities.
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Conclusion

The numerical results obtained provide strong evidence for the accuracy and robustness of
the Bubnov—Galerkin method when implemented with Alpert wavelet bases for solving first-kind
Fredholm integral equations. A detailed analysis of the absolute errors between the exact analytical
solution and the computed approximate solutions at uniformly distributed nodal points in the interval
t € [0,1] demonstrates that the discrepancies are minimal — often approaching machine precision —
thereby confirming the method’s high numerical fidelity.

A key aspect contributing to the method’s efficiency is the use of orthonormal and compactly
supported Alpert wavelets. These basis functions ensure localized approximation and allow for
the construction of sparse and well-conditioned system matrices upon projection of the integral
operator. This, in turn, leads to enhanced numerical stability and reduced computational complexity,
particularly beneficial when dealing with ill-posed problem:s.

Moreover, the structure of the resulting matrices facilitates scalable and efficient implementation
in higher-dimensional problems. The localized wavelet approach not only improves accuracy but
also enables selective resolution refinement, which is especially valuable in practical applications
involving singularities, discontinuities, or noisy data.

The versatility of the proposed method is noteworthy. It exhibits strong potential for extension to
more complex and realistic scenarios, including integral equations with discontinuous kernels, noisy
right-hand sides, and multidimensional domains commonly encountered in physical, engineering,
and geophysical modeling. The method remains stable and accurate under increased problem
complexity and dimensionality, making it a promising computational tool for modern inverse and
direct problems.
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'On-Dapabu arbiHgarel Kasak yITTHIK YHUBEPCUTETI, AJIMaThl K., Kazaxcran
’KP ¥JATTBIK MHKEHEPIIIK akaJeMuschl, AMarsl K., Kazaxcran

AJIBIIEPT BEMBJIET BA3SUCTEPIH KOJIJTAHA OTBIPBIII
®OPEAT'OJIBMHIH BIPIHIII TYPAEI'T UHTEI' PAJIABIK
TEHAEYIH BYBHOB-TAJIEPKHUH 9IICIMEH CAHJAbBIK LHEITY

AnjraTtna

Byn makamama ®pearonbpMHIH OipiHINI TYpAETi MHTETpalObIK TeHACydepiH byOHoB—IamepkuH omiciMeH
IETTy/TiH CAHIBIK TOCIJTI YCHIHBIIAIBL, MYHIA 0a3UCTiK QYyHKIUSIIAp peTiHae AJBIIEPT BEHBIETTEP1 Maii1aJaHbUIaab.
ArtanFaH TeHJieyJep KOWbLIBIMBIHBIH IYPBIC €MECTIrIMEH (MJUTIO-TIOCT) epeKIIeNeHe ], SIFHU Kipic AepeKTepiHeri
IIaFbIH ©3repicTep LIelIiMIe aTapiblkTail acep eryi MyMKiH. COHIBIKTaH MyH/ail TeHICYJIepAl ey YIIiH op-
HBIKTBI JKOHE JI9JT CAHBIK 9/1iCTeP KaKET. ¥ CHIHBUIBII OTBIPFaH 9JicTe OPTO-HOPMaJIaHFaH YKOHE KOMITAKTHI Tiperi
0ap AJbIiepT BEeHBIETTEpl KOJJAHBLIA b, OJlap JIOKAJIH3ALMUs KAaCHETTepIMEH epeKIIeNIeHel KIHEe HHTErPaJIbIK
oTrepaTopIsl MPOCKIHMsIaFaH/Ia JKaKChl JKaFJaiilaHFaH, CHpETUIreH (pa3pekeHHbIe) MaTpuuanap oepeni. byr o3
Ke3€TiH/Ie CAHJBIK OPHBIKTBIIBIKTEI apTTBHIPHII, €CENTey KYPACTUIIriH a3alTampl. OPTYPIl TOP THIFBI3IBIKTAPEI
MEH MOJMHOM/IBIK JI9PEKeNep YIIH CaHAbIK AKCIIEPUMEHTTEP JKYPri3iiai. OMICTIH JOAIrT HAKThI aHAIUTHKAIBIK
HICHIIMMEH CaJIBICTBIPY apKbUIbl Oarananzpl. HoTmkesnep aOCOMIOTTIK KaTeNIKTEpAiH oTe Killli eKeHiH, KeHoip
JKaF/iaiiap/ia MallnHAIBIK JOJIIKKE JKaKbIHAAUTBIHBIH KepceTTi. COHbIMEH Karap, MOJMHOMJBIK Oa3zucTepMeH
CaJIBICTBIPMAJIBI TanAay AJIBIIEPT BEHBICTTEpiHE HETI3ENTeH TOCUINIH KYBIKTay carachl MEH )KWHAKTBUIBIK KbLI-
JAMJIBIFBI JKaFbIHAH OACHIMIBIFBIH pacTaibl. JKanmel anFaHaa, ofic THIMAUIITIMEH, OPHBIKTBUIBIFEIMEH KOHE KO-
TeJIIIeMII HeMece ITyAbl AepeKTep KardaiaapeiHa KeHEUTY MYMKIHIITIMEH epekineneneni. byn Aiprnept Beiis-
JeTTepl Heri3iHje KypacThlpbuiraH [anepkuH cysi0asapbiHbIH KOJIAaHOAbI FRUIBIMIAPIAFbl JYPhIC KOMbUIMaraH
JKOHE Kepi ecenTep/i CaHIbIK IIeNTyre apHalFfaH CeHIM/II KypaJl eKeHiH KopceTeTi.

Tipex ce3aep: @penronsMHiH OipiHII TYpHeri MHTETpainslK TeHneyi, byonos—Ianepkun omici, Ampmept
BEHBIETTEPI, AYPhIC KOHBUIMAFaH ecell, OpTO-HOpMallaHFaH Oa3uc.
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YNUCJIEHHOE PEHIEHUE HHTEI'PAJTBHOT'O YPABHEHUA ®PEATOJIBMA
INEPBOI'O POJA METOAOM BYBHOBA-TAJIEPKUHA
C UCIIOJIb30BAHUEM BA3UCOB BEHUBJIETOB AJIBIIEPTA

AHHOTAUMS

B nanHO# crarhe mpeicTaBie€H YMCICHHBIM MOAXOA K PELIEHUI0 MHTErpalibHbIX ypaBHeHUN dpenronbma
MIEPBOTO pojia ¢ MpUMEHeHHeM MeToaa byoHoBa—I anépkuHa U Oa3uCHBIX (PYHKIMIA B BHUJC BEHBICTOB AJbIICpTa.
OTH ypaBHCHHUS W3BECTHBI CBOCH HEKOPPEKTHOCTBHIO: MAJCUIINE M3MCHCHHS BO BXOMHBIX IAHHBIX MOTYT BBI3HI-
BaTh CYIICCTBCHHBIC OTKJIOHCHHS B PEIICHUH. B CBSA3M ¢ 3TUM HEOOXOIMMBI YCTOHYMBEIC W TOYHBIC YHCIICHHBIC
metonsl. [Ipenamaraemsiii METO HCIIOIB3YET OPTOHOPMHUPOBAHHBIE M KOMITAKTHO TIO/CPKaHHBIC BEHBICTH AJTb-
nepTa, 00Iaarore OTIMYHBIMA JJOKATH3alMOHHBIMU cBoMicTBaMH. OHH 00€CIIeUunBaAIOT XOPOIIO 00yCIOBICHHBIC
N Pa3pCIKECHHBIC MAaTPUIIbl CUCTEMBI IIPHU MPOCHUPOBAHNU UHTCTPAJIBHOTO OIl€paropa, YTO IMOBBLIIIACT YHUCICHHYIO
YCTOMYUBOCTh M CHUIKACT BBIYHCIMTEIBHYIO CIOKHOCTh. Ceprsl YHCICHHBIX 3KCIICPUMEHTOB ObLiIa MPOBECHA C
PAa3IMYHBIMU YPOBHSIMHU YTOUHCHHS M CTCIICHSIMH MOJIHMHOMOB. TOYHOCTH METOJa OIICHUBANIACH ITYTEM CPABHCHUS
MPHOIMKEHHBIX PEIICHUI C TOYHBIM aHAJUTUYCCKIM PEIICHHEM. Pe3ynbraThl MmoKa3aid UCKITFOYHTEIBHO Mable
a0COITIOTHBIE OMIMOKH, 3a9aCTyI0 OJHM3KNE K MAITMHHOW TOYHOCTH. Kpome Toro, CpaBHUTEIEHBIN aHaN3 ¢ Oa3uca-
MU W3 CTETICHHBIX MOJMHOMOB IOATBEPANI MPEBOCXOACTBO MOAXO/A, OCHOBAHHOTO Ha BelBieTax AJbepra, Kak
[0 CKOPOCTH CXOIMMOCTH, TaK U 10 KaueCTBY alpOKCUMAIMK. B 1ieoM MeToa npoaeMoHCTpUpoBail 3G GeKTHB-
HOCTb, YCTOHYMBOCTh U MPUTOJHOCTH K JAJbHEHIIEMY PAacIIMPCHHUIO HA 00Jiee CIOKHBIC KIACChl MHTCTPATBHBIX
YpaBHCHHUIA, BKJIFOYasi MHOTOMEPHBIC 3a]1a4H U 331294 C 3alTyMJICHHBIMU JaHHBIMH. DTO IMOITBEPKIACT MOTCHIHAT
BeHBIIETHBIX cxeM [anépkuna ¢ 6a3ucamMu AJbliepra Kak HaJIeKHOTO HHCTPYMEHTA JJIS YACICHHOTO PEIICHHUS He-
KOPPEKTHBIX W OOPATHBIX 33129 B TIPUKJIaTHBIX HayKax.

KaroueBble cioBa: unrerpaibHoe ypaBHeHue Dpearonbma nepBoro pona, meron byoHoBa—I'anépkuHa,
BeiBIeT AJbIIepTa, HEKOPPEKTHOCTH 3a/J1a4H, OPTOHOPMHPOBAHHBIN Oa3uc.

Article submission date: 20.06.2025
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O HEKOTOPBIX ITIOAKJTACCAX KJTACCOB IMTOYTH BBIITYKJIBIX
N ABAZK/bI ITIOYTH BbBIITYKJIBIX ®YHKIUU

AHHOTALMS
W3BecTHO, 9TO Ki1acc K MOYTH BBIMYKIBIX (PYHKIHHA 3a1a€TCS YCIOBHEM ITOJIOKHUTEIBHOCTH (PyHKIIMOHAA
Re (£ f"’)) €O 3Be31000pa3HON q)yHKuI/Ieﬁ g(z). 3amena 3Be31006pa3HOl QyHKIMHI g{Z) Ha BBIIYKIYIO TPUBO-
JIUT K I/I%BGCTHOMy MOoAKJIacCcV C' knacca K. B Hacrosieil craTbe BBOJUTCS 0000IIEHHE Kiacca ' Ha cmyuyaif,

KOTI/Ia MHOYKECTBO 3HAUCHU I —3 COZIEPIKHUTCS B 00JIACTH CIIEMAIHOTO BH/A, KOTOpasi B YACTHOM CJIy4ae MOXKET
COBIIQJIATh U C nonynnocxocn)}o Taxoke 00001IEHHE CBA3aHO C pacUIMpeHreM Kiacca (7' 10 OIpeIesIeHHOro oI
KJ1acca Kjacca HOPMHUPOBAHHBIX JBAXKIBI MOYTH BBIMYKIBIX (yHKIHHA. MHOrooOpasue 4acTHBIX CIy4acB oOJacTH
CIICIIMAJIBHOTO BUJIA ¥ TIEPEXOJ] K JIBAXK/IBI MOYTH BBITYKIBIM (DYHKIMSAM ITO3BOJISIET HMOJNYYUTh KaK HOBBIC OPHIH-
HaJIbHBIE PE3YJNIBTaTh, TAK U 0000IICHHS paHee U3BECTHBIX pe3yabTaToB. OCHOBHBIC HCCIIEA0BAHUS JAHHOM CTaThH
HaIpaBJIeHbl Ha JIOKA3aTeIbCTBO TEOPEM 00 MCKaKEHHH, HAXOXK/ICHHE PaJINyCOB BBIYKIOCTH PacCMaTpUBACMBbIX
KJaccoB (YHKIMH M 0OOCHOBaHWE TOYHOCTH ITOJYYEHHBIX PE3yNbTaToB. TakKe yCTaHOBIIEHA CBSI3b BBEICHHOTO
Kiacca (PyHKIMH C HEKOTOPHIM HOBBIM KJIACCOM JIBRXKIBI MOYTH 3BE3/1000pa3HbIX (yHKIMH. s naHHOTO Kilacca
U ero MOJAKJIACCOB TAKXKE IOJIYYCHBI HOBBIC PE3yNIbTAThl B BHIE TEOPEM O POCTE U PaJUyce 3BE31000Pa3HOCTH U
00001IIeHNS paHee U3BECTHBIX PE3YIBTaTOB.

KaroueBble ciioBa: 3Be31000pa3Hbie (QYHKIMH, [TOYTH 3BE31000pa3Hble (pyHKIUH, TIOYTH BBIMYKJbIe (YHK-
I[1H, TEOPEMBI HCKQKEHHMSI, PAJILYChI BBIITYKJIOCTH, TEOPEMBI POCTa, PaJINYChl 3B€31000pa3HOCTH.

BBenenune

PaccmarpuBarotcst QyHKIMH, aHATUTHYECKHE B eAMHUYHOM kpyre E = {z:|z| < 1}. Kiracc Ta-
kuX QyHKLMi ¢ pasnoxenneM Buga @(z) =1+ cz" + Cn+12”+1+ =, n =1 0003HaunmM uepes
Ap, a wiace Gynrumii f(2) =2 + 2™+ @,452" P+ =1 _uepes N,,. Tawoxe nonoxum
A=A, N:=N, unycrs P — xnacc Kapareonopu ¢pynxmii ©{Z) u3z A ¢ monoxurensHol Bele-
CTBEHHOI 4acThIo.
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W3BecTHBIMU MOIKIIACCaME Ki1acca N SIBIISFOTCS KJIacC  BBIMYKIIbIX (GYHKIMH U Kitace 5 * 3Be3-
000pa3HBIX (YHKIHUH, a TAK)KE UX MOJKIACCHI

Cla) = {f EN:1+ Re(zf”llzz3|

f'(z)
(@
SHa) = {f £ N: Re(zf(z}

IMpu stom € := C(0) u §* := 5°(0). Onupasics Ha kaaccel € u 5%, B [1] ObLT ipecTaBIeH Kiace
K TIOYTH BBITYKJIBIX (DYHKITHIHA.
Hanomuuwm [1], uTto dyHKIHS f € K torma u TONBKO TOIrNA, KOInIa JUIs HEKOTOPOU (YHKIHH

g € 57 BHINOIHSETCS YCIOBHE
"(z
Re(zf ( })}{],ZE E. (1)
g(z)

IMockonbky zg'(z) € 5% Torna u TonbKo Toraa, korna 4§ € €, to ycnosue (1) paBHOCHIBHO yc-
JIOBUIO

)}m{]iaciiszE}J

j‘}alﬂia:ﬁ‘lszE}.

f'(2)

e
"
z
B KoTopom g € C. g
Paccmorpum takxke kiace K(y) dynxuuii £(z), nouru seimyknsix nopsuka ¥ [2], [3], koTopsbiii
3aJ1a€TCs YCIOBUEM

R

=0,zekE, (2)

%yf, 0<y=1g€es5z€E.
g(z) 2

Otmetum, uto € = K(0) c K(y) cK(1) =KuS*cK.

Ecnu B ycnosuu (2) BMecTo Bbinykinoil ¢yrxiun 9 (Z) ucrnons30Bars moutn BEIMyKIyIO (yHK-
1o, To notyunM kinace CK apask el mouru Beinykiisix Gyukimii (doubly close-to-convex functions)
f(z). Tlpu stom K © CK u Qpynxuuu knacca CK MOTYT GbITh M HEOXHOIHMCTHBIMA.

B cratbe uccnenyrorcs cBOCTBa HEKOTOPBIX MOIKIACCOB Kacca MOYTH BBIMYKIBIX (DYHKIUH
U KJIacca JBaKAbI OYTH BBIMYKIBIX (PYyHKIMH, BKIIOYask TEOPEMbl 00 MCKaKEHUH M O pajnyce BbI-
NYKJIOCTH. YCTaHABIMBAETCSI B3aMMOCBS3b JJAHHBIX KJIACCOB C JIPYTHMMH KJIACCaMH aHAJTMTUYECKUX
(yHKIIHIA, Ha OCHOBE KOTOPOI BBIBOJISATCS CBOMCTBA (DYHKIIMIA 3TUX Ki1accoB. [IpencraBieHHbie 31€Ch
pe3ynbTaThl 0000MIAIOT PsiJi paHEee N3BECTHBIX PadoT.

MarepuaJibl 1 MeTOIBI

Konuenuust noTYMHEHHOCTH aHATUTHYECKUX (PYHKIUH UMEET MI00TBOPHBIE IPUMEHEHUS MPU
UCCIIC/IOBAHUM HKCTPEMAJIbHBIX CBOMCTB aHAJUTUYECKUX (YHKIMH, pa3iIU4Hble KIacChl KOTOPBIX
TaKXe y100HO 3a1aBaTh B (popMe MOTINHEHHOCTH.

Bcrony Hmke Oynem caurars, 9to ¥ (z) u @5 (2) — ananmuriueckue B kpyre E ynkimm u Pg (2)
ofHoIMCTHA B E.

Onpenenenne 1. Ecim BeimonHseTcs yenoBue cornacosanus Hopmuposok @ {(0) = @, (0) u ye-
nosue Boxenust odnacreit @(E) € @, (E), to dynxums € (2) naseiBaercs nogunHenHoi GpyHKmn
Po(2).

ITpu sToM Hcnionb3yercst 0603HaYeHne ¥ (2) < @y (2) , a pyHKumus @, (Z) HaspIBaeTCS Ma)OpaH-
TOM NOAYNHEHUS.

B TeOpHH MOIYMHEHHOCTH BaXKHBIM (DAaKTOM sBjIsieTcs TO, uto cooTHomenue ¢ (E) < @y (E)
pacrpocTpaHsieTcs Ha Bce BHyTpeHHue kpyru |2l <1, 0 = r < 1, yTo no3BoseT MHOTHE CBOiCTBa
Ma>KOPaHThI TOJYMHEHUS IEPEHOCUTh Ha OJYUHEHHYIO (PYHKIIHIO.
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Onpenenenue 1. bynem roBoputh, uto aHanuTrdeckas B E hyHKiws ¢(z) us 4, MIPUHAJIEHKUT
kiaccy B, (m,y) TOIZla M TOJBKO TOIZA, KOIJa BBIOIHSICTCS YCIOBUE

‘(fp(z}}%—m <m, m ?%J y e [-1;1\{0},z € E. (3)

ITpu 5TOM OysieM cuuTarh, uto P (m,y) = P (m,y).

VYenosue (3) paBHOCHIIBHO MOAYMHEHHOCTH ¥ (z) < @,(2), rre MakopaHTa nogunHenus: Yo (2)
3a1aeTcs o hopmylie

14+eszY 1
fpﬁ(z}:( ), c=1——,—1<c=1,g=sign (y). (4)
1—rcez m

[Ipu pa3HbIX 3HAYEHUSAX ITAPAMETPOB 00IACTBIO 3HaYEeHUH Po (E) mosxer Gbth KpYT, MOJIYIIO-
CKOCTb U 00JIaCTh, OTpaHUUEHHAs THIIEPOOIOi I/IJII/I IIPAaBOM MOJIOBUHOM JIEMHHCKAThl bepHymu.
Jlemma 1. Mycts € =sign(y), c=1—= —. Torna nis moGoit dpynkuuu @ € B, {m,y) npu
|zl =7, 0 =r < 1 ppmonusiorcs oueHKH
!

,? (z}

ly¥|(1 + c)nr®
:;a(z} (1 — 1)1 + crn)’

KoTOpBIe JocTHratores wisa Gyukiun @(z) = @,(2"), e @ (2) sapana mo dopmyie (4).

Hus ciydas, xorna 0 < ¢ < 1, nemma 1 gokaszana B [4], ampu —1 = y </ 0 nemma 1 BeITekaeT
u3 ciencreus 1 [4].

B cratbe [5] 66111 HccnenoBansl cBoiicta bvakuuii () 13 N, KoTopble YIOBIETBOPSIOT yCIO-
Buio (1), HO He co 3Be3n006pasHoit Gynkuueii 9(2), a ¢ Bemykmoit Gpynxumeii 9(2). B nanpreiimem
5TOT Ky1acc (pyHKIMHA uccaenoBaics B [6], e 6bu10 BBeneHO 0003Hauenue Kinacca C'. [IockonbKy
C = 57, 10 B cuity onpenenenuns knacca C' nomydaem, uro C' € K.

Onupasich Ha KOHIICTIIUIO MOTYMHEHHOCTH aHATMTHYECKUX (DYHKIMH, B cTaThsixX [7, 8] Obun
BBEJICHBI U HuccienoBatuch noakiaccel €' [4,B] u €' (&, f) xnacca €', 3a1aHHbIe, COOTBETCTBEHHO,
YCIIOBUSIMU

(5)

(z} 1+ Az
g(z} 1 + Bz’

—~1=B<A=1g€cC

f (z) 1+(2a—1},|5’z 0
g(z} 1+ 4z
Bamerum, uro C'[1,—1] =C'(0,1) = C'.
B [9] uccnenopancs knace K (a) pynxmii f ,E N takux, uTo
(z)
Re— >,
f g'(z)
e g € €' Tlockombky g € C'u C' € K, 1o knacc K/ (@) snsercs moaxmaccom knacca CK BaK bl
HOYTH BBIMYKIIBIX (YHKIIUH.
C mouTty BRIYKJIBIME (DYHKIIMSIMHA TECHO CBSI3aHBI MTOYTH 3Be31000pa3Hble pyHKImn (close-to-
starlike functions), knmacc K kotopbix 6b11 BBesieH B [10] ¢ OMOLIBIO yCIOBHS

Ref(Z} =0, zEE, (6)
g(z)

re 4 €57, Eciu B ycnosuu (6) g € K*, To nonyyaem knacc CK ™ npaxipl mouty 38e310006pasHbIX
¢byukumii (doubly close-to-starlike functions). ITpu atom, §* € K* C CK*.

K nepBbIM nccneoBaHusiM B 9TOM HampaBlIeHUH MOXKHO OTHeCTH cTathi [ 11-12]. B Hux Haiine-
HBI PaJINyChl 3B€371000pa3HOCTH KJIACCOB MOUTH 3BE3000pa3HbIX (PYHKIUH, 3aJaHHBIX yCIOBUSIMHI

I,

ag=<1,0=<p8=1g¢cC.
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fiz) i 8
BUJIA Re— >0y B2 =) _ 1| = 1, B KOTOpBIX ges . s mac uHTEepecHbMH OynyT JBa aHao-

(=)
TUYHBIX pe3ynLTaTa u3 [)11 12], B xotopsix g{Z) asnsercs peimyknoit. Umenno B [11-12] naiieHs!
fi=)

pamuycsl 3Be3noo6pasnoctn 1 = 1/3 yrf = 4/2 — 1 knaccos, sapannsix yenosusmu R €t 0
fi=)
u |gr 1| < 1, B xotopsix ¥ eC

Memz[y kmaccamu K 1 K™ MOXKHO yCTaHOBHUTB MPOCTYIO CBA3b, KOTOPas BBIPAXKAETCS COOTHO-
menueM F € K & f = zF'(z) € K*. VuursiBas Takxke, uto F € € & f = zF'(z) € §%, Ha ocHOBe

MPUBEACHHBIX BBIIIE PE3YJIETATOB I/I3 [11-12] nonyqaeM YTO PaINyCHl BBITYKIOCTH KJIACCOB (PyHK-

f
E}:] =0wu ,5;, - 1| <1 tne g € C, 3anaerca hopmynamu

LII/II/I 3aIaHHBIX YCJIOBHUAMU Re|=z

gi=
¥ =1/3ury = =42 -1 Toecrs B [11- 12] 110 CyTH, HaliIeHbl PaHyChl BHITYKIOCTH Kinacca C' 1

L@y < 1
€ro MOJIKIIACCa, 3aIaHHOT0 yeIoBueM |£

Bcrony Huke OyleM CUMTaTh, 4To @, b = f uy, & € [—1; 1\{0}.
Onpenenenne 2. [Tycts € :(ﬂ ¥) — knacc Gyukumii £ € N, 1715t Kax/I0if U3 KOTOPBIX CYIIECTBYET
¢Gynkius g € C takas, uTo Eg IZ) e p (a, ).

Taxum o6pazom,

1
zF (2)\r

f(}) —a| <a ge&lC,zeE.
glz)

Otmerum, uto Kkiace €' (@, ¥), aBssach noakmaccom kimacca K, CONEpKUT TONBKO OJHOJIUCTHBIE
(mouTH BBIMYKJIbIE) (DYHKIINH.
I
Tokaxewm, uto knacc C'(@,¥) He sBnseTCS MyCTHIM MHOXKECTBOM.

fFeECay) < (

1 1
Hycrs ¥ € [-1; 110\ {0}, ¢ = 1--a=7 Paccmorpum QyHKIMH

2 1+t3Y dt
z) = . -
/@ J;, (1—ct) 1-—t 90(2) = {1—2}
Torna g € Cu
1
zZfy(z)\r 14z
golz) T 1—cz
1+z
Tax kak QyHKIUSA wplz) = 2 ~ OJIHONHCTHO oToOpaxaer kpyr E Ha Kpyr lw—al <a, 1o
dynxums fo (=) YIOBIETBOPSIET YCJ'IOBI/IIO
zf'(z
(f(}) —al <a,zEE.
g(z)

Crnenosarensho, fy € C'{a,y) uC'(a,y) =0
PaccMotpum apyrue npuMepst Gyskimii kimacca ' (@, y).

1 —
Mpumep 1. Tyers ¥ € [F1;1N\0} ¢ =1—-2 0=c<2-+3,
1 1+ z 1Y z
= —1 , =—
A& = Ao (1 - cz) ] 9. = a2

Hockonsky B kpyre E st € € [0; 2 — +/3] pemonnsercst yenosue
zg,' (z) cz 3cz r 3r c?—dc+ 1
Re p = Re( + ) == - -
gi(2) 1+cz 1-—cz 1-¢ 14¢  1-¢2
10 §1 € 5°. Tax kax

, 14+ z3Y 1
filz) = (1 - cz) (1-e2)?
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TO

1
zZfi(z)\yr 14z
;) T 1-—¢z

[To3TOMY BBINOJHSCTCS YCIOBUE

1
zZf (Z) \r
(f_f}) B
f 5 (2)
cienoarensho, f; € C'{a,y).

IIpu ¢ = 0 dynkuua 91(2) =2 y Mpr nojyyaem Oosiee MpOCTOM mpumep (PyHKIUHU Kiacca

C'(1,y):
[(1+ 21 —1].

1
A = 1+7y)

[Tpumep 2. [lycThb

2z z
flz) =——+Inn(1-2z), g,(z)=—.
= 1—= = 1—=

Torma 92 € S°u f, € C'(e0, 1), Tax KaK
zf (= 1+=z
Re f: () = Re
92(2) 1-z
IMpumep 3. Tlycre 0 = k& = 1/4 ynycrs
@ =—(1+20z-222- 200+ In(1-2), g3(2) = z + k2%,

>0,z€eE.

a
IpHUYEM, B CHIIy OTPaHUYEHUs Ha napamerp k QyHkius J3 € 57 ITockonbky
. 2(0+k) (1+2)(1+k2)
filz) =—(1+2k) —kz+ = :

1—=z 11—z
TO
zZfy(z) 14z
gs(z) 1-z

[Tostomy fz € € {0, 1),
[pu & = 0 nonyuaem dyHKIHMIO
falz) =—z—2In(1—z) € C'(eo,1).

Mpumep 4. Tlyers fi{z) =z +kz® 0 =k =1/2 unycrs g5(2z) = z. Torna

zfi(z
f“((}} =1+ 2k=.
[TosTomy f‘g4 z
=z =
fi(2) 1‘ = 2k|z| < 1.
galz)

CrnenoBarenbho, fi €C'(1,1).
C nmyroii CTOpOHBI,

T
larg arg (1 + 2kz) | =arcsin arcsin (2k) = }JE,

arg arg

zfy (z) ‘ _
94(z) -
e ¥ = 2; arcsin arcsin (2k). Tootomy fa € C'(ea,¥).

Onpenenenue 3. [ycts K/{a, v, b, 8) — xnacc pynxuuit f € N, ny1a ka0l U3 KOTOPBIX CyTiie-

r'iz)
ctyer yuxuns g € C'(b, 8) taxas, uto gz © Pla,y),

I ™
U3 onpenernenns 3 BoiTekaet, uto mobas dyukuus [ € Kpo{a, ¥, b,8) nomxna ynosnersopsTs
HEpPaBEHCTBY
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, 1
ESLALG
(ff( }) —a|<az€eE, (7)
g'(z)
puYeM
1
zg' (z)\E
9@\, <b, hEC,zEE, (8)
h(z)

U3 ycnosust (8) cienyer, uto Gpynkuus g(Z) apisercs noutu Beinykioi. [IosTomy B cuity ycio-
Bust (7) pynxuus f(Z) apasercs ABaxIbl HOYTH BBITYKIIONH.

3amernm, uto C'{a,y) — Kivl w £'la Y =7 Kpome Ttoro, C'(a,y) == Kia,y,ce,0),
C'(b,8) = K.(c0,0,b,8) n K(@): = K (o=, —1,00,1), npuuem Ki-(a,,b, 8) € KL(0).

PaccmorpuM nipumepsl Qynkimii knacca Ki{a,¥,b,8). Kpome Toro, mokakem, 4To KIIacc
Kq(a,y,b, &) moxer comepikarh H HEOMHONUCTHBIE DYHKITHH.

1 1
[Mpumep 5. Tlycts 0 < & Ei,ﬂ~=‘:cr£E,G‘i’y=ﬁ—051,c=1—;,ﬂ:‘gn

1 14z
5@ =TT aaro (1 - cz) B 1}’
1 1+ z\1*8
%@ =TT aaro (1—52) 1]’h5(z}=(1—cz}2'
Torna
zg: (z) B (1 +z)'fg
he(z) M —ez/’
Tosromy gs € C'(a,d).
ITockonbky
f5 (@) _(1+Z)}“
gz (z) M-/
TO
2\
(gg{z}) —a|l <a,zeE.

! o
B cuiy aroro, ¢ ywerom Toro, uro gs € C (a, 03', [0 ONPEACIICHUI0 3 IOJIy4aeM, 4TO

I o
J]CE. = Hr_‘(ﬂu ¥ a, 0}'
Paccmotpum vacTHsll citydaid, korqa g = 2,6 = 1uc = 0.

Tornma
1 1 ,,
(@ = 3 [(1+2)3-1] g.(2) = 3 [(1+2)*—1] h(2) = =
z§f5':3:' _E:'g"l (=) '
[ockombky — = 1+z 10 |%— 1| <1,z€E, n g €C'(11). Awunanormuno
fEI'z} sl he(£)

=1+ z nootomy fi € K-(1,1,1,1).
9'5' (=) 3 o
3amerum, uto dyskmms fz (z) = [(1 + 2)* — 1]/3 ue spnsercs oxnonucTHOI B Kpyre E.
JUts J10Ka3aTenbCcTBa JTOIO BO3BMEM JIBE TOYKH Z3 ¥ Z; M3 Kpyra E M mokaxkem, uTo
filzy) = fi(z:). ycrts

3 43 3 43
4 42T T 47 4
e 1 '3_
OGosnaunm T = e*™/% = -3t WTE. Torma 1+z, =—-1/2, 1+z,=-1°/2. Tlosromy

(1+z)%=-1/8, (1+z,)* = —1/8. CrenosarensHo, filzy) = —3/8 = fi(z,), T0 ecTh DyHK-
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st f5(2) we sBnstercs onnonmeTHOI B kpyre E.
! o
Takum oGpa3om, Mbl gokazany, uto kiace K(1,1,1,1), a suaunt, u xnace K.(a,v,a, 8) conep-
KHT U HEOTHOIMCTHBIE (DYHKIINH.

Hpumep 6. ITycts fz(2) = e 3}+ 4n(1—-z2), g.(z2) =—z-2In(1-2) yh(z)=z€C,

Torma

1+ 242 1+=z

'(Z) = ( ) gl =
fg( ) 1> 35( ) 1_
u

zge(z) 14z

he(z) 1-—=2
[ostomy ge € C'(e9,1). C yuerom 310r0, TaK KaK

fiz) 1+:z

g:(z) 11—z

10 fiy € K/ (00,1,00,1).
Onpenenenue 4. HyCTI: C (a ¥) —xnacc Qpynkunit F € N 1714 kax 108 U3 KOTOPBIX CyLIECTBYET

dynxius g € C rakas, qTO y € P(by),
Taxum obpazom,

1
F(z)\»

—a|<a gelzeFE.
g(z)

Onpenenenue 5. [ycts K:(a,y, b, 8) — Kknacc Gynkuui F € N, 1u1s KaxI0M U3 KOTOPBIX CyIIe-

Fec*ay) < (

Fi=
creyer pynxuus & € C* (b, &) takas, uro £2) € Pla,y),
U3 onpenenenns 5 cienyer, uto mobas ¢yukims F € KZ(a,y,b,8) nomkna ynoBnerBopsaTh
HEPABEHCTBY

(EE;)F— al < a,z€E, (9)
e
1
G(z)\é
(h(z}) —bl<b heCzEE. (10)

IMockomneky h € C, o h € 5%, KpOMe Toro, eciu GpyHkiws G{z) ynosnerBopsiet yciosuio (10),

(=)
TO OHa YJIOBJIETBOPSIET U yCIIoBHUIO R E‘ = 0, rne h € S*. Tostomy pynxuuu knacca (b, &) sp-
JISTFOTCSI TIOYTH 3BE371000pa3HBIMH (byHKL[I/ISIMI/I 10 ecth C*(b, §) © K*. Ananoruuno, B cuny (9)—(10)
xrace KZ(a,y,b, &) ssnsercs monkmaccom kiacca CK * qBaIbl MOUTH 3Be31000pa3HbIX (ByHKIIHIA.

1 1
IIpumep 7. Iycts ¥, 6 € [—1; 17{0},c =1 —é, d=1--ab>7y

1+=z
1—dz

1+z)}'(1+z

F(z) =z( = dz)é’ G(z) =z( )EJ hiz) =z

1—¢z

Torna G € C* (b, 6}, IIOCKOJIBKY

1
() =i
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1 o3ToMy BhinonHsieTcs yenosue (10). C npyroii cTOpoHBI,
1
Fiz)vw 14z
G(z)

[TosTomy BeImonHseTcs yenosue (9), rne G € C*(b, 8). CnemoBaTenbHO, 0 ONPENECTICHUIO S
F € K:a,y,b,é&).
1+z

B uwactHocTH, ecnmu ¥ =8 =c=d =1, 10 G(z) = z € C*(1,1). IIpu stom G'(z) =0 B

:1—cz'

touke Z = 1 —+/2 kpyra E. CnenoparensHo, k1acc €*(1,1) modutu 38e31000pasHbIX (yHKIHUIA cO-
JEPKUT U HEOJHOIUCTHBIE (DYyHKITUH.

Mesxay knaccamu C'(@,¥), K. (a, v, b, &) u xnaccamu C*(a,¥), Kz(a,y,b, ) umeercs npocras

CBA3b
fec'(ay) ©F=zf'(z) € C*(a,y)

fEKNay b8 ©F=zf'(z) e K:ay b,d). (11)

[lenbro cTaTby ABISAETCS MCCIEN0OBaHUE CBOWCTB Qynkimii knaccos C' (a,y¥) u K (a,¥,b,8), B

TOM YHCJIe TEOpeM 00 NCKAKECHUU U PaJInyce BBITYKIOCTH, a TAaKXKe Ha OCHOBE B3auMocBsizu (11) —

CBOMCTB (yHKIHI Kiacco C a,v) uk =(a,y,b,8). Tem cambIM, NOJy4UTH HOBBIE PE3YIBTATHI U
0000MIeHMS psAfa pe3yIbTaTOB U3 PAHHHUX PadoT.

Pe3yabTarthl u 00cy:kaeHue

1. Teopema nckaxenus B knacce K-(a,y,b, &)

1 1
Teopema 1. Iycrs 4 = 1 =2, by =1-2y4 g, = sign (y), g = sign (8). Torxa wis moGoii
dynxupn f € K-(a, v, b,8) mpu |z] =r, 0 =r < 1 pveer MecTo TOUHAs OIEHKaA

1—er\s1—gr\& 1
( . )( > ) ="'l =
1+es,a47r 1+ gbrd 1+r

5(1+£}rr)}r(1+£5r )'5 1 . (2)

1l-—s a7 1—ghri/ 1—r
2 24'(2)
JlokasarenbcTio. [Tycts @(2) = ;.:i Y(z) =- = TOEJJ?
' hiz

fz) = wl@)y(z) —

Hockonsky @ € Pla,y), @ € P(b,8), 1o naocnosanuu temmsi | mpun = 1 uaseex z, |zl =71,
0 =7 = 1, BBINOTHAIOTCS HEPABEHCTBA

1—g7r 1+e,7r 3
(50 < o= ()
1+es,a7 l—sar

1 —g.r % 1+ g.r 38
(—" ) -=_:|w(z}|-=_:(—" )
1+ gz 1—shr

hiz) 1+e,r }r( 1+ 57 )5
= 1-s,a47 1—ghr!

B cuiy atoro

1—eg,r }r( 1—gr )'5 hiz)
1+s,a7 1+ gsbyr

= |f'(z)] =

286



KA3AKCTAH-BPUTAH TEXHUKAJIBIK
YHUBEPCUTETIHIH, XABAPIIBICHI Ne 4(75) 2025

ITo TeopeMe pocta s BeImykiIoi Gpynkimu {Z) (cm. [13])

¥ T
— = |hiz)| = ——.
1+r Ih(2)] 1—r

[ToaTomy mpeabIayias oleHka BMECTe ¢ JaHHOM OLEHKOW MPUBOIAT K oneHke (12).
TounocTs oneHku (12) cieayer U3 Toro, 4To st (PYHKIIUH

= f1+et\ 1+t % dt
falz) = j ( . ) ( ) € Ki(a,y,b,8) (13)
a 1—-s,a4t 11—t/ 1—1¢
B TOYKax Z = —r U £ = T B orerke (12), COOTBETCTBEHHO, CJIeBa U CIpaBa JOCTUTAIOTCS 3HAKHU pa-

BCHCTBA.

2. Paguyc BeIMyKIIOCTH KJlacca K¢ (ﬂ ¥, b, 8)

Teopema 2. HyCTL fFEKAay,bé) uag =1—= ly=1-- Torz[a dynkmus f(Z) oro6pa-
xkaet kpyr 12l < 1° na Bemykiyro obnacts, rue r° CI[I/IHCTBCHHBII/I na wunreppaie (0;1) xopens
ypaBHEHHS

1 T +ay L 1+by
~ (e 1o ) = (14)
1+r 1-r 1+ay 1+byr
IIpu 0 < ¥, & = 1 pe3ynbTar TOUHBIN. 3KCTpeMaJ'IBHa$I (I)yHKuH;I 3agaercs o gopmyse (13).
JlokazarenbcTo. Ecim 0603Haunth @(Z) = 4 13}’ 1,'.'?( ) = S‘: 'z}}, 10 2f ' (2) = @(2)P(z)h(z) u

'@ _ h’(z} +Z@’(Z}+Z¢'(Z}I
@ @ @ @
ostomy B kpyre 2| =7 prpmonusercs HEPaBEHCTBO
1+ Re zf"(2) RE( h' (Z}) e'(@]| Zw'(z}
7@ =T \@) @] TP )

UzBectHO (Hanp [14]), uro mobast BbiTyKIas GyHKLKS ABISCTCS 3B€31000pa3HOI mopsiaKa
3}) > 1/2 Tostomy

1+=z

To ecTh Re (
h (z} 1

h(z] 1 +z

r'(z) 1
elz = :
h{z) 1+7r
Tostomy, mpumersist ouesky (5) mpunt = 1 k dynkimsm ¢ € Pla, y) uy € P(b, &), ans Beex z,

|z| =r, 0 =r < 1, nonyuyaeM HepaBEHCTBO

Zf”(z} 1 IWG+adr 1813 +b)r
fiiz) — 1+1r" (1-r1+ar) A-r)1+br)

OTKyJa

1+ Re

IToatomy, ecnu
1 ly[{1 +a,)r |8]{1 + by )r

1+r Q- +ar) A-—01 +br)

¥

To Gy/IeT BHITONHATHCS yernoBue Boimykinocti i dynkums f (2) 6yner eimykioii B kpyre 12l =7, 10

1
ecTh npuxoAanM K ypaBHeHuto (14). [Tockonbky GyHKIMs puy (r) = T12r) YObBaer Ha [0;1] or 1 j0

1/2, a dyHKIMA
T 1+n11 1+b1)
Llr) = + i}
ko) 1—'1"('?' o
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Bo3pacraet Ha [0; 1) ot 0 1o +eo, To ypaBHenue (14) va (0; 1) uMeeT eIMHCTBEHHBINA KOPEHD Ty.
Jlis1 ToKas3areibcTBa TOYHOCTH paauyca BeimykiaocTd pu 0 < ¢, 8 = 1 paccMoTpuM (QyHKITHIO
(13)c &, =55 = 1. Torna

fil@ 1 y(1+a)z 5(1+b)z
1+ z = + + .
fflz) 1—-z (A+z2{1-az (1A+201-k=)
[ToaTomy B TOuke £ = ~7Tg nosrydyaem
zfy () 1 T 1+a 1+b
1+ Re - _ (}, 5 ) _
fu:l (Z} 1+ Ta 1-— To 1+ Q1T 1+ blT'D

To ecTb paguyc BBITYKIOCTH yIyYIIUTh HEJIB3S.

3. HekoTopsie cnencTBust
b— q=—
f=y=-1"@p

b

K:a,y,b,8)

[onmoxum, (2@) Torma xmacc npeoOpasyercsi B Kiacc

(byHKUIMH r (Z}, YAIOBJICTBOPSAIONIHX YCIIOBHUIO ,
Rl @ o 0@
g'(2) h(z)
roe 0 = &, § < 1. Hockomsky Tereps & = 1 — 2a, by =1 —2F &, = & = —1 10 y3 reopem 1-2
BBITCKACT CIICAYIOIICE YTBEPIKICHHUE.
Cnenctsue 1. Ecnu Bemonnsiercs yenosue (15), To npu |2 =7, 0 = r < 1, cnpasennuso He-
PaBeHCTBO
[1—(1—-2a)r][1—-{1—-28)r] < 1F' @) < [1+{(1—2a)r][1 +{1—26)r]
(1+1r)3 (1-1r)8
v pynkuus f(z) orobpaxaer kpyr |z| = r° Ha BHITYKITyI0 00/1aCTh, Iie 7" — eIMHCTBEHHBIN HA MH-
teppaie (0; 1) xopens ypaBHenus
1 2r 1—a 1-F5
1+r 1—r(1+(1—2a}r+1+(1—2ﬁ}r)_
Ipu f = 0 cinencrue 1 naer ciexyronye pe3yasTarsl cratbu [9].
Cnenctaue 2 [9]. B knacce K (&) nmeer mecTo Tounas onenka

=B hEC, (15)

[1-1(1 2:::}?"3](1 r) < 1F'@)] < [1+(1 2:1}?3](1 +7r)
(1+7r) (1-17r)
u ynkus f(Z) oro6paxaer kpyr 12| = r° na BemyKITyIO 067ACTH, TIE
. (2-v9—m)
 (2a-9)
Iycrs 8 = 0, b = o, Torma xmacc K¢l{a v, b,8) npeo6pasyercs B kmace €' (a,¥) dyuximit
f(z), ynoBiIeTBOPSIIOINX YCIOBHUIO

¥

(zf (2)
g(z)

HOBTOMY MPSAMBIM CJIICICTBUEM TCOPEM 1 u 2 sBsieTCs

1
¥
) —a|l <a, geCl.

1
Cnencrsue 3. Ilycts [ € C'(a,¥), e 0 < y=1az= %, unycrh @ = 1 — -H r® — KopeHb
ypaBHEHUSI i
1 ro 1+a 0
1+7r 1—r1+a11r"_
npuHaekammii uaTepsany (0;1). Torma npu |z| =r, 0 = r < 1 cnpaBeyinBa oneHKa
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1-r7 1 (1+77Y 1

(1+a1r}}‘1+r£|f (z}li:(i—alr}}“i—r

v Gynkuus f(z) asnsercs BemyKioii B kpyre |Z| < . Teopema nckaxenus u paguyc BBITYKIOCTH
SIBJISIFOTCS] TOYHBIMH.
Vuureias, uto C':= €'(o0,1), u3 cneactus 3 npuy = 1, a — oo nosyyaem oleHky [5]
= | f"(z}l = i
(1+r?2 S (1-1)t
¥ paguyc BeimykitocTi Ty = 1/3 kmacca €', panee naiinenusiit B [5], [12].
Ipu¥ =1, a =1 u3 cnencreus 2 BbITEKAET TOYHAS OLEHKA

1—r{|f(}|{1+r
- = 2 =
1+r f 1-r

Y TOUHBIN Pasuyc BBITYKIOCTH Ty = V2 — 1 kiacca €'(1,1) Gynkiwmii f (), YIOBIETBOPSIOIIUX YC-
=f (=)

JIOBHIO gi=)
Ilonoxum & =y =1, b=a=1. Torma &
K:(1,1,1,1) dynxuwmii £(2), 3anannsii ycnosuem
f'(@) 1‘ -1 zg'(z)

g'(z) h(z)
IToaTomy nmeer MecTo

Crnencraue 4. B xnacce K-(1,1,1,1) CIpaBeIMBa TOYHAs OI[CHKA
(1—+)? (14 )7
—=|f'@l s —
1+7r 1-—r

u paguyc Beimykitocta r° = ({17 — 3)/2.

- 1| <1 e g € C. 3amerny, uto paauyc BBITYKIIOCTH TIOJyueH paHee B [13].

y=& =1, a =b =0 u nonydaem Kkiacc

—1‘:‘:1,th.

4. IToutu 3Be31000pa3HbIC U IBAXK/IBI IOUTH 3BE31000pa3HbIe ()YHKIIUU

Bzaumocessp (11) kmaccop Ki(ay,b,8) n Kila,y,b,8) ¢ ydyeroM COOTHOIICHHS
fEC e F=zf'(z) € 5 nossonser pesynsrarsl TeopeM 1 u 2 nepenectu Ha knacc K c(a,y,b,8)
JIBKJIBI TTOYTH 3BE31000pa3HBIX (DYHKITHA.

Teopema 3. Ilycrs &1 = 1 — i, by =1- i u £, = sign (¥), g5 = sign (8). Torna ans mo6oii
dynxupn F(z) xmacca KZ(a,¥,b,8) npu |zl =r, 0 =r < 1, cnpaBenusa TouHas oneHka

(1—5},7‘ )F(i—sér )5 r < IF)| =

1+es,a7 1+ gbyr/ 1+7r
- 1+e,r P(1+£5r)5 T
S \l-sgar) M —ghr/ 1-r

u Gyukuus F(z) otobpaxaer kpyr |z|] < r* Ha 3Be31006pa3HyI0 061aCTh, Iie T — KOPEHb YpaBHe-
Hus (14).
ITpu 0 <Xy, & = 1 pe3ynbrar TOUHBIN. DKCTpeMaIbHasT (DYHKIIHSI UMEET BU]T

¥ &
FD(Z}=(1+EP2)(1+EEZ) — 17)

1l-s 0z 1—gzb4z —z

(16)

[Mpumeuanne 1. O6osHaunmM uepes T (@) paamyc 3Be3m006pasHOCTH TOpsAaKAa @ Kiacca

Kz(a,¥,b,8). Ecin B TeopemMax 2 U 3 BMECTO YCJIOBHS BBITYKJIOCTH M yCJIOBHS 3BE3000pa3HOCTH
'3
ucrone3osares yciopue 1+ Re (Z ) = @ BRIIYKJIOCTH TOpsAKA ¢ (B TeopeMe 2) U, COOTBET-
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Fliz)
CTBEHHO, yciioBue Re ( _Fl'z}) = @ 3Be3000pa3HOCTH MOpsiIKa & (B TeOpeMe 3), TO TI0 aHAJIOTHHU C
NpeabIayIUM HaiieMm paauyc T (&) kak KopeHb ypaBHEHUS

1 r 1+ay L 1+by
-—— (il + 1] )-a=o0 (18)
1+r 1-r 1+ar 1+br

HOCKoany YacThI0 JKCTpeManbHoi (ynkimm i 0(z) us (17) sBnsercs Beimyknas (QyHKIUS

ho(z) = 1-=, TO uacTHeIM ciyuaeM kiacca K7{a,y,b, &) ssnserca xmacc Fla,y,b,8) ¢ynxumii

F(z), OTIPENEIICHHBIN C TOMOIIBIO YCIIOBHS
1

(D) <a |E2ec) o] <o

HOBTOMY B KQ4CCTBC CJICACTBUA U3 TCOPCMEI 3¢ Y4UCTOM IIPUMCHAHUS 1 nojrydyacm

CnenctBue 5. Ilyctp @ =1 — i, b =1- i, e, =sign(y), g =sign(d), a b= E
y,& € [-1; 1]\{0}. Torna B knacce F(a,y,b,8) upu |zl =7 cnpasennusa Tounas onenxa (16) n
moGas gyukuus F(z) us Fla,¥, b,8) orobpakaer kpyr |z| < r*(a) Ha 3Be31000pa3HyI0 001aCTh,
rae T {a) — KOpetth ypaBHEHH (18), mpunaanexamuii marepsany (0;1).

ITpu 0 <y, & = 1 pe3ynbrar TOUHBIN. DKcTpeMasibHas GyHKIHS 3aaaercs o hopmyse (17).

B nocnennue roapl Beimen psan pabot (Hampumep, [15-20]), B KOTOPBIX MOTyUYEHBI pa3TUYHbIC
pannychl 3Be371000pa3HOCTH HEKOTOPBIX KIIACCOB IMOYTH 3BE31000pa3HBIX U JBAXKIBI TIOYTH 3BE370-
00pa3HbIX PYHKIHH.

YactHbIME citydasmu Kinacca Fla, y, b,8) ABIAIOTCS KIIACCH, paccMaTpuBaeMble B [15]:
F = F(,1,00,1) = {F(2): Re F'z}:: 0,Re =26(z) > 0},

F, =F(1,1,05,1) = [F(2): |F'3} 1| <1, RE(TG(z}) >0},

Fy = F(e0,1,0,0) = {F(2): Re (EF(Z}) > o}

[TosToMy TIpU COOTBETCTBYIOIIEM BbIOOpE TapameTpoB &, Y. B, & u3 ciencTBus 5 monyvarorcs
pajinycChl 3Be31000pa3HOCTH Mopsiika & knaccoB F, £z, Fy u3 [15] u B gomonHeHue K pe3yibraram
u3 [15] — Teopembl nCKakeHus Knaccos F, , F,, Fy.

Crencteue 6. TeopeMbl UCKaKeHUS M PaAMyChl 3B€3/1000pa3HOCTH Nopsiika & kiaccoB F, F;,
F3 umeror cnemyromuit Bun:

1) B knacce £

:r"{i—r} (1 +7r)? 201 — &)
TS (}l_(i }3’T(Fl’a}_sh,-“zs—w(i—a}'
2) B Kiacce Fn( ) " )2
ril—r 1+r)° 1—o
R C ey (P E A e rere ey o
3) B kiacce Fy
*r( —} FD)| < r(l+7) (R ) = 2(1 —a)
A+nz- a-nz 3+,9 —2a(1l—a)
3akiiiouenue

B crarpe nomyunino ganpHeiniee pa3BUTHE UCCIIETOBAHNE KJIACCOB aHAIUTHYECKUX HOPMHUPO-
BanubIX GyHkuuil £{Z) us N, BBenenusix B [5] u [9]. [ 9TOro BBOAUTCA U HCCIEAyeTCst 0600IIEH-
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HBII KJIacC MBaKIbl MOYTH BBHIMYKIBIX (PYHKIMHA, KOTOPBIA MPH ONpEIeICHHbIX 3HAUCHHSIX Mapame-
TPOB NMPUBOJIUT Kak K Kiaccam u3 [5], [9] u Ipyrux craTeil, a TakKe JAaeT psii HOBBIX UHTEPECHBIX
MOJIKJIACCOB.

VYcraHOBIIEHA CBSI3b BBEAECHHOIO Kilacca (YHKIUH ¢ HEKOTOPHIM MOJKIACCOM Kilacca JBaXKAbI
MIOYTH 3BE31000pa3HBIX (QYHKIIHIA, HA OCHOBE KOTOPOH MCCIEe0BaHbI CBOMCTBA ATOTO Kiacca. B Tom
YHCIIe TIOTY4YeHbl 0000IIEeHNS HEKOTOPBIX paHEee U3BECTHBIX PE3yIbTaTOB.

JloKa3aHHbBIE B CTaThe YTBEPXKACHUS SABJISIOTCS HOBBIMH PE3YyJIbTaTaMH B TEOPUH SKCTPEMalIb-
HBIX 3a/1a4 JJIs TIO/IKJIACCOB JIBAYK/IbI MTOYTH BBIMYKJIBIX M JBAXK/IbI TOYTH 3BE€31000Pa3HBIX (DYHKITHIA.
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JIOHEC JEPJIK %OHE EKI ECE JJOHEC JEPTIK ®YHKIHSJIAP
KJACBIHBIH KEWBIP KOCAJKBI KJIACTAPBI TYPAJIBI

Angarna

. af'(a)
Henec meprnik GyHKIMAIapAbH K Kiackl QYHKIUSUIBIK Re (grg)
MYHJIAFbI g{z) — KYIIbI3 TOpisai GyHKiws. Kynap3 topisni GyHKumsHb g {z ) 1eHec QyHKIUsIMEH ,AIMACTBIPCAK,
oHna K xiaceIHbBIH Oenrini Oip Kocanksl Kiackl (¢ anpiHaasl. by Makamanga 0i3 MOHAEp YKUBIHBI = .';- = Genrimi 6ip
JKaFaii/1a JKapThl )Ka3bIKTHIKIICH COMKEC KEJICTIH epeKIIe TYpAeri aliMaKkTa OoFaH araaiira Oearial 0ip xaraaiaa
JKAPTHI JKA3BIKTBHIKIICH COWKEC KENETiH €PEKIIE THUITETi 00JIBICTa OpHATACKAH JKaF/aiiFa apHaiFaH (' KIachIHbIH
JKaJIbUIAybIH eHT13eMi3. Byt xkanmbliay, COHBIMEH Karap, HopMajaHFaH KOC JepiliK IoHec (QyHKIMsIIap KIachbHbIH
Oenrisi 6ip imki chIHBIOBIHA eHiH £ KIachiH KeHelTyre GaiinanbicThl. ApHANbI TUIITET] OONBICTAPIBIH SPTYPILIIr
MEH €Ki ece IepiIiK ToHec QyHKIUIapFa KTy 0i3re )kKaHa HOTIDKENIEp alyFa, COHaii-aK OypbIH OCMT 1T HOTIKeIepIl
JKaNIbIIayFa MYMKIHIIK Oeperni. MakamaHbH HETi3Ti 3epTTey OarbITTaphl — OypMallaHy Typajibl TeopeMajapiabl
JI9TIeNIIeY, KapacThIpbUIFaH (DYHKIMSIIAP KITACHIHBIH JIOHECTIK PaJANyCTapbiH aHBIKTAY YKOHE aJIbIHFaH HOTHKENIEPiH
JIIIITIH Heri3ney Oosbin Tabbutaabl. COHbIMEH KaTap, eHri3iireH QyHKIUsIIap Kiackl MEH eKi ece JACPIiK KyJI/IbI3
Topi3Al QYHKIMSIIAP/IBbIH JKaHa KJIAChl apachIHIarbl OaliIaHbIC OpHATHUIBI. Byl Kilacc NeH OHBIH 11K CHIHBINTaphl
YUIH KYJIABI3 TOPI3AUIIKTIH ©Cyl MEH paJuyChl Typajbl, COHAAi-aK OypbIH Oeirili HOTXKEIepI >KallbuiayFa
KaTBICTBI )KaHa TeopeMasap ajIbIH/bI.

) OH/IBUILIFBIMEH aHBIKTAJIATBIHEI OCIITii,

Tipek ce3aep: KYJIIbI3 TOPI3Ai GyHKIUSIIAD, TOHEC GYHKIHSIIAD, OypManay TeopeMantapsl, J0HEC pagnycTap,
ecy TeopeMasapsl, XKYJIbI3 TOPI3l paguycrap.
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ABOUT SOME SUBCLASSES OF CLASSES OF CLOSE-TO-CONVEX
AND DOUBLY CLOSE-TO-CONVEX FUNCTIONS

Abstract
It is known that the class K close-to-convex functions is defined by the condition of positivity of the functional

re
Re (Zf-_ls;}) with a starlike function g{z). Replacing the starlike function g{z) with a convex one leads to a known
subclass € ’10f the class K. In this article, we introduce a generalization of the class £’ to the case when the set of
values Zf.—; is contained in a region of a special type, which, in a particular case, can coincide with a half-plane.
The generalization is also associated with the extension of the class ¢! to a certain subclass of the class of normalized
doubly close-to-convex functions. The diversity of special cases of a domain of a special type and the transition to
doubly close-to-convex functions allows us to obtain both new original results and generalizations of previously
known results. The main research of this article is aimed at proving theorems on distortion, finding the radii of
convexity of the considered classes of functions and justifying the accuracy of the obtained results. A connection has
also been established between the introduced class of functions and a certain new class of doubly close-to-starlike
functions, special cases of which have been actively studied in recent years. For this class and its subclasses, new
results have also been obtained in the form of theorems on growth and radius of starlikeness and generalization of
previously known results.

Keywords: starlike functions, close-to-starlike functions, close-to-convex functions, distortion theorems, radii
of convexity, growth theorems, radii of starlikeness.

Jlara nocryruieHus crarbu B pegakuuo: 23.06.2025
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BECOBBIE HEPABEHCTBA AJIs1 CYNEPIIO3ULIUH
TPEX OIIEPATOPOB

AHHOTAUA

MBI n3y4aeM TpexBecOoBOE HEPABEHCTRO JUIA cyreprno3uiun oneparopo Koncona, Xapan n Tangopu. Llensro
JAHHON paOoThI SBISETCS JAOKA3aTeIbCTBO MOJHON XapaKTEPUCTHKN OTPAaHWYEHHOCTH OIIEpaTopa, SIBIISIOIIETOCS
KOMOMHAIMEH 3THX TPeX OIepaTopoB B BECOBLIX NpocTpaHcTBax Jlebera ot L, (v) B L, a {w). OcHOBHOE BHUMaHHE
YACTIACTCA ONPCACICHUIO HeO6XO[[I/IMbIX U A0CTAaTOYHBIX yCJ]OBI/IfI, IIPpU KOTOPBIX 3TO HEPABCHCTBO BBLINOIHACTCA
JUIsl BCEX HEOTPUIATEIbHBIX U3MEPUMBIX (DYHKIMH Ha TOJIOKHUTENILHOM BelecTBeHHOW ocH. CyleCTBEHHO HC-
TIOJIb3YETCsl TIOHATHE (DYHIAMEHTAIBHOM (PyHKIIMHM OOpENeBCKOM Mepbl OTHOCHTEIHEHO BO3pacTarome (QyHKIHH.
[Nockonbky oneparop Tanmopu He SBISETCS TUHEHHBIM OIIEPATOPOM, MBI HE MOXKEM HMCIOJIB30BAaTh METO/BI ABOH-
CTBEHHOCTH, IPAUMEHSBIINECS B Oosiee paHHUX paboTtax. J{is pereHuns 3Toi mpoOiaeMbl MBI pa3padbaTsiBaeM HOBEIH,
YIPOIIEHHBI METO AUCKPETU3AIINH, TTO3BOJISIONINEN N30€XKaTh CI0KHOCTEH paHee N3BECTHBIX METOMIOB. bbuT mo-
JIYUYCH SIBHBIN BHU] HaHJ’Iy'—IIlIeﬁ KOHCTAHTBI B HEPABCHCTBE, YTO IEMOHCTPUPYET TOYHOCTH U ONITUMAJIBHOCTD PE3YJIb-
TaTroB. YcTaHaBIMBasi HEOOXOIUMBbIE U JJOCTATOYHBIC YCIOBHS OIPAaHMYEHHOCTH 3TUX COCTABHBIX ONEPaTOpPOB, MbI
yiIydIIaeM HepaBeHCTBa, paHee ycTaHOBIeHHBIE B paborax [orarnmsmim A., [Tux JI., Onnua b. [1]. IToryuennsre
B CTaTh€ PE3YyNIBTATHl PACIIMPSIOT M JOMOIHAIOT CYIIECTBYIONINE UCCICIOBAHUS B 00IACTH TEOPUH BECOBBIX HEpa-
BEHCTB 1 OIIEPATOPHOT0 aHAIN3a B (PYHKINOHAIBHBIX IPOCTPAHCTBAX U MPEIAraloT NOTCHIAIbHBIC TPUIOKCHUS
B TEOPHHU MPHOIMKEHUH, TAPMOHUUECKOM aHAIN3€ U CMEXKHBIX 00JIacTsX.

KiioueBhle ci10Ba: BeCOBOE HEPAaBCHCTBO, CyNpeMabHEIN oneparop, oneparop Korcona, oneparop Xapau,
oneparop TanmopH, HAMITy4IlIas KOHCTAHTa, CYIIEPIO3ULIUS ONIePaTOPOB, TUCKPETU3ALIHSL.

BBenenune

B nocnennme rogpl BecoBbie HEPABEHCTBA ISl ONIEPATOPOB TUTIA Xapau MPUBIEKIN 3HAYUTEIb-
HOE BHUMaHHE U3-32 UX IIHPOKOTO NPUMEHEHHUS B (PyHKIIMOHAILHOM aHAJIN3€ U TEOPUU OTIEPaTOPOB.
Knaccudeckue pe3ynbrarsl B 9TOH 00J1acTH, Takue Kak ucciaenoBanabie Bennett C. u Sharpley R. [2]
3aJI0KUITH OCHOBY JUIS TAJIbHEHINIET0 Iporpecca B aHaJIu3¢e OTPaHUYEHHOCTH OTIEPaTOPOB B BECOBBIX
npocTpaHcTBax. M3yueHne cocTaBHBIX ONEPATOPOB, TAKUX Kak KoMOuHaIus oneparopoB Korcona,
Xapau u Tangopwu, erie Oobiie pacmmpuiio 3Ty Teoputo [3—12]. bonee panHue paboThI, TaKHE KakK
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pabotsr Gogatishvili A., Pick L. [1, 13], ObI1H cOCpeOTOYEHBI HAa BECOBBIX HEPAaBEHCTBAX ISl OT-
JeNTBHBIX OMEPaToOpOB, HO OTCYTCTBOBAJIM BCECTOPOHHHUE MCCIIEIOBAHUS UX B3aMMOJCHCTBHUS NPH
oObenuHeHnu. Hame uccnenoBanue ycTpaHser 3TOT MPoOe, MPeaoCTaBIsisl MOAPOOHYIO XapaKTe-
PHUCTHKY OTpaHMYEHHOCTH COCTaBHOTO OIepaTopa, 00pa3oBaHHOTO orepatopamu Xapau, Korcona
u Tanopu B BeCOBBIX MpocTpaHcTBax Jlebera. DTo SBIsSETCS €CTECTBEHHBIM MPOAOIDKEHUEM OoJiee
paHHUX pe3ynbTaToB [ 14—17], kKoTopble UcciieJoBaIN CBA3aHHBIE CEMENCTBA OTIePaTOPOB, HO HE pac-
CMaTpPUBAJIH BCIO CIIOKHOCTh HEIMHEHHBIX YJICHOB B TAKUX HEPABEHCTBAX.

Uepes MT(0,00) 0603HAYNM MHOKECTBO BCEX HEOTPHIATEIBHEIX M3MEPHMBIX (DYHKIHMI HA
(0,00)

ITycts 1 =g < oo ¥ mycTh WV 1 W — Beca (T.€. JIOKAJIbHO HHTETPUPYEeMble HEOTPHILIATEIbHbIC
¢ynxuun Ha (0, 02)), @ — crporo Bospacraromas GpyHknus Ha (0, o), a E — yOsiBaromas Ha (0, o2)),

rie
-

U(s) = j (D) dt.
o

Hama cJb B HaHHOﬁ pa60Te — OXapaKTCPpU30BaTh CIACAYIOUICEC HCPABCHCTBO
1

(1 s Y

| ti’?fw@ <j h(y)dy) u(tdt | wdt | <

\s o J
<C fomh(s)v(s)ds D

s Beex h € MT(0, o0).

Haumenspiyto koHcTanTy C, 1715 KOTOpOi HEpaBeHCTBO (1) BBIMOIHAETCS, HA30BEM HaWITy4dIlIei
KOHCTaHTOM.

Hepasenctso (1) mpencrasisier co60if TpeXBeCOBOE HEPABEHCTBO, BKIIIOYAIOIIEE KOMIIO3HIIUIO
BbIpaskeHui Tuna Komncona, Xapau u Tangopu. BHyTpeHHHI HHTETpai HEJIMHEEH U3-3a CTPYKTYPBI
oneparopa Tannopu.

Ucnonw3ys Teopemy OyOuHM TSI HEOTPUTIIATETBHBIX (PYHKITUH, IMEeeM

js u(o) r h(D)dtdr = j U(Dh(Ddr + U F h(t)dr.
o T ] E

CnenoBatenbHO, HepaBeHCTBO (1) SKBUBAJIEHTHO CIEAYIOIEMY HEPABEHCTBY

1

“ 1 S e q a
(fo <t§llfm@<fo U(@h(t)dt + U(s) fs h(T)dT)> W(t)dt) <

<C fooh(t)v(r)dt. (2)
0

Crnenyromiasi Teopema SBISIETCS OCHOBHBIM PE3YJIBTATOM JaHHOM CTaTbU M Ja€T KPUTEPHUH BbI-
MOJIHEHUS HEPaBEeHCTBA (2).

Teopema 1. [lycte 1 =g < @ u mycts WV u W — Beca Ha {0, ). @ s10 U — kBasuBorayras
¢ynxuus na (0, o0). Torma cymectsyer nocrosinnas C = 0 Takas, 4to HepaBeHCTBO (2) BBHINOMHAET-
cs1 st Beex h € T (0, co) Tora u TonmbKO TOTNA, K01F,Zla BBIIIOJIHAETCS CIEAYIOLIEE YCIOBUE:

C:= sup (J“I w(s)ds )E( cup U(t)u(s) ):i .
et Vo (@08) + @) \seqom) (U(S) + UD))v(s)
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bonee toro, Hamnyumas koHcTanrta C B (2) ynoBineTBopsier ycnosuto G & C

Bcrony B craree Mbl Beerna o0o3HaqaeM yepes ¢ uin C MOoIoKUTEIbHYI0 KOHCTAHTY, KOTOpas He
3aBUCHUT OT OCHOBHBIX ITAPAMETPOB, HO MOXKET MEHSTHCSI OT CTPOKH K cTpoke. OHaKO KOHCTaHTa €
HIDKHUM HHIEKCOM, TaKas Kak Cy, HE MEHAETCS B Pa3HBIX CIIydasX.

Mbi mumieMm A = B(wm A £ B), ecrm A = G B (wim C,A = B), U1 HEKOTOPOU MOIOKHUTENb-
HOM KOHCTaHTHhI C, HE 3aBUCSIIEN OT COOTBETCTBYIOLIMX BEIUYHMH, BXOIAIINX B BbIpakeHUsI A U B,
uA B, eciu AT Bu A Z B. Berogy B 5THX 3aMeTKax MbI MCIIONB3yeM cokpamenne LHS( ) (u
RHS (%)) mst nesoii (mpapoii) yactu cooTHOIIEHHs (* ).

MarepuaJibl 1 MeTOIBI

Onpenenenne 1. ITycTh @, — MOCIENOBATENLHOCTD TIOJOKUTENBHBIX JEHCTBUTENBHBIX YUCEL.
Byznem roBopuTs, 4TO 8, CTPOTO Bo3paCTaeT WIN CTPOTO YOBIBAET, ¥ mucarth dy 11 umm ay L,

ke ay kez 2
COOTBETCTBCHHO.

Onpenenenne 2. [TycTs @ — HENpepbIBHas CTPOro Bospacrarommas Gyrkuus Ha [0, ©2) takas, uto
@e0)=0mu 11m @(t) = . Torna OyaeM roBOpUTH, 4TO P J10MyCTUMA.
Ilycts CP I[OHyCTI/IMaSI ¢ynkus. bynem roBoputs, uTo GyHKIMA h sBIsSETCS ©-KBa3UBOTHYTOH,
h

ecim 1 sxBHBaIeHTHA Bo3pacTaomei GyHkmn Ha [0, 00), a OTHOIICHHE 5
fomieit pyHKImu Ha (0, 00), Bbynem FOBOpI/ITb, uto P-xBasuBornyras Gpynkuus l neppiposxaena, eciu

h(t) o)
Ji 800 = lim 5 =i 5= i 5 =

HKBHUBAJICHTHO yObIBa-

CeMeHCTBO HEBBIPOKIECHHBIX P-KBa3MBOTHYTBIX QyHKIMI 0003HauMM Yepes {1,,. Bynem roso-
pHTh, uTO P KBa3MBOTHYTa, Korma @ € fy; ¢ U(t) = t.

Onpenenenue 3. [peanonoxum, uro ¢ nomycruma u h € L2, Tosopar, 4o {2y ez — muckpe-
THU3AI[HOHHAS II0CIEA0BATEALHOCTE I h OTHOCHTEIRHO §, eClTn

(i)x, =1 u @) TT;

b

(ii) h(xkjl T n () ll

(iil) cymecTtByer pa3n0>KeHHe Z =TI, UL, raxoe, uto L; N L; = @ u g modoro tE (3, %0 4]

hix ) # h(t) ifke

) B0

plx) o)

Onpenenenne 4. [Tycts @ — momyctumasi GyHKIHS, a V — HEOTpHUIIATEIbHAsT OOpeTeBCKas Mepa

a [0, ). Bynem roBopurts, uto dyHKmms 1, onpenensemas hopmytoi

1 =0 — e (am)
t) = @(t —  te(0,m
[0.0) @(3) + @(t)
SBISIETCS (DyHIAMEHTATBHON (QyHKIHEH Mepsl V OTHOCHTEIbHO @. Bynem Takke roBOpuTh, 4TO V
ABIIACTCA Mepoﬁ MpCaACTAaBJICHUS h ornocurensHO Q.
ByneM roBoputh, 4T0 V HEBBIPOKIEHA, €CIIH IS Kaxaoro t € (0, co) BBIIOIHSIOTCS CIIEIYIO-

IIUe yCIOBHs: ( }
dv(s) dvis B .
J‘[w}m <etee) J‘[D,ﬂ o(s) J;Loc]' avls) = ee.

Crenyromiast 1eMMa: yCTOMYMBOCTB CyIpeMyMa U CyMM IO IUCKPETU3AIUAM HMEET PelIaoniee
3HAYEeHHE JJIs1 COTVIACOBAHHBIX SKBUBAJICHTHOCTEH HOPMBI.
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Jlemma 1. [13, Jlemma 3.7] ITycts q € (0, @2). IIpeanosnoxum, uto @ — nomyctuMas QpyHKIHS,
V — HEeBBIPOXKICHHAS MOJIOKMTENbHAs Gopesesckas Mepa Ha [0, @), h —pynnamenrtanbnas pynkuus
v orrocurensro U i £ € MT(0, 00). Ecom {3} smckpeTn3armonHas mocieoBarebHocTh s h
OTHOCHUTENBHO @2, TO

J‘ (esssup &)q dv(x) ® (esssup __ o i)l )q @)
[0:=) \ye(oee) @(x) + @(y) yeloe) @lxe) + @(v)

%Z esssup |f(y)|2e 3 (y)hly).

iy M
kez M EVENo+ s

kez

Jlemma 2. [13, nemma 3.9] IycTs U — omyctumas Gpyrkmms u @ € Q. Iycrs 1%} — muckpery-
3alMOHHAs MOCJIeA0BaTeNbHOCTD 111 @ oTHOCcuTenbHO U. Torma

sup @(x) sup o sup ¢(x,) sup ol &
xEl:I}_,cu::I I}d:y::nc U(X} + U(}?} keZ k E"::_?'d:‘x U(Xl{} + U(&?}

¥ supp(xg)U(x )™ sup  [fy)l+supoly) sup [fF)UGE) 'R
kez Wl 2 TR kez AP oy R

¥ sup o) sup  [F)IUG) ™+ sup @(x UG ™ sup  IFy)]
kez, B e T keZy P s T

Msup sup [fF)IUGE) Tely).
keZxpavaxgyy

Jlemma 3. [lycth {XR}EEEJ {t k}kEE — IIPOU3BOJIBHBIE MOCIIEI0BATEIBHOCTH HEOTPUIIATEIBHBIX YH-
cern, T L, h € MF(0, o). Torma ans moGoro 4 = 0

> ([ w3 (7 )

z kez

g a X q
sup (j h) T, ¥ sup (j h) Thes
keZ W0 keD Mgy
o= a El+a a
Z (j h) ot mz (j h) Loy
keZ keZ

Xz Xl

= q K+ q
sup (j h) .1 ® sup (j h) L
keZ o kezZ X

Jlemma 4. TIyctb. {3 ey M {Ty }pez — MPOU3BOJIBHBIE MOCIIENOBATENLHOCTH HEOTPHIIATENBHBIX
gncen. T 4 u h € MW (0, ). Torna

sup (esssup h(t})"rk A sup ( esssup h(t])qU

keZ \ O=stZxy keZ \ xp_ystsw,

kel \ xpstzec ke \ xp=tsagy .

sup ( esssup h(t}) 1.1 A sup ( esssup h(t})’rgl.

Pe3ynbrarhl u 00cy:x1eHue

Mpbl HauMHaeM STOT pasfeNl ¢ 3aMeYaHUsl, YTO HEPAaBEHCTBO (2) AKBUBAJIECHTHO AMCKPETHOMY
HEPABEHCTBY, M MIPECTABIISIEM €r0 XapaKTEPUCTHKY B IMCKPETHON opMe, 4TO caMo 1o cede 3acity-
KMBAET BHUMAHMSI.

IMycte q € (0, c0) 1
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1
Glt) = (j wis)ds + @(t)? j @ s)w(s) ds)q. (3)
o t

Jlemma 5. ITycts q € (0,02), nnyere h € MT(0, ), w—ec na (0,22). U u @ nonycrumsie

p
¢yuxunn Ha (0, @0} u 3; yObiBaet. G onpenenena B (3) u mycTh {x,} nuckpermsanmonnas mocemo-
BarenbHOCTh G oTHOCUTENnbHO P. Toraa u3 yeBoii yactu (2) clienyer, uTo

=) E oo a
J; (tf:l:fm % (j U{t)h{t)dr + U(s) J; h{’r}d’r)) wit)dt &

oo q
G(xk]l Lf«i?:m m( U(t)h(t)dt + U(t) J; h(T) d’r)}

X+ q
Z L sup @( U{t)hi{t)dr + U(t) j ) hit) d’r)] . (4)
R Loty P CP(} t

Z[0Ka3aTenLCTBo. O6o3HauNM

H(t):= (t}tzgfmﬁ(j U(t}h(t}dt+U(s}L h(T}dT)

@ (1) =
= tzgfmm(j U{t)h(t)dt + U(s) J; h(*r}d’r) .

Mege1 nmeem

H(t) = Es{lﬁbﬁmm(i CPT(;) U Ulthi{t)dr + U(s) J:: h("r}d'r}.

Crenosarensho, H Ty = ~|-, to ecth H € {1, Micionp3ys eMeHTapHbIE HEPABEHCTBA
® P

@(t) < min (1 _ cP(t}) - 20(t)

o(s) + @) o(s)) @)+’
MoJy4yaeM

¢(1) = @ (1)
HO Y s o o® U ”‘:ﬂh‘:ﬂd””@js hmd"f] =S oD e®

Ucnonways Jlemmy 1 1t hyHKIHH f(s) = f; U(t)h(t)dr + U(s) J; h(T)dt pmeem:

[ o - - .
j H(t)2@(t)w(t)dt ~~ j [ sup J; U(Dh(t)dt +U(s) [, h(r)dr
e o

0<g< o q](s} + q:'(t} K-Pq(t}'ﬁr(t::ldt
o q
G(XLJ Lf:igx E( U{t)h{t)dt + U(t) j h(t) dT)]
Z kaﬁ:ﬂu ( U(t)h{t)dr + U(t) j h(t) d"l:) Etﬂ
Z L sup ( U{t)h{t)dt + U{t) j h(T} d’r) (t}}
ez CETEERs ( }
% [z o) veones]
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GHU) = E
+Z L sup MJ h(’r}d’r] =, +1, + L.
kez CESFSER+s q}(t} Kl+s
G'xk}
HOCKOJ‘ILKy 0 L, ucnione3yst Jlemmy 3, monydaem
Glx, ) = B G(x ) [ 4
5 [ x U(T}h(*r}d*r] vy [ <[ u@n@ar <
keZ CP(Kk} kEE CP(Kk} Hh-1

G(t) 2
Z L Sli:i:ka(} o U(T}h(’r}d’r] = 1.

U5 4s (Cagey M3, o
;pfx:j T u Glx.,) 1T, 10 M TT, u ucrons3yst Jlemmy 3, momydaem

o ()
_ -G{xk+1}u(xk+1} = b N G{xk+1}U(X[.;+1} Kepn g
- ; | p(xisq) —[{k+‘_ h(T) dT] - Z [ h(’l:}d’r}

Lez ':-P(XI.-Hl} Hlta

[ R+ a
= Z sup M h(’r}d’r] =1,.

keZ L¥et 2 =T K (.P(t::l t

Tak kak

Takum 06Pa30M, BCE YaCTH YIPABIISIOTCS 11, M MBI TIOTydaeM:
L+, +I; %]
YTO JIOKA3bIBAET IKBUBAICHTHOCTS (8). Jlemma 8 gokazaHa.

[Ipennoxenne 1. HyCTL 1=q<co,unyctb WV uW—Becana(0,c0),U u @ nonycrumbie
¢byskiyn Ha (0, o) u y61>1BaeT G onpenenena B (3), ¥ mycTh 13y ) I[HCerTI/ISaLII/IOHHa}I ocJjenoBa-
TenbHOCTh G OTHOCI/ITGJ'II:»HO @. Torma HepaeHcTBO (2) Boinonasiercs st eex b € M (0, ), Torma
U TOJILKO TOTJIa, KOT/Ia CYIIECTBYET MOJIOKUTEIbHAsI KOHCTaHTa € Takasi, 4To

1
G(t) t Xk+1 ala
[g; SUPy, <t<xy 41 m([{k U(Dh(tdt + U(t)j; h(T)dT> ] =<
<cC +1h(r)v(t)dr (5)
2.

BRIONHsAETCA Ans Beex h € MF (0, o). Bonee Toro, HaWIy4dlllie KOHCTAHThI B HEPAaBEHCTBaX (2) u
(5) ynoBneTBopsItOT ycnoButo C & &,

HoxazarensctBo. IlycTh {XL;}LT:N JUCKPETH3AIMOHHAS TTOCIeA0BaTeIbHOCTh PyHKInu .
[Tpumensis (4), momydaem, 4To

1
G t Xk+1 a\a
LHS(2) = (é [inligkﬂ %(Lk U(th(t)dt + U(t)ft h(r)dr)] > ,

oo

El+2
RHS (2) = j h(o)v(t)dr = Z f h(o)v(0)dr.

o Xl
keZ
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Torma sicHO, 4TO cymeCTByeT HOJIOKHTENbHAsE KoHCcTaHTa C, Takas, yTo HepaBeHCTBO (2) BbI-
nonusercs 1ist Beex h € W (0, ©0), TOryIa U TOJIBKO TOIJA, KOT/a CYIECTBYET MOJI0KUTEIbHAS KOH-
cranta C, Takast, 4to (5) BEIONHSAETCS JUIs BCex h € m (0, e0). Bosee Toro, C # . [Ipemioxenue
1 nmoxa3zaHo.

Jlnst uccnenoranvs HenaBeHCTBA (5) HaM TOHAAOOSITCS CIEAyromMe O0O3HAUCHHUS: CHadaja
oGo3Haunm gepes M (tper K41 HAWTYYIIyI0 KOHCTAHTY BECOBBIX UTEPUPOBAHHBIX HepaBeHCTB Kor-
COHa 1 Xapau, TO €CTh

sup Ggg ()X u@h@dr+ U [+ h(vdr)

Xk <t<Xk+1

(6)

M(xy, x =su X
(%0 Xic41) hzg kak“ h(t)v(t)dt

Hcnonp3ys xapakTepuCTUKHA BECOBBIX UTEPAIlMOHHBIX HepaBeHCTB Korcona u Xapau (cm., [17,
Teopema 5.3.1]), umeem

M, x%54) ¥ sup @(sup £+ U(t) sup Vg—s}) (1)

P o LR CP(t} K LETE 1'7(5} TLETXr 4+

I[Mpennoxenue 2. HyCTL 1=q < oo, uIycTh U,V W — Beca Ha (0,22), U u @ nomycrumble
dyHkimn Ha (0, 02) 1 ~ vobiBaet. G onpezneneHa B (3), a {x, ] — muckpeTH3anroHHas MoCen0BaTeNb-
HoCTh G OTHOCI/ITGJ'ILHg @ MG, %44) onpezeseHa B (6), Torna HepaBeHCTBO (S5) BBIIOIHSCTCS IS
Beex h € M7 (0, 00), Torma M TONBKO TOINIA, ECITH CYIIECTBYIOT OIOKHTEIbHbIC KOHCTAHTH C | Ta-

KHe, 4TO

keZ

1
q
aEI‘-'l(xk,xkﬂ]q) = G"Z ay, (8)

keZ

BBITIOJHACTCS JUIS BCEX IOCIICI0BATEILHOCTEH HEOTPHIATEIbHBIX Uncel La Jiez. Bonee Toro, Hau-
JIy4IIKe KOHCTAaHTBI B HepaBeHCTBax (5) u (8) ynoBieTBopstoT yciaosuio C & €',

JlokazarenbcTBo. ITpeanonoxum, uto (5) Bemonnsercs ans eex h € M (0, eo). ITo onpenerne-
auro M, % 4 ) cymecrsyer dynkuus by = 0, rakast, uro

E+1
Supphk - (Xk.lxk-l-l}.l J‘ hk{T}V(T} dr=1
¥

Xe+a

sup @(—[ U{t)hy (t)dt + U(t}j

1
h (T}d"r) == Mg, %.4)-
- ':.F'(} ke 2 ke Sk+1

Ecnm noacraBum yHKIIMIO

W) = ) ah ()
ke
B (5), rne {a }, o 1H00ast MOCIIEN0BATENBHOCTh HEOTPUIIATENBHBIX YUCET, TO U3 (5) cnenyer (8). bo-
nee Toro, @' % @. O6parTHO, CHAYasIa 3aMeTHM, 4TO JUTd Kaxaoro h € M ¥ (0, )

sup G% (£, v@h@dr+ U [+ h@d)

Xk<t<Xk+1

M(xy, X = <
( k k+1) J‘ka+1 h(T)V(T)dT
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3arem (5) crneayeT npu MOACTABICHUH

a, = jxmih('r}v(ﬂl dt

g
I . I
B (8)n C =€ Janee, Mot umeem C ¥ €' TIpemnoxenne 2 nokasaHo.
Jlemma 6. [13, npeni. 4.1] IlycTth Ve MOCJIeIOBATEIHLHOCTh MOJIOKUTEIBHBIX IEUCTBUTEIh-
HBIX 4pcen 1 L = 4 < 9 [[pe/monokiuM, 9T0 HePaBEHCTBO

(Z aﬁvﬁ)lm =B Z ay (%)

keZ keZ
BBITNOJIHSIETCS 7Tl JTEOOOM TI0CIIEN0BATELHOCTH TIOJIOKUTEBHBIX JIEHCTBUTENBHBIX YMCEN &, } TOr-
Jla ¥ TOJIBKO TOTJa, Korna
By:= sup v < oo
keZ
bonee Toro, Hauy4ias KOHCTaHTa B HepaBeHCTBe (9) ynosierBopsier ycinosuto B % B, .

Crnenyromiast TeopeMa 2 JUCKPETU3NPYET HEMPEPHIBHYIO 3a/1a4y B MOCIE0BATEILHOCTD JIOKAJb-
HBIX BECOBBIX HEPABEHCTB Ha HHTepBanax [x, ¥ 141

Teopema 2. ITyctb 1 =< q < oo M IyCTh U, Vv 1 W — Beca Ha (0, =), ¢ — U-kBa3uBOrHyTast (yHK-
uus Ha (0, 02). Torma cymecTByeT KoHCTaHTa C >  Takas, 4YTO HEPABEHCTBO (2) BBINOIHACTCS IS
Bcex h € M (0, o0), Torna M TONBKO TOT/IA, KOTJIA BHITIOIHSIETCS CIEIyIONIee YCIOBHE:

G(t) U(s) 1
Ajir=sup sup ——|esssup ——+ U(t)esssup —— | < oo
keZxpstsxga: @UE) \ ee(agr) VI(S) se(taes) VIE)

Bbonee Toro, HamnnyuIas KOHCTaHTa B HEPABEHCTBE (2) yIOBIETBOPSET yCIoBHIO C A A, .

HoxkazarenbctBo. Mcnonb3ys [Ipemnoxkenus 1 u 2, Hammydmiasi KOHCTaHTa B (2) yIOBIETBOPSET
yecnosuio C & €', e €' — namnyuinas koHcTanTa B HepaBeHCTBe (8). CienoBarTenbHo, IPUMEHSss
aeMMmy 6 1 uctonb3ys (7), moirydaeM pe3ysbTar.

JlokazarenabCcTBO TEOpEeMBI 1.

Hcnonb3ys TeopeMy 2, T0CTaTOYHO MTOKA3aTh, YTO

Ay MG
OrmerM, uTo st Gynkumii U iV i3 (7) umeem
U(s) 1 U(t)u(s)
esssup + U(t)esssup —— ® esssup : (10)
eE(0) V{S} se(goc) V{S} gl 0,ea) {U{S} + U(t} }V(S}

JleficTBUTENBHO, UCTIONB3YEM CIIEAYIOIINE TPOCThIE OLIEHKU

U@ U | 20(0U(s)
06 100 ) ~ "l v0) = G o e

CnenoBaTenbHO,
U(s) 1 1
esssup —— + U(t) esssup —— = esssup min(U(s}, U(t]}—
=iy vis) seltee) VIS)  sefpes) vis)
umus) 1
R esssup

ce(n,ec) U(S) + U(®) v(s)
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[To nemme 2, nemme 4 u (10) umeem

G ( U(s)
A{:=sup sup esssup ——

1
+ U(t) esssu
KEZ xj <t<xy+1 (P(t) ( ) b V(S)>

SG(Xk,t) ( ) sE(t Xk+1)

~ sup sup @ <esssup ves) + U(t)esssup )
keZ x<tsxrr @O \ seoy V(S) s€(too) V(S)

= sup @<esssup ()+U(t)esssup ! )
te(0,00) P(D) \ seco,r) V() se(too) V(S)

. ( o w(s)ds >Q< U®)U(s) > c
" com Uy 0 +0@7) \Som (UE +UOWE)) "
Teopema 1 nokazana.
3akiroueHune

B nanHoli paboTe paccCMOTPEHO BECOBOE HEPABEHCTBO JAJISl OIEpaTropa, COCTOSAIIEro U3 Cymnep-
no3uiuu oneparopoB Xapau, Korncona n Tangopu Ha kiacce HEOTPULATENbHBIX U3MEPUMBIX (DyHK-
uuil. [loayyensl HeOOXOUMBIE U IOCTATOYHBIE YCIOBUS BBIIIOJHEHMS (CIIPaBEIIUBOCTH) BECOBOTO
HEPaBEHCTBA JUISl CYNEPHO3HULIMN pacCMaTpuBaeMbIX orneparopoB. [lomyudeHsl KpuTepuu crpasen-
JIMBOCTH TAKOTO HEPABEHCTBA MPH ycioBuU 1 = g < o2, J[js J0Ka3aTelbcTBA OCHOBHOM TEOPEMbI
UCIOJIB30BAINCH METOJbI TUCKPETH3AIMH: CBEICHNUE MHTETPAJIbHBIX HEPABEHCTB K HEPABEHCTBAM
JUISE CyMMBI, KPUTEPUH JTUCKPETU3AIUH JIJIST TIOCIIEA0BATEIFHOCTEH U JUCKPETHOE DKBUBAJICHTHOE
yclIoBHE Ul HepaBeHCTBa (2). YCTaHOBJIEH TOYHBIM BUJI HAWITy4lled KOHCTAHTBI B COOTBETCTBYIO-
IIEM HEPaBEHCTBE, YTO MOATBEPKIAE€T TOYHOCTh U ONITUMAIBHOCTh MOMYYEHHBIX pe3yasraroB. [Ipu
JI0Ka3aTeJIbCTBE OCHOBHBIX YTBEP)KICHUHN CYIIECTBEHHO MCIIOIb30BaH METO/ AUCKPETU3ALNY, paHee
paccmotpenHbiit B pabore Gogatishvili A., Pick L. [1, 13]. Bonee Toro, Ham moaxoa MCIOIb3yeT
METO/IbI TUCKPETU3ALNH, TEXHUKY, BBEJICHHYIO B Oosiee paHHuX padortax [1, 13], koTopas no3BomisieT
HaM 3¢ exTuBHO 00pabdaThIBaTh HEIMHEWMHOCTH B onepatope TaHmopu.

[TonmyueHHble pe3ynbTaThl BHOCAT CYIECTBEHHBIH BKJIAJ B Pa3BUTHE TEOPHUH BECOBBIX Hepa-
BEHCTB ¥ ONIEPATOPHOTO aHAJH3a B (PYHKIIMOHAIBHBIX IPOCTPAHCTBAX, & TAKKE JJEMOHCTPHPYIOT I10-
TEHIIMAN 711 JajIbHEHIIero MPUMEHEHHUS B TEOPUH ONEPaTOPOB B (DYHKIIMOHATIBHBIX TPOCTPAHCTBAX,
rapMOHHYECKOM aHAIHM3€ U CMEXHBIX 00JIaCTAX MAaTeMaTHYeCKOTo aHaN3a.
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Anjarna
Koricon, Xapu sxoHe Tanmopu ornepatopiiapbIHBIH CYIEPIIO3UIIUSACHI YIIIiH YIII CAIMAKTBIK TCHCI3IIKTI 3epT-
TeiiMi3. Byl KYMBICTBIH MakcaTbl — L,l(v}-)JeH Lq (w] neiiari canMakThl JleOer KeHICTIKTepiHIeri OChl YII
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OIepaToOpIbIH KOMOWHAIMSCH! OONATHIH OMEPATOPABIH MICHEITCHIITIHIH TONBIK CHIIATTaMachiH nanenney. Herisri
Ha3ap OH HAaKThI OCBTET OapIIbIK TEPIC eMec omeM i (yHKIMSIIAp YIIiH OChl TEHCI3AIKTIH OPBIHIATYBIHBIH KQKETTI
JKOHE JKETKIUTIKTI IapTTapbIH aHBIKTayFa OarbITTaFaH. Ocreni QpyHKIMsIFa KaTbICTEl bopen enmmemiHiH ipremi GpyHK-
LIUSACHIHBIH TYCIHITI alfTapIbIKTall KOMAaHbIIaAbL. TaHZ0pH OMIEpaToOpPhI ChI3BIKTHIK OniepaTop OomMaraHAbIKTaH, 013
OYpBIHFBI JKYMBICTap/ia KOJMIaHbLTFaH €Kl )KaKTBUIBIK 9JIICTEpiH MaiiiaiaHa anMaiMbI3. by mocesneni menry YmiH
013 OypbIH Oeriii echepmH KYPACITIriH 60J1}1];IpMal/ITI)IH JKaHa XKEHIIIETUITCH JUCKPETU3ALIUS 9/TICIH 931pne1/1M13
Hotmxenepain qonairi MEH OHTalIbUTBIFbIH KepceTenH TEHCI3IKTEr €H )KaKChl TYPAKTBIHBIH alKbIH TYP1 aJIbIH/IBI.
Ocbl Kypama oreparopiiap/blH IISHENTeHAIr YIIH KaXeTTi KoHE KETKUTIKTI MapTTapabl OpHATY apKbUIBl 013
TorarumBumm A., [Tuk JI., Omma b. [1] eH6CKTepiHI[C 6¥pLIH OenTiNeHreH TeHcisz[iKTep;[i KakcapTambI3. JKympicTa
QJIBIHFaH HOTIIKEIIep cpyHKHI/IOHanz[HK KeHICTIKTepJeri CaJMaKThl TeHCI3IIKTEp JKOHEe OIepaTopibIK Tajlay cana-
CBIHJIAFbI Oap 3epTTeyiep/ii KeHEHTE 11 )KOHE TOJIBIKTHIPA/IbI JKOHE KYBIKTAY TEOPHSICHIH/IA, FAPMOHUKAJIBIK TaJIIay/ia
JKOHE KaTBICTHI caylaap/a dJieyeTTl KoiiaHOanap/ bl YChIHAIbI.

Tipek ce3mep: camMakThl TEHCI3/IK, CynpeMa sl oneparop, Korcon oneparopsl, Xapau oneparopsl, Tannopu
OIIEPaTOPBI, €H XKAKChI TYPAKTHI, OTIEPATOPIIAPABIH CYEPIIO3UIUSICHI, TUCKPETH3ALUSL.
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WEIGHTED INEQUALITIES FOR A SUPERPOSITION
OF THE THREE OPERATORS

Abstract

We study a three-weight inequality for a superposition of the Copson, Hardy, and Tandori operators. The goal
of'this paper is to prove a complete characterization of the boundedness of the operator that is a combination of these
three operators in weighted Lebesgue spaces from Ly (V) to L_ (w). The main focus is on determining necessary
and sufficient conditions under which this inequality holds for all non-negative measurable functions on the positive
real axis. The notion of a fundamental function of a Borel measure with respect to an increasing function is used
substantially. Since the Tandori operator is not a linear operator, we cannot use the duality methods used in earlier
works. To solve this problem, we develop a new, simplified discretization method that avoids the complexities of
previously known methods. An explicit form of the best constant in the inequality is obtained, demonstrating the
accuracy and optimality of the results. By establishing necessary and sufficient conditions for the boundedness
of these composite operators, we improve the inequalities previously established in the works of Gogatishvili A.,
Pick L., Opic B. [1]. The results obtained in the paper extend and complement existing research in the field of
weighted inequalities and operator analysis in function spaces and offer potential applications in approximation
theory, harmonic analysis and related areas.

Keywords: weighted inequality, supremal operator, Copson operator, Hardy operator, Tandori operator, best
constant, superposition of operators, discretization.
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UNIFORMLY EXTERNALLY DEFINABLE EXPANSION

Abstract

In this article, we study the expansion of a structure by adding a new predicate that is not definable by any
formula in the original language. To consider an externally definable expansion, we define the extension of a
model in both essential and non-essential case. Such expansions can lead to significant changes in the properties
of the resulting structure. We focus on the case of externally definable expansions, where the new relation is given
by the intersection of a formula defined in an elementary extension with the original structure. The concept of a
uniformly externally definable expansion was first introduced by Macpherson, Marker, and Steinhorn in the context
of expansions by cuts in submodels of o-minimal structures over the real numbers. Subsequently, Baizhanov
demonstrated that expanding a model of a weakly o-minimal theory by a family of convex sets preserves both weak
o-minimality and uniform external definability. We establish conditions for external expansions under which the
key properties of the original structure are preserved.

Keywords: expansion, externally definable expansion, convex-to-right (left) 2-formula, quasineighborhood
and neighborhood.

Introduction

External definability. Let i = (M, Z} be a structure of a signature E. We consider an extension
¥ =2 U {U™] of the signature £. We say that M = (M,E*) is an expansion of M, if U € Z. An
expansionis essential ifthere isa formulay * (%, ¥) ofthe signature ¥ suchthaty ¥ (M*, &) = 6(M, b)
for any definable set (I, 5) of M. In the opposite case we 1y that the expansion is non-essenti .
In particular, any constant expansion is non-essential. Let I be an elementary substructure of ¥
M < N. We say that U is externally definable, if there exists a formula ¥(X, &) of the signature T
with & € N and & & M such that

U(I™) = $(R,a) NM".

We say that an expansion is externally definable, if any definable subset in the expanded language
is externally definable.

Let A € M. A complete type p(x) € 5(A) is said to be definable, if for any formula (X, ¥) there
exists 8, (¥, @), where @ € A, such that for any b € A

[W(£,b) Ep & M =0,(b a)l.

S. Shelah proved that a complete theory T is stable if and only if for any model I = {(M;Z} =T
and for any set 4 & M any type over 4 is definable. Thus, it is well-known that if a theory T is stable,
any externally definable expansion is non-essential. Indeed, we consider an externally definable

expansion of a model M of a stable theory such that for (¥, @), @ € N\M, ¢(%, @) N M = U(IM™),
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here M is an elementary substructure of 3. Let & € M be such that M* = U(5). Then M = (b, @),

it means that ¥(b, ¥) € tp(&|M). Since T is stable then t2{&|M) is definable, and consequently there
exists an M-definable formula €, (¥, @), @ € M such that

[W(b,7) Etp(a|M) & M = 6(b, a)].
Thus,
U(M™) = 0, (M, a).

In each formula of =¥ we replace U{¥) with 8, (7, a@). So, any parametrically definable set in
™M™ is equal to a parametrically definable set . This means that this expansion is non-essential.
Thus, any externally definable expansion of a model of a stable theory is non-essential expansion. So,
we consider externally definable expansions for unstable theories.

Materials and methods

Bruno Poizat introduced the notion of a beautiful pair. We say that a pair (9%, %) of models of T
is beautiful, if M is |T| " -saturated and for each & € N each type over M U {@} is realized in . Let
@ € N\M and p : = tp(@|M). Then for each formula ¥ (%, ¥) we define the predicate Ry @) on
the set M as follows:

M= Riym(@) © ¥ix, a) € tp(alM) & N = ¢(a, a).

Here, we denote the expanded structure by M = (M; E+}, where
£t = {Riypm ) Ip €S(M), ¢ € L},

We say that M is externally definable if each new predicate is externally definable. It follows
from definition that if a pair of models (M, N} is a conservative pair (the type of any tuple of elements

from N over M is definable), then the structure M is the structure obtained from M by Scolemization
of M. In the paper, we consider the cases where M is constructed from one 1-type for an unstable
theory.

Let M be » mndal af 3 complete theory T of a signature . We say that 331; is the expansion of
D by the type P € S1(M)_if M : = (M;ZI). where BF 1= (R, () |9 €T},

An externally definable expansion M* = (M;Z U {U'}) is a uniformly externally definable
expansion, if for some 3 = T, for any ¢ (x) of E+, there exists K m(fj @) of £ with & € N, such that
for each @ € M the following holds:

M = eld) &N EK(ad).

Originally, the notion of a uniformly externally definable expansion was considered in the paper
by D. Macpherson, D. Marker, and C. Steinhorn for a cut in a submodel of an o-minimal model with
the universe consisting of all real numbers [2]. B. Baizhanov proved that an expansion of a model of
a weakly o-minimal theory by a family of convex sets is weakly o-minimal and uniformly externally
definable [3]. S. Shelah in proved that the expansion of a model of a dependent theory (NIP) by all
externally definable relations is uniformly externally definable and NIP [4].
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Results and discussion

A set A © M of linearly ordered structure I} is said to be convex, if for any a, b € A such that
a < b, it follows foranyc € M (a =c = b — ¢ € A). A 2-formula ¥(x, ¥) is said to be convex-to-
right if for any & € (Ixy{x, ¥)) (M), the set W{I, &) is a convex set and & = inf (Wi, @), Similarly,
a 2-formula ¥ (x, ¥) is said to be convex to the left if for any @ € (Ixy(x, y)) (), the set Y (M, a)
is a convex set and @ = sup (I, &)

Definition 1. Let M = (M; <, ...} be a linearly ordered structure, 4 € M, and let ¢{x,¥) be a
definable formula [5].

1) The convex closure of a formula ¥ (x,a) is the following formula:
¢ (x,a) := 3y, 3y (e, d) Ao (1, @) Ay = x = 3,).
2) The convex closure of a type p(x) € 5:(4) is the following type:
p°(x) : ={¢°(x,d) | @(x,a) €p}.

Main Theorem. Let I = {(M; <, ...} be a linearly ordered structure. Let 4 and & be subsets of M.
We write A < Bifa < b forany@ €A and b € B, We write A < bif A < {b}ang b < Ajr{b} <A
. A partition of M (o € and D is said to be a cut, if € < DA cut (€, D) is said to be irrational, if
B(M) = C and (M) # D for any M-definable 1-formula ©(x).

Theorem 1. Let M = (M; E} be a structure, where £ ={=,<, ..} and = is interpreted as a
linear order. Let (€: D) be an irrational cut in T and let for some 3 > M there exists @ € N\M
such that C < & < D. Assume also that for any formula & (%,3), such that H(T &) is convex-to-
right or to the left and contains an element different from &, it holds that H(J,a) "M # @ Then

WM™ = (M; ZU {U'}) is a uniformly externally definable expansion, where U(0™) = C.
Proof. For each formula L{x) we define

E (x,y):=L(x)AL(MAVz((x=z=yVy=z =x) = L(2)).

We note that E; is an equivalence relation on L{J)}) such that each E; -class is a convex set.

Lemma3.Letp € 5, (M) besuchthat ®(N, ) N M = @ forany & € p“(N) and for any convex to
the left M-formula ©(%. ¥) that is not equivalentto* = ¥, Let L(x) be an M-formula and 8 € L(N)

IfE, (N, ) np(N) = ©, then p®(N) < E (N, f).

Proof. By definition of Ej, it holds that L{N) =Ugg;ran B (N, B). By definition of a type, we
obtain that L(x) € p < thereis § € L{N) N p(N). Then E; (x, §) A x < f§ is a formula that is convex
to the left. By the hypothesis of this lemma, E; (N, f) N M # @,

Let b € E,(N,B)NM and E,(N,B) =E,(N,b). We consider the right side of E;(x, £),
that is, E, (x, §) Ax = [, and conclude that there is ¢ € M such that E(N,c) = E(N, §), that is
why p°(N) << c. Then b < f§ < ¢ and T &= E; (b, c). The last implies the following inclusions:
p(N) € p°(N) € E, (N, B). [

We prove that for each formula @ (%x;,%, .., x,) of E¥ =X U {/] there exists a formula
K5 (xys oy X, @) and & € N\M such that @(I7) = K (" a)nM",
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We prove it by induction in the complexity of the construction of ¢. First, we assume that
@{(x,...x,) has the following form:

@(x, %5, e, X,) = (Hl(xl.. LX) A E_,.E\;E_U(xi}) % (H2 (... ) A EE\;?U(XE}) v
VoV (Hy(xg ) A ;Eff u(x)),
where Hy (21, ---an}, H, (xy, "'an}, e H, (%1, -, %) are formulas of £ and
“U@) =U(x), ife =1, mnd
U) = -U@), ife =0

We put €7 = {EfJ Ei- €Y.
Let @ € M™, Assume that ™ = @(d). Then

W = (B, @ A AFU@)) v (@ A AFU(@))V v (H(DA AUG))

Suppose, that M* = Hy (@) A A% U(a,)). Then M = Hy (@), and then M = *U(a;) if and only
if M Ea; < a aswellasM™ = U(a;) ifand only if N &= a; <a;.
We introduce the following notation. We write

{ﬂ?l:(aiia}ﬁﬁﬂ'tl:aiim if el = 1, and
Ne(g <a)eoRea<a, ife =0

Then
N E=EH(@)A E"L (< ﬂf}EE_
implies that =
N e (Hl(a} ﬂiﬁll(a < ai}EE—) V(Hz(a'} ﬂizxi(a < ai}EEl)‘-.-" oV
v (Hy(@) A E_,Ell(a < a)%).
We also denote

Hm(xj_l "'anjﬂ} = U (P{J(ﬂ_} Y ..l'r"|. (ﬂ-i < G[}Ell)
i=1 i=1

Then M™ & @(d) if and only if N & K, (a, &).
Suppose that for a formula ¥y, X) of E* there exists a formula K + O x, &) of E such that for
any ¢,a@ € M we have that

MW" =yl d) © N E=Kyleda)

Then we construct K, (£, @) for the formula @ (x) : = 3y (v, ).
We claim that

Kp(x a):=3z3y(K,nX, a) A\Ve(z = v <a = K,y x,v))
satisfies the requirement.

(%) Let @ € M be such that % = K,(@, @) this means
NeEIzIy(Eyvaa) AVv(z = v < a = Kyly,a,v))
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By Lemma 3 we consider the formula
Flz,a,a) :=3y(Ky(na,a) AVv(z = v < a = K;u(y,a,v)).

Note that F{z, @, &) is convex to the left. By the hypothesis of the theorem there exists b € M
such that
NeFbaaeNey(EyaaAVwb=v<a—Ky(yav);
that is why F(b, a,t) € tp{a/M). By Lemma 3 there exists ¢ € M such that

N eF(bachb=<a<rc

this means that
Ney(Eynac)Ave(b = v <c— Kylyav))

Since ¥} < 1, so _ _
M =Iv(Ey oy ac) Ave(b = v <c - K,y av)).

Let m € M be such that _ _
M= Kyma,c) AVe(b =v <c - K,(m,av)).

Then f =EVv(b = v < ¢ = K, (m,a,v)). Since b < & < ¢, we obtain N = K (m,a, a). By
the induction assumption M™ = P(m,d). So, WM™ =3Iy (¥, @) and WM™ = @(d).

(FVLetM™ & @(a). Recall that@(x) = Iy (y, £)) thenM™ = Iy(y (¥,d)) and, consequently
M = ¢(m,a) for some m € M. By the induction hypothesis,

M =eyY(ma) @ NE Hﬁb(mja',:x}.

We consider ¢, which is the convex hull of p = tp(a/M). By Lemma and since Ky (m, @, t) is
convex, there exists &,¢ € M such that b << p°(N) < ¢. So, we have

NE(Ky(m,a,a) A\Vv(b=v <c— Ky(mav))
NeEy(Eynaa) AVe(b = v <c— Kylyav)).
Since b = @& = ¢, we obtain

Nedy(EynaaAvVeb=v<a-— Ky av),
NEIzIy(EL O aa) AVv(z <v < a—= Kylyav))
Then ¥} E f(m(ﬁ, o). [

and, consequently

and

Conclusion

In conclusion, our investigation of externally definable expansions highlights the delicate balance
between enriching a structure with new predicates and preserving its fundamental model-theoretic
properties. By distinguishing between essential and non-essential extensions, we clarify when such
expansions maintain the behavior of the original model. Building on earlier work in o-minimal and
weakly o-minimal settings, we provide general conditions under which key properties — such as
uniform external definability are retained. These results contribute to a deeper understanding of the
model-theoretic stability of structures under externally definable expansions.
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"MaremaTrka )KoHe MaTeMaTHKAJIBbIK MOJICIIb/ICY HHCTUTYThI, AJIMaThl K., Kazakcran
BIPKEJIKI CBIPTTAM AHBIKTAJIATBIH BAUBITY

AnjiaTna

byn makamana KypeUIBIMIAFbl Tl OaibITy Macenenepi KapacThIpbuiajibl. J{oy1 ochl Ke3ne KYpPBUIBIMHBIH
emr6ip popMymackMeH Coifikec KeIMEUTIH )kKaHa IpeAnKaT Kochutaasl. CRIPTTail aHBIKTAIATHIH OAWBITYTap bl Kapac-
TBIPY YIIIH MOJICNB/IIH MaHbI3/Ibl JKOHE MaHBI3/Ibl eMeC 0albIThUTY YFBIMIAPBI eHri3ineni. by xarnaiiaa sxaHaaan
aJNbIHFaH KYPBUIBIMHBIH KacHeTTepi alTapibIKTail e3repyi MyMKiH. JKaHa KaTblHAc ajeMeHTap OailbIThUIbIMIIA
aHBIKTaJFaH (OpPMyJIaHBIH OacTankbl KYPbUIBIMMEH KHBUIBICYBI OOJNFaH Ke3le ChIPTTall aHBIKTaJaThlH OalbITy
JKaF/1aiibl KapacThIPbIIagbl. BipKaIbINTEI CHIPTTAl aHBIKTANAThIH OalbITY YFBIMBIH anFam per MakdepcoH, Map-
Kep skoHe CTalfHXOPH HaKTHI CaH/Iap JKUBIHBIHAFB O-MUHAMAI KYPBIIBIM/IAP/IBIH 1IIKi MOAETbACPIH/ET] KHBIIBICY
apKBLUTBI OalBITY KOHTEKCiH e eHTisreH. Keiinipek baikaHOoB 9JICi3 0-MUHUMAIIIBI TEOPHSI MOJICITiH IOHEC KUBIHIAP
TONTACTBIFbI APKbUIbI 0aifbITy OYJI MOJENBIIH 9pi 9JCi3 O-MUHUMANIBUIBIFBIH, 9pi OIpKAJBINTHI CHIPTTA aHBIK-
TaJATBIH/IBIFBIH CAKTANTHIHBIH Jonenaesni. ChIpTKbl OalibITy HIapTTaphl aHBIKTANBII, OHJIA OacTarKbl KYPbIIBIMHBIH
HETI3r1 KaCHeTTepi CaKTala bl

Tipek ce3aep: O0albITy, CHIPTTAll aHBIKTANATHIH OaifbITY, HOHEC OHFa (coira) 2-hopMylna, KepIIiec jKoHE
KBa3H-KepIIiec.
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'MIHCTHTYT MaTeMaTHKN 1 MaTeMaTHIeCKOTO MOACIUPOBaHus, I. Anmartsl, Kazaxcran
PABHOMEPHO BHEITHE OIIPEJIEJIMMOE OBOT'AIIEHUE

AHHOTAIUA
B »T0i1 cTaTthe MBI paccMaTprBaeM BOIPOCH 00OTAIICHUS SI3bIKA B CTPYKTYPE, KOTIa T00ABIIICTCS HOBBIH Ipe-
JIKAT, HE COBIAIAIOINIUI HU C OHOM (hOpMYII0it CTPYKTYpBL. J[jisi pacCMOTpeHHsI BHEIITHE OMPEIEIMMbIX PacIIipe-
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HUU MbI BBOJUM IIOHATHE PACILIUPEHUS MOJEIH B CYLIECTBEHHOM M HECYLECTBEHHOM cilydasx. [Ipu aToM moryt
CYILIECTBEHHO MEHATHCSI CBOMCTBA BHOBb IOJIYYEHHOH CTPYKTyphl. PaccMOTpeH citydail BHEIIHE ONpeneIuMOoro
oborareHus, Korja HOBOE OTHOILICHHUE SIBISICTCS ITepeceueHneM (OpMYIIbl, OTIPeIeNICHHON B AJIEMEHTApHOM pac-
MIMPEHUH, C UCXOIHOH cTpyKTypoi. [ToHsITHE paBHOMEPHO BHEIIHE ONPEACINMOTO PAcIUIMPEHUst ObUIO BIICPBBIC
BBezieHO Makdepconom, Mapkepom n CTalfHXOPHOM B KOHTEKCTE PACHIMPEHUH C TTIOMOIIBIO CEUSHHH B TIOAMOIC-
JSIX O-MHHUMAJIBHBIX CTPYKTYp HaJl MHOXKECTBOM BEIIECTBEHHBIX uHcell. Brnocnencteun baiiaHoB mokasal, u4To
pacumpeHie MoJIeNiu ¢1ab0 O-MUHMMAIIBHOM TEOPUU CEMEWCTBOM BBIMYKJIBIX MHOXKECTB COXpaHSET Kak ciiadyro
0-MHHHUMAJIBHOCTb, TaK U PABHOMEPHYIO BHEIIHIOIO ONPEIEIUMOCTb. [1oydeHs! ycIoBuUs Ha BHELIHee odorarie-
HUE, IPU KOTOPOM COXPAHSIOTCSI OCHOBHBIE CBOMCTBA UCXOAHOM CTPYKTYPBI.

KuroueBble cj10Ba: o0oramieHme, BHEIIHE OMpPeIeIMMOoe 000TrallieH|e, BRITYKIIas BIpaBo (BIeBo) 2-hopmyra,
OKPECTHOCTh M KBa3HOKPECTHOCTD.
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