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Abstract: A Virtual Private Network (VPN) provides the data encryption and checks security in order to
provide privacy authorized users. The VPN restricts the unauthorizedperson to gain the access to server. This
paper presents a detailed information andprovides classification on different types o f VPN. The detail concept
ofan encrypted tunnel and data encryption processes are discussed. Furthermore, Internet Protocol Security
(IPsec) and layer-based VPN are deliberated. As, the Virtual Network Service (VNS) provides management
capabilities and performance properties is also included in this review. Finally, the router's virtualization is
obtained by conducting the experiments.
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BUPTYANbAbLI XXEKE XXENIHI WWONY

AygaTna: BXOK (BupTyanbibl >Keke >Xeni) gepekTepdi wudpnay YWiH LongaHbinagbl, COHbIMEH LaTap
aunapaTThbl 6orge agamaapabiy, LonbiHa mYcney YLiH, Layinci3gikneH wynuanbilTbl LamMTamachI3 eTefi.
BXX)K cepsiici pyucaTchi3 6enrici3 Tynranapra cepsepre Kipyre MymKiHAik 6epmeiigi. bByn mauanaga cis
BXX)K >kalinbl Tonbiy, aunapaTThl Lapail anacbi3 >K3He BXXXK-HiL, apTypni TvnTepre >KiKTeNreHi Typanbl
6ine anacbi3. [epekTepai wudpnaHraH TyHHenbgeH Kayincizgik XaTTamachl (I1Psec) >ksHe BXXXK apupbinbl
TacbiMangayra 6onagbl. OcblHAalh MyMKiHAIKTepai BupTyanbabl Xeni LbismeTi (BXXK) 6epegi. BXK
MapLIyTM3aTOopAbl AepekTep >KaHe bacuapy >KasblUThILTapbiHaa BAPTYabgay YLUiH LoffaHbliagbl.
Bbacuapy >kasbiyTbirbiHa BXXK MapLupyTTay >X3He curHanmsauusaHbl, an AepekTep >KasblUuThbIrbiH4a
NakeTTiK 6arbITTay >K3He KaHa/daH 0TKi3y UabineTTiniriH uamTamacbI3 eTegi.

TYMHdi cB3gep: BXOK, BXXK, TyHHenbaey, IPsec, wudpnay >ksHe IKE

OBLUWPHBIN OB30P BUPTYA/IBHOWM YACTHOW CETWU

AHHOTaumsa: BupTyanbHaa 4yacTHad ceTb (BYUC) obecreuvBaeT LIMGPOBaHNE [AaHHbIX M MNPOBEPSET
6e3oMmacHOCTb A1 06ecriedeHUs  KOH(MAEHUMANbHOCTM  aBTOPM30BaHHbIX  Monb3oBaTeneidl. BUC
orpaHM4MBaeT [OCTYN MOCTOPOHHEr0 fMua K cepeepy. B aToM JoKymeHTe npeAcTasfieHa noapobHas
NHopMaums 1 npeacTasneHa Knaccudmkaums pasnmyHbix Tunos BUC. O6cy>kaaeTcs nogpobHas KoHUenuus
3alMpPoBaHHOr0 TYHHENS M MPOLLECCOB LUMGPOBaHUA AaHHbIX. Kpome ToOro, 06Cy>kaaloTCA BOMPOChHI
6e3onacHocTK npoTokona MHTepHeTa (IPsec) n BUC Ha ocHOBe ypoBHS. BupTyanbHas ceTeBas Cny>kba
(BCC) npepocTaensieT BOSMOXKHOCT W yNpaBneHnsl, a CBOCTBa MPOM3BOANTEMbHOCTUN Tak>Ke BK/IOUEHbI B
3TOT 00630p. HakoHel, BpTyaM3aLms MapLUpy Tr3aTopa noayyaeTcs nyTem NpoBefeHUst IKCNepyMeHTOB.

Kntouesble cnosa: BUC, BCC, TyHHenuposaHue, IPsec, wugposaHue u IKE

Introduction

Virtual private network achieves better se-  area network infrastructure [1-3]. In traditional
curity in transmission across the all internet us-  connectivity, there is no secure communication
ers. A VPN service is used to construct a wide  between client and server and any unauthorized
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person can easily connect with internet. So, VPN
provide secure communication between client
and user. In VPN, we can share common physical
network infrastructure among multiple VPNs to
provide high security.

VPN technology was developed to allow
remote users and branch offices to access cor-
porate applications and resources [4].To en-
sure security, the private network connection is
established using an encrypted layered tunnel-
ing protocol and VPN users use authentication
methods, including passwords or certificates,
to gain access to the VPN [5-6]. In other appli-
cations, Internet users may secure their trans-
actions with a VPN, to circumvent geo-restric-
tions and censorship, or to connect to proxy
servers to protect personal identity and loca-
tion to stay anonymous on the Internet. How-
ever, some websites block access to known
VPN technology to prevent the circumvention
of their geo-restrictions, and many VPN pro-
viders have been developing strategies to get
around these roadblocks.

To improve security solution, we can pro-
vide Effective and Extensive Virtual Private Net-
work called (EEVPN), that is more effective be-
cause it is faster and also more secure than other
VPNs [7]. We can test the performance of VPN
with the help of operating systems. We can check
on CPU and memory usage in VPN i) we can
reduce usage of CPU and data of memory ii) we
can compare in both side of VPN one is hard-
ware and other is software side [8].

In VPN, Layer 2 consists of frame relay and
ATM and in layer 3 there is an IPsec & firewall
[9]. Frame relay and ATM circuits, it is increas-
ing to use private network other than circuits.

VNS SYSTEM

A Virtual Network Services is defined as
value - added network service based on wide
area IP network. At firstly, this system is based
on leased lines that cost is too much high but then
after invented low cost, different virtual circuit
services like Frame relay and X.25, where we
can possibly find virtual private network. But,
it cannot provide two functions like availability
and functionality sufficiently. So, we have to en-
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sure that quality of services (QoS) and confiden-
tiality of data (Fig.1).

Host running
VANESA

Figure 1 - VPN controller and other VPN
connected with virtual link in VNS

A VNS service is mostly used virtual links
for better communication. It is used for site to
site network connectivity. A virtual link is used
for two physical nodes in the VPN [10].

We can say that Darwin based router has single
forwarding table and it also has some features like
packet scheduling (Fig.2), packet classifier, pro-
grammable interface, signaling protocol module.

In the other hand, a virtualized VNS router
has two plane names as data plane and control
plane, which provide unique needs of each VPN.
In data plane, each VPN has own link bandwidth
and forwarding table because a virtualized VPN
has multiple forwarding table and virtual link, so
that each VPN can use own. In control plane, it
provides signaling protocols and custom VPN
routing protocols.

A. The multiple VPN interfaces

As shown in fig, there is two VPNs are con-
nected by virtual link, we can see that VPN #1 is
defined as dotted line and VPN #2 has light shade
line. VPN #1 has IP address 10.2.1/24 and VPN
#2 has IP address 10.1.1/24.
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Difference between VNS router & Virtualized VNS Router

VNS Rou er Virtua izec VNS Router
routing signaling
protocol protocol
vpn3
vpn2
(rd) (rd)
Forwarding
Tab e forwarding
table
Classifier Classifier
vpn2
Scneduer forwarding
tab e
network iden:mer card network identifier card
One physical link One physical link

Figure 2 - Virtualized VNS routers

Core routers

Edge router Edge router

Figure 3 - Basic concept illustrated with 2 VPN
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Src Dest.
H5 H4
* *

H3 H4

Action
Permit
Deny

Permit

Figure 4 - lllegal policy modification in localpolicy Server

There is mainly five router used for commu-
nication: A, B, C, D, E. Here, A and E are edge
routers and they provide Internet protocol secu-
rity and encapsulating IP headers. Other, B, C, D
are core routers that are not directly connected to
VPN (Fig.3).

B. Policy BasedHybrid Security Management

In past, any server could use local policy da-
tabase to any clients. There are many limitations
of IETF proposed architecture, for example, lack
of consistent. As shown in below fig 4, we can
say that global VPN administrator can control
global policies on local policy server (PS) and do
not have permit to monitor and to control the lo-
cal policies (Fig.4).
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It’s possible to control over the VPN if all
control and modification is given like access, to
only VPN(global) administrator. As shown in fig,
local admin of domain create security issues or
violating the rules of global policies. This prob-
lem can be solved by global policy based man-
agement system [8].

C. Design ofHybrid Security Policy System

It’s possible to reduce limitations of local
based policy system. The hybrid security policy
system distributes global policies from VPN ad-
ministrator and verifies consistency of the poli-
cies from local administrator.

Given figure shows all component and
structure of the hybrid security management sys-
tem (Fig.5).
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Figure 5 - Interworking between policy server and security policy manager

 Security Policy Manager (SPM): It gives
response to policy server and transfer policy to se-
curity policy server. It has global SPD to exchange
policy information. It performs verification, decor
relation and policy resolution process and store it
into SPD. Also, it checks if the policy is continu-
ous throughout all process of verification [11].

* Security Policy Database (SPD): Every
security domain must maintain database which is
two types of database.

* Global Policy Database. It contains all
the policies to the entire provider’s network. It is
created by the VPN admin by automatically NM
tools or manually.

* Local Policy Database. It contains all
policies for security domain. New policies are
merged with previous SPD by helping policy
resolution process.

*Security Policy Server (SPS): It plays role
of effective local policy into security gateway,
policy servers exchange policy information us-
ing security policy protocols Policies must be
verified by Security policy manager by helping
verification process.

*Security Policy Protocols: It specifies how
policies information exchanged and what poli-
cies information exchanged and process. It uses
six different message types used to exchange pol-
icy information.

GRE TUNNELING

GRE is a tunneling protocol and CISCO
proprietary for multicast address security. It
provides virtual circuit without hiding the in-
formation or data while transferring through
the network. Currently internet that is provided
by any ISP is not secure and does not provide
authentication. Due to lack of surety it does
not provide good security for users. Through
GRE protocol it’s possible to create virtual
tunnel between source and destination. GRE
tunnel interfaces must be configured properly
and updated in routing protocols. Here most
noticeable point is that destination host must
be reachable. On other situation on layer 1and
layer 2 then source cannot connect to destina-
tion [11].
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A. Security servicesprovided by IPsec

IPsec/VPN tunnel work on two modes, tun-
nel mode provide virtual connection between two
ends whereas transport mode provide authenti-
cation and encryption techniques for secure data
transmission. It provides good protection against
attackers. It used following protocols:

Security protocol: AH, ESP, ESP + AH;

Encryption: DES,3DES, AES;

Authentication: MD5, SHA-1;

Protection: DH1, DH2, DH3.

methodology

Given work describe currents problems in
tunnel technologies and network performances.
It will explain how to solve these issues and pre-
vent our data from malware in the internet.

B. Network equipment

In lab experiments we used three routers:
one as HQ(headquarters),on other end Branch
and ISP which provide internet connectivity.
Some switches are also used at both sides to
create LAN and some hosts PCs. Here it’s used
“Wire shark” to capture the packets and analyze
them. Also Jperf 2.0 used to analyze UDP and
TCP performance between two systems.

C. Implementation

In above figure, it’s shown basic network
connectivity. On left hand HQ is connected with
its private network and on right hand Branch is
connected with its private LAN. Between them
internet is provided by ISP. Here we take two sce-
nario, first is creating with GRE tunnel between
two end point, and in second scenario we creat-
ed IPsec/VPN between them. After both scenar-
ios we sent traffic between two end devices. By
using “Wire shark” and Jperfwe check security
information of GRE and IPsec/VPN tunnel and
understand TCP and UDP performance.

D. Configurations

 Create OSPF routing process
* Create tunnel interfaces
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» Configure tunnel interfaces
» Update OSPF network statements
* Verify OSPF neighbors

Here first of all we configured all IP address
on all three routers interfaces, then give tunnel
IP address on both end: HQ and Branch routers.
We put all routes in OSPF area 0 with in ISP. For
our verification we verify ospfneighbors by using
OSPF neighbor command. Below figure shows all
primary configurations on HQ and Branch [12].

HQ “# sh running-config”

Figure 6 - IPsec over GRE tunnel

In OSPF area 0 all routers must be working
properly and have neighbor relationship estab-
lish between them. Otherwise, routing will not be
successful and traffic from HQ to Branch will not
go to other side. We also need to make sure if end
devices got their router ID properly or not. In this
practical we took loopback interfaces according
to ID rule on both sides, so both routers have ID
as loopback IP address.

Here, we also updated tunnel interfaces in
OSPF routing update. For better security, we can
use keep alive command by define specific time
interval on both sides of tunnel interfaces.

E. Encryption Process

« Define traffic to be encrypted (traffic only
goes from HQ to Branch)

» Phase 1: ISAKMP policy

* Define shared secret key

* Phase 2: IPsec transform set

* Create crypto-map

» Apply crypto-map to interfaces

* Verification
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Icrypto isakrap policy 1

ip cep synwaic-rime 5

encr aes
authentication pre-share
group 2

mcrypto isakrop key KEY address 192.168.23.3

interface LoopbackO
ip address 172.16.1.1 255.255.255.0

mcrypto ipsec transform-set TRANS-SET-GRE-TUNNEL esp-aes esp-sha-hmac

Icrypto map IP5EC-CRYPTO 1 ipsec-isakmp

interface TunnelO

ip address 10.10.1.1 255.255.255.252
tunnel source FastEthernet0/0

tunnel destination 192.168.23.3

interface FastEthernet0/0

ip address 192.168.12.1 255.255.255.0
duplex auto

speed auto

interface FastEthernetO/1
no ip address

shutdown

duplex auto

speed auto

description to Branch

set peer 192.168.23.3

set transform-set TRANS-SET-GRE-TUNNEL
match address IPSEC-TRAFFIC

lip tep synwait-time S

[interface LoopbackO
ip address 172.16.1.1 255.255.255.0

[interface TunnelO

router ospf 123
log-adjacency-changes

router ospf 10

log-adjacency-changes

network 10.10.1.0 0.0.0.3 area O
network 172.16.1.0 0.0.0.255 area O
network 192.168.12.0 0.0.0.255 area 0

ip address 10.10.1.1 255.255.255.252
ip ospf mtu-ignore

keepalive 3 2

tunnel source FastEthernet0/0

tunnel destination 192.168.23.3
tunnel path-mtu-discovery

crypto map IP5EC-CRYPTO

[interface FastEthernet0/0

ip forward-protocol nd

no ip http server
no ip http secure-server

ip address 192.168.12.1 255.255.255.0
duplex auto

speed auto

crypto map IP5EC-CRYPTO

[interface FastEthernet0/1

no cdp log mismatch duplex

no ip address
shutdown
duplex auto
speed auto

Irouter ospf 123

control-plane
--More— |

Figure 7 - FirstStage configuration

After all configuration will be done on HQ
and Branch router, traffic will goes from HQ to
Branch and it will transfer in encrypted form.
Here we defined pre-shared secret key “KEY”
on both side. Here we defined ISAKMP policy
1 and in this policy we configured authentication
as pre-shared key, encryption as AES 128 bit by
default, deffi-hellman group 2 key exchanges the
algorithms, some description match parameters
such as transform-set and destination IP address
etc.

It is necessary that crypto-map is given in
physical routers interface and virtual tunnel in-
terfaces, otherwise traffic will go in encrypted
form. Here is GRE (generic encapsulation) pro-
tocol provides multi-cast packet security, because
IPsec only provides unicast packet security [13].

log-adj acency-changes

Figure 8 - Applying crypto-map

In this process we apply crypto-map on both
side routers and define some matching param-
eters such as peer IP address, set transform-set
and match access-list address. Here we used
path-mtu-discovery command for cleanup and
ospfmtu-ignore to ignore the MTU in DBD pack-
ets.

resul ts

The required commands (mtu-discovery and
ospfmtu-ignore) are used to encrypt data on the
both routers depicted in Figure 9.

HQ# SH crypto IPsec SA (security associa-
tion)

From the picture above, we can say that
now our Ipsec/VPN is working perfectly and all
traffic is going in encrypted form.
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Figure 9 - VPN verification
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Time Scurce Desbnabon Protocol Length Info

7401 491.030085192.168.12.1 192.168.23.3 £5P 1J4 ESP (5PI=0xbfdfSd50)
7402 491.090088192.168.23.3 192.168.12.1 ESP 102 ESP (SPI=0xd03cf078)
7403 491.640120192.168.23.3 192.168.12.1 ESP 182 ESP (SPI=0xd03cf078)
7404 491.996140192.168.23.3 192.168.12.1 ESP 134 ESP (SPI=0xd03cf078)
7405 492.000140192.168.12.1 192.168.23.3 E5P 102 ESP (5PI=0xbfdfSd50)
7406 494.050258192.168.12.1 192.168.23.3 ESP 134 ESP (5PI=0xbfdfSd50)
7407 494.136263 192.168.23.3 192.168.12.1 ESP 102 ESP (5PI=0xd03cf078)

7408 494.592289¢2:01:62 :cc:00:00
7409 494.6832W ¢2:02:76:94:00:00

€2:01:62:cc:00:00 LooP
€2:02:76:94:00:00 LooP

60 Reply
60 Reply

7410 495.006312 192.168.23.3 192.168.12.1 E5P 134 ESP (SPI=0xd03cf078)
7411 495.009313 192.168.12.1 192.168.23.3 ESP 102 ESP (SPI=0xbfdf5d50)
7412 497.039429192.168.12.1 192.168.23.3 ESP 134 ESP (SPI=OxbfdfSd50)
7413 497.103432 192.168.23.3 192.168.12.1 ESP 102 ESP (5P1*0xd03cf078)
7414 498.066487 192.168.23.3 192.168.12.1 ESP 134 ESP (SPW)xd03cf078)
7415 498.069488 192.168.12.1 192.168.23.3 ESP 102 ESP (SPI-OxbfdfSdM)
7416 498.409507192.168.12.1 224.0.0.5 OSPF 04 Hello Packet

7417 498.520513 192.168.12.2 224.0.0.5 OSPF 9 Hello Packet

7418 499.249555192.168.12.1 192.168.23.3 ESP 182 ESP (SPI=0xbfdf5d50)
7419 500.039600192.168.12.1 192.168.23.3 ESP 134 ESP (SPI-0xbfdfSd50)
7420 500.059601192.168.23.3 192.168.12.1 ESP 102 ESP (SPMxd03cf078)

internet protocol Version 4, Src: 192.168.23.3 (192.168.23.3), DSt; 192.168.12.1 (192.168.12.1)

version: 4
Header Length: 20 bytes

| Differentiated services Field: OxcO (DSCP 0x30: Class selector 6; ECU: 0x00: Not-ECT (Hot ECH-capable Transport))

Total Length: 120
Identification: 0x045(1 (1117)

8 Flags: 0x00
Fragment offset: 0
Time to live: 254
Protocol: Encap security Payload (50)

* Header checksum: 0xI2e2 [validation disabled]
source: 192.168.23.3 (192.168.23.3)
Destination: 192.168.12.1 (192.168.12.1)
[Source GeolP: unknown]

[Destination ceolP: unknown]

- Encapsulating security Payload
ESP 5P1: 0xd03cf078 (3493654648)
ESP Sequence: 228

0000 c¢2 01 62 cc 00 00 c2 02
0010 00 78 W 5d 0o 00 fe 32
0020 Oc 01 d0 3c to 78 00 00 00 e4 so de 05 td ae 22
0030 59 68 a5 6b 62 49 cd Sd 58 15 71 cc 4d c9 66 3d

0040 ¢S b6 bd 6a 54 Ot el el n 3plc e2la 67 n
en ad .in Bl 9N 1k fl nt 73 13 wo On 3k B3

76 94 00 00 08 00 45 cO  ..b ..o VB
12 €2 co a6 17 03 O a$ 2

Yh.kbl.. x.q.H.f=
.

Figure 10 - Capture ESP packets in wire-shark

Packets encrypted here are 143 and packets
decrypted are 142. Here is also used wire-shark
packet analyzer tool to check traffic packets.

From this result we can figure out what is
frame and what is encapsulation type is working.
We can also notify frame length from captured
packets. Encapsulating security payload is work-
ing here [14].

layer based vpn

A. L1TP: Layer1 VPN

This is advance of VPN emerged to over-
come the need of advance packet switching con-
cept of layer2 and layer3. Nowadays big organi-
zations want to establish their own network in-
frastructure, but they cannot relocate, and some
want to divide their large transport network in
to layer 1 virtual network. L1VPN solve this
problem by allocating clients resources to their

physical network. L1VPN uses GMPLS for in-
terfaces of clients and services provider, whereas
GMPLS is mainly used for routing and signaling.
L1VPN has 3 main component client edge (CE),
provider edge (PE) and provider core nodes (P).
The PE is placed near the access point between
client and career network. P is connected to ei-
ther P or PE. CE maintains connectivity between
V1VPN.

L1VPN has 2 main services centralize man-
agement control and distributed GMPLS control
[15-16].

B. L1TP: Layer 2 VPN

Few decades ago the ATM and Frame re-
lay used to be connected through the backbone
of service providers layer 2. It is changed now,
most of providers following MPLS/IP technol-
ogy. In L2VPN the service providers follow L2
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Figure 11 - Layer 1 VPN

MPLS-L2VPN VPLS

pi

Figure 12 - Layer 2 VPN

connection for client communication by using L3
as backbone.

L2 VPN has 2 service Virtual Private
Wire Service and Virtual Private LAN service
[17-18].

Virtual Private Wire Service: Based on point
to point service this method connects 2 remote
customers at remote places by creating illusion
so that they appeared to be on same network.

Normally to connect ATM/Frame Relay
sites from provider to customers.

Virtual Private LAN Service: Based on sin-
gle to multi point service, the illusion is created
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between number customers, so that connection
between them appeared on same LAN.

C. Layer 3VPN

The L3VPN are classified as client edge (CE)
and provider edge (PE), this VPN creates illusion
over its network infrastructure for clients [19].

* Client Edge (CE): Service provider per-
forms all VPN operation such as managing and
configuration on customers CE. Tunnel is estab-
lished between 2 client edges.

* Provider Edge (PE): Service provider per-
forms all VPN operation such as managing and
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configuration on customers PE. Tunnel is estab-
lished between 2 provider edges.

The services of L3VPN

* Network Management: All routing func-
tions of customers are done through this VPN.
Clients can save money because they don’t need
to establish and maintain their own network.

* Private IP addressing: Clients can commu-
nicate using private IP address.

* Scalability: Clients can increase their net-
work.

A. Implementation ofL3VPN

Mainly 2 types: BGP/MPLS VPN and Vir-
tual Router Based VPN [19].

BGP/MPLS VPN

Using any routing protocol such as OSPF,
BGP, and RIP the 2 CE allows to communicate
with each other. To establish communication first
CE sends the topology requirement of client’s
side to PE. The duty of PE is to establish and
maintain VPN network and route data. PE cre-
ates unique routing for every VPN and generates
unique VPN forwarding Instance (VFI) for every
VPN.

VFI is logical term for PE that has informa-
tion about routing base and forwarding base for
every VPN.

First of all, PE finds active DE which are man-
aging client’s VPN. PE broadcasts the routing in-
formation with other PE, once it connected to cli-
ent’s side. With this information VFI is generated

VPN A
Customer A
Site 1

VPN B
Customer 8
Site t

by PE. Multiprotocol BGP is used to find active PE
devices which are managing specific VPN.

To exchange information of VPN, PE main-
ly uses tunneling method and most oftime MPLS
tunnels are preferred, but some service providers
prefer other tunneling methods like IPsec.

Virtual Router Based VPN

The isolation in traffic is provided by this
technology particularly in service provider’s net-
work. Because of isolation the influence of one
traffic to other is negligible in same network.

The connection process of clientto provider in
Virtual Based VPN is same as in BGP/MPLS VPN,
but instead of VFI this method uses virtual route to
establish and maintain VPN’s routing process.

VPN TUNNELING

For data transmission VPN uses tunneling,
the packet is encapsulated before its transmission
and header is added to it. The routing informa-
tion contains in this header. The logical path tak-
en by encapsulated packet is called tunnel. The
de-encapsulation process is happened at the end
of tunnel. Same protocol must be applied to both
ends of tunnel. The tunneling process can be op-
erated at 3 layers of OSI model, at physical layer
or data link layer or at the network layer. Com-
mon tunneling protocols used this days are IPsec,
L2TP, PPTP and SSL. Data encryption method
applied at VPN to improve data security. The
data encryption and encapsulation is happened at
the entrance of tunnel and reverse process hap-
pened at the other end of tunnel [20-21] .

Service
Provider
network

VRF: Virtual Routing and Forwarding

Figure 13 - Layer 3 VPN
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A. Point to Point Tunneling Protocol

It is layer 2 protocol built on base of point
to point protocol, where for internet access the
PPP is used. Using PPTP enables user to access
private network, but initially client has to con-
nect with local service provider. PPTP creates
virtual network for each of its remote client. It
creates session, and tunnel is created without
TCP/IP protocol through IP network. In encapsu-
lation process the protocols added to IP packets.
Encapsulated packets routed through tunnel over
IP network using GRE(Generic Routing Encap-
sulation), its provider flows as well as congestion
control for encapsulated data packets [22].

PPTP is based on PPP so same authentica-
tion process supported by PPTP as PPP. For se-
curity concerns the PPTP use CHAP(Challenge
Handshake Authentication Protocol, Password
Authentication protocol) and at last Microsoft
Point to Point Encryption.

Password Authentication Protocol: It is
simple two-way handshaking method, one the
session is established between sender and receiv-
er. Sender continuously transmit ID/Password to
receiver, until authentication is provided or con-
nection will be terminated. This is not effective
authenticate process.

CHAP(Challenge Handshake Authen-
tication Protocol): It is 3-way Handshaking
process once the session is established between
sender and receiver, the periodic identity of peer

will be verified. Once session established sender
sends challenge request message to receiver. Re-
ceiver replies it with a value which is calculated
by one-way hash function. Then, he checks this
value with expected hash value and if it matches,
authentication will be accessed, otherwise ses-
sion will be terminated.

A. L2TP: Layer 2 Tunneling Protocol

The packet to be sending over network in
encrypted form before transition occurs through
tunnel, over ATM or IP network. L2TP is half
of PPTP and half layer 2 of forwarding process.
Number of VPN connection can be established in
one tunnel[22].

L2TP is based on PPP, so same authentica-
tion process supported by PPTP considered as
PPP. For security concerns, the L2TP use CHAP,
that is Challenge Handshake Authentication Pro-
tocol, MS-CHAP, PAP, EAP and SPAP. L2TP
and PPP headers stores the PPP data, UDP head-
er, source port number, destination port number
address added to data packet. The last packet
contains the IP address of source and destination
IP of client and server.

To improve security this protocol combined
with IPsec.

B. SSTP: Secure Socket Tunneling Proto-
col

It is advancing tunneling Protocol because
it has capability to pass through firewall which
can block L2TP/IPsec. SSTP can transport PPP
or L2TP [23].

---------------- Encrypted -----------------
I F
IP GRE PPP PFP Payload
Header Header Header (IP Datagram)
B PPP frame-------------———-—- *

Figure 14 - Point to Point Tunneling Protocol
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Figure 15 - Layer 2 Tunneling Protocol

Conclusion

The review and classification of VPN is
served in this paper. The survey includes the
detail concept of an encrypted tunnel and data
encryption processes. In this survey, the exper-
imental results have also been included by con-
ducting two different scenarios. Based on the
testing, the both scenarios have strength and lim-
itations, the generated scenarios comprise of the
security and their network performance in terms
ofbandwidth and CPU utilization. In Scenario-1,
GRE provides better encapsulation process, but

it does not have encryption. Thus, the lack of se-
curity provides easy access to the attacker to eas-
ily deceive the users and get the password and
other important information. In Scenario-2, IP-
sec/VPN provides data encryption, but it reduces
the network performance because it takes longer
time to transfer the data. These testing results
provide the guidelines to users whether to apply
scenario-1, if required less security and higher
data transfer rate otherwise use scenario-2, if re-
quired high security and lesser data transfer rate.
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