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Abstract. The article is devoted to the development of a system of biometric identification of a person by face,

fingerprints and voice. Two-dimensional and three-dimensional characteristics of a person's face, taking into
account area and volume, were used as informative signs of biometric identification of a person by face. A
complex identification algorithm has been developed to account for such phenomena as portrait shift, different
photo scales, and the tilt of the identified face. The FPM10A scanner and the Arduino microcontroller are used
for biometric identification of a person by fingerprints.

Identification signs are based on the analysis of the structure of papillary patterns on the finger: type and type
of papillary pattern; direction and steepness of streams of papillary lines; the structure of the central pattern
of the pattern, delta structure; the number of papillary lines between the center and the delta and many other
signs. Another type of feature is local. They are also called minutiae (features or special points) — unique
features inherent only in a particular print, determining the points of change in the structure of papillary
lines (end, split, break, etc.), the orientation of papillary lines and coordinates at these points. Each print can
contain up to 70 or more minutations.

For biometric identification of a person by voice, MF'C and PLP algorithms for digital processing and analysis
of audio recordings are used. Various algorithms are used for acoustic speech analysis: hidden Markov models,

a model of a mixture of Gaussian distributions. The result of determining the tone of speech and the content of
speech for the purposes of voice identification is obtained.

The Visual FoxPro DBMS has developed a «multiparametric automated system for biometric identification of
an individualy.

Keywords: information security, two-dimensional and three-dimensional image, identification, papillary
patterns, voice characteristics, human speech, acoustic modeling.
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Anoamna. Maxkana adamowl b6em, caycax iz0epi MeH O0aybicbl OOULIHUA OUOMEMPUSTBIK CIUKECMEHOIPY
JACytiecin dcacayea apranan. Aoamuvly Oeminiy exi enuemoi Heane yul oauemMol CUunammamanapsl, ayoamsl
MeH KOleMiH ecKepe OMbIpbln, MYAAHbL OUOMEMPUSTBIK CIUKeCmeHIIpYOiy aknapammulk Oenciiepi peminoe
Konoausliadwvl. llopmpemmik dcolidicy, apmypii omocypemmep OHCoHe CIUKECEHOIpileeH A0dMHbIY
KO32A7IbICbl CUAKMbL KYObLIbICMAPObL eCKePemiH KeuleHOi CaUKeCmeHOIpy aneopummi Hcacanobwl.

Caycax i30epi OoubiHwa adamovl buomempusnvlx catikecmendipy yuiin FPMI10A ckanepi scane Arduino
MUKpoxoHmpoinepi naudanansiiovl. CatikecmenOipy bOeneinepi caycakmagvl NAnULIAPpIbL 6OPHEKMepOiy
KYPbLILIMbIH MAN0ay2a Heiz0eneeH: NAnuiiapiblK 6pHeKmiy Muni MeHn mypi; Nanuiiapivlk CbI3bIKIMap
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ABbLIHOAPLIHBIY 6ABIMbL HCIHE MIK OONYbI; OPHEKMIY OPMATLIK CYPEMIHIH KYPbIILIMbIH, 0e1bmd KYPblibLMbL,
OpMAnbIK NeH 0enbma apacblHOagbl NANUNIAPIBIK CbI3bIKMAPObIY CAHbL JCIHe KenmeeeH backa benzinep.
benzinepoin maewvi 6ip mypi — ocepeinikmi. Onapovl MuHyyus oen me amaiovl (epexuienikmep Hemece apHativl
HyKmenepine OQUIAHbICIbL) — NANULIAPIbIK CbI3bIKMAD KYPbLIbIMbIHbIY 632epy HYKMenepiH aHbIKMAatimviH
(askmany, exiee mapany, y3iricmi scane m.0.), NAnNUIAPIbIK CbI3bIKMAapObll OAbIMbIH AHBIKMAUMbIH Oeneini
0ip i32e eana maH epekute beneinep dKHcaHe ocvl Hykmeinepde2i Koopounammap. Opoip caycax isi 70 Hemece
00aH 0a KON MUHYYUSAHbL KAMNYbl MYMKIH.

Aoamowl oayvicnen buomempusivix calikecmenoipy yuwin MFCC scane PLP aneopummoepi yugproix enoey
JHCoHE aAyOuoHcazdarapovl manday yuiin Konoauwiiovl. Ceuneyoiy aKyCmuKaiblk maiodaybl YWiH can mypii
aneopummoep KoIOaHuliovl. dcacvipvlh Mapkos modenvoepi, laycc yrecmipmeciniy KOCNACHIHbIY MOOEI.
Hayvicnen caiikecmenOipy MakcamvlHOA CoOUley MOHbIH HCIHE COUNEY MASMYHbIH AHLIKMAYObIH HIMUNCECT
anviHaovl. «A0amobl OUOMEeMPUATBIK CIUKeCMeHIIPYOiy KON napamempii adgmomMammanoblpuliedat HCyueciy
Visual FoxPro JJKBXX-0a socacanzan.

Tyiiindi ce3dep: axnapammoix Kayincizoik, exi eauemol dcaue yul enuemoi cypem, catKecmeHOipy,
NANUTIAPILIK, OPHEKMeED, OayblCblK CUNAMMAMA, AOAMHBIY COUNEYI, aKYCTMUKATILIK MOOENbOeY.

BUOMETPHYECKASA UAEHTU®OUKALUA IUYHOCTHU
IO HECKOJIBKUM ITAPAMETPAM

SUATBEKOBA I'.3.'3, AJIMACKAP M.C."?, ABKAJINJIOBA A.A.%
MOHTAEBA JI.H.2, TYPJIBIBEKOBA A.H.2
'Hnemumym Hngopmayuonnvix u Boruucaumenshoix mexuonoeuti, 050000, Anmamot, Kazaxcman
’Kasaxckuti Hayuonanonwiti ynueepcumem umenu ano-Dapabu, 050000, Anmamer, Kazaxcman
SKazaxckuti Hayuonanoholii acpaphviil ucciedosamenvckuil ynusepcumem, 050000, Anmamel, Kazaxcman

Annomauyus. Cmamvs noceiujena papabomke cucmemvl OUOMeMPUHECKOU UOeHMUPUKAYUY Yel08eKd
no JUYy, omneuyamKam naivyes u 201ocy. B xauecmee ungopmamusHvix npusHaxkog Ouomempuyeckou
uoeHmupurkayuy 1eio8exa no aAuyy UCNOAb308AHbl 0BYMEPHbIE U MpeXmMepHble XAPAKMepUCmuKy iuyad
yenogexa, yuumsigarowue niowas u odvem. /[na yuema maxkux sAjieHull, KaKk cO8ue nopmpemad, pasubviil
macwmab ¢gomoepahuii U HAKIOH UOeHMUDUYUPYeMO20 Tuyd, paspadoOmaH CILONCHBIU ANCOPUMM
uoeHmupuxayuu.

s 6uomempuueckoil udenmu@urayuu Yeio8eka no omneyamKam naivbyes ucnoivsosan ckanep FPMI10A
u mukpoxoumpouiep Arduino. Hoenmugpukayuonnvie npuHaKu OCHOBAKbI HA AHATU3E CIPOEHUS NANULILAD-
HbIX Y30p08 HA NAIbYA. MUN U U0 NANUIIAPHO20 Y30pd, HANPAGIeHUe U KPYMU3HA NOMOKO8 NANUNIAPHbIX
JUHUL, cmMpOeHUue YeHMPAIbHO20 DUCYHKA Y30pd, CMpOeHue Oelbmbl, KOAUUeCmeo NANULIAPHLIX JTUHUL
MeNCOY YeHMPOM U OelbMOl U MHONHCECMBO OPYeUX NPUSHAKOS.

Jpyeoti mun npuznakos — nokanvhsle. X maxoice Ha3b18A10M MUHYYUAMU (0CODEHHOCAMU UNU OCOObIMU
MOYKAMU) — YHUKATbHbIE NPUSHAKU, NPUCYUUE MOLbKO KOHKPEMHOMY OMNeuamKy, onpeoeiaoujue nyHKmol
UBMEHEeHUsl CMPYKMYPbl NANULIAPHBIX JUHUL (OKOHYAaHUe, pazdsoenue, paspvlé U m.0.), OpPUEeHMAYUuro
NANUATSAPHBIX TUHULL U KOOPOUHAmbvl 6 smux nynkmax. Kaoswcowiii omneuamox moscem codepacamv 00 70 u
bonee MuHyyuil.

s buomempuneckoll udeHmupurkayuu 4eiosexa no 2010cy ucnonvsosaust areopummsl MFCC u PLP Ons
yughposotl obpadbomru u anaiuza ayouozanucei. /s aKkycmuuecko2o aHaiu3a pevu NPUMeHeHbl pasiuiHble
ANCOPUMMDBL: CKPbIIblE MAPKOBCKUE MOOENU, MOOEb CMeCU 2ayCCO8CKUX pacnpedenenutl. [lonyuen pezyismam
onpeoenenus MOHANLHOCHU PeyU U COO0epICamenbHocmu peyu 0as yenel uoenmugurayuu no eonocy. Ha CYBJ]
Visual FoxPro paspabomana «Muozonapamempuueckas agmomamusuposanHas cucmema ouomempuiecko
uoeHmughuKayuy IUYHOCMUY.

Knrouesvle cnosa: sawuma uugopmayuu, 08yxmepHoe u mpexmepHoe uzobpasiceHue, uoenmuguxayus,
RanuiisipHsle Y30pbl, XapaKmepucmuKkd 20J10Cd, Yel08e4ecKas peub, aKkyCmuieckoe MoOeluposanue.
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Introduction

The problem of information protection and
information security is one of the most import-
ant aspects of the development of modern soci-
ety. Currently, the solution to this problem in the
field of development and operation of informa-
tion systems for various purposes is associated
with the development of various requirements to
ensure their security and the creation of software
and hardware against unauthorized access [1-2].

Automatic human recognition for identifica-
tion has a large number of applications in various
fields. The problems of public security, the need
for remote authentication, and the development
of human-machine interfaces arouse increased
interest in this technology [3].

Methods

Biometric identification methods are increas-
ingly used in access control systems to workplac-
es, mobile devices, local and global information
resources. Since the implementation of the sys-
tems does not require specialized equipment, and
the biometric feature cannot be lost, forgotten
or transferred, the most promising are systems
based on human face recognition.

Authentication methods based on the mea-
surement of human biometric parameters provide
100% identification. At the moment, biometric
systems successfully use the following biomet-
ric characteristics for user authentication: iris,
fingerprint, palm print, vascular patterns, face
geometry, voice print, signature, DNA compar-
ison, which have properties without which their
practical application is impossible [4]:

Authentication methods based on the mea-
surement of a person's biometric parameters pro-
vide 100% identification. At the moment, biomet-
ric systems successfully use the following bio-
metric characteristics for user authentication: iris,
fingerprint, palm print, vascular patterns, face ge-
ometry, voice print, signature and DNA compar-
ison, which have properties without which their
practical application is impossible [4]:

Universality: each person has biometric
characteristics.

Uniqueness: there are no two people with ex-
actly the same biometric characteristics.

Consistency: biometric characteristics must
be stable over time.

Measurability: biometrics must be measur-
able by some physical reading device.

Currently, there are no biometric parame-
ters that combine all these properties at the same
time, especially when considering acceptability.
Therefore, the use of multiparametric biometric
authentication becomes relevant.

Results. Main part

The Visual FoxPro DBMS was selected for
the software implementation of the «Biometric
Information Security System».

Visual FoxPro is a Relational Database Man-
agement System based on an object-oriented,
visually programmable programming language.
Starting with the ninth version of Visual FoxPro,
a set of GDI Plus and MClI classes is available [5].

The main property of GDI Plus for its use in
the software implementation of the workstation
«Biometric Information Security System» is the
following:

- ability to load and save images from a file,
from a table field, or from a variable;

- ability to get information about the image
(determining the size of the raster, the resolution
of the raster, the graphic format);

- the ability to perform a number of opera-
tions on the image (rotation and reflection, clip-
ping a rectangular fragment, resizing the image,
interpolation);

- ability to draw independently in the form
window;

- ability to print images on the printer.

With MCI, you can record, play back audio
and video files of various formats.

Currently included as biological characteris-
tics are «face video», «fingerprint” and «voice».

The following types are introduced for char-
acteristics parameters:

1 — point coordinate; 2 — distance (number);
3 —area; 4 — volume.

The program implements various agglomer-
ative classification algorithms: flexible strategy,
nearest neighbor strategy, far neighbor strategy,
group mean strategy, centroid strategy, sum of
squares strategy [6].

Face video

A number of parameters have been defined
to characterize the «face video», which are:

1) point — coordinates of the pupils of the
eyes, bridge of the nose, tip of the nose,
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2) distance — between the eyes, between the
bridge of the nose and the tip of the nose, the
base of the nose,

3) perimeter — triangle (pupils of the eyes
and tip of the nose), triangle (bridge of the nose
and base of the nose),

4) area— isolines of the eye sockets, isolines
of the nose,

5) volume — eye sockets, nose.

A volumetric 3d-model, presented as a regu-
lar DEM, is used as the initial data for the «face
video».

Fingerprint

The FPM10A module with the Adafruit Ardu-
ino library was used to create a biometric finger-
print identification system block [7].

The optical fingerprint scanner is a module that
can be used in conjunction with Arduino and oth-
er microcontrollers [7]. Capable of storing finger-
prints (1000 fingerprints) in memory with their fur-
ther identification. Used in places of high secrecy,
as a kind of password access key based on scanning
and verifying fingerprints with a database.

There are two main steps when using a fin-
gerprint sensor. First, data is written into the sen-
sor's memory, that is, a unique ID is assigned to
each fingerprint, which will be used for compar-
ison in the future. After recording the data, you

@ coms

can proceed to the “search”, comparing the cur-
rent image of the fingerprint with those recorded
in the sensor's memory.

New fingerprints are loaded using the SFG
Demo and Arduino IDE programs, assigning a
new ID # to each. All uploaded fingerprint imag-
es are encrypted (Figure 1).
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Figure 1 — Uploading the fingerprint to the database

In Figure 2, you can see the percentage of
matches. Fingerprints that do not match those
stored in the database are ignored by the scanner.

— O x
Send

Testing the fingerprint scanner
Sensor detected!

The sensor stores 10 fingerprints
Waiting for fingerprints

Found ID # 0 matches 100
Found ID # 5 matches 100
Found ID # 7 matches 179
Found ID # 8 matches 100
Found ID # 9 matches 100
Found ID # 2 matches 57
Found ID # 2 matches 100
Found 1D # 7 matches 100
Found ID # 2 matches 59
Found ID # 2 matches 74
Found 1D # 2 matches 54
Found ID # 2 matches 65
Found ID # 2 matches 100

Figure 2 — Fingerprint recognition

Identification signs of the structure of papil-
lary patterns on the fingers are usually subdivid-
ed into global and local signs [8].

Global signs include signs that can be seen
with the naked eye. These features include: type
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and type of papillary pattern; direction and steep-
ness of streams of papillary lines; the structure of
the central pattern of the pattern; delta structure;
the number of papillary lines between the center
and the delta and many other signs.
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Another type of signs is local. They are
also called minutiae (features or special points)
- unique features inherent only in a specific im-
print, determining the points of change in the
structure of papillary lines (ending, bifurcation,
break, etc.), the orientation of the papillary lines
and coordinates at these points. Each print can
contain up to 70 or more minutes.

Voice

One of the parameters of biometric person-
ality identification is voice. Voice identification
technology is used in various areas of informa-
tion security, access control systems, forensic
science and other areas [8-9].

Oral speech of a person is an ordered sys-
tem of acoustic signals, which are perceived as
a sound image, in the oral speech of a person his
individual signs and characteristics are reflected.
The individuality of the voice is a consequence
of the shape and size of the mouth and nose,
throat and respiratory organs. Thus, the physical
characteristics of sounds - frequency, duration,
intensity - are strictly individual for each person.
The task of voice identification is to separate hu-
man speech from the input audio stream, its clas-
sification and recognition.

Since the human voice is the sum of many
separate frequencies created by the vocal cords,
there are several features that can be observed
and analyzed in the speech of each person:

- Vocal speech (loudness, tempo, stability -
physical components);

- Tonality of speech (intonation - psycholog-
ical components);

- Content of speech (vocabulary of a specific
person).

Discussion

The difference in timbres of different voices
is described by different frequency spectra. The
mathematical apparatus for analyzing the fre-
quency spectrum is the Fourier transform, as a
way to describe a complex sound wave with a
spectrogram. When calculating the second-order
spectrogram, harmonics are identified, which are
called «cepstrumy, they are not convenient for
analysis, since they duplicate information, an ex-
ample of such a harmonic, uniform background
noise or music in a song [10].

Conclusion

Workstation «Biometric information securi-
ty system» has been developed. Based on the pre-
liminary classification of objects, the search for
a given person in the source database is acceler-
ated. Based on the use of multi-criteria optimiza-
tion methods, different coefficients are calculated
for each class, which allow ranking the criteria
by importance. The properties of the proposed
mathematical algorithm are investigated. For the
first time, the human recognition algorithm takes
into account such parameters as the volume of
the nose, the volume of the eye socket, and oth-
er three-dimensional characteristics. To speed up
identification, all data in the source database is
pre-classified.

A complex identification algorithm has been
developed to account for such phenomena as
portrait shift, different photo scales, and the tilt
of the identified face. Numerical studies conduct-
ed on the model problem have shown the effec-
tiveness of human recognition when changing
the scale of a photo. Based on the Arduino micro-
controller and the FPM10A scanner, a recogni-
tion system has been developed for storing data,
further processing it, identifying and displaying
fingerprint images. The structure of the structure
of papillary patterns on the fingers was selected
as identification features. The result of match-
ing fingerprints with different rotations through
the scanner is obtained. A promising area is the
search for an incomplete fingerprint, since often
in practice there is only a part of the fingerprint
to search for matches.

The system has developed three algorithms
for analyzing audio recordings to solve the prob-
lem of biometric identification by voice.
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