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Abstract. The article is devoted to the development of a system of biometric identification of a person by face, 
fingerprints and voice. Two-dimensional and three-dimensional characteristics of a person's face, taking into 
account area and volume, were used as informative signs of biometric identification of a person by face. A 
complex identification algorithm has been developed to account for such phenomena as portrait shift, different 
photo scales, and the tilt of the identified face. The FPM10A scanner and the Arduino microcontroller are used 
for biometric identification of a person by fingerprints.
Identification signs are based on the analysis of the structure of papillary patterns on the finger: type and type 
of papillary pattern; direction and steepness of streams of papillary lines; the structure of the central pattern 
of the pattern; delta structure; the number of papillary lines between the center and the delta and many other 
signs. Another type of feature is local. They are also called minutiae (features or special points) — unique 
features inherent only in a particular print, determining the points of change in the structure of papillary 
lines (end, split, break, etc.), the orientation of papillary lines and coordinates at these points. Each print can 
contain up to 70 or more minutations.
For biometric identification of a person by voice, MFC and PLP algorithms for digital processing and analysis 
of audio recordings are used. Various algorithms are used for acoustic speech analysis: hidden Markov models, 
a model of a mixture of Gaussian distributions. The result of determining the tone of speech and the content of 
speech for the purposes of voice identification is obtained.
The Visual FoxPro DBMS has developed a «multiparametric automated system for biometric identification of 
an individual».

Keywords: information security, two-dimensional and three-dimensional image, identification, papillary 
patterns, voice characteristics, human speech, acoustic modeling.
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Аңдатпа. Мақала адамды бет, саусақ іздері мен дауысы бойынша биометриялық сәйкестендіру 
жүйесін жасауға арналған. Адамның бетінің екі өлшемді және үш өлшемді сипаттамалары, ауданы 
мен көлемін ескере отырып, тұлғаны биометриялық сәйкестендірудің ақпараттық белгілері ретінде 
қолданылады. Портреттік жылжу, әртүрлі фотосуреттер және сәйкестендірілген адамның 
қозғалысы сияқты құбылыстарды ескеретін кешенді сәйкестендіру алгоритмі жасалды. 
Саусақ іздері бойынша адамды биометриялық сәйкестендіру үшін FPM10A сканері және Arduino 
микроконтроллері пайдаланылды. Сәйкестендіру белгілері саусақтағы папиллярлы өрнектердің 
құрылымын талдауға негізделген: папиллярлық өрнектің типі мен түрі; папиллярлық сызықтар 
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ағындарының бағыты және тік болуы; өрнектің орталық суретінің құрылымын; дельта құрылымы; 
орталық пен дельта арасындағы папиллярлық сызықтардың саны және көптеген басқа белгілер.
Белгілердің тағы бір түрі – жергілікті. Оларды минуция деп те атайды (ерекшеліктер немесе арнайы 
нүктелеріне байланысты) – папиллярлық сызықтар құрылымының өзгеру нүктелерін анықтайтын 
(аяқталу, екіге таралу, үзілісті және т.б.), папиллярлық сызықтардың бағытын анықтайтын белгілі 
бір ізге ғана тән ерекше белгілер және осы нүктелердегі координаттар. Әрбір саусақ ізі 70 немесе 
одан да көп минуцияны қамтуы мүмкін.  
Адамды дауыспен биометриялық сәйкестендіру үшін MFCC және PLP алгоритмдері цифрлық өңдеу 
және аудиожазбаларды талдау үшін қолданылды. Сөйлеудің акустикалық талдауы үшін сан түрлі 
алгоритмдер қолданылды: жасырын Марков модельдері, Гаусс үлестірмесінің қоспасының моделі. 
Дауыспен сәйкестендіру мақсатында сөйлеу тонын және сөйлеу мазмұнын анықтаудың нәтижесі 
алынады. «Адамды биометриялық сәйкестендірудің көп параметрлі автоматтандырылған жүйесі» 
Visual FoxPro ДҚБЖ-да жасалған.

Түйінді сөздер: ақпараттық қауіпсіздік, екі өлшемді және үш өлшемді сурет, сәйкестендіру, 
папиллярлық өрнектер, дауыстық сипаттама, адамның сөйлеуі, акустикалық модельдеу.
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Аннотация. Статья посвящена разработке системы биометрической идентификации человека 
по лицу, отпечаткам пальцев и голосу. В качестве информативных признаков биометрической 
идентификации человека по лицу использованы двумерные и трехмерные характеристики лица 
человека, учитывающие площадь и объем. Для учета таких явлений, как сдвиг портрета, разный 
масштаб фотографий и наклон идентифицируемого лица, разработан сложный алгоритм 
идентификации.
Для биометрической идентификации человека по отпечаткам пальцев использован сканер FPM10A 
и микроконтроллер Arduino. Идентификационные признаки основаны на анализе строения папилляр
ных узоров на пальца: тип и вид папиллярного узора; направление и крутизна потоков папиллярных 
линий; строение центрального рисунка узора; строение дельты; количество папиллярных линий 
между центром и дельтой и множество других признаков.
Другой тип признаков — локальные. Их также называют минуциями (особенностями или особыми 
точками) — уникальные признаки, присущие только конкретному отпечатку, определяющие пункты 
изменения структуры папиллярных линий (окончание, раздвоение, разрыв и т.д.), ориентацию 
папиллярных линий и координаты в этих пунктах. Каждый отпечаток может содержать до 70 и 
более минуций.
Для биометрической идентификации человека по голосу использованы алгоритмы MFCC и PLP для 
цифровой обработки и анализа аудиозаписей. Для акустического анализа речи применены различные 
алгоритмы: скрытые марковские модели, модель смеси гауссовских распределений. Получен результат 
определения тональности речи и содержательности речи для целей идентификации по голосу. На СУБД 
Visual FoxPro разработана «Многопараметрическая автоматизированная система биометрической 
идентификации личности».

Ключевые слова: защита информации, двухмерное и трехмерное изображение, идентификация, 
папиллярные узоры, характеристика голоса, человеческая речь, акустическое моделирование.
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Introduction
The problem of information protection and 

information security is one of the most import-
ant aspects of the development of modern soci-
ety. Currently, the solution to this problem in the 
field of development and operation of informa-
tion systems for various purposes is associated 
with the development of various requirements to 
ensure their security and the creation of software 
and hardware against unauthorized access [1-2].

Automatic human recognition for identifica-
tion has a large number of applications in various 
fields. The problems of public security, the need 
for remote authentication, and the development 
of human-machine interfaces arouse increased 
interest in this technology [3].

Methods
Biometric identification methods are increas-

ingly used in access control systems to workplac-
es, mobile devices, local and global information 
resources. Since the implementation of the sys-
tems does not require specialized equipment, and 
the biometric feature cannot be lost, forgotten 
or transferred, the most promising are systems 
based on human face recognition.

Authentication methods based on the mea-
surement of human biometric parameters provide 
100% identification. At the moment, biometric 
systems successfully use the following biomet-
ric characteristics for user authentication: iris, 
fingerprint, palm print, vascular patterns, face 
geometry, voice print, signature, DNA compar-
ison, which have properties without which their 
practical application is impossible [4]:

Authentication methods based on the mea-
surement of a person's biometric parameters pro-
vide 100% identification. At the moment, biomet-
ric systems successfully use the following bio-
metric characteristics for user authentication: iris, 
fingerprint, palm print, vascular patterns, face ge-
ometry, voice print, signature and DNA compar-
ison, which have properties without which their 
practical application is impossible [4]:

Universality: each person has biometric 
characteristics.

Uniqueness: there are no two people with ex-
actly the same biometric characteristics.

Consistency: biometric characteristics must 
be stable over time.

Measurability: biometrics must be measur-
able by some physical reading device.

Currently, there are no biometric parame-
ters that combine all these properties at the same 
time, especially when considering acceptability. 
Therefore, the use of multiparametric biometric 
authentication becomes relevant.

Results. Main part
The Visual FoxPro DBMS was selected for 

the software implementation of the «Biometric 
Information Security System».

Visual FoxPro is a Relational Database Man-
agement System based on an object-oriented, 
visually programmable programming language. 
Starting with the ninth version of Visual FoxPro, 
a set of GDI Plus and MCI classes is available [5].

The main property of GDI Plus for its use in 
the software implementation of the workstation 
«Biometric Information Security System» is the 
following:

- ability to load and save images from a file, 
from a table field, or from a variable;

- ability to get information about the image 
(determining the size of the raster, the resolution 
of the raster, the graphic format);

- the ability to perform a number of opera-
tions on the image (rotation and reflection, clip-
ping a rectangular fragment, resizing the image, 
interpolation);

- ability to draw independently in the form 
window;

- ability to print images on the printer.
With MCI, you can record, play back audio 

and video files of various formats.
Currently included as biological characteris-

tics are «face video», «fingerprint” and «voice».
The following types are introduced for char-

acteristics parameters:
1 – point coordinate; 2 – distance (number); 

3 – area; 4 – volume.
The program implements various agglomer-

ative classification algorithms: flexible strategy, 
nearest neighbor strategy, far neighbor strategy, 
group mean strategy, centroid strategy, sum of 
squares strategy [6].

Face video
A number of parameters have been defined 

to characterize the «face video», which are:
1)	 point – coordinates of the pupils of the 

eyes, bridge of the nose, tip of the nose,
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2) distance – between the eyes, between the 
bridge of the nose and the tip of the nose, the 
base of the nose,

3) perimeter – triangle (pupils of the eyes 
and tip of the nose), triangle (bridge of the nose 
and base of the nose),

4) area – isolines of the eye sockets, isolines 
of the nose,

5) volume – eye sockets, nose.
A volumetric 3d-model, presented as a regu-

lar DEM, is used as the initial data for the «face 
video».

Fingerprint
The FPM10A module with the Adafruit Ardu-

ino library was used to create a biometric fi nger-
print identifi cation system block [7].

The optical fi ngerprint scanner is a module that 
can be used in conjunction with Arduino and oth-
er microcontrollers [7]. Capable of storing fi nger-
prints (1000 fi ngerprints) in memory with their fur-
ther identifi cation. Used in places of high secrecy, 
as a kind of password access key based on scanning 
and verifying fi ngerprints with a database.

There are two main steps when using a fi n-
gerprint sensor. First, data is written into the sen-
sor's memory, that is, a unique ID is assigned to 
each fi ngerprint, which will be used for compar-
ison in the future. After recording the data, you 

can proceed to the “search”, comparing the cur-
rent image of the fi ngerprint with those recorded 
in the sensor's memory.

New fi ngerprints are loaded using the SFG 
Demo and Arduino IDE programs, assigning a 
new ID # to each. All uploaded fi ngerprint imag-
es are encrypted (Figure 1).

Figure 1 – Uploading the fi ngerprint to the database

In Figure 2, you can see the percentage of 
matches. Fingerprints that do not match those 
stored in the database are ignored by the scanner.

 Figure 2 – Fingerprint recognition

Identifi cation signs of the structure of papil-
lary patterns on the fi ngers are usually subdivid-
ed into global and local signs [8].

Global signs include signs that can be seen 
with the naked eye. These features include: type 

and type of papillary pattern; direction and steep-
ness of streams of papillary lines; the structure of 
the central pattern of the pattern; delta structure; 
the number of papillary lines between the center 
and the delta and many other signs.
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Conclusion
Workstation «Biometric information securi-

ty system» has been developed. Based on the pre-
liminary classification of objects, the search for 
a given person in the source database is acceler-
ated. Based on the use of multi-criteria optimiza-
tion methods, different coefficients are calculated 
for each class, which allow ranking the criteria 
by importance. The properties of the proposed 
mathematical algorithm are investigated. For the 
first time, the human recognition algorithm takes 
into account such parameters as the volume of 
the nose, the volume of the eye socket, and oth-
er three-dimensional characteristics. To speed up 
identification, all data in the source database is 
pre-classified.

A complex identification algorithm has been 
developed to account for such phenomena as 
portrait shift, different photo scales, and the tilt 
of the identified face. Numerical studies conduct-
ed on the model problem have shown the effec-
tiveness of human recognition when changing 
the scale of a photo. Based on the Arduino micro-
controller and the FPM10A scanner, a recogni-
tion system has been developed for storing data, 
further processing it, identifying and displaying 
fingerprint images. The structure of the structure 
of papillary patterns on the fingers was selected 
as identification features. The result of match-
ing fingerprints with different rotations through 
the scanner is obtained. A promising area is the 
search for an incomplete fingerprint, since often 
in practice there is only a part of the fingerprint 
to search for matches.

The system has developed three algorithms 
for analyzing audio recordings to solve the prob-
lem of biometric identification by voice.
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Another type of signs is local. They are 
also called minutiae (features or special points) 
- unique features inherent only in a specific im-
print, determining the points of change in the 
structure of papillary lines (ending, bifurcation, 
break, etc.), the orientation of the papillary lines 
and coordinates at these points. Each print can 
contain up to 70 or more minutes.

Voice
One of the parameters of biometric person-

ality identification is voice. Voice identification 
technology is used in various areas of informa-
tion security, access control systems, forensic 
science and other areas [8-9].

Oral speech of a person is an ordered sys-
tem of acoustic signals, which are perceived as 
a sound image, in the oral speech of a person his 
individual signs and characteristics are reflected. 
The individuality of the voice is a consequence 
of the shape and size of the mouth and nose, 
throat and respiratory organs. Thus, the physical 
characteristics of sounds - frequency, duration, 
intensity - are strictly individual for each person. 
The task of voice identification is to separate hu-
man speech from the input audio stream, its clas-
sification and recognition.

Since the human voice is the sum of many 
separate frequencies created by the vocal cords, 
there are several features that can be observed 
and analyzed in the speech of each person:

- Vocal speech (loudness, tempo, stability - 
physical components);

- Tonality of speech (intonation - psycholog-
ical components);

- Content of speech (vocabulary of a specific 
person).

Discussion
The difference in timbres of different voices 

is described by different frequency spectra. The 
mathematical apparatus for analyzing the fre-
quency spectrum is the Fourier transform, as a 
way to describe a complex sound wave with a 
spectrogram. When calculating the second-order 
spectrogram, harmonics are identified, which are 
called «cepstrum», they are not convenient for 
analysis, since they duplicate information, an ex-
ample of such a harmonic, uniform background 
noise or music in a song [10].
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