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Abstract. Nowadays, the usage of mobile phones reached extremely large worldwide proportions and increasing
dramatically, there is a stronger need to decrypt the important information that is hidden among them. Even all
needed information is gained, the processes of companies remain static and can 't be changed dynamically to
adapt to actual business needs, reducing the advantages that can be achieved. Every second, millions of raw
information are generating by mobile users, which are handled by Telecom operators in data servers. By using
the Complex Event Processing (CEP) approach in real-time, we can obtain the information that matters to our
business and use it to monetize the vast amount of data that is being collected through mobile phone usage.
In this paper, we present an internally developed framework that combines the strengths of CEP and business
process implementations, which allows us to react to the needs of today s fast-changing environment and
requirements. We demonstrate 3 simple use case scenarios to show the effectiveness of the CEP approach in our
situation. The importance of implementing the CEP approach on subscribers’ data should not be overlooked
as means of trying to capitalize on new services but have to be considered as a challenge to allow subscribers
get more customized offers and services.
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BAWMJIAHBIC OIEPATOPBIHBIH ABOHEHTTIK JIEPEKTEPII
OHJIEVIIH KELIIEH/I TOCLII

KYMEKEHOB A.

Kazaxcman-bpuman mexnuxanvix ynusepcumemi, 050000, Anmamet, Kazaxcman

Anparna. Kazipei yakeimma Ysiivl meneg)onoapovl nanoaiany OyKin anem OOUbIHULA ome YiaKeH Mmoepae
Jrcemmi JcaHe Kypm ecyoe, oaapobly aApacblHOA JHCACLIPLLIZAH MAHbI30bI AKNApammul wWuppoan weieapy
Kaoicemminiei Kyuetie mycedi. Tinmi dapuvlk Kaxcemmi aknapam aielHaodbl, KOMRAHUALAPObIY npoyecmepi
MYpakmsl OOIbIN KAAAObl JHCIHE O01apObl KOA0Ayed OONamblH APMuIKWUBLIBIKINAPOLL A3atma Omulpbln,
ickepu Kasicemminikmepee Oetlimoey yulin OUHAMUKATLIK Mypoe 032epmy MYMKIH emec. Op CeKyHO CallblH
VALl 0QUNIaHbIC NAUOANAHYWMBLIAPEL MULIUOHOAEAH WUKI aKnapammap wvl2apaovl, oaapobl OAUlaHbIC
onepamopnapsi 0epexmep cepgepiepinoe backapadvl. Haxmuol yakvim pexcuminde ic-uiapanapovl oHoeyoiy
KeueHOi 20iCiH KONOaHy apkvlivl 013 63 OusHeciMmi3 yuliH Manbl30bl aKNApammsl daid aidMbl3 JHCIHE OHbl
yanvl menegpoHoaposl natdaiany apKblivbl JHCUHANAMBIH KOnmezeH O0epexmepoi MOHeMuU3ayusanay yulin
Konoana anramuis. byn ocymvicma CEP nen o6usnec-npoyecmepoi sicyszeee acvlpyovblly MbIKmbl HCAKMAPbIH
Oipikmipemin WKl 0amvlean KYpolibIMObl YCbIHAMbBI3, ASHU  KA3Ipel 3aMaHzbl me3 o032epin Omvlpamvii
OpMAamblY Kaxcemminixmepi MeHn maianmapulia scayan oepyee mymxinoix oepeoi. Amanean CEP moacininiy
muimoiniein apmmuipy ywin 3 Kapanauvim cyeHapuiioi kepcememis. Abonenmmepoiy marimemmepine CEP
MACINIH eH2i3y0iH MAKbIZ0bLIbIZbL HCAHA KblaMemmepdi naudaianyd muipbiCy KYpaivbl peminoe eckepiimetioi,
an onail 6onca, aboneHmmepae HeYpaviM OeliMoen2et YCoIHbICMAp MeH KblaMemmepoi any2a MyMKIHOIK bepy
Maceneci peminoe Kapacmvipuliybl KePex.

Tyiiinoi ce3dep: abonenm Oepekmep AHANU3L, MAKCAMMbl HAYKAHOAD, OAUIAHBIC ONepamopobly aAHAIU3L,
Makcammaul KayKanoap
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KOMIIJIEKCHBIN MOJXOJ K OBPABOTKE COBBITUM
ABOHEHTCKHUX JJAHHBIX OITEPATOPA CBSI3H

KYMEKEHOB A.

Kaszaxcmancko-bpumancxuti mexnuuecxkuti ynugepcumem, 050000, Anmamot, Kazaxcman

Annomayusa. B nacmoswee 8pemsa ucnonvb3osanue MoOUIbHLIX MeleOH08 00CMULILO YPe38bIHaiHO DONLUIUX
macumabos 80 6cem mupe u NPoOOIdICAen CIMPEeMUMeEnbHbIl POCHL, 8 CE53U C YeM cyujecmeyem Oonbuas
ROMPEOHOCMb 8 PACUIUDPOBKe BANCHBIX OAHHBIX, KOMOPble CKPbLMbL OM 00bIUHbIX noAb306amenci. /Jladice
ecnu gce HeobXoouMble OaHHbIE NO ADOHEHMAM NOLYUeHbl, NPOYECCbl KOMNAHUL OCMAlOMCcs CIMAMUYHbIMU
U He MO2ym OUHAMUYECKU UBMEHAMbCs O A0anmayuu K peaibHbIM NOMpeOHOCmsM OusHecda, Hmo
CHudicaem docmudicumvie npeumyujecmed. Kadicoyio cexynoy MmobuivbHble NONb306AMENU 2eHePUPYIOm
MUTTUOHBL HEOOPAOOMAHHBIX U HECMPYKMYPUPOBAHHBIX OAHHBIX (Hanpumep, ungopmayus o 3eonkax, CMC,
NONb308aHUe UHMEPHEMOM), KOMOopble XPAHAMCs ONepamopamiu Césa3u Ha cepsepax oanuvix. Hcnonv3sys
1n00x00 KomnaexcHou oopabomku coovimuti (KOC) 6 pedicume peanvHo2o 8pemeHu, Mbl MOJICEM NOTYUUMD
unpopmayuio no adboneHmam, KOmMopas OeucCmeUmMenbHO 6adcHa Ois Ouzneca menekomonepamopa, u
ucnonv308ams ee 011 MoHemuzayuu. B smom 0okymenme mvl npedcmasiisiem peuienue, Komopoe 00beouHsem
cunvHvie cmoponvl KOC u memooonoeuto agmomamuzayuu OUsHeCc-npoyeccos, Ymo no360as8em peazuposams
HA NOMpeoHOCmU ce200HAUHEN ObICTPO MEHSAIOUW s CPedbl U MPedo8aAHULL CO CMOPOHLL OUZHEC-3AKAZYUKOB.
Mot npodemoncmpupyem 3 cyenapust uChoIb306aKUsl, YMoowvl noxazams 3¢hgexmusnocms nooxooa KOC. He
cnedyem paccmampusams peanusayuto nooxooa KOC k oanuvim abOHenmos Kax nonvimky uzeieusb OusHec-
661200y € NOMOWBIO MOHEMU3AYUU YCiye, a cledyem PAcCMOmMpems KAK B03MONCHOCTb, NO360MSIOULYVIO
abonenmam nomyuams mapeemupo8aHHbLe NPEONONCEHUSL U CEPBUCHL.

Knroueesvie cnosa: xomnnexcras 06]9(160771](‘(1 C06blm1/l12, aHalIU3 meleKoOMMYHUKAYUOHHbLX aaHHle, o6pa60mi<a

qubopmauuu, yeneevlie Kamnanuu

Introduction

In 2019, the mobile phone user database
reached almost 70% of the global population,
with ore than 5 billion devices in use [1]. Given
the dynamicity of today’s business environments,
there is a need to continuously adapt and keep
up-to-date the business processes in order to
respond to the changes in those environments
and keep a competitive level among Telecom
operators and solution providers. One of the main
concerns for Telecom operators’ applications is
to handle and interpret online raw data. By using
the CEP approach and developed framework
we can facilitate the solution of this problem by
gathering needed information in real-time about
the subscribers’ different events on the Telecom
network in order to determine the necessity of
making specific offers and suggesting new promo.

Real-time data processing systems are
used widely to provide insights about events as
they happen. Many companies have developed
their systems: Twitters Storm [10] and Heron
[9], Googles Millwheel [8], Linked Ins Samza
[7] and Facebooks” Puma, Swift and Stylus [11].
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One of the main challenges for processing
data dynamically is the size and the speed of
incoming data at which it is being generated.
Every second, millions of data are generated by
phone mobile users and entire traffic allocates to
Telecom operator’s data centers. Despite having
a common goal, solutions based on CEP differ in
a wide range of aspects, including architectures,
data models, rule languages, and processing
mechanisms. In part, this is due to the fact that
they were the result of the research efforts of
different communities, business market demands,
each one bringing its view of the problem and its
background for the definition of a solution [3].

In this paper, an internally developed
framework is presented that combines the
advantages of the CEP and dynamic business
process adaptation, which allows us to respond
to the needs of today’s rapidly changing
environments. Subscribers information for
different business-specific use cases and triggers
is handled such as balance information, mobile
internet usages, the location of the device to
enrich data about subscribers, and give deep
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insights on user’s interest, lifestyle patterns in a
given time period. The picture below illustrates
our main idea of implementing the CEP approach
on Telecom operator’s data traffic.

Input Complex Event
Processing

Qutput

SMS events

Voice usage events

Data usage events

Roaming events
Location events

Fig. 1. Main idea

The Framework

Before we start our journey on solution
architecture, it is important to say about
motivations, limitations and business/technical
requirements that faced.

Firstly, we need to mention the current
limitations of legacy systems, where transactions
per second (TPS), in our case Events Per Second
is more precise, was limited by 2000. Taking
into account, that a subscriber base reaches 10
million and an active subscriber base is almost
6 million, that threshold is insufficient to cover
and handle all network events in real-time.
Besides, the system was consuming all resources
all the time, which caused performance issues
and several critical incidents on the system.
Analyzing the data traffic throughout (22.5 TB/
month), dynamicity of business requirements,
and capabilities of the new solution, challenged
us to handle at least 165 000 events per second.

Secondly, from the technical perspective, our
approach was to create one job that will run all
triggers and business rules. By this approach, we
should benefit that all triggers and business rules
will run effectively, and manage rules without
restarting the system.

Our proposed solution uses a component-
based architecture, where each component plays
a critical role in a whole system. Figure 2 on page
3 illustrates a high-level overview of the system.
On the left, the ingestion layer is responsible for
fetching and receiving raw data from different

data sources (SMS events, Voice usage, Internet
usage, Location-based triggers) and saving it into
the Events hub. Then the data is consumed by the
event execution engine, which in turn, based on
current trigger definitions, outputs notifications
to the Events hub. Finally, the outgestion layer
fetches the notification and dispatches them to
appropriate subsystems. All main components
in the architecture will be described in the next
sections to give you a more detailed overview of
the solution.

outgestion

HTTP
push/pull
FTP

ingestion

HTTP
push/pull
FTP

Complex Event Processing

Fig. 2. High-level architecture overview

The Ingestion

The process of collecting data from various
data sources, preparing it, and saving it for
complex processing and generating triggers.
Currently, there are several different approaches
to how a data ingestion pipeline can be built:

e The first approach consists of two steps.
Firstly, the raw data is fetched from a data source
and is a subject for some preliminary processing,
e.g., splitting a huge file containing multiple
events. After that, the data is being transformed,
serialized, and finally pushed to the Events hub,
where it waits for consumption by the event
execution engine. This approach is preferred
whenever the event transformation is complex or
the data volume is too big to be processed in the
ingestion layer.

e Thedatais fetched/received, transformed,
and serialized within the same pipeline.

e The raw data is immediately pushed to
the Events hub. Transformation takes place in
the execution engine.

It is worth mentioning that both intermediate
results and transformed events are stored in
Events hub topics. Each event type (more
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precisely, events originating from the same data
source) is kept in a separate topic. Despite which
ingestion approach suits better, we need to notice
what file types and protocols can be ingested in
our system. To illustrate how various file types
are fetching and transforming to one input
format, see figure 3 on page 3

Ingestion

/]
split transform 3
serialze transtorm

Orgarawbilling o
event 4

o111

N transform 1011
{: : Billgbvent  \ wrsp

JSON

Orgarawbilling =
events Notification

Fig. 3. Ingestion file types

Events Hub

It is a system that keeps all the in-flight
data streams in a reliable and persistent way.
The data in an Events hub topic is divided into
partitions. The partitions are distributed over the
servers in the cluster with each server handling
data and requests for a share of the partitions.
Each partition is replicated across a configurable
number of servers for fault tolerance. For a
topic with replication factor N, the Events hub
tolerates up to N-1 server failures without losing
any records committed to the topic.

The processing engine

It is an execution engine for complex event
processing applications. In this component,
streaming applications are implemented, that
consume all the prepared events by the ingestion
system and apply trigger procedures defined
by business users. The provided management
functionalities over the CEP applications, like
define, start/stop of the application. Execution
jobs are stateful. To make state fault-tolerant, the
processing engine makes periodic checkpoints
of the state. Checkpoints allow to recover state
and positions in the streams in case of a program
failure (due to machine, network, or software
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failure). Any records that are processed as part of
the restarted job are guaranteed to not have been
part of the previously checkpointed state. In other
words, each event from an input stream affects
the data flow state exactly once. However, it
does not mean each event is processed only once.
More precisely, when the state and input streams’
offsets are restored, the processing engine needs
to replay the events that have been processed
between the last checkpoint and the failure. In
consequence, for instance, some notifications
might be generated twice. To illustrate how state
and checkpoints are working, please see figure 4
below.

Scheduled

checkpoint failure checkpoint

events to be
reprocessed

Fig. 4. Checkpoint and failure

The Outgestion

The process of communicating with external
layers based on processed data. outgestion
layer is pretty straightforward, all Processing
job notifications are stored in a single Events
hub topic. Then the outgestion pipeline reads
them, transforms to the format-specific for the
destination system, and pushes them there.

notifications

HTTP calls

email
Fig. 5. Outgestion

The technology stacks
Regarding the technology stack that was
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used, take a look at the list below, all components
are based on a free and an open-sourced Apache
product:

e Apache Flink - event processing engine.
Provides flexible event time support. Fault-
tolerant, high throughput and low latency.

e Apache Hadoop - a framework that
allows for the distributed processing of large data
sets across clusters of computers using simple
programming models. In the provided solution,
Hortonworks distributive is using.

e Apache Kafka - central events hub,
where all events come through. Simple and
reliable. The ingestion system saves data to it,
the outgestion system is reading data from it for
sending it further. It is the only component that
communicates with Apache Flink directly.

e Apache NiFi - engine for managing
ingestion and outgestion pipelines. NiFi collects
data from data sources and transfers them to
Apache Kafka. With NiFi it is possible to deploy
different servers, for example, HTTP, FTP, etc.

The Use Cases

In this section, I want to describe top-
3 business use cases, which could be easily
configured in the CEP and give win-win results
when the whole system starts working.

1. Balance top-up — If subscriber top-ups
her balance too often in a short period of time.
We can offer her a less expensive tariff or auto-

payment services.
OO §
Processing engine

sMs Mobile

Billing systems

Fig. 6. Balance top-up

2. Fraud detection — Send an email to the
anti-fraud unit if a subscriber registered in roaming
but his balance at the moment is equal to 0.

@ @
Processing engine

Fig. 7. Fraud detection

Billing systems

3. Extra bonuses — Top-up subscriber
balance with extra SMS/Voice usage/Internet
usage bonuses when the subscriber fulfills all
conditions at promo campaigns.

Processing engine

Fig. 8. Extra bonus

Billing systems

¥

BONUS!

Conclusion and future work

In this paper, the solution to how the CEP
approach could be implemented in Telecom
operator is presented, which helps to solve many
technical limitations of our legacy systems
and business requirements issues, process, and
analyze the vast amounts of subscriber’s data
in near real-time that was impossible before.
Furthermore, we have defined triggers and
business rules which could give a win-win effect
after project launches. Apache components that
are typically used in our architecture provide the
possibility to build the CEP ecosystem, which
will play a vital role in the next decade for the
Telecom operator business. Ongoing work will
focus on further optimization and improvement
possibilities, some of the directions in which this
work can be improved are:

¢ One of our approaches was to build one
job to run all triggers/rules. However, any coin
has a reserve side, and in our case, one bad rule
could affect all other triggers/rules impacting a
whole system. That is the main challenge that
should be addressed in future works.

e Response latency time will be always an
actual and crucial issue, due to the dynamicity of
today’s business environments and requirements.
We need to pay attention to how effectively
ingestion and outgestion pipelines are executing
the data traffic.

e Because data traffic is extremely huge
and grows dramatically, the challenge is to
continuously write and store data in Data Lake/
Data Warehouse and implement an Online
Analytical Processing engine for analytical
purposes and reports. Separating written data
from data traffic should help to avoid performance
and sustainability issues.
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