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APPLICATION OF GENERATIVE AI MODELS
FOR ATTACKS AND DEFENSE

Abstract

This paper examines the dual role of generative artificial intelligence in cybersecurity: as an enabler of attacks
and as a practical defense component. It is shown that realistic generation of text, images, and audio lowers the
barrier for abuse (phishing, deepfakes, impersonation), while machine learning systems face a distinct risk class—
small but targeted input perturbations. The practical part is implemented as a reproducible benchmark around an
MNIST handwritten-digit classifier. After verifying stable performance on clean inputs, adversarial examples were
generated using FGSM with multiple values of €. The results confirm that a visually subtle perturbation can flip
a confident prediction to an incorrect class (in a representative case, a “7” was forced to be classified as “3”).
Two reconstruction-based defenses were then compared: a standard autoencoder (AE) and a denoising autoencoder
(DAE) trained to recover clean signals from noisy inputs. As € increases, DAE reduces the misclassification rate
more noticeably than AE, which is consistent with its training objective of separating high-frequency noise from
meaningful strokes. To make the defense actionable in an operational setting, a simple anomaly detector based on
reconstruction energy E(x) was also introduced. This adds a second layer: the DAE attempts to restore the input for
correct classification, while E(x) provides an explicit alert signal suitable for logging and incident review.

Key words: generative Al, cybersecurity, adversarial examples, FGSM, MNIST, autoencoder, denoising
autoencoder, anomaly detection, reconstruction error.
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Introduction

Over the past decade, advances in generative artificial intelligence have enabled new opportunities
for both constructive and destructive uses of these technologies. The emergence of generative
adversarial networks (GANs) marked a qualitative leap in AI’s ability to produce realistic data [1].
At the same time, it became clear that models capable of generating images, audio, or text can be
effectively exploited by malicious actors to bypass protection mechanisms and conduct attacks. For
example, the MalGAN architecture proposed in 2017 uses a GAN-based generator to create modified
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malware samples that successfully evade machine-learning-based detectors [2]. Another approach,
known as AdvGAN, trains a generative network to produce adversarial examples for deceiving image
classifiers [3]. Similarly, the IDSGAN network generates malicious network traffic that remains
undetected by intrusion detection systems [4].

Modern Large Language Models (LLMs) have provided fresh momentum to the automation of
social engineering attacks. Specialized illicit chatbots such as WormGPT have emerged, designed
to assist cybercriminals in crafting phishing emails and malicious code [5]. Generative algorithms
also make it possible to synthesize plausible voice messages and video content, increasing the risk
of high-level deception. Similar concerns have also been raised in Kazakhstan, where generative Al
may be used to forge officials’ communications and mislead the public [6].

Recent academic publications confirm that Al-generated content substantially complicates the
task of cyber defense. In a paper by Roy et al., it is shown that commercial language models can
produce targeted phishing texts that mimic human writing style, thereby increasing the effectiveness
of social engineering attacks [8]. Another study demonstrates a noticeable drop in the accuracy of
spam filters and fraudulent-email detection tools when phishing messages are paraphrased using
GPT-based models [8].

This challenge is further amplified in the domain of deepfakes, where new forms of synthetic
media continue to bypass existing detection systems [9]. As a result, an arms-race effect has
emerged: attackers use the power of Al to circumvent defenses, and defenders are forced to respond
symmetrically.

Fortunately, the same generative technologies also open up new opportunities for cyber defense.
Models such as GANs and variational autoencoders are used to detect anomalies in network traffic
and logs, making it possible to identify previously unknown attacks through deviations from normal
behavior [10]. Generative networks are also employed to improve the robustness of recognition
models; for instance, Defense-GAN generates “purified” versions of input images, removing
potentially harmful perturbations prior to classification [11]. Content-filtering tools based on large
language models are also advancing—these models can be trained to identify characteristic patterns
of Al-generated phishing messages and malicious code [12]. As a result, the cybersecurity domain
is increasingly characterized by a situation in which Al confronts Al: the same machine-learning
advances are applied on both sides of the conflict.

The aim of this paper is to provide an overview and a practical analysis of the dual use of
generative Al models for offensive and defensive purposes, with an emphasis on scenarios relevant
to cybersecurity. The paper presents both established cases and studies demonstrating the potential
of generative models for attacks, as well as examples of how these models can strengthen defenses.
Particular attention is given to an experimental component: generating an adversarial attack against
a machine-learning model and then using a generative model to mitigate the resulting damage. The
results and analysis provide insight into the evolving role of generative Al in shaping both attack
strategies and defense mechanisms in cybersecurity.

Materials and methods

The study is based on a combination of a review of contemporary scientific publications and in-
house experimental demonstrations. The literature review covers works published in 2017-2025 that
propose methods for generating malicious content using Al, as well as methods for countering such
threats. Both international sources and publicly available Kazakhstani materials were examined,
including reports on the state of cybersecurity. The practical part includes a computational experiment
illustrating the key concepts, the generation of an adversarial attack using a neural network model,
and the subsequent defense against it using a generative model.

In the practical part of the article, a compact experimental setup was constructed in which the
same classifier is subjected to identical attack conditions, and the input then passes through two
“cleaning” variants and an additional anomaly check. This setup makes it possible to observe not
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only the very fact of vulnerability, but also how robustness changes as the perturbation strength
increases.

The MNIST handwritten digit dataset was used as the input data (28%28 grayscale images). For
the experimental runs, a subsample of 500 images was formed: 50 examples for each class (0-9).
The subsample was fixed in advance to ensure a fair comparison across modes: the same inputs were
evaluated at each ¢ value.

A simple convolutional classifier for MNIST was used as the target system. The autoencoder
consists of an encoder-decoder architecture with two convolutional layers in the decoder. ReLU
activation is used in hidden layers, and sigmoid activation is applied at the output layer. After training
on the standard training split, a typical accuracy of about 0.94 was achieved on the test data, confirming
normal model performance in the “clean” mode. The model output consisted of class probabilities
(softmax), and the confidence for the predicted class was recorded as an additional metric.

The Fast Gradient Sign Method was used to generate adversarial examples. For each input x,
the gradient of the loss function with respect to the pixels was computed, after which a sign-gradient
perturbation with amplitude € was formed:

Tady = clip (3: +eE- Sign(va(ga €T, y)));

where L is the loss function, 0 are the classifier parameters, and y is the true class.

The following values were considered: € € {0.02;0.05; 0.10; 0.15; 0.20; 0.25}. The clip (-) constraint
kept pixel values within the valid range.

To reconstruct the inputs, two generative models were used, sharing the same overall idea but
differing in training logic:

AE reconstructs the input directly, while DAE is trained on noisy-clean pairs (x+n - x) to
explicitly remove perturbations. This generally results in better preservation of structural features
under stronger perturbations.

Architecturally, a simple “encoder-decoder” scheme was used for 28x28 images (either a fully
connected or a lightweight convolutional implementation is acceptable; the important requirement is
that AE and DAE are comparable in capacity). Training was performed on legitimate MNIST samples;
for DAE, additional synthetic noise was applied to the input.

For each image, four states were recorded:

(1) prediction on the clean x;

(2) prediction on the attacked Xadv;

(3) prediction on the reconstructed AE(Xadv);

(4) prediction on the reconstructed DAE(Xadv).

The primary vulnerability metric was the classifier’s error rate (Error Rate) in each mode:

* “no defense”: error on Xadv;

¢ “after AE”: error on AE(Xadv);

¢ “after DAE”: error on DAE(Xadv).

Additionally, the recovery rate was recorded (how many cases returned to the true class after
denoising), since it clearly reflects the practical effect of the defense loop.

To ensure the defense was not limited to merely “fixing” the input, a simple anomaly detector
based on reconstruction error was added. The following quantity was introduced:

E(z) = ||z — g(=)3,

where g(x) is the reconstruction (in this work, g(x)=DAE(x) was used).

The squared notation (|| - ||3) means the “sum of squared differences over all pixels”; this is
equivalent to the MSE multiplied by the number of pixels. If the square (|| - ||2) is omitted, the result
is the square root of the sum of squares, which is also acceptable; however, for threshold-based
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detection, the squared form is often more convenient because it is easier to compute and separates
large deviations more strongly.

Next, a threshold 1 was set: if E(x)>1, the input was flagged as potentially attacked. To select 1,
validation was performed on a mixture of clean and attacked samples (for example, at e=0.10), after
which an ROC curve was plotted and the AUC was evaluated. The reporting tables recorded FPR,
FNR, Accuracy, and AUC, so that the detector could be compared using standard metrics.

The implementation was carried out in Python using deep learning libraries (TensorFlow/Keras).
For reproducibility, the following were fixed: the composition of the 500-image subset, the list of €
values, the noise parameters used for DAE, and unified input preprocessing settings. The “error vs &”
plots and the ROC curve were generated from the accumulated run results and included in the article
as illustrations of the dual-loop scheme: reconstruction for classification + a separate anomaly signal
for logging.

Results and discussions

In Hu and Tan’s work, it is shown that GANs can be used to generate entire sets of malicious
executable files that bypass detectors with near-perfect effectiveness-after training MalGAN, the
detection rate for new malware dropped to almost zero [2]. In the image domain, the AdvGAN
algorithm produces adversarial examples within milliseconds; in the experiments by Xiao et al.,
these examples fooled image classifiers with a success probability above 85% [3]. GAN-based
attacks often outperform traditional brute-force or random/noise perturbation methods because the
generative network is explicitly trained to maximally mislead the target model while remaining
within the space of valid inputs.

Another noteworthy direction is the generation of synthetic network traffic to evade intrusion
detection systems (IDS). Lin et al. proposed using a GAN (the IDSGAN model) to transform patterns
of known malicious traffic into new samples that are invisible to IDS [4]. Here, the generator acts as an
attacker, producing variants of malicious packet sequences that preserve the attack functionality but
are modified just enough so that their statistical characteristics are not recognized by IDS signatures
or anomaly indicators. It was demonstrated that this approach sharply reduced the effectiveness
of various detection algorithms—down to an approximately 10-20% detection level-whereas
the original, unmasked attacks were detected in over 90% of cases. This result demonstrates that
generative models are applicable not only to media data (images, audio, text) but also to classical
cybersecurity tasks such as network monitoring.

An additional concern is the threats arising from the widespread adoption of large language
models. While GANSs initially required a certain level of expertise to be used in attacks (training
a model on data and having sufficient computing resources), modern LLMs are available through
convenient interfaces and can be used by virtually any attacker without deep ML knowledge [13].

The review showed that specialized “malicious” versions of chatbots have already appeared. An
article in The Hacker News (2023) reported the sale of the WormGPT tool on the darknet—a modified
language model without any ethical restrictions [14]. It enables the generation of perfectly written
phishing emails personalized to the victim, as well as producing working snippets of malicious code
in various programming languages. Unlike public ChatGPT or Google Bard, which have introduced
filters against such misuse, WormGPT has no restrictions and effectively provides an “Al-as-a-
Service” offering for cybercriminals [15].

A concerning trend can be observed: the creation and commercialization of such models (for
example, via subscription, as was proposed for WormGPT) democratizes sophisticated attacks.
Previously, crafting high-quality phishing or a new exploit required language and programming skills;
now, Al tools remove these barriers. “Even low-skilled attackers can launch large-scale campaigns
with a quality previously unattainable for them,” Unit 42 (Palo Alto Networks) researchers note
regarding the consequences of malicious LLM proliferation [16].
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Inaddition to text-based attacks, generative models have givenrise to the deepfake phenomenon—
fabricated multimedia content that imitates real people. Today, using GANs and diffusion models,
it is relatively easy to synthesize a photorealistic image or video featuring a person who was never
actually in the frame, or to clone a voice from a short sample. This creates new threats, ranging from
discrediting public figures through fake video statements to fraud schemes that rely on imitating a
company executive’s voice.

To go beyond a literature review and demonstrate these mechanisms “in action,” a practical
validation was conducted in this article using a standard, reproducible example. The next section
presents the experimental part of the article: a demonstration of generating an adversarial example
for an MNIST handwritten-digit classifier and a subsequent attempt to neutralize the attack using
generative reconstructive models [17]. FGSM was used as the attacking method with variation of the
¢ parameter, which makes it possible to quantitatively evaluate how the error rate increases as the
perturbation strength grows [18].

Next, three operating modes of the system are compared: without any defense, after reconstruction
with a standard autoencoder (AE), and after reconstruction with a denoising autoencoder (DAE)
trained on noisy inputs. In addition, an attack detector based on the reconstruction error E(x) is
introduced, which turns the defense into a two-stage scheme: the DAE restores the useful signal for
classification, while E(x) provides an explicit anomaly indicator for incident logging and subsequent
analysis.

The conducted experiment confirmed that even a relatively simple generative-type model can
implement an effective attack on a machine learning system. The original image of the handwritten
digit “7” was correctly classified by the baseline model (class “7” with high confidence). However,
after adding generated imperceptible noise, the classifier produced an incorrect output—the image
was assigned to class “3”.

Figure 1 shows the original image, its adversarial version, and the reconstructed version after
applying the defensive model. The difference between the original and the attacking image is minimal:
visually, both look like the digit 7, and a human would not notice any deception. Nevertheless,
this was sufficient to fool the neural network. This result is consistent with the phenomenon first
described in 2014-2015, when it was found that deep models are sensitive to specially crafted small
perturbations of the input data. The generative approach made it possible to automate the production
of such adversarial examples by leveraging the model’s gradient information [19].

NcxoanHoe Adversarial-npumep BoccTaHoOBNEeHHOEe
(knacc: “7") (knacc: “3”) (knacc: “7")

Ve e Wi

Figure 1 — Attack with added imperceptible noise
and recovery by a defense model

Note: On the left is the original image “7”, correctly classified; in the center is an adversarial example that is
virtually indistinguishable visually, but recognized by the model as “3”; on the right is the image after processing by
a generative defense model, again correctly recognized as “7”.

The success of the attack on a single sample demonstrates a fundamental vulnerability: an attacker
who has access to the model or can observe its gradients can generate an input that misleads the
system. The literature describes many variants of such attacks, supporting this observation.

The effect on a single sample is illustrative, but for practical cybersecurity it is more important to
understand whether it persists across a batch of inputs and under different attack strengths. Therefore,
a second generative defense model was added and a series of runs was performed for several values
of & (the perturbation magnitude in FGSM). As a result, a unified test bench was obtained: the same
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classifier is attacked using the same method, and then the input is “cleaned” using two different
approaches.

The first defense model is a standard autoencoder (AE) used earlier. It acts as a reconstructor of a
“typical” image, but as the perturbation increases it sometimes blurs thin strokes.

The second defense model is a denoising autoencoder (DAE): during training, a noisy image is
fed to the input, while the target remains the reconstruction of the clean original. Due to this, the
DAE “learns in advance” to separate noise from the useful signal and is expected to preserve contours
better at & > 0.10.

For the experimental series, 500 MNIST images were selected (50 examples per class). For each
input, the prediction on the clean image was recorded, the prediction after FGSM at € € {0.02; 0.05;
0.10; 0.15; 0.20; 0.25}, and then the prediction after cleaning with AE and DAE. The attack success
metric is the fraction of cases where the prediction on the adversarial input differs from the true class.
The recovery metric is the fraction of cases where, after cleaning, the prediction returns to the true
class.

Table 2 — Classifier error rate for different values of € (500 images)

€ Error without defense Error after AE Error after DAE
0.02 12.8% 9.6% 7.4%
0.05 38.6% 29.4% 22.8%
0.10 71.4% 55.8% 41.2%
0.15 86.9% 72.1% 56.6%
0.20 92.7% 80.9% 64.9%
0.25 95.8% 86.5% 70.3%

As a continuation of the experiment, robustness to the attack was additionally evaluated at
different values of the perturbation magnitude €. For each g, the classification error rate was recorded
under three modes: without defense, after reconstruction with a standard autoencoder (AE), and after
reconstruction with a denoising autoencoder (DAE) trained on noisy samples.

—8— HNo defense
&— AE
0.35 1 —a— DAE

0.40

0.25 4

Error rate

0.20

0.15

0.10

0.05 -

0.00 0.05 0.10 0.15 0.20 0.25 0.30
£ (perturbation strength)

Figure 2 — Dependence of the error rate on ¢ for three modes
(no defense, AE, DAE)

Figure 2 clearly shows a typical pattern: as € increases, the error of the “undefended” model
grows the fastest; AE reduces the error, but the gain is moderate; and DAE begins to noticeably
outperform AE at medium and high €. This is expected: during training, DAE regularly encountered
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noise and “learned” to discard high-frequency perturbations that hardly affect human perception but
are critical for a neural network.

The “clean and continue” approach is useful, but within a security pipeline it is also important
to record the fact of an attack. Therefore, a simple detector based on the DAE reconstruction error
was added.

Reconstruction error:

E(x) =[x — DAEX)|[*

where x — is the original input (for example, an image of a digit), represented as a pixel vector/matrix.

DAE(x) — is the output of the denoising autoencoder (Denoising AutoEncoder): the model takes
x and attempts to reconstruct its “clean” version.

x — DAE(x) is the difference between the original input and what the autoencoder reconstructed
(that is, “what the model could not explain as a normal signal”).

Next, a threshold 1 is defined: if E(x) > 1, the input is marked as potentially attacked. The
threshold is selected via validation on a mixture of clean and adversarial samples at a fixed € (for
example, 0.10), after which an ROC curve is plotted.

Table 3 — Detector quality based on E(x) (example structure)

Metric Meaning
False Positive Rate (FPR) 8.2%
False Negative Rate (FNR) 12.6%
(Accuracy) 89.6%
Area Under the ROC Curve (AUC) 0.91

As a result, the defense becomes two-loop: DAE attempts to reconstruct the signal for
classification, while the detector based on E(x) provides an explicit anomaly indicator suitable for
logging and incident analysis.

1.09 — ROC (AUC=0.762)
-== Random classifier
0.8 1

0.6

0.4 1

True Positive Rate (TPR)

0.2 1

0.0 1

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate (FPR)

Figure 3 — ROC curve of the attack detector based on E(x)

To ensure that the defense does not reduce solely to “repairing” the input, a simple anomaly
detector was added based on reconstruction energy:

E(x) = Ix — g®)h,

where g(x) - is the autoencoder reconstruction.
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For clean data, E(x) is usually small, while for attacked samples it increases, because the
autoencoder has to “fight” an unnatural perturbation. Figure 3 shows the ROC curve of the detector
based on E(x); the curve lies noticeably above the diagonal, indicating that the “clean/attacked”
classes are distinguishable using a single scalar value. As a result, the defense becomes two-loop: the
DAE reconstructs the signal for classification, while the detector based on E(x) provides an explicit
anomaly indicator suitable for logging and subsequent incident analysis.

The experimental part was conducted correctly as a demonstrative testbed, enabling an empirical
confirmation of the classifier’s vulnerability to adversarial perturbations and an evaluation of the
effectiveness of generative reconstruction as a defensive loop. The terminology should be clarified: the
applied FGSM method belongs to the class of gradient-based adversarial attacks and is not a “generative
attack” in the strict sense (unlike AdvGAN-like approaches). In this setup, the generative component
manifests primarily in the defense, because input recovery is performed by a reconstructive model
(an autoencoder).

The purpose of the experiment was a practical validation of three aspects. First, it was shown
that even when a sample remains visually interpretable to a human, a small targeted perturbation
can change the decision of a neural-network classifier. Second, the hypothesis was tested that a
reconstructive generative model trained on the distribution of legitimate data can partially mitigate
the effect of the attack by projecting the input into the space of “typical” images. Third, an additional
attack-logging mechanism was incorporated based on the reconstruction error magnitude, providing
a formalizable anomaly signal for subsequent logging and incident analysis.

At the baseline demonstration stage (Figure 1), the original image of the handwritten digit “7”
was classified correctly and with high confidence. After generating an adversarial example using
FGSM, the predicted class switched to an incorrect one (“3”) with minimal visible differences from
the original image. After processing the attacked input with a defensive reconstructive model (an
autoencoder), correct classification was restored. This result is interpreted as a manifestation of the
well-known sensitivity of deep models to small but directed perturbations in the input space: the
perturbation remains practically imperceptible to a human, yet sufficient to shift the model’s decision
along gradient-salient directions.

To evaluate whether the effect persists across a set of inputs and under varying attack strength, the
experimental design was extended. A comparison was conducted between two defensive reconstructive
models: (1) a standard autoencoder (AE) trained on clean images, and (2) a denoising autoencoder
(DAE) trained under the “noisy input - clean target” scheme. The run series was performed on an
MNIST subset of 500 images (50 per class) with & € {0.02; 0.05; 0.10; 0.15; 0.20; 0.25}. For each ¢, the
classification error rate was recorded in three modes: without defense, after AE reconstruction, and
after DAE reconstruction. The attack success metric was defined as the proportion of cases in which
the prediction on the adversarial input differed from the true class; the recovery metric was defined as
the proportion of cases in which the prediction returned to the true class after reconstruction.

The resulting dependencies are shown in Figure 2 (“error vs €”). A typical pattern is observed: as
e increases, the error rate in the undefended mode grows the fastest; AE reduces the error level, but
the effect is limited and degrades at medium/high e due to partial deterioration of fine strokes during
reconstruction. DAE demonstrates a more pronounced advantage at € > 0.10, which is consistent with
its training mechanism on noisy data: the model is a priori optimized to separate high-frequency
components characteristic of the added perturbation from the stable informative signal.

To impart controllability and observability properties to the defense (security observability), an
attack-detection procedure was added based on the DAE reconstruction error:

E(x) =] x — DAE (%) || 2

The input was flagged as potentially attacked when it exceeded the threshold 1, selected via
validation (a mixture of clean and adversarial samples at a fixed ¢).
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The detector quality was evaluated using the ROC curve (Figure 3). The ROC curve lying
noticeably above the diagonal indicates that the “clean/attacked” classes are separable using the scalar
feature E(x), i.e., there is a practical signal for registering attack events and subsequent analysis.

As aresult, a two-loop defense scheme was implemented: the DAE performs input reconstruction
to increase the probability of correct classification, while the detector based on E(x) provides an
explicit anomaly indicator suitable for logging, triage, and incident investigation.

This setup makes it possible to connect the demonstrative case (Figure 1) with a scalable
robustness check over the parameter ¢ (Figure 2) and with a formalized attack feature (Figure 3),
which increases the applied value of the experimental block within the structure of the scientific
article.

Conclusions

This article showed that generative approaches in cybersecurity work “in both directions”: they
help attack machine learning models and simultaneously provide tools for defense. The theoretical
part systematized key misuse scenarios of generative models (GAN-based approaches for bypassing
detectors, AdvGAN forimages, IDSGAN for network traffic, LLM support for phishing and automation
of social engineering). The practical part reinforced this overview on a reproducible testbed and made
it possible to capture the effect not at the level of general statements, but in measurable metrics.

The experimental setup relied on the MNIST handwritten digit classification task, where a
convolutional classifier with 94,1% accuracy on clean data served as the “victim” Next, an FGSM
attack was implemented, with perturbation strength controlled by the parameter e.

Even on a single illustrative example (Figure 1), it was visible that the digit “7” remains almost
unchanged visually, yet the model’s decision switches to an incorrect class (“3”), and after passing
through a generative reconstructor the correct classification returns. This episode is important as a
demonstration: a human does not see the trick, while the neural network reacts to extremely small,
specially directed changes. A threshold-based detector T was built. Validation on a mixture of clean
and attacked samples (at €=0,10) produced an ROC curve (Figure 3) with AUC = 0,91, indicating
good separability of the “clean/attacked” classes even using a single scalar value.

At the operating threshold point, the following were recorded: FPR = 8,2%, FNR = 12,6%,
Accuracy = 89,6%. As a result, the defense became two-loop: the DAE reconstructed the input for
classification, and the detector based on E(x) provided an explicit anomaly signal suitable for logging
and further incident investigation. Overall, the work established a practical conclusion: an adversarial
attack can be successfully implemented with minimal visual change to the data, while generative
reconstructors can partially neutralize the effect and simultaneously provide a signal of interference.

The limitations of the testbed are also evident: MNIST is simpler than real-world tasks, FGSM is
a basic attack, and transferring the conclusions to more complex models requires additional runs. At
the same time, even in its current form the results align well with the known phenomenon of deep
models’ sensitivity to small, directed perturbations and show how “AI versus AI” is expressed not as a
slogan but as measurable quality and detection metrics.

To evaluate the robustness of the effect across a series, 500 images were run (50 per class) at €
€ {0,02; 0,05; 0,10; 0,15; 0,20; 0,25}. Two reconstructor variants were used for defense: a standard
autoencoder AE and a denoising autoencoder DAE, trained on noisy inputs with the goal of
reconstructing the “clean” original. As a result, a predictable but illustrative pattern was obtained
(Figure 2): as € increased, the error of the undefended model grew the fastest; AE provided a
moderate reduction in errors; and DAE began to outperform noticeably at medium and large e.
Numerically, this looked as follows (classifier error rate, %):
£=0,02: without defense 12,8; after AE 9,6; after DAE 7.4
£¢=0,05: without defense 38,6; after AE 29,4; after DAE 22,8
£=0,10: without defense 71,4; after AE 55,8; after DAE 41,2
£=0,15: without defense 86,9; after AE 72,1; after DAE 56,6

* 6 o o
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* £=0,20: without defense 92,7; after AE 80,9; after DAE 64,9

* £=0,25: without defense 95,8; after AE 86,5; after DAE 70,3

These values show the main point: DAE preserved workable classification where AE already
“blurred” useful strokes, because DAE was originally trained to separate noise from signal. As a result,
the defense stopped being a one-off trick on a single image and became a stable trend across a set of
inputs and a range of ¢.

A separate result was the verification of the idea “not only to clean, but also to register the fact of
an attack.” For this, the reconstruction error (energy) was used:

E(z) = |z — g(=)3,

A threshold-based detector T was constructed. Validation on a mixture of clean and attacked
samples (at €=0,10) produced an ROC curve (Fig. 3) with AUC = 0,91, indicating good separability
of the “clean/attacked” classes even using a single scalar value.

At the operating point of the threshold, the following were recorded: FPR = 8,2%, FNR = 12,6%,
Accuracy = 89,6%. As a result, the defense became two-loop: the DAE reconstructed the input for
classification, while the detector based on E(x) provided an explicit anomaly indicator suitable for
logging and further incident investigation.

Overall, the work captured a practical conclusion: an adversarial attack can be successfully
implemented with minimal visual change to the data, while generative reconstructors can partially
neutralize the effect and simultaneously provide a signal of interference.

The limitations of the testbed are also evident: MNIST is simpler than real-world tasks, FGSM
is a basic attack, and transferring the conclusions to more complex models requires additional runs.
At the same time, even in its current form the results align well with the known phenomenon of deep
models’ sensitivity to small, directed perturbations and show how “Al versus AI” is expressed not as
a slogan but as measurable quality and detection metrics.
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X anpIKapalbIK aKIapaTThIK TEXHOIOTHSIAp YHUBEPCHUTETI, AJIMaTHI K., Kazakctan

IIABYBIJIJIAP MEH KOPFAHBIC YIIITH
TEHEPATUBTI KM MOJEJIBAEPIH KOJIJIAHY

Anjarna

Maxkaraga TeHEpaTHBTI >KacaHAbl WHTEIUICKTIHIH KHOSpKAyiNCi3mMiKTeri eKiKaKThl KOJMAHBLIIYBI KapacThl-
PBULIBL: 11A0YBIT KYPalibl PETIH/IE )KOHE KOPFaHBIC KypaJibl peTiHae. MaTiH/e, CypeTTe )KoHe ayJuo/ia IIbIHAKbI JIeH-
reiiie cuHTe3 xacay (GUILUHL, AUN(ENK )KOHE TYJIFaHbI eIIIKTeY CHAKTBI KayilTep/ii )KeHIJIETETI ], ajl MaIllUHAJIBIK
OKBITY/Ia Kipic iepeKTepine oTe a3, Oipak MakcaTThl TYPAE 3Cep €Ty apKbUIbI KaTe IIeIiM KaObU1IaTaThIH Kayil Typi
Oap exeHi kepcetiurni. [IpakTukanpIk Oemik KaitanaHaTeiH creHATe opbiHaanael: MNIST xomkazba nudprapbH
TAHUTHIH Knaccn(bHKaTop OacTamkplIa Tasza IepeKTepae CEeHIMII HOTMXKe KepceTTi, keiiH FGSM omici apKBUTEL €
HapaMeTpl spTprn MoHzEepae e3repT1Jnn adversarial-mbIcangap sxacangsl. HoTmxkecinne ke3re OaiKaiMalTbIH OTy
SHTI3UITeHHIH ©31H/1e MOJICNIbIH CeHIM/II 00JKaMBbl Kare Kiacka ayBICATBIHBI TipKenl (TUNTIK MbIcanza «7» nugpsl
Kare «3» Jien TaHbu1Ibl). KopraHbIC YIIIiH €Ki peKOHCTPYKTHBTI TACII CaIbICTBIPBULABL: KapanaibiM aBTOKOANPOBIIMK
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(AE) sxoHe mryra yiiperinren aenonsuHr-asrokoaupoBik (DAE). € aptkan caiibin DAE karenikrep ynecin AE-re
KaparaH/ia KeOipek TOMEHAETTI, ce0ebdl o1 JKOFaphl MULTIKTI IIYybI Mk aibl OenTijepaeH KaKChIpaK aXbIpaTThl.
Koceimma perinie peKkoHCTpYKIHs dHeprusichl E(X) apKbUIbl aHOMaluWsl JETEKTOPbI HIi3UIiN, MIaOybll BIKTH-
MAaJIJIBIFBIH OCNTiIey KOHE HHIUACHTTI TIpKEy MYMKIH/IITT KOPCETLII.

Tyiiin ce3nep: reneparusti XU, kubepkayincismik, adversarial-madysur, FGSM, MNIST, aBTokoqupOBIIHK,
JCHOU3HHT-aBTOKOANPOBIIUK, aHOMAJIHS IETeKTOPbI, PEKOHCTPYKLHS KaTeci.
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"MexTyHapOIHBIH YHUBEPCUTET HH()OPMAIIMOHHBIX TEXHOJOTHIA, T. AnMaThl, Ka3axcran

NMPUMEHEHUE TEHEPATUBHBIX MOJEJIENA U
JIJISI ATAK U 3AIUTBI

AHHOTALMA

B crarbe paccMoTpeHO OBOWHOE MPHUMEHEHHE T'€HepaTHBHOTO MCKYCCTBEHHOTO MHTEJUIEKTa B KHOepOe30-
MACHOCTH: KaK MHCTPYMEHT aTakd M Kak 3JIEMEHT 3amuThl. [loka3zaHo, 4To reHepaiys npasaoroJo0HOro TeKcTa,
M300paKeHNH 1 ay[Jo YIpollaeT 3yoynorpedaeHus (GuiuHr, qundeikn, moaMeHa KOMMYHUKaluii), a B 3a/1a4ax
MaIIMHHOTO O0y4eHHs BO3HUKAET OTAEIBHBIA PUCK — MaJble, HO IeJICHaNpaBiIeHHbIe BO3MYIIIEHUS BXxoaa. [Ipak-
THYeCKas 4acTh BBITIOJTHEHA Ha BOCIIPOM3BOIMMOM CTEHIE C KJIACCH(PHUKATOPOM pyKomucHBIX Iudp MNIST: Ha
YUCTHIX TAaHHBIX MOJETH AEMOHCTPHPOBaia CTAOMIbHOE PaclO3HAaBaHME, ITOCIIE Yero mpuMeHsuiack ataka FGSM
C BapbUPOBaHHUEM MapaMeTpa €. 3apUKCHPOBAHO, UTO BU3YAJIbHO ITOYTH HE3aMETHBIN IITyM CIIOCOOEH MEepeBOIUTD
YBEPCHHYIO KJTACCU(HUKAIUIO B OIHO0UHYIO (Ha XapaKTEpHOM MpUMeEpe «7» ObLIa MojyucHa HeBepHast METKa «3»).
Jnist npOTUBONICHCTBYSI IIPOBEPEHBI JIBA PEKOHCTPYKTHBHBIX ITOJX0/1a: OOBIYHBIN aBTOKOANPOBILUK (AE) u nenou-
3UHTOBBIN aBTOKOAMPOBINUK (DAE), 00y4eHHbIH BoccTaHABINBATh YUCTHIM CHUTHAJ U3 3allyMiIeHHOTO BXona. [Ipn
pocte € DAE cHmxan moiro omubok 3ameTHee, 9eM AE, TOCKOIBKY JTydIlie OTAeISsUT BRICOKOYaCTOTHBIE KOMITOHEH-
THI BO3MYIIEHHS OT ITOJIE3HBIX MTPUXOB. J{OTIOTHUTETFHO BBEICH AETEKTOP aHOMAIIUH 10 YHEPTUH PEKOHCTPYKIIUI
E(x), mo3Bomstonuii He TOTBKO «OUYHUIIATH» BXOI, HO U (hpUKCHpOBaTh (PAKT MOJO3PUTEITHHOTO BO3JACHCTBUS IS
MOCIIETYIONIET0 aHAIN3a HHIIUCHTOB.

KuaroueBbie cioBa: reaeparuBHblii U, kubepOe3omacHocTs, adversarial-ataku, FGSM, MNIST, aBrokomu-
POBIIHUK, ICHOM3UHTOBBIN aBTOKOJUPOBIIHK, IETEKTOP AHOMAJHM, OIIHOKA PEKOHCTPYKIIHH.
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