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RESISTANCE OF LIGHTWEIGHT
ALGORITHMS TO SIDE-CHANNEL ATTACKS

Abstract

The rapid development of the Internet of Things (IoT) and embedded systems necessitates cryptographic
solutions tailored for resource-constrained devices. Lightweight cryptography provides a balance between security,
performance, and low power consumption, which makes it suitable for sensors, RFID tags, medical devices, and
other IoT components. However, in practice, such algorithms are vulnerable to side-channel attacks that exploit
leakage of power consumption, electromagnetic emissions, or timing characteristics to recover secret keys. The
most threatening among them are differential and correlation power analysis techniques, which can compromise
an implementation with a relatively small number of measurements. This article presents an overview of side-
channel attacks targeting lightweight algorithms such as PRESENT, SIMON, SPECK, and PRINCE. Key protection
techniques are examined, including masking, hiding, operation shuffling, threshold implementations, and hardware
countermeasures. A comparative analysis of their effectiveness and overhead is provided, highlighting the strengths
and weaknesses of each approach. Particular attention is given to the practical applicability of protective mechanisms
under the resource constraints of IoT devices. The results demonstrate that no single countermeasure is universal;
the most effective solutions are combined approaches that integrate masking with hiding techniques. The study
emphasizes the need for further research aimed at developing robustness evaluation methodologies and improving
protective mechanisms for lightweight cryptography.
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Introduction

In recent years, there has been a rapid growth in the number of Internet of Things (IoT) devices,
embedded systems, and intelligent sensors used in industry, transportation, healthcare, and other
sectors. The expansion of such infrastructure makes the task of ensuring information security highly
relevant. At the same time, most [oT devices operate under strict constraints in terms of computational
power, memory capacity, and energy consumption, which complicates the use of traditional
cryptographic algorithms in their classical form. Under these conditions, lightweight cryptography
acquires particular importance, as it is aims to provide an acceptable level of security with minimal
hardware and software overhead.

Among the most prominent lightweight algorithms are PRESENT, SIMON, SPECK, PRINCE,
and their modifications, which have gained widespread use due to their simplicity of implementation
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and efficiency in resource-constrained environments. However, high performance and compactness
do not guarantee the robustness of such solutions at the level of practical implementation. A significant
threat to similar algorithms is posed by side-channel attacks, which are based on the analysis of
physical manifestations of device operation, including power consumption, electromagnetic
radiation, timing delays, and fault injection. Even theoretically secure cryptographic schemes may
be compromised in practice if observable leakages arise during their operation.

In this regard, improving the resistance of lightweight cryptographic algorithms to side-channel
attacks is one of the important tasks of modern applied cryptography. This problem is especially
significant for IoT infrastructure, where security, performance, and low resource consumption must
be ensured simultaneously. The present work is devoted to analyzing the vulnerability of lightweight
algorithms to this class of attacks, examining existing protection approaches and assessing their
practical applicability under resource-constrained conditions.

Research objective and tasks

The objective of this study is to systematize and analyze existing side-channel attacks on
lightweight cryptographic algorithms, as well as to examine and assess the protection methods
applied against them.

To achieve this objective, the following tasks were defined to:

+ Review the main types of side-channel attacks applicable to lightweight cryptography

* Analyze successful examples of attacks on the PRESENT, SIMON, SPECK, PRINCE
algorithms and others

¢ Examine modern protection methods (masking, hiding, hardware- and algorithm-level
approaches) and compare their effectiveness

+ Systematize existing limitations and identify directions for future research

This article aims to provide a comprehensive examination of the problem of lightweight
cryptography resilience to side-channel attacks and to formulate recommendations for the further
development of robust solutions. It may also serve as a foundation for subsequent research focused
on designing a lightweight ARX/RX-type cryptographic algorithm with enhanced resistance to side-
channel attacks.

In contrast to studies focused either on individual algorithms or on specific countermeasures, the
present research aims to compare representative lightweight ciphers and protection methods within
a unified analytical context. The authors do not claim to develop a universal standardized evaluation
methodology; instead, they consider a simplified research model that enables the identification of
general relationships between the algorithm structure, the nature of leakage, and the effectiveness of
basic countermeasures.

Materials and methods

Within the framework of this study, the main focus is placed on analyzing the resistance of
lightweight cryptographic algorithms to side-channel attacks. Unlike classical cryptanalysis, such
attacks are based not on identifying mathematical weaknesses of a cipher, but on examining the
physical manifestations of its implementation that arise during the execution of cryptographic
operations. These manifestations include, in particular, characteristics of power consumption,
electromagnetic radiation, timing behavior, and responses to external influences.

The paper considers the most significant types of attacks of this class applicable to lightweight
cryptography: SPA, DPA, CPA, electromagnetic analysis, and combined methods involving fault
injection. Their selection is due to the fact that these approaches are most frequently used in assessing
the practical resistance of cryptographic implementations in resource-constrained devices.

Threat model and assumptions

Within the framework of this study, the adversary is assumed to have the ability to passively
observe the execution of a cryptographic algorithm on a resource-constrained device. It is assumed
that the attacker knows the algorithm specification and can repeatedly obtain power traces or
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equivalent leakages associated with the processing of key-dependent intermediate values, but does
not have access to the secret key or the internal state of the device.

The main analysis scenario corresponds to first-order attacks, in which statistical dependencies
between the observed leakage and hypotheses about intermediate data are exploited. CPA and DPA
are considered the basic attack methods, while masking is evaluated as a countermeasure against
attacks of this class. Active invasive manipulations, physical chip decapsulation, probing of internal
interconnections, and higher-order attacks are beyond the scope of this work.

For the purpose of comparing literature data and simulation results, it is assumed that leakage is
generated at the implementation level and depends both on the algorithm structure and on platform-
specific features. Thus, the subject of this study is not the proof of the absolute security of a particular
cipher, but rather a comparative analysis of typical factors affecting the practical vulnerability of
lightweight cryptographic implementations.

Criteria for evaluating resistance and applicability

To ensure a more rigorous comparison of algorithms and countermeasures, a unified set of
evaluation criteria is used in this study. In the analysis of attacks, the following factors are taken
into account: the probability of successful key recovery, the minimum number of traces required to
achieve a given success rate, the sensitivity of the result to the noise level, and the type of observable
leakage. In the analysis of protection mechanisms, additional consideration is given to hardware
and operational costs, including area overhead, power consumption, timing delays, and overall
applicability in 10T devices.

This set of criteria does not claim the status of a universal evaluation standard; however, it
makes it possible to compare different algorithms and countermeasures within a common system of
indicators. This is especially important for lightweight cryptography, where the practical value of a
solution is determined not only by its level of security, but also by the acceptable resource costs.

The proposed system of criteria is not a normalized universal methodology; however, it ensures
the comparability of literature data and simulation results within a unified research context.

Types of side-channel attacks

Differential power analysis. DPA (Differential Power Analysis) is a statistical method that allows
extracting key information from multiple measured power-consumption traces without physical
interference with the device. A trace represents the power-versus-time dependency during the
execution of a cryptographic operation.

By comparing groups of traces averaged according to the values of intermediate variables, the
researcher identifies differences associated with hypothesized key bits. The quality of the attack
depends on the noise level, synchronization accuracy, the choice of the selection function, and the
leakage model (e.g., Hamming weight or Hamming distance).

In practice, alignment, filtering, averaging, PCA/ICA-based processing, and profiled methods
(template attacks) are used to reduce the number of required traces. DPA has been successfully
applied against hardware implementations of AES, DES, and lightweight block and stream
ciphers [1].

Correlation power analysis. CPA (Correlation Power Analysis) is a widely used variant of DPA
based on computing the correlation between measured power-consumption traces and a theoretical
leakage model. The model describes how the consumed power depends on intermediate values
computed under key hypotheses, most often using the Hamming-weight or Hamming-distance model.

For each hypothesis, the correlation between the predicted and measured power values is
evaluated; the hypothesis with the highest correlation is considered the most likely. CPA is more
efficient than classical DPA because it relies on a quantitative leakage model and requires fewer
traces when the model aligns well with the actual power consumption [2].

Electromagnetic analysis. EM (Electromagnetic Analysis) attacks rely on examining the
unintentional electromagnetic emissions produced by a chip during operation. Conceptually, the
method is similar to DPA/CPA: EM recordings are used to extract temporal waveforms, which are
then aligned and grouped, followed by applying statistical, correlation-based, or profiling techniques
to recover intermediate values and the secret key.
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The key advantages of EM analysis are its non-contact acquisition and high spatial resolution:
small probes can be aimed at specific modules (for example, an S-box), resulting in less noisy signals.
Practical EM analysis techniques include spatial scanning, time-frequency processing (STFT, wavelet
analysis), and spectral visualization to isolate informative signal components [3].

SIDE-CHANNEL ATTACKS
(SCA)

v v

@ PASSIVE ATTACKS ACTIVE / COMBINED ATTACKS ﬂ A' " BY LEAKAGE SOURCE
(Observation of inherent leakages) (Manipulating the device) (Physical manifestation)

Visual inspection of power Induces faults (voltage, clock,
consumption traces. laser, EM) to alter computation. in current or power usage.

SPA
Ly MM Simple Power Analysis Fault Injection Power Consumption
> * > Leaks information through variations

DPA
» /C) Differential Power Analysis Fault-Assisted SCA ((( ))) Electromagnetic Emissions
A\ Exploits statistical differences in N Combines fault injection with B! I Information leaks via EM fields
side-channel analysis to generated during computation.
enhance key recovery.

power consumption.

CPA

> ‘/'K Correlation Power Analysis ] Iln:lng‘ In:ormat!m?
. Uses correlation between predicted Characteristics L] a"ts.e r:m variations
in execution time.
and measured leakages. + Often requires physical access
EMA * Higher effectiveness with side-channel
. s information

L Electromagnetic Analysis X

Analyzes EM emanations from the e Can reduce the number of required traces

device.

Figure 1 — Taxonomy of side-channel attacks

Figure 1 presents the generalized classification of side-channel attacks used within the framework
of this study. It makes it possible to relate the type of observed leakage, the nature of the influence on
the device, and the analysis method employed.

Lightweight cryptographic algorithms

After discussing side-channel attack methods, we provide a brief overview of the lightweight
cryptographic algorithms examined in this article. We consider several representative schemes, their
structure and characteristics, and then analyze how DPA/CPA/EM attacks affect them.

PRESENT is a compact 64-bit block cipher with an 80/128-bit key, built on an SPN structure; it
features low hardware complexity and is used in embedded devices [4, 5].

SIMON is a family of block ciphers with a Feistel-like structure and simple bitwise operations
(AND, XOR, rotations), optimized for hardware implementation [6, 7].

SPECK is a software-oriented ARX cipher (Add-Rotate-XOR), providing high performance on
resource-constrained microcontrollers [6].

PRINCE is a low-latency block cipher with a mirrored structure, using a 64-bit block and a 128-
bit key, optimized for fast hardware implementations [8§].

ARX schemes (Add-Rotate-XOR structures) employ three basic operations: modular addition
modulo 2¥, rotation, and XOR. Their simplicity makes them efficient on microcontrollers and flexible
in terms of parameters, which makes them popular in lightweight and stream ciphers.

ARX algorithms provide a good balance between speed and simplicity but may leak information
during addition, requiring careful implementation and making masking-based protection more
challenging [9]. All lightweight ciphers are designed for constrained resources — small area, low
power, and limited memory — but remain vulnerable to side-channel leaks; achieving security requires
a trade-off between speed and protection, along with testing on real implementations [10].
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It should be emphasized that cryptographic strength at the algorithmic level does not automatically
guarantee resistance at the implementation level. Even efficiently designed lightweight primitives
may exhibit exploitable leakage in practical environments, underscoring the necessity of systematic
side-channel evaluation.

Review of scientific literature and existing approaches

This section presents the results of analyzing side-channel attacks on lightweight block ciphers
that are widely used in IoT environments and embedded devices. The focus is on four algorithms:
PRESENT, SIMON, SPECK, and PRINCE. For each algorithm, summarized information from
experimental studies is provided, including the type of attack employed (SPA, DPA/CPA, EM
analysis, fault injection), the number of collected traces, the achieved results (e.g., full or partial
key recovery), and the experimental conditions (type of hardware platform, sampling rate, probes
used, etc.).

Results

Results of analysis for the PRESENT algorithm

The study by Gunathilake, Lo, Buchanan, and Al-Dubai [11] focuses on the vulnerability of the
lightweight cipher PRESENT-80/64 to electromagnetic attacks. The authors employed CEMA as the
primary method, with SEMA and SEMFA used for additional analysis. Experiments were conducted
on an Arduino Uno using NF probes and an oscilloscope with up to 2.5 GSa/s; the attack targeted
the S-box.

The results showed that the radiation level increases during encryption; optimally positioning
the probe perpendicular to the chip reduces noise, and the loop diameter affects sensitivity. SEMFA
revealed new frequency peaks (11.25-112.66 MHz), confirming the presence of leakage.

CEMA proved to be the most effective method: with only 256 traces, 8 out of 10 key bytes
(80%) could be recovered, while with 2048 traces, the probability of successful recovery reached
100%. This significantly outperforms the results of Nozaki et al., who required 12,000—17,000 traces.
Recovering eight bytes substantially reduces the brute-force effort needed for the remaining two
bytes.

The authors note that for the full 31-round PRESENT with protective mechanisms, the attack
efficiency decreases, but EM leakage cannot be completely eliminated. The study demonstrates the
practical vulnerability of PRESENT to electromagnetic attacks and underscores the necessity of
applying countermeasures — masking, power balancing, and noise protections — in loT devices.

Results of analysis for the SPECK algorithm

The study by Hasindu Gamaarachchi, Harsha Ganegoda, and Roshan Ragel [12] presents a
practical analysis of the vulnerability of the SPECK algorithm to power-consumption attacks. Despite
its simple ARX structure without S-boxes, the cipher was shown to be susceptible to CPA analysis.

Experiments on 8-bit and 16-bit microcontrollers demonstrated that for an 8-bit implementation,
approximately 500 traces are sufficient for full key recovery (about 30 minutes), while 16-bit
implementations require up to 1000 traces (about one hour). In optimized low-power systems, up to
20-30 thousand traces were needed, yet key extraction was still achievable.

The authors emphasized the importance of proper data preprocessing, since noise and untrimmed
recordings lead to false correlations. The study showed that SPECK requires the deployment of
dedicated countermeasures against side-channel attacks, since key recovery remains feasible even
under constrained resources.

Results of analysis for the SIMON algorithm

The study by Yoshikawa and Nozaki [13] investigated the resilience of the lightweight block
cipher SIMON, developed by the US NSA, against power-consumption attacks. The cipher is
attractive for [oT due to its minimal hardware requirements, but such implementations are particularly
vulnerable to side-channel leaks.
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The authors applied HW- and HD-type DPA to a SIMON implementation on FPGA and
demonstrated that the standard design exhibits correlation dependencies that enable key recovery.
To mitigate this, they proposed masking registers with random values, which disrupts predictable
power-consumption patterns.

Experiments confirmed the effectiveness of masking: correlation peaks disappeared and the
success rate of attacks decreased. The study was the first to demonstrate the practical vulnerability of
SIMON to DPA and showed that even lightweight and theoretically secure ciphers require hardware
countermeasures in real-world scenarios.

Results of analysis for the PRINCE algorithm

The study by Jizheng Xue, Xiaowen Jiang, Peng Li, Wei Xi, Changbao Xu, and Kai Huang [14]
investigated the vulnerability of the PRINCE block cipher in an unrolled architecture, which provides
high throughput but increases leakage sensitivity. The authors proposed an optimized chosen-input
attack, which allowed them to recover the key as early as the fourth round, whereas previous analyses
were limited to the first two or three rounds.

Experiments showed that the CPA method is more effective than DPA and can recover the full
key using approximately 150 differential inputs. Attempting to protect the implementation with
Threshold Implementation (TI) significantly increased hardware costs: area by up to 441 %, delay by
up to 147 %, and power consumption by up to 255 %.

The study demonstrated a serious vulnerability of PRINCE in an unrolled architecture and
highlighted that existing countermeasures are too resource-intensive for lightweight systems,
indicating the need for more efficient solutions.

Table 1 — Results of side-channel attack assessment on lightweight block ciphers

Algorithm Attack type Hardware/software Number Achieved result
platform of traces
PRESENT-80 CEMA Arduino Uno, 2.5 GSa/s 256 — 2048 8 out of 10 key
(correlation EM oscilloscope bytes recovered
analysis) (80%)
SPECK-64/128 | CPA (correlation 8-bit and 16-bit MCUs 500 — 1000 Full key recovery

power analysis) (Atmel AVR, TI MSP430) (up to 30,000 with <1000 traces
on low-power
boards)

SIMON-64/128 | DPA (HW/HD FPGA (Xilinx Spartan-6) ~1000 Full key recovery;
models) masking
significantly
reduces the effect
PRINCE-128 CPA (chosen-input | ASIC unrolled architecture | =150 differential | Key recovery up
attack) input sets to the 4th round,
TI increases costs
(area +441%)
AES-128 (for DPA / CPA FPGA and ARM MCUs 5000 — 20,000 Full key
comparison) recovery without
countermeasures

The results reported in the literature are further interpreted using a unified evaluation framework
that includes the type of leakage, the attack technique employed, the required number of traces, the
achieved level of key recovery, and the applicability of protective measures in a resource-constrained
environment.

Countermeasures Against Side-Channel Attacks

As shown in the studies by Gunathilake et al. [11], Gamaarachchi et al. [12], Yoshikawa and
Nozaki [13], and Xue et al. [16], lightweight block ciphers used in IoT are vulnerable to leakage
through electromagnetic emissions, timing, and power consumption.

165



HERALD OF THE KAZAKH-BRITISH
Vol. 23, No. 3, 2026 TECHNICAL UNIVERSITY

To enhance resistance, the following protection methods are applied:

¢ Data masking — adding random masks to intermediate values [18, 19]

+ Power balancing — equalizing consumption across all logical states [20, 21]

Introducing randomness during execution — random delays and operation permutations [22, 23]
Architectural solutions (Threshold Implementation, noise blocks, spatial isolation) [24, 25]
Adding noise components — artificial current fluctuations or EM interference [26]

Using ARX structures without S-boxes — uniform power consumption and simple
implementation [27, 28]

* o o
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Figure 2 — Trade-offs of countermeasures in lightweight cryptography

Figure 2 schematically illustrates the trade-off between the effectiveness of the main
countermeasures and their resource costs, which is particularly important for IoT devices with limited
power capacity and implementation area.

Choice of cipher structure: the role of S-boxes and ARX operations

The use of S-boxes in lightweight ciphers increases the risk of side-channel leakage, since
nonlinear transformations are often accompanied by non-uniform power consumption and
electromagnetic radiation profiles. These characteristics make S-boxes a convenient target for DPA,
CPA, and EM attacks [26, 29].

ARX structures, by contrast, do not rely on substitution tables and are based on addition, rotation,
and XOR operations, which are usually implemented in a more uniform manner. This reduces
the prominence of certain side-channel dependencies and makes such schemes more suitable for
resource-constrained platforms [27, 28]. At the same time, ARX algorithms do not provide automatic
protection against leakage and still require additional countermeasures, especially when implemented
on low-power microcontrollers.

In this work, a software-based simulation of power consumption leakage was performed to
experimentally evaluate the vulnerability of lightweight cryptographic algorithms to side-channel
attacks. This approach makes it possible to reproduce the statistical properties of real power
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measurements without the use of physical hardware, while fully controlling the noise parameters and
the leakage model.

The standard Hamming weight model, widely used in the power analysis of digital devices, was
employed as the leakage model. It assumes that the instantaneous power consumption of a circuit is
proportional to the number of active logic lines, i.e., the number of bits set to one in the processed
value. Within this model, the observed leakage is described by the following expression:

L =HW(S(p®k)) + ¢ (1)

where P is the input value (plaintext), k is the secret key, 5 is a nonlinear transformation (S-box), HiW
is the Hamming weight function, and & is random additive Gaussian noise modeling measurement
inaccuracies:

g~ N(0,5%) )

In the experiment, the 4-bit S-box of the PRESENT algorithm was used, and the analysis was
conducted on a single nonlinear operation containing a key-dependent intermediate value. Such a
simplification is standard practice in side-channel analysis research and allows one to focus on the
statistical properties of the leakage.

To evaluate resistance to first-order attacks, a masking mechanism was additionally considered.
In this case, the intermediate value was combined with a random mask m, unknown to the attacker,
prior observation:

L=HW(S{pBk) + m)+ ¢ 3)

It is assumed that the mask is uniformly distributed and generated independently for each
operation.

The experiment was conducted for different noise levels and different numbers of observed
traces. The following parameters were varied:

Number of traces N € {50,100,200, 400, 800}

Noise standard deviation ¢ £ {0.5,1.0, 1.5}

Presence or absence of masking

Number of independent experimental repetitions (200 runs for each configuration)

Three statistical methods were used for key recovery: correlation power analysis (CPA), classical
differential power analysis (DPA), and an optimized DPA variant selecting the most informative bit
(best-bit DPA).

In the CPA method, for each key hypothesis, the Pearson correlation coefficient between the
measured leakage and the predicted Hamming weight was computed:

_c ovl LHW: )
TLOHW i “4)

The key estimate was taken as the hypothesis yielding the maximum value of Pl
In the DPA method, traces were divided into two groups depending on the value of a selected bit
of the intermediate result, after which the difference of means was computed:

Dk = “‘!‘J_ - .Hl}l (5)

In the optimized DPA variant, the computation was performed for all bits, and for each key
hypothesis, the maximum statistic was selected.

The correctness of key recovery was verified using the statistical peak principle. For all key
hypotheses, the corresponding statistic was computed, and it was analyzed whether a pronounced
maximum occurred at the correct key hypothesis.
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Discussion

The literature review and simulation results show that the resistance of lightweight algorithms to
side-channel attacks is determined not only by their cryptographic design, but also by implementation-
specific features. The most vulnerable solutions are those in which key-dependent intermediate values
exhibit pronounced statistical dependencies in power consumption or electromagnetic radiation.

The obtained results are consistent with the findings reported in published studies on the
PRESENT, SIMON, SPECK, and PRINCE algorithms: even with a limited number of traces, key-
related information can be recovered in the absence of countermeasures [11-17]. The simulation
performed in this work also demonstrated that CPA outperforms DPA in terms of efficiency, while
masking significantly reduces the probability of successful key recovery.

The integration of literature data and simulation results within the proposed evaluation criteria
made it possible to compare not only individual algorithms, but also the practical applicability of
basic countermeasures under resource constraints, although this approach does not claim to represent
a universal standardized methodology.

Thus, in the design of lightweight cryptographic solutions, the most promising direction is not
the selection of a single “ideal” type of cipher, but rather the combination of structures suitable for
resource-constrained implementation with mechanisms for mitigating side-channel leakage. Such an
approach makes it possible to achieve a more realistic balance between security, performance, and
hardware costs.

Figure 3 shows the distribution of absolute correlation coefficient values for all key hypotheses.
A pronounced statistical maximum is observed, corresponding to the correct key value. This confirms
that the predicted power consumption model for the correct hypothesis aligns best with the observed
data. The presence of such a peak serves as a direct indicator of successful key recovery using
correlation power analysis (CPA).

CPA: Correlation peak for key hypotheses
0.7
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Figure 3 — Distribution of the correlation coefficient for all key hypotheses.
The maximum corresponds to the correct key

The convergence of the attack is illustrated in Figure 4. As the number of traces increases,
the correlation for the correct hypothesis stabilizes at a significantly higher level, while the other
hypotheses remain clustered considerably lower. This reflects a fundamental property of statistical
attacks: as the amount of data increases, noise averages out, and the useful dependency between
power consumption and the key-dependent intermediate value strengthens. Consequently, the correct
hypothesis gradually begins to dominate.
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Figure 4 — CPA convergence without masking:
correlation as a function of the number of traces

The quantitative dynamics of the key recovery probability are presented in Figure 5. It can be
seen that CPA rapidly achieves a high success probability even with a relatively small number of
traces and practically saturates as the amount of data grows further. In contrast, DPA-based methods
demonstrate significantly lower efficiency and a much slower increase in success rate. Even the
optimized DPA variant (best-bit) remains noticeably less effective than CPA. This can be explained
by the fact that CPA uses a continuous leakage model (Hamming weight), whereas DPA relies on
binary trace partitioning and therefore loses part of the statistical information.

Key recovery success vs number of traces (o = 1.0)
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Figure 5 — Probability of successful key recovery as a function
of the number of traces (o = 1.0)
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The numerical success rates are presented in Table 2. They confirm the trends observed in the
figure: under identical conditions, CPA demonstrates the highest key recovery probability. Table 3
additionally shows the minimum number of traces required to achieve a recovery probability of at
least 90%. For CPA, the required data volume is substantially smaller than for DPA, indicating the
higher statistical efficiency of the correlation-based approach.

Table 2 — Key recovery success rates for multiple 6 and N

Noise level 6 | Number of traces N | CPA success rate | DPA(bit 0) success rate | DPA(best-bit) success rate
0.5 100.0 1.0 0.1 0.1
0.5 200.0 1.0 0.095 0.035
0.5 400.0 1.0 0.15 0.025
0.5 800.0 1.0 0.13 0.0
1.0 100.0 0.995 0.12 0.19
1.0 200.0 1.0 0.11 0.185
1.0 400.0 1.0 0.175 0.065
1.0 800.0 1.0 0.135 0.01
1.5 100.0 1.0 0.14 0.165
1.5 200.0 1.0 0.13 0.17
1.5 400.0 1.0 0.14 0.12
1.5 800.0 1.0 0.125 0.08

Table 3 — Trace complexity for different noise levels (= 90% success rate)

Noise level 6 CPA (> 90%) DPA(bit 0) (> 90%) DPA (best-bit) (> 90%)
0.5 50 > 800 > 800
1.0 50 > 800 > 800
1.5 100 > 800 > 800

Special attention was given to the analysis of the effect of masking. The results presented in
Table 4 show that when masking is applied, the probability of successful key recovery decreases to a
level close to random guessing. For a 4-bit subkey, the probability of a random guess is 1/16, which
is consistent with the obtained results.

Table 4 — Comparison of masked and unmasked cases (¢ = 1.0)

Masking Number of traces N CPA success rate DPA(bit 0) DPA (best-bit)
success rate success rate

No 200 1.0 0.11 0.185
Yes 200 0.06 0.11 0.05

No 400 1.0 0.175 0.065
Yes 400 0.065 0.07 0.04
No 800 1.0 0.135 0.01

Yes 800 0.05 0.05 0.065

The behavior of the correlation under masking is illustrated in Figure 6. Unlike the unprotected
case, the correlation corresponding to the correct hypothesis does not exhibit stable growth and
remains close to zero even when the number of traces increases to 2000. This indicates the absence of
a first-order statistical dependency between power consumption and the key-dependent intermediate
value. Thus, masking effectively disrupts the observable correlation structure and suppresses the
possibility of key recovery using first-order methods.
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CPA Attack on MASKED Cipher (First Onder)
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Figure 6 — Correlation behavior under first-order masking

A comprehensive analysis of all presented results leads to the following conclusions. First, the
unprotected implementation exhibits stable statistical leakage sufficient for key recovery. Second,
correlation power analysis is significantly more efficient than differential power analysis. Third,
the application of first-order masking substantially reduces attack effectiveness and disrupts the
observable statistical dependency.

Thus, the conducted experimental validation confirms the theoretical principles underlying
side-channel attacks and demonstrates the practical importance of masking as a countermeasure for
lightweight cryptographic implementations.

It should be noted that the proposed approach is limited in scope and does not replace a
standardized certification methodology. The experimental setup used in this study represents a
simplified first-order leakage model and is aimed primarily at identifying general patterns rather than
providing an exhaustive comparison of all algorithm classes and countermeasures. At the same time,
it is precisely this simplification that makes it possible to introduce unified analysis criteria and to
track the influence of cipher structure, noise level, and masking on the success of basic attacks.

Conclusion

The conducted analysis examined the characteristics and outcomes of side-channel attacks on
the lightweight block ciphers PRESENT, SPECK, SIMON, and PRINCE. It has been shown that
even with a small number of traces, DPA, CPA, and EM-based methods can recover secret keys if the
cipher implementation lacks hardware- or software-level protection. This confirms the necessity of
a comprehensive approach to the design of lightweight cryptographic solutions — one that considers
not only mathematical security but also the behavior of the implementation under real operating
conditions.

The analysis of existing studies and countermeasures revealed that the use of S-boxes in block-
cipher structures increases the risk of leakage due to complex nonlinear operations and uneven power
consumption. At the same time, ARX-based algorithms demonstrate better resistance to side-channel
attacks because of their uniform structure and the absence of substitution tables. However, even such
constructions require additional protection mechanisms.

A comparison of various countermeasures — masking, power balancing, random delays, and
architectural approaches — showed that each of them has both advantages and limitations. The most
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effective strategy is to combine several protection techniques to achieve an optimal balance between
security, performance, and hardware efficiency.

The conducted experimental validation demonstrated that the unprotected lightweight
implementation exhibits stable statistical leakage sufficient for key recovery using correlation power
analysis (CPA). It was found that CPA outperforms DPA in terms of efficiency and requires fewer
traces to achieve a high probability of success.

At the same time, the application of first-order masking significantly reduces the probability of
key recovery and disrupts the observable correlation dependency. This confirms the effectiveness of
masking as a practical countermeasure against side-channel attacks.

The conducted analysis makes it possible to draw a broader conclusion that the practical
resistance of lightweight cryptographic algorithms to side-channel attacks is determined not only by
the choice of the cryptographic construction itself, but also by a combination of interrelated factors.
These include the type of key-dependent intermediate values, the nature of the resulting leakage,
the statistical efficiency of the analysis method, and the acceptable resource costs of implementing
protection. In this sense, resistance to side-channel attacks should be regarded as a comprehensive
implementation-specific characteristic rather than as an isolated property of the algorithm.

Thus, the obtained results quantitatively confirm the vulnerability of unprotected implementations
and demonstrate the importance of protective mechanisms for enhancing the resilience of lightweight
cryptographic algorithms.

The scientific novelty of the present work lies not in developing a universal formal model for
the side-channel attack evaluation, but in the systematization and comparison of data on the practical
vulnerability of lightweight algorithms and the applied countermeasures within a unified analytical
context. The proposed approach makes it possible to relate the structural features of ciphers, the
nature of the observed leakages, and the resource constraints of IoT devices, thereby providing a
foundation for the further transition to more rigorous and unified evaluation methodologies.

The results of the analysis indicate that a promising direction in lightweight cryptography is the
development of a new ARX-based algorithm with integrated countermeasures against side-channel
leakage. This approach will enable more reliable and robust solutions for resource-constrained
devices, including sensor networks, intelligent controllers, and Internet-of-Things systems.

Future work will focus on transitioning from theoretical justification to the practical
implementation of a prototype of the proposed algorithm, followed by its experimental evaluation
and comparison with existing solutions in terms of security, speed, and hardware efficiency.
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Anjarna

3arrap wmaTepHeTiHIH (IoT) *XoHE KipiKTipinTeH >XyHenepaiH KapKbIHIBI JaMybl IIEKTEYIi pecypcTapMeH
JKYMBIC ICTEHTIH KYpbUIFbLIapFa OeiiMIenreH KpunrorpadusiblK MenniMaep/Ii KoJiaHy KaXeTTUIINH apTThIP/IbL.
KeHin canmakTsl Kpunrorpadus Kayirncizuik, OHIMIUIK j)KOHE SHEPrHsl TYThIHY apachIHIarbl TEMEe-TEHIIKTI KaM-
Tamachl3 eTe/li, COHABIKTaH o ceHcopiapaa, RFID-ranbanapaa, MeMIMHaNBIK KYpbUIFbLIap/a sxoHe Oacka na [oT
KOMIIOHEHTTEpIH/Ie KeHIHEH KOJIJaHblIa sl AJaiiia ic jKy3iHIe MyH/Iail alnropuTMaep *aHama apHajap apKbLUIbl
JKY3€re achIpbUIATHIH MIa0ybUIAapFa ocas 00Iysl MyMKiH. MyHa# malysuiaap SHEprus TYTHIHY, IEKTPOMarHuTTIK
coyJieJIeHy HEMEcCe YaKbITTHIK CHIIaTTamMalap CHAKTHI JKaHaMa aKMapaTThIH CHIPTKA MIBIFYBIH MaiilaiaHa OTBIPHIII,
KYIHs KIITTEep/i KaJlIblHA KeNTipyre MyMKiHIIK O6epeni. EH KayinTi Typiepi — KyaTrTslH AU depeHInanabl KoHe
koppemsuusubliK Tangaysina (DPA, CPA) HerizmenreH ofictep, ojap a3 FaHa OJIICYIepaiH KemeriMeH mmdpmi
icke aceipynbl Oy3a amaael. Makamaga PRESENT, SIMON, SPECK xone PRINCE cHSKTBI jKeHIJT calMaKThI
aNropuTMepre OarbITTalFaH j>KaHaMa apHaJbIK Malyburnapra oy kacanraH. COHBIMEH Karap KOpFaHbIC
omictepi — Mackajay, JKachIpBIHABIPY, €cenTey peTiH e3reptry, threshold-peammzammsimap XoHE amITaparTHIK
Kapchl Imapanap KapacTeIpbUraH. OmapislH THIMIUTIIT MEH pPECypCTHIK IIBIFBIHAAPHI CaJIBICTBIPMANBI TYPIC
TaJIAHBII, Op TOCUIMIH apTHIKIIBUIBIKTAPEI MEH dJICI3 TYCTaphl aKBIHAAIABL. 3epTTeyAe IIEKTEYIi pecypcTapbl
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6ap loT KypbUIFBUIAPKI XKaFAibIHA KOPFAHBIC MICIIIMICPIH MPAKTUKAIBIK KOJIJIAaHyFa epeKIile Ha3ap ayJdapbuiFaH.
Hotmxenep kepcerkeniei, aMbedan KOpFaHbIC 9JIiCI OK, aJl eH KOFapbl THIMALTIKKE MacKajiay MEH YKaChIPbIH-
JBIpY TociizepiH OipiKTipeTiH KeImIeH i aMalgap apKbUIbI KOJ JKeTKizyre Oomaapl. Byl sKyMbIC JKEHIT caaMaKThl
KpunTorpadus YIIiH TYPaKTBUTBIKTEI Oarajiay KoHe KOPFaHBIC TeTIKTePiH JKETUIIPy OaFbITEIHIAFE 3ePTTEYIICPIiH
O3EKTUIINH aiKbIHIANIEI.

Tyiiin ce3nep: >keHinm canMmakTel Kpunrtorpadwus, skaHama apranap, SCA-mabysuimap, DPA, CPA, loT
Kayimci3miri.
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AHHOTAUMS

CrpemutensHoe passutue MHTeprera Bemel (IoT) u BCcTpanBaeMbIX CHCTEM MPUBOIUT K HEOOXOIUMOCTH
NPUMEHEHUSI KPUNTOrpapUYeCKUX PELICHUH, aJanTHPOBAHHBIX Ul YCTPOWCTB C OTPaHUUYCHHBIMH PECypCaMu.
JlerkoBecHast kpunrorpadust odecniednBaeT 0anaHc MEXIy O€301aCHOCTBIO, MPOM3BOIUTEIBHOCTHIO U HU3KHM
9HEepronoTpedIeHneM, 4To JefaeT ee BocTpeOoBaHHO! B ceHcopax, RFID-MeTkax, MeANIIMHCKUX yCTpOIcTBax 1
npyrux loT-kommonenTax. OHAKO HA MPAKTUKE JaHHBIC alTOPUTMBI MTOJABEPIKEHBI aTakaM IT0 TTOOOYHBIM KaHa-
JIaM, WCTIONB3YIONNM YTEUKH YHEPTUH, HICKTPOMATHUTHOTO W3IYYCHUS WM BPEMEHHBIX XapaKTEPHCTHK IS
BOCCTAHOBIICHUSI CEKPETHBIX Kitouei. HauOounpliyro yrpo3y IpeiCTaBisIIOT METOAbl JAU(GQEepeHIIaTIbHOTO U
KOPPEISALMOHHOTO aHAJIN3a MOITHOCTH, KOTOPBIE MO3BOJISIOT KOMIIPOMETHPOBATh PEATU3AINIO 32 OTHOCUTEIBFHO
HeOOJIbIIOEe KOJIMYECTBO M3MEpEHUil. B crarbe mpeacraBieH 0030p aTak Mo MOOOYHBIM KaHajlaM Ha JIETKOBECHBIE
anroputmbl, Takux kak PRESENT, SIMON, SPECK u PRINCE. PaccMoTpeHbl OCHOBHBIE METOMABI 3alllUTHI,
BKITIOUAsi MACKHPOBaHHE, COKPHITHE, IEPECTaHOBKY BhIUHCICHNH, threshold-peanm3arum u armapaTHbIe MEpPBI TIPO-
tuBozeiicTBUs. [IpoBeneH cpaBHUTENBHBIN aHANN3 X d(P(HEKTUBHOCTH W HAKIAJHBIX PACXOIO0B, BBISIBICHBI CHIIb-
HBIE ¥ CJIa0ble CTOPOHBI KaXk1oro noaxoaa. Ocoboe BHUMaHHE yaeJIeHO MpolieMe MpakTHIeCKOH MPUMEHUMOCTH
3aILUTHBIX PELIEHUH B yCIOBUIX OrpaHUYEHHBIX pecypcoB [oT-ycTpoiicTs. Pe3ynbrarsl ucciie0BaHUs IOKA3bIBAOT,
YTO HU OJIMH METOJ 3AIIUTHI HE SBJSETCS YHUBEPCAJIbHBIM M HauOOJIbLIYI0 3()P(EKTHBHOCTH JIEMOHCTPUPYIOT
KOMOWHHMPOBaHHBIE TTOJXO/bI, COYETAIOIINE MAaCKHPOBAaHNE M METOABI COKPBITHA. PaboTa mogyepkuBaeT HE0OX0-
TUMOCTH JTaJbHEHUIINX MCCIIeIOBAHIMA, HAPABICHHBIX Ha (POPMUPOBAHHE TIOAXOIOB K OI[EHKE CTOHKOCTH M COBEp-
IIEHCTBOBAHHUIO 3AIMUTHBIX MEXaHU3MOB JIJISI JIETKOBECHOW KpHUNTOrpaduu.

KuroueBble ciioBa: yierkast kpunrorpadus, modounsie kanaibl, ataku SCA, DPA, CPA, loT-6e30macHoOCTb.
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