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Abstract

Selecting appropriate information security systems is a complex task influenced by organizational risks,
infrastructure characteristics, evolving cyber threats, and regulatory requirements. Traditional approaches based on
manual analysis and expert judgment often lack adaptability, scalability, and consistency in dynamic cybersecurity
environments. This study proposes a hybrid intelligent decision-support system that combines fuzzy logic, machine
learning, and ISO-based cybersecurity standards for risk assessment and security action recommendation. The
fuzzy inference module evaluates cybersecurity events under uncertainty using parameters such as attack frequency,
vulnerability level, and defense efficiency. Based on the calculated risk level, the system generates standardized
response actions aligned with international ISO/IEC standards. In addition, a Random Forest machine learning
model is used to evaluate whether the selected actions are likely to mitigate the attack successfully. Experimental
evaluation performed on a synthetic dataset demonstrated that the proposed hybrid architecture achieves high
predictive performance and improves both interpretability and adaptability of cybersecurity decision support systems
in complex operational environments.
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Introduction

The rapid growth of cyber threats and the increasing complexity of digital infrastructures
significantly complicate the task of ensuring organizational information security. Modern
organizations operate in highly dynamic technological environments characterized by diverse attack
vectors, continuously evolving threat landscapes, and increasingly strict regulatory requirements.
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As digital transformation accelerates across industries, organizations face growing challenges in
protecting critical assets, sensitive information, and ensuring operational continuity.

Information security architecture typically consists of multiple protective mechanisms, including
firewalls, intrusion detection systems (IDS), intrusion prevention systems (IPS), data loss prevention
(DLP) solutions, and security monitoring platforms. The selection and configuration of these
mechanisms depend on numerous interrelated factors, such as organizational size, industry sector,
infrastructure complexity, risk exposure, and available resources. These factors create a complex
decision-making environment in which security solutions must be carefully evaluated and aligned
with organizational security policies and risk management strategies.

However, in practice, the selection of cybersecurity solutions is often performed using expert
judgment, manual risk analysis, or static evaluation frameworks. While these approaches remain
widely used, they may lead to subjective assessments, inconsistencies in decision-making, and limited
scalability in complex infrastructures. Traditional approaches also struggle to effectively process
large volumes of security-related data and to address the uncertainty inherent in cybersecurity risk
assessment processes.

To address these limitations, recent advances in artificial intelligence have opened new
opportunities for improving cybersecurity decision-support systems. Machine learning techniques
enable automated analysis of large datasets, anomaly detection, and prediction of potential security
incidents, significantly enhancing the ability to respond to emerging threats [ 1]. In parallel, fuzzy logic
has been widely applied in cybersecurity risk assessment because it allows modeling uncertainty and
imprecision using linguistic variables and rule-based reasoning [2]. Fuzzy inference systems have
demonstrated effectiveness in evaluating information security risks by integrating factors such as
threat probability, potential damage, and system vulnerabilities [3].

Intelligent decision-support systems are increasingly used to assist organizations in complex
decision-making environments by integrating artificial intelligence techniques with domain
knowledge and expert rules [4]. In cybersecurity management, such systems can support risk
analysis, automate the selection of security countermeasures, and improve the overall effectiveness
of defensive strategies.

In this context, the development of hybrid intelligent approaches that combine multiple artificial
intelligence techniques has attracted significant attention in recent cybersecurity research. Integrating
fuzzy logic with machine learning allows combining human-like reasoning under uncertainty with
data-driven predictive capabilities, thereby improving both interpretability and adaptability of
cybersecurity solutions.

This study proposes a hybrid intelligent decision-support model for the selection and evaluation
of information security measures. Existing cybersecurity studies often focus on separate stages of
the decision-making process. Machine learning-based approaches are mainly used for intrusion
detection, anomaly classification, or prediction tasks [1, 7, 8]. Fuzzy logic-based studies usually
concentrate on risk assessment under uncertainty and the formalization of expert reasoning [2, 3, 10].
Al-based decision-support systems provide general frameworks for assisting complex decisions, but
they do not always connect risk estimation with standard-based response actions and mitigation
evaluation [4]. In contrast, the proposed approach integrates these stages into one closed-loop
workflow: fuzzy risk assessment, ISO/IEC-based action recommendation, Random Forest-based
mitigation prediction, and structured reporting. This integration distinguishes the proposed prototype
from approaches that address only detection, only risk scoring, or only rule-based recommendation.
Unlike traditional cybersecurity decision-support approaches that focus mainly on attack detection,
risk scoring, or rule-based recommendation separately, the proposed model combines these stages
into a single closed-loop workflow. The system first evaluates risk under uncertainty using fuzzy
logic, then maps the identified attack type and risk level to ISO/IEC-based security actions, and
finally applies a Random Forest model to estimate whether the selected actions are likely to mitigate
the incident. Therefore, the novelty of the proposed approach lies not in using fuzzy logic or machine
learning separately, but in their integration with standard-based action selection and structured
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reporting within one decision-support architecture. The proposed approach integrates fuzzy logic-
based risk assessment, ISO-based security action recommendation, and Random Forest-based
mitigation prediction. The main contribution of the study is the development of a unified decision-
support pipeline that connects risk estimation, standardized response recommendation, and predictive
evaluation of selected cybersecurity actions.

Material and methods

Modern information security systems represent a comprehensive set of technical, software,
and organizational measures aimed at ensuring the confidentiality, integrity, and availability of
information. With the rapid development of digital technologies and the increasing complexity of IT
infrastructures, organizations are exposed to a growing number of cyber threats, which necessitates
the use of multi-layered protection mechanisms.

Contemporary cybersecurity architectures are typically based on the principle of defense-in-
depth, which involves the use of multiple complementary components such as Intrusion Detection
Systems (IDS), Intrusion Prevention Systems (IPS), firewalls, and Security Information and Event
Management (SIEM) platforms. These systems work together to monitor, detect, and respond to
cyber threats in real time, providing a layered approach to security management [5, 6]. Cyber threats
can be classified into several categories, including network attacks (e.g., DDoS and port scanning),
authentication attacks (e.g., brute-force), application-level attacks, and malware-based attacks such
as botnets. These threats can be described using parameters such as frequency of occurrence, system
vulnerability, and defense efficiency. Proper classification and modeling of these threats are essential
for effective cybersecurity management in dynamic environments [7, 8].

Risk assessment is a central component of cybersecurity systems. Traditionally, risk is defined as
the product of the probability of a threat and its impact:

R=PxI

where R denotes risk, P is the probability of occurrence, and I represents the impact or damage
caused by the threat. However, such models are limited in real-world scenarios due to uncertainty,
incomplete information, and the subjective nature of expert evaluations [9].

To address these limitations, modern approaches increasingly apply fuzzy logic for cybersecurity
risk assessment. Fuzzy systems allow modeling uncertainty using linguistic variables and membership
functions. In general, a fuzzy risk model can be expressed as:

RiskScore = f(A,F,V,D)

where A represents the attack type, F is the frequency of the attack, V is the vulnerability level, and
D is the defense efficiency. This formulation reflects a more realistic representation of cybersecurity
conditions. Each numerical variable is transformed into fuzzy sets using triangular membership
functions. For example, frequency, vulnerability, and defense efficiency are represented by the
linguistic values low, medium, and high, while the output variable damage is represented by very
low, low, medium, high, and very high.

The numerical RiskScore is converted into risk levels using the following thresholds: values
below 250 are interpreted as LOW risk, values from 250 to below 650 are interpreted as MEDIUM
risk, and values equal to or above 650 are interpreted as HIGH risk. These thresholds were selected
to support practical prioritization of cybersecurity events in the prototype.

In fuzzy inference systems, numerical input values are transformed into fuzzy sets using
membership functions. One of the most commonly used forms is the triangular membership function:
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This function defines the degree of membership of a variable x to a fuzzy set. Triangular functions
are widely used due to their simplicity and interpretability [10].

The decision-making process in fuzzy systems is based on a set of rules that describe relationships
between input variables.

Fuzzy inference can be expressed as:

R; = min (ug, py, ptn)

Where R; represents the activation level of a specific of rule . The final risk value is obtained
through defuzzification, commonly using the centroid method:

. o ELuiw
RiskScore = TR

Fuzzy logic has been widely applied in cybersecurity risk assessment due to its ability to handle
uncertainty and incorporate expert knowledge. Recent studies confirm its effectiveness in evaluating
complex systems and industrial environments [2, 3].

In addition to risk assessment, cybersecurity systems must provide appropriate response actions.
In practice, system administrators perform a set of actions depending on the type of attack. These
actions can be divided into automated and manual categories. Simple actions, such as blocking
suspicious [P addresses or applying traffic limits, can be executed automatically through external
services. More complex actions require human intervention and include system reconfiguration or
incident investigation.

To standardize these actions, international cybersecurity standards are used. ISO/IEC 27001
defines the overall framework for information security management systems, while ISO/IEC 27002
provides detailed guidelines for implementing security controls. ISO/IEC 27035 focuses on incident
response, ISO/IEC 27033 addresses network security, and ISO/IEC 27034 deals with application
security. These standards ensure that response strategies follow best practices and are applicable in
real-world scenarios [11].

Within the proposed system, cybersecurity actions are mapped to specific attack types based on
ISO recommendations. For example, brute-force attacks require authentication strengthening and
password policy enforcement, while DDoS attacks require traffic filtering and resource scaling. This
mapping enables systematic and consistent decision-making. The mapping between cyberattack
types and ISO-based response actions, presented in Table 1, plays a key role in the proposed decision-
support system.

Table 1 — Mapping of cyberattacks to [SO-based security actions

Attack Type ISO Standard Recommended Actions
Brute Force ISO/IEC 27002 Block IP, enforce MFA, reset passwords
DoS/DDoS ISO/IEC 27033 Rate limiting, enable DDoS protection, scale resources
Botnet ISO/IEC 27035 / ISO/IEC 27001 Isolate host, enable IDS alerts, collect indicators
of compromise
Port Scan ISO/IEC 27035 Logging, firewall rules, incident response
Web Attack ISO/IEC 27034 Enable WAF, patch application, review logs
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This mapping ensures that each detected attack is associated with a set of standardized and
well-established countermeasures derived from international information security standards. For
example, brute-force attacks are addressed through authentication-related controls such as blocking
suspicious [P addresses, enforcing multi-factor authentication, and resetting compromised credentials,
in accordance with ISO/IEC 27002. Similarly, DDoS attacks are mitigated through network-
level measures including rate limiting, traffic filtering, and resource scaling, as recommended by
ISO/IEC 27033. Other attack types, such as botnets, port scanning, and web-based attacks, are
handled through corresponding ISO standards, ensuring that the recommended actions reflect best
practices in cybersecurity management. It improves the consistency and reliability of the system’s
recommendations, while also making them more applicable in real-world environments. By aligning
decision-making with recognized standards, the proposed approach reduces subjectivity and enhances
the practical value of the system for system administrators and cybersecurity specialists.

The mapping is not intended to represent full ISO/IEC compliance. It is used as a standard-based
recommendation layer that connects common attack scenarios with relevant security domains. Brute-
force attacks are linked to ISO/IEC 27002 because they require authentication and access control
measures. DoS/DDoS attacks are linked to ISO/IEC 27033 because they mainly affect network
availability and require network-level countermeasures. Web attacks are linked to ISO/IEC 27034
because they concern application security. Port scanning and botnet-related activities are connected
with incident detection and response logic described in ISO/IEC 27035.

Another important aspect of modern cybersecurity systems is the evaluation of defense
effectiveness. Traditional approaches focus mainly on risk estimation, but do not analyze whether
applied actions successfully mitigate threats. To address this limitation, machine learning models are
used.

The machine learning component can be formalized as:

y = ML{A,F,V,D,5)
Where ¥ is a binary variable indicating whether the attack was mitigated and 5 represents the
strength of applied actions. The action strength can be calculated as:
mn
5= t; -
i=1
where a; indicates whether action £ was applied, and «; denotes the relative weight of action i.

This formulation allows the model to consider not only system conditions but also the effectiveness
of response actions.

Machine learning methods, particularly ensemble algorithms such as Random Forest, have
demonstrated strong performance in cybersecurity tasks, including intrusion detection and
classification. These models can capture complex relationships between variables and adapt to new
data, making them suitable for dynamic environments [1, 12].

Recent research highlights the growing role of artificial intelligence in decision support systems.
Al-based systems combine data-driven approaches with expert knowledge to improve decision-
making processes in complex domains such as cybersecurity. They enable automation, scalability,
and improved accuracy in threat detection and response [4].

Modern systems increasingly include automated reporting mechanisms. Reports can be generated
on a daily, weekly, or monthly basis and include detailed information about events, timestamps,
recommended actions, and execution results. The integration of large language models (LLMs)
allows generating structured and human-readable reports, improving the usability of cybersecurity
systems.

The integration of fuzzy logic, machine learning, and standardized response strategies forms
the basis of hybrid intelligent decision-support systems. Such systems provide a comprehensive
framework for cybersecurity management by combining risk assessment, action recommendation,
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automation, and effectiveness evaluation. This approach improves the adaptability, consistency, and
efficiency of cybersecurity processes in dynamic environments.

The proposed system is designed as a hybrid intelligent decision-support model for cybersecurity
management. Its main objective is to support the selection of appropriate information security
measures by combining fuzzy risk assessment, standards-based action recommendation, automated
response, and machine learning—based evaluation of defense effectiveness. Such hybrid approaches
are increasingly considered effective in cybersecurity because they combine interpretability and
uncertainty handling with data-driven predictive capability [1, 2, 4].

The overall architecture of the system is shown in Figure 1. This architecture reflects the idea
that cybersecurity decision support should not be limited to attack detection alone, but should also
include response recommendation, automation, and evaluation of countermeasure effectiveness.

Decision Module
[S0O-based Actions

Fuzzyv Risk
Assessment

RiskScore

Security Events
Logs / Crawler

Daily / Weekly Mitigation

/ Monthly Prodiction Auto / Manual

Reporting Module ML Evaluation

Action Execution ‘

Figure 1 — Architecture of the hybrid intelligent cybersecurity system

The fuzzy risk assessment module is used to estimate the severity of a cybersecurity event
under uncertainty. Traditional risk models often rely on exact numerical values, but cybersecurity
parameters are frequently uncertain, incomplete, or more naturally expressed in linguistic form.
Fuzzy logic is well suited for such tasks because it allows numerical inputs to be converted into
interpretable linguistic categories and processed through expert-defined rules [2, 3].

The fuzzy model uses triangular membership functions for the input variables frequency,
vulnerability, and defense efficiency. Each variable is defined on a scale from 0 to 10 and represented
by three linguistic terms: LOW, MEDIUM, and HIGH. The output variable is damage or RiskScore,
defined on a scale from 0 to 1000 and represented by five linguistic terms: VERY LOW, LOW,
MEDIUM, HIGH, and VERY HIGH. As shown in Table 2, values closer to 1 indicate stronger
membership, while values close to 0 indicate weak or no membership.

Table 2 — Interpretation of fuzzy membership values

Membership degree range

Interpretation

0 No membership
0<wx)<0.3 Weak membership

0.3 <ux)<0.7 Partial/moderate membership
0.7<ux)<1 Strong membership

1

Full membership

The membership degree p(x) is a continuous value from 0 to 1. It is not limited to fixed values
such as 0.2, 0.4, 0.6, or 0.8. These values may be used only for interpretation, while the actual
membership degree is calculated by the corresponding membership function.

Representative fuzzy rules used in the model include the following:

1. If frequency is HIGH, vulnerability is HIGH, and defense efficiency is LOW, then risk is

VERY HIGH.
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2. If frequency is HIGH and defense efficiency is LOW, then risk is HIGH.

3. If vulnerability is HIGH and defense efficiency is LOW, then risk is HIGH.

4. If defense efficiency is HIGH and frequency is LOW, then risk is VERY LOW.

5. If frequency, vulnerability, and defense efficiency are MEDIUM, then risk is MEDIUM.

The fuzzy rule base was organized into several logical groups. The first group defines baseline risk
levels for different attack types, including normal activity, port scanning, brute-force attempts, web
attacks, DoS/DDoS, and botnet-related events. The second group covers high-risk conditions where
high frequency and high vulnerability are combined with low defense efficiency. The third group
describes cases where strong defense efficiency reduces the final risk level. The fourth group contains
attack-specific escalation rules for DoS/DDoS, botnet, web attack, and brute-force scenarios. The
fifth group covers balanced medium-risk cases, where the input parameters have moderate values.
Finally, fallback rules are included to ensure that the fuzzy inference system produces an output even
when a specific input combination is not fully covered by detailed rules. This structure makes the
fuzzy rule base systematic and suitable for prototype-level cybersecurity risk assessment.

After fuzzy inference, the aggregated fuzzy output is converted into a numerical RiskScore using
centroid-based defuzzification. The numerical RiskScore is then interpreted as LOW, MEDIUM, or
HIGH risk for the recommendation module.

The pseudocode of the overall hybrid model is given in Algorithm 1. The role of the fuzzy stage
in this workflow is to provide the first analytical layer for assessing event severity before security
actions are selected.

Algorithm 1 — Hybrid Cybersecurity Decision Model

Input: Security event (A, F, V, D)
1. Compute RiskScore using fuzzy model;
2. Determine risk level (LOW, MEDIUM, HIGH);
3. Generate recommended actions based on ISO standards;
4. if action is simple then
Execute action automatically;
else
Recommend action to the administrator;
5. Compute action strength S;
6. Predict mitigation using the machine learning model;
Generate report;

After the risk level is determined, the system generates a set of recommended actions for the
administrator. This module is based on the principle that specific classes of attacks require specific
countermeasures. To make the recommendations more consistent and practical, the mapping between
attacks and actions is aligned with international information security standards.

In particular, the developed system uses the following standards as a reference:

ISO/IEC 27001 for general information security management,
ISO/IEC 27002 for access control and authentication-related controls,
ISO/IEC 27033 for network security measures,

ISO/IEC 27035 for incident detection and response,

ISO/IEC 27034 for application security.

For example, brute-force attacks are associated with actions such as IP blocking, password reset,
and multi-factor authentication, which are consistent with ISO/IEC 27002. DDoS attacks are mapped
to rate limiting, DDoS protection, and resource scaling in accordance with ISO/IEC 27033. Port
scanning events are linked to logging, firewall rule tightening, and incident handling procedures
corresponding to ISO/IEC 27035. Web attacks are associated with WAF activation, patching, and
application log review in line with ISO/IEC 27034.
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An important feature of the proposed module is the distinction between simple and complex
actions. Simple actions, such as block ip, rate limit, or enable wafrule, can be executed automatically
by calling an external service. More complex actions, such as host isolation, forensic analysis, or
security policy adjustment, remain under administrator control. This combination of automation
and expert intervention improves the flexibility of the system and reflects practical cybersecurity
workflows.

Unlike traditional decision-support systems that stop at the stage of recommending actions, the
proposed approach includes an additional evaluation layer. Its purpose is to estimate whether the
selected actions are likely to mitigate the attack. This task is formulated as a binary classification
problem:

y = ML(A,F,V,D,S)

Where ¥ indicates whether the attack is mitigated, A is the attack type, F is the frequency, V is
the vulnerability level, D is the defense efficiency, and S is the action strength.
n

5= Z w; a;
i=1

Where a; indicates whether action i was applied and w; is its relative effectiveness weight. The
machine learning model uses the following input features:

+ attack type,

* frequency,

¢ vulnerability,

¢ defense efficiency,

¢ action strength.

The target variable is a binary label indicating whether the cybersecurity incident was successfully
mitigated. The machine learning component of the system is implemented using a Random Forest
classifier. The model is trained on synthetic data using the following procedure:

rf model = RandomForestClassifier(random_state=42)

rf model.fit(X train, y train)

The Random Forest classifier was implemented using the scikit-learn library. In the current
prototype, the default RandomForestClassifier configuration was used with random_state = 42 to
ensure reproducibility. This means that the number of trees was set to 100, maximum tree depth was
not explicitly restricted, and no class weighting was applied. The attack type was encoded as a fixed
numerical identifier for prototype simplicity, while the remaining features were numerical. Since
Random Forest is a tree-based algorithm, feature normalization was not required. However, for a
more rigorous production-level implementation, one-hot encoding or categorical encoding of attack
types should be applied, and hyperparameter tuning should be performed.

This implementation allows the model to learn the relationship between cybersecurity parameters
and mitigation outcomes. The Random Forest algorithm was selected because of'its strong performance
on structured tabular data, robustness to nonlinear relationships, and interpretability compared
to more complex black-box models. Random Forest has also been widely used in cybersecurity
applications for classification and anomaly analysis [1].

Since real labeled datasets describing the effectiveness of administrator actions are difficult to
obtain, a synthetic training dataset was generated using expert-inspired rules. The training procedure
includes dataset generation, train/test split, model fitting, and evaluation using accuracy, confusion
matrix, precision, recall, and F1-score.

For empirical reproducibility, the synthetic dataset generation procedure was explicitly defined.
In this study, the dataset consisted of 3000 cybersecurity events. Each event was assigned to one
of six attack categories: Botnet, Brute Force, DoS/DDoS, Normal, Port Scan, and Web Attack. The
numerical features, including attack frequency, vulnerability level, and defense efficiency, were

151



HERALD OF THE KAZAKH-BRITISH
Vol. 23, No. 3, 2026 TECHNICAL UNIVERSITY

generated within a normalized continuous range from 0 to 10. These values were used to simulate
different cybersecurity conditions, from low-risk events to high-risk attack scenarios. A risk proxy
value was calculated using attack frequency, vulnerability level, and defense efficiency. The action
strength feature was calculated as a weighted sum of selected or executed response actions. The
binary target variable indicated whether the attack was mitigated or not. The dataset was divided into
training and testing subsets using an 80/20 split, and the Random Forest classifier was evaluated on
unseen test data.

The numerical features were generated from a uniform distribution in the range from 0 to 10. A
fixed random seed was used to ensure reproducibility of the generated dataset.

The experimental dataset was generated synthetically because publicly available cybersecurity
datasets usually contain traffic features and attack labels, but do not include ISO-based recommended
actions, executed actions, action strength, and final mitigation outcomes. These variables are necessary
for evaluating the full decision-support process proposed in this study. Table 3 summarizes the main
parameters used to generate the synthetic cybersecurity dataset.

Table 3 — Parameters of synthetic dataset generation

Parameter Value
Dataset size 3000 cybersecurity events
Random seed for dataset generation 7
Attack categories Botnet, Brute Force, DoS/DDoS, Normal, Port Scan, Web Attack
Frequency distribution Uniform distribution in the range from 0 to 10
Vulnerability distribution Uniform distribution in the range from 0 to 10
Defense efficiency distribution Uniform distribution in the range from 0 to 10
Action execution probability 0.75 for each recommended action
Noise distribution Normal distribution with mean 0 and standard deviation 0.8
Target variable Binary mitigation outcome: 1 = mitigated, 0 = not mitigated
Train/test split 80/20
Random state for model training 42
Machine learning model Random Forest classifier

These parameters make the experimental procedure reproducible because the dataset size,
feature distributions, random seeds, action execution logic, noise level, and target generation rule are
explicitly defined.

This module allows the system not only to recommend actions, but also to estimate whether
these actions are likely to be sufficient. Such a feedback oriented design significantly strengthens the
practical value of the system.

To reduce data leakage during model evaluation, the dataset was divided into training and testing
subsets before model evaluation, and the test set was not used during model fitting. Stratified splitting
was applied to preserve the distribution of mitigated and non-mitigated cases. At the same time,
since the mitigation label is generated using action strength in the synthetic dataset, the relationship
between action strength and the target variable is intentionally embedded in the prototype. This
is acknowledged as a limitation of synthetic validation, and future work should use real incident
response outcomes as target labels.

The sequence of system operations is illustrated in Figure 1. First, a cybersecurity event is
collected from the data source. The event is passed to the fuzzy inference module, which computes
the RiskScore and assigns a risk level. Based on the attack type and risk level, the decision-support
module generates [SO-based recommendations. If the selected action belongs to the set of simple
automated actions, the system executes it automatically through an external service. Otherwise, the
action is left for manual execution by the administrator.
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Next, the machine learning model receives the event parameters together with the action-related
features and predicts whether the implemented actions are likely to mitigate the threat. Finally, the
processed event data is sent to the reporting module, where it is included in daily, weekly, or monthly
reports.

This sequence reflects a closed-loop decision-support process: event detection — fuzzy risk
estimation — action recommendation — action execution — ML (Random Forest) effectiveness
evaluation — reporting.

Such a workflow is especially useful in complex environments where administrators must process
many events in a short time and require not only alerts but also interpretable recommendations and
outcome estimates.

Results and discussion

The experimental evaluation of the proposed hybrid intelligent system was conducted to assess
its performance in cybersecurity risk estimation, action recommendation, and prediction of defense
effectiveness. The evaluation considered both the individual behavior of the fuzzy risk assessment
module and the performance of the machine learning classifier within the integrated system pipeline.

The experiments were designed to answer three main questions. First, whether the fuzzy model
produces interpretable and stable risk estimates under different attack conditions. Second, whether the
machine learning model can reliably predict whether the selected actions are sufficient to mitigate the
attack. Third, whether the integration of fuzzy logic, ISO-based recommendation rules, and machine
learning improves the overall quality of decision support.

To evaluate the proposed approach, a synthetic dataset consisting of 3000 cybersecurity events
was generated. Each event was described by the following attributes:

* attack type,

* frequency,

¢ vulnerability level,

+ defense efficiency,

+ strength of applied actions.

The attack type corresponds to one of the predefined categories used in the system, including
Botnet, Brute Force, DoS/DDoS, Normal, Port Scan, and Web Attack. The remaining parameters
were generated within normalized ranges and represent simplified but realistic characteristics of
cybersecurity incidents. Such a design made it possible to simulate different combinations of weak
and strong system states and different response strategies.

The fuzzy inference module was applied to each generated event in order to compute a numerical
risk score. The risk score was then converted into one of three discrete categories: LOW, MEDIUM,
and HIGH. These values were used by the decision-support module to select ISO-based response
actions.

For the machine learning stage, the target variable was defined as a binary mitigation outcome:

y € {0, 1}
where y = 1 indicates that the attack was mitigated and y = 0 indicates that the attack was not
mitigated.

The action strength feature was calculated as a weighted sum of the recommended or executed

actions: .
5= E w;
i=1

where @: denotes the application of action i, and W is the relative weight of this action.

The dataset was divided into training and testing subsets using an 80/20 split. The machine
learning component was implemented using a Random Forest classifier, which was selected because
of its robustness and suitability for structured cybersecurity data [1].
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The fuzzy module was evaluated by analyzing the generated RiskScore values under different
combinations of input parameters. In general, the model produced higher risk scores when attack
frequency and vulnerability were high while defense efficiency was low. Conversely, the system
assigned lower scores to events with strong defense efficiency and low attack intensity.

The results indicate that the fuzzy model is consistent with expert reasoning and allows
interpretable risk assessment. This is particularly important in cybersecurity applications, where
uncertainty and incomplete information are common [2, 3].

For practical interpretation, the following thresholds were used:

* LOW risk: 0 < RiskScore < 250,

+ MEDIUM risk: 250 < RiskScore < 650,

¢ HIGH risk: RiskScore > 650.

These categories were later used by the recommendation module to determine the severity of the
incident and assign suitable actions.

The Random Forest classifier was trained to predict whether the selected security actions were
sufficient to mitigate the attack. The machine learning model was implemented in Python using the
following training procedure:

rf model = RandomForestClassifier(random_state=42)

rf model fit(X_train, y train)

The performance of the machine learning model is illustrated in Figure 2. The confusion matrix
shows that the model correctly classifies the majority of cybersecurity events. In particular, 344 non-
mitigated events and 192 mitigated events were correctly identified. The number of misclassifications
is relatively low, with 38 false positives and 26 false negatives. This indicates that the model is
capable of distinguishing between effective and ineffective security responses within the synthetic
experimental setting.

Confusion Matrix

0
Mot Mitigated (0 4 344
250
200
150
Mitigated (1) 100
50

Mot Mitigated () Mitigated (1)
Predicted

Figure 2 — Confusion matrix of the Random Forest model

In the context of cybersecurity decision support, these two error types have different operational
meanings. A false positive means that the model predicts successful mitigation, although the incident
is actually not mitigated. This error may be more dangerous because it can create a false sense of
security and lead administrators to stop further investigation too early. A false negative means that
the model predicts mitigation failure, although the incident is actually mitigated. This may lead to
additional review or repeated response actions, but it is generally safer than overlooking an unresolved
threat. Therefore, confusion matrix analysis is important because it shows not only overall accuracy,
but also the operational risk of different prediction errors.
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The overall model accuracy reached 0.89, indicating the model’s predictive capabilities within
the synthetic experimental environment. Precision and recall values were balanced for both classes,
with slightly higher performance for the unmitigated class. This behavior is expected, as the model is
trained on synthetic data with varying levels of risks and actions. The detailed classification metrics
are summarized in Table 4.

Table 4 — Classification performance of the Random Forest model

Class Precision Recall Fl-score
Not Mitigated (0) 0.93 0.90 0.91
Mitigated (1) 0.83 0.88 0.86

To estimate the benefit of the proposed hybrid architecture, its performance was compared with
simpler decision-support approaches. The comparison included a rule-based baseline, a fuzzy-only
model, and the complete hybrid model that combines fuzzy logic with machine learning.

The comparison results are presented in Table 5. The rule-based baseline provides high
interpretability but limited adaptability. The fuzzy-only model improves the handling of uncertainty
and provides more flexible decision-making. However, the hybrid model demonstrates the best
overall performance because it combines interpretable risk estimation with data-driven evaluation
of action effectiveness.

Table 5 provides a conceptual comparison of decision-support approaches. The rule-based and
fuzzy-only models are used as baseline approaches to explain the limitations of fixed rules and
risk-only assessment. The quantitatively evaluated component of the proposed hybrid system is the
Random Forest mitigation prediction model, which achieved an accuracy of approximately 0.89 on
the test set.

Table 5 — Conceptual comparison of decision-support approaches

Model Role in decision support Adaptability | Interpretability | Experimental status

Rule-based baseline | Fixed mapping between attack Low High Conceptual baseline
type and actions

Fuzzy-only model | Risk assessment under uncertainty | Medium High Risk assessment

component

Hybrid model Fuzzy risk assessment, [ISO- High High Experimentally
based action selection, Random evaluated, accuracy
Forest mitigation prediction, and ~0.89
reporting

To clarify the role of the proposed architecture, the hybrid system was compared conceptually
with simpler decision-support approaches. The comparison included a rule-based baseline, a fuzzy-
only model, and the complete hybrid model. The rule-based baseline represents fixed mapping
between attack types and response actions. This approach is interpretable but limited in adaptability.
The fuzzy-only model improves uncertainty handling and provides interpretable risk assessment, but
it does not evaluate whether selected actions are likely to mitigate the attack. The complete hybrid
model combines fuzzy risk assessment, ISO-based action selection, Random Forest mitigation
prediction, and reporting. Table 5 provides a conceptual comparison of these decision-support
approaches. The rule-based and fuzzy-only models are used as baseline approaches to explain the
limitations of fixed rules and risk-only assessment. The quantitatively evaluated component of the
proposed hybrid system is the Random Forest mitigation prediction model, which achieved an
accuracy of approximately 0.89 on the test set.
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The security action recommendation module is aligned with international cybersecurity standards.
Each type of cyberattack is associated with a set of response actions derived from ISO/IEC standards,
including ISO/IEC 27001, ISO/IEC 27002, ISO/IEC 27033, ISO/IEC 27035, and ISO/IEC 27034.

This mapping ensures that the recommended actions follow best practices in information security
management and provides a structured approach for system administrators. The integration of ISO
standards enhances the potential applicability of the proposed system for structured cybersecurity
decision support.

The action strength feature is important because it allows the model to consider not only
attack conditions, but also the expected strength of selected response actions. This reflects practical
cybersecurity logic, where the mitigation outcome depends on both the severity of the incident and
the quality of the response. In the current prototype, action strength is calculated as a weighted
sum of recommended or executed actions. Since these weights are expert-based assumptions, future
work should validate or calibrate them using real incident response data. This result is important
because it demonstrates that cybersecurity decision support should not depend only on the attack
properties themselves. It is also necessary to consider the actual response actions and their potential
effectiveness.

In addition to evaluating the fuzzy and machine learning components separately, the entire
system was tested as a unified pipeline. The workflow included the following stages:
event generation or collection,
fuzzy risk estimation,

ISO-based action recommendation,
automatic or manual action execution,
machine learning evaluation of mitigation,
. report generation.

The integrated system successfully processed simulated events and produced structured outputs
that included:

* cvent identifier,
timestamp,
attack type,
suspicious [P address,
fuzzy risk score,
risk level,
recommended actions,

* executed actions,

¢ predicted mitigation outcome.

This indicates that the proposed architecture is suitable for prototype-level cybersecurity decision
support in multistage workflows. The experimental results suggest that the proposed hybrid model
provides a balanced combination of interpretability, flexibility, and predictive capability. The fuzzy
component supports reasoning under uncertainty and reflects expert knowledge, while the machine
learning model strengthens the system by evaluating the probable effectiveness of the selected
response actions.

The obtained results indicate that the machine learning component can be used as an evaluation
mechanism within the proposed hybrid intelligent system. Unlike traditional rule-based approaches,
the model does not only recommend actions but also estimates whether these actions are likely to be
sufficient for threat mitigation. This makes the system more practical for real cybersecurity decision
support, since administrators receive not only recommendations but also an additional prediction of
response effectiveness.

At the same time, the study has several limitations. First, the experiments were carried out
on synthetic data, which may not fully reflect the complexity of real operational cybersecurity
environments. Second, the response action weights were assigned heuristically, and further validation
with expert knowledge or real incident data is required. Third, the current reporting module is

DL
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implemented as a simplified prototype and can be extended in future work using large language
models for more advanced report generation.

Another limitation is related to the maintenance of the fuzzy rule base when the number of
corporate knowledge assets, attack scenarios, and security controls increases. In large organizations,
the expansion of infrastructure may require additional fuzzy rules and more detailed membership
functions. This can make manual rule updating more complex and may increase the risk of
inconsistent, overlapping, or outdated rules. Therefore, future development of the system should
include expert validation procedures, periodic rule revision, adaptive rule tuning, and possible semi-
automated knowledge base updating mechanisms. This would help keep the fuzzy rule base scalable
and consistent in larger organizational environments.

The obtained results demonstrate that the proposed hybrid architecture can serve as a practical
basis for intelligent cybersecurity decision support systems.

Conclusion

This study presented a hybrid intelligent decision-support system for the selection and evaluation
of information security measures in organizational environments. The proposed approach integrates
fuzzy logic, ISO-based rule systems, and machine learning into a unified multi-stage architecture.

The fuzzy inference module enables the modeling of uncertainty in cybersecurity risk assessment
by using linguistic variables such as attack frequency, vulnerability level, and defense efficiency. This
provides interpretable and flexible risk estimation that reflects real-world expert reasoning. Based on
the computed risk levels, the decision module generates security actions aligned with international
standards, including ISO/IEC 27001, ISO/IEC 27002, and ISO/IEC 27035.

A key contribution of the proposed system is the integration of a machine learning component
that evaluates the effectiveness of the selected response actions. The Random Forest classifier
demonstrated strong performance, achieving an accuracy of approximately 0.89 and balanced
precision and recall values across both classes. This indicates that the model is capable of predicting
mitigation outcomes within the synthetic experimental setting.

The experimental results suggest that the proposed hybrid architecture can improve the
interpretability and adaptability of cybersecurity decision support within the synthetic experimental
environment. Unlike traditional rule-based approaches, the proposed system does not only estimate
risk and recommend actions, but also predicts the outcome of these actions. This provides a more
complete and practical solution for real-world cybersecurity management.

Another important aspect of the system is the reporting module, which generates structured
daily, weekly, and monthly security reports. These reports include detailed information about each
event, such as attack type, suspicious IP address, risk level, recommended and executed actions,
and predicted mitigation outcome. This functionality demonstrates the applicability of the proposed
approach for operational cybersecurity monitoring and decision-making.

Despite the promising results, several limitations should be noted. First, the experimental
evaluation was conducted using a synthetic dataset, which may not fully capture the complexity of
real-world cybersecurity environments. Second, the effectiveness of response actions was modeled
using predefined weights, which may require further validation and tuning based on expert knowledge
or real incident data. Third, the current system uses simplified rule sets and can be extended to
incorporate more complex attack patterns and dependencies.

Future work will focus on several directions. First, the system can be extended by integrating
real-world cybersecurity datasets, such as intrusion detection system logs or SIEM data, in order
to improve model robustness and generalization. Second, the fuzzy rule base can be refined using
expert knowledge or automated rule learning techniques to enhance risk estimation accuracy. Third,
more advanced machine learning models, including deep learning and ensemble methods, can be
explored to further improve mitigation prediction performance. Future improvements should also
address the scalability of the fuzzy rule base, since larger corporate environments may require more
complex rule structures, expert validation, and adaptive updating mechanisms.
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Since the evaluation was performed on synthetic data, the obtained results should be interpreted
as prototype-level validation rather than evidence of final operational effectiveness. The results
demonstrate the feasibility and potential applicability of the proposed hybrid architecture within a
controlled experimental environment. Further testing on real SIEM logs, IDS alerts, firewall logs,
and organizational incident response records is required to assess the generalization ability of the
proposed system in real cybersecurity environments.

Another promising direction is the integration of large language models for intelligent report
generation and automated analysis of cybersecurity incidents. Such models can enhance the
interpretability of results and provide natural language explanations for recommended actions. In
addition, future work may include the development of a fully automated response system integrated
with real security infrastructure, such as firewalls, intrusion prevention systems, and cloud-based
security services.

Overall, the proposed hybrid intelligent system provides a flexible and extensible framework for
cybersecurity decision support. It combines the strengths of fuzzy logic, standard-based reasoning,
and machine learning, and can serve as a foundation for the development of next-generation intelligent
information security systems.
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KUBEPKAVIIITEPAI BAFAJIAY )KOHE KOPFAHBIC IIIAPAJIAPBIH
TAHJAY YIUIIH TUBPUATI MHTEJUIEKTYAJIAbI IIELNIM
KABBLIJTAYABI KOJJIAY KYWECI

Anjarna

AKMapaTThIK KayilCi3miK KYHeNepiH TaHmay YHUBIMABIK ToyeKenaepre, WHPPaKypbUTBIM epeKIIeTiKTepine,
KnOepKayinTepre jkoHe HOPMATUBTIK TajanTapra OailaHBICTBI Kypaeni Minaet. JlocTypii Tocinmep kebinece ca-
pamnibUIbIK OarajiayFa jKOHE KOJMEH TajjayFa HETri3[CJCTIHIIKTCH, OJapAblH OCHIMISHTITIIT MEH MKeMILIIr
mekTeyi. byt skymbIicTa Toyekenaep/i Oaranay jkoHe Kayilci3/lik niapajiapblH YChIHY YIIIH aHBIK €MeC JIOTHKaHbI,
MAaIIMHAIBIK OKBITYIBI jkoHE ISO cTaHmapTTapblH OipiKTipeTiH THOPUATI MHTEIUICKTYaIAbl MICIIM KaObUIIayIbl
KOJIay XKyheci YChIHBIIaAbL. AHBIK €MeC JIOTHKa MO ma0ybUT KU, OCAIIBIK ACHI el 5KOHE KOPFAHBIC THIM-
JUTITI CUSAKTHI TTapaMeTpiiep HeTi3iHme Toyekensi Oaramaiinel. EcenTenren Toyeken neHreiine colikec xyite ISO/
[EC xanpIkapaiblK CTaHAAPTTapbIHA HETi3[eNTeH Kayinci3iK mapanapbiH YebiHaasl. COHBIMEH KaTap, TaHJaIFaH
KOpPFaHBIC MIapaiapblHbIH THIMIUTICIH Oarasiay ymiH Random Forest MamiiHaabIK OKBITY MOJICII KOJAaHBLIAIbL.
DOKCIEPUMEHTTIK HOTHIKEJIep YCHIHBUIFAH JKYHEHIH KOFapbl QMK MeH OeHIMIEeNTImTIK KaCUeTTepre ue eKeHiH
KOpCEeTTI.

Tyiiin ce3mep: kmbepKayirci3aik, aHBIK eMeC JIOTHKA, MAITHHAIBIK OKBITY, TOyeKelaepAl Oaramay, MIemrim
KaOBUIIayIbI KOJIIAY JKYHenepi, akmapaTThIK Kayirnci3mik
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Kazaxcrancko-bputanckuil TeXHUUeCKU yHUBEpCUTET, I. AiMatsl, Kazaxcran

I'MBPUTHAA UHTEJ/UIEKTYAJIbHASL CUCTEMA
HNOAAEPXKKU NPUHATUA PELHEHUU
JJISA OHEHKU KUBEPPUCKOB U BBIBOPA 3AIIIUTHBIX MEP

AHHOTALUA

Bri6op momxozsiimux cucteM HHOOPMAIIMOHHOM 0€30MacHOCTH MPEACTABISICT COO0M CIIOKHYIO 3a/1ady, 3aBH-
CSIIIYI0 OT OPTraHNU3aI[MOHHBIX PHCKOB, XapaKTEPUCTHK HHPPACTPYKTYpbl, KHOEPYTIpO3 1 HOPMATHBHBIX TPEOOBAHHH.
TpanuioHHbIE TOX0 b, OCHOBAHHbIEC HA SKCIIEPTHOM OIICHKE U PyYHOM aHAJIN3e, 9acTo 00Ia1al0T OrpaHUIEHHOMN
aJaNITHBHOCTRIO M MacIITadMpyeMOoCThi0. B maHHO! paboTe mpeanaraeTcst THOpuIHast MHTEIUICKTYalbHAs CHCTEMA
TTOJICPKKY TIPUHATUS PEIIeHUH, 00beIHHSIONas HEYeTKYIO JIOTHKY, MamuHHOe oOydeHne u cranmaptel ISO B
oOmacti MHGOPMAIMOHHONW 0€30MacHOCTH. MOIy/b HEYETKOTO BBIBOJIA BBIMOJHSET OLIEHKY PHCKAa B YCIOBHSIX
HEOTPEe/IeJICHHOCTH C MCTIOJIb30BAHUEM ITaPaMETPOB YACTOTHI aTaK, YPOBHS YSI3BUMOCTHU ¥ () (EKTUBHOCTH 3aIIUTHI.
Ha ocHOBe BBIYMCIIEHHOTO YpOBHS pUCKa cucTeMa (hOpMUPYET PEKOMEH/IAIMU [0 PearnpoBaHUIO B COOTBETCTBUU
¢ MexxnyHaponueiMu craaaapramu [SO/IEC. [JomomHuTeNbHO Hconb3yercss Moaens Random Forest amst oneHkn
3¢ (GEKTHBHOCTH BBHIOPAHHBIX MEp 3alIUTHI. DKCIIEPUMEHTAIBHBIC PE3yIbTAThl ITOKA3add BBICOKYIO TOYHOCTH
AN THBHOCTH MPEIOKCHHON apXUTEKTYPHI.

KoroueBnlie ciioBa: kuOepOe30MacHOCTh, HeYeTKast JIOTHKa, MalllMHHOEe OO0y4YeHHe, OIleHKAa PUCKA, CHCTEMBI
TO/IZICPIKKH TIPUHSTHS pellieHni, HH(pOpMaIMOHHasi 0€30MaCHOCTb.
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