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Abstract: The purpose ofthe study is to develop and explain more deeply types ofthe methods ofdigital and
information technologies in Risk Management in Kazakh organizations with help ofinternational experience.
The article presents analysis of risk management methods in innovative and international companies and
will clarified the concept of risk-management system as a set of elements designed to identify, analyse and
assess risks. Methods and types ofproblem solving associated with risks are universalfor any business and
organization that are conducted in the Republic o fKazakhstan. As a result, foreign experience ofusing digital
technologies can improve the efficiency and quality o frisk management solutions in any Kazakh organizations.
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LUASAUCTAH PECMYBJ/TIMKACbBIHbIL KOMMAHUANAPBIHAOA LIN®PAbIL,
TEXHONOTUAHbI TOYEKENAEPAI BACLUAPYIA MANOANAHY

AugaTna: 3epTTeygil maucaTbl Xanbiuapanbily TaXKipiibe KBMeriMeH LUasalcTaHAbll yibiMaapaarb
Tayekengephi 6acuapynarbl UuQprbil, >XK3He aunapaTTbil, TeXHOAOrusnapAbly, 34iCTepiHil HerypibiM
Tepey TypnepiH 33ipney >kaHe TYCiHgipy 6onbin Tabbinagsl. Mauanaga WHHOBaLMANbIL XK3He Xanbluapanbil
KOoMMaHuanapga Tayekengepai 6acuapy sgicTepiHiy Tangaybl KenTipinreH >KaHe uayin-uarTepnepai 6acuapy
XYiteciHiy Ty>KblpbiMaamachl T3ayekenaepai aHbluTayra, Tangayra >XaHe 6aranayra apHanraH afeMeHTTep
>KablHTbIrbl peTiHae TYCiHgipinegi. TayekengepmeH 6aiinaHbiCTbl NpobneManapbl Lewwyaiy 3gicTepi
MeH TYpnepi LasaucTaH PecnybnukacbiHga XKYprisineTiH ke3 keareH 6u3Hec >K3He yibiM YLWiH amb6eban.
HaTw>KecTe Unudpnbl TexHonorusnapabl nanjananyabiy WwWeTengik Ta>Kip”eci Ke3 KeareH LasalcTaHabiy,
yibiMapa Tayekenaepai 6acuapy wewimaepidiy, TWMAINIri MeH canacbiH apTThipyra MYMKiHIIK 6epefi.

TYMHdi cB3gep: Tayekengepai 6acuapy, uudpnbil, TexHonorusnap, Tayekengepai 6aranay, Tayekengepai
Tangay, uudpnay, WHHOBaLMAAbIL, 34iCTep, aunapaT Thiy, TexHonorusnap

NCMNONb30BAHUE LUN®POBbIX TEXHONOIMN B YMNPAB/IEHU PUCKAMIW B
KOMIMAHUNAX PECMYBJ/TNMKN KASAXCTAH

AHHOTaumsa: Llenbto nccnegoBaHus aenseTcs paspaboTka u 6onee rnybokoe 06bACHEHME TUMNOB METOA0B
UM POBLIX M MHPOPMALMOHHLIX TEXHOMOTMIA B YNPaBleHUM PUCKAMU B Ka3axCTaHCKWX OpraHusaumsx c
NCMOMb30BaHNEM MEXKAYHAPOAHOr0 onbliTa. B cTaTbe NpeAcTasfeH aHanu3 MeTOA0B ypaBaeHUs puckamu
B MHHOBALMOHHBLIX U MEXKAYHApPOAHbIX KOMMAaHUSX, a Tak>Ke pa3bACHEHO MOHATUE CUCTEMbl ynpaBieHus
pUCKaMy Kak COBOKYMHOCTW 3/1EMEHTOB, MpefHAa3HAUYEHHbIX A1 BbISBAEHWUS, aHann3a W OLEHKU PUCKOB.
MeToabl U BUAbl pelleHus npobaem, CBSA3aHHbIX C pUCKaMu, SBNAKOTCA YHWBEpCaNnbHbIMU A7 N060ro
6usHeca W opraHusaunu, KoTopsle BefyTcsa B Pecnybnuke KasaxcTaH. B pesynbTaTe 3apybe>kHblil onbiT
NCNONMb30BaHUA LUPOBLIX TEXHOMOTMIA MO3BOMSET MOBLICUTH 3PHEKTUBHOCTbL M KAYeCTBO PELUEHUA MO
yNpaBneHu0 pucKamu B MH0BObIX KazaxcTaHCKUX OpraHu3aumsx.

KntoueBble cnoBa: ynpasneHWe puckamu, LWGPOBbIE TEXHONOTWW, OLEHKA PWUCKOB, aHann3 puCKOB,
UnhpoBM3aLs, NHHOBALMOHHbIE METOAbI, MH(OPMALMOHHbIE TEXHONOT N
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INTRODUCTION

The main goal of the research is to analyze
an experience of foreign companies and develop
risk management tools and digital technologies
in the Kazakh organizations. Risk assessment
is an important research theme because the
risks were always present in the any activity
of business. Risk management occupies central
position in any business regardless of size,
activity or sector. Furthermore, in addition to an
analysis of profitability, the manager should also
focus his attention on potential risk factors of the
investment.

This research is relevant because risk
management issues very important in our
country. First, the growing influence of risks on
the economic activity of production and business
structures. Secondly, the increase in the level
of competition among companies. Thirdly, the
complication and interrelation ofrisks ofthe most
diverse aspects of the activities of production
and business structures. In Kazakh companies it
is very important to process and analyze risks at
all levels because organizations get into losses
when they fail to identify and evaluate risk on
time. [1]

Since in almost any Kazakh enterprise
employees perform to use various actions with
monetary funds, it is necessary to pay attention
to working with risks. The most important risks
affecting the operation of the enterprise are the
risk of losing all the income of the organization
and the risk of absolute non-receipt of income.
[2]

Thus, in Kazakh organizations have lack of
risk management models, thereby organizations
need to improve these tools. Risk management
is about looking ahead to identify further
opportunities for avoiding losses. The aim of
the research is to perform a review of recent
advances made in the risk field, having a special
focus on the fundamental ideas and thinking,
including information and digital technologies
that form the generic risk research.

Risk management in Kazakh organizations

In Kazakh companies there are two main
risks that can be occur during the company’s life
cycle: the risk of loss of all incomes and the risk

ofabsolute non-receipt ofincome. With the onset
ofeven one ofthe risks, there is agreat possibility
that the company will become bankrupt.[3]

Risk is often described by an event, a change
in circumstances or a consequence. A common
definition of risk suggests that risk is the effect of
uncertainty on achieving or surpassing business
objectives. This effect may be positive, negative
or a deviation from the expected, for example in
forecasts and projections. [5]

In addition, there are several types of risk
that can influence on the organization (Table 1)

Table 1- types of the risk in Kazakh
companies

Financial risks
Commercial risks
Production risks

By the company’s .
e Ecological risks

industries

Security risks
Social risks
Political risks
Strategical risks
Tactical risks
Operational risks
Critical risks
Significant risks
Moderate risks
Low risks
Long-term risks
Short-term risks
Systematic risks

By characteristics of
Management

By level ofrisk

By duration

By diversification
opportunitiess e Specific risks
By area of origin e External risks

e Internal risks

In order to prevent the detrimental effect
of risks on the operation of the enterprise as
a whole, it is necessary to find the necessary
information about possible risks. If organization
develops a program to prevent the occurrence of
risks and use high-quality digital and information
technologies, it is possible to reduce occurrence
of risks in this enterprise. [6]

Information and digital technologies that

can used in the Kazakh enterprises:

foreign experience

In foreign companies, there are many various
of methods and types of risk management, but
first during the research it was highlighted the
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company EY (Ernst & Young (doing business
as EY) is a multinational professional services
firm headquartered in London, England, United
Kingdom) on the successful experience of the
company.

EY is one ofthe largest professional services
firmsintheworld. EY hasaspecialized «<EYDigital
division», whose mission is to assist customers
in developing a Digital Transformation strategy
and its implementation. It is important to note
that digital transformation is a complex project.
To minimize risks in a company, EY Company
identifies five key areas of transformation, and
in each of them, together with the client, the
company solves the company’s problems using
certain digital and IT solutions. Thereby, EY
company helps other companies (clients) to cope
with risks within the organization, developing all
the scenarios of the project. [12]

First, the company’s strategy - the company
helps the client to revise the business strategy
and operating model in accordance with the
requirements of the time. Secondly, incubation
and innovation - the company is helping to
create the platforms and conditions necessary for
testing new ideas and business models. Third,
the introduction of a “new” experience — the
company analyzes the consumers ofthe products
and services of their customers — their world,
needs, expectations, and consumer patterns —
then incorporates the necessary and relevant
nuances into the “new” consumer experience.
Fourthly, operating activities - together with
the client, the company builds, simplifies and
automates business processes and links in the
value chain in order to achieve the goals set
with regard to digital goals. Fifth, protection
and trust - the company identifies all sorts of
digital customer risks and helps build a system of
readiness to respond to them. [12]

Ineach ofthefivetransformation components
identified, a variety of digital technologies is
applicable. For example, in the “Operational
activities” direction, so-called robotic process
automation (RPA) is being actively implemented
in the CIS and Kazakhstan today. This software
performs human actions according to a given
algorithm and frees employees from routine
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operations in the office. RPA successfully used
in accounting, financial, operating units and HR.
«Robotization» allows to achieve a significant
reduction in labor costs: robots perform employee
actions around the clock high-speed, error-free.
In addition, the introduction of RPA requires
no intervention into the existing IT-architecture
companies. Unlike the implementation of
complex IT-systems robotics does not require
substantial investment and time for projects is
measured in weeks.

In the category of “Protection and Trust”,
the most relevant solutions for cybersecurity
organization (Cybersecurity) are data protection
and confidentiality technologies (including
improved data classification, implementation of
data leakage protection systems), cybersecurity
threat management (comprehensive security
testing, building and improving security
operations center) and other solutions. [12]

As for the sectors of the economy in
which digital solutions are applicable, there are
practically no restrictions. Digital solutions are so
good that they are flexible and adaptive. (Scheme
1) Thus, a company that has traditionally been
considered conservative may also be subject
to transformation. For example, in the field of
housing and utilities or electricity. [12]

Scheme 1 - EY 3§ digital solution
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EY Company shares useful digital
information with  existing and potential
customers, as well as business partners and the
public sector. The company organized a series
of business meetings and specialized seminars
at the EY site in different cities of Kazakhstan,
and regularly participates in leading forums, for
example, the K17: Kazakhstan Growth Forum
and the Cashless Kazakhstan Summit. In addition,
the company participated in the republican
meeting on digitalization, organized by the
Ministry of Information and Communications
of the Republic of Kazakhstan, the national
information and communication holding «Zerde»
and the corporate Fund for the Development of
Information and Communication Technologies.
In addition, the company recently conducted
an international information security survey in
Kazakhstan (EY Global Information Security
Survey 2017). [12]

Moreover, besides the services offered
by EY company, the program Enterprise risk
management (ERM) is also becoming popular in
international companies. ERM (Enterprise Risk
Management) is a concept that describes the
methodologies and processes that organizations
use to manage risks and opportunities related to
achieving their goals. ERM allows you to lay
the foundation of risk management, including
identifying specific events or circumstances

that can affect the achievement of company
goals (threats and opportunities), evaluate
them in terms of the likelihood and magnitude
of consequences, develop a response strategy
and track performance. Such work allows you
to protect and create value for stakeholders,
including owners, employees, customers,
regulators, and society as a whole. The ERM
concept can also be characterized as a risk-based
approach to enterprise management, integrating
strategic planning, operations management and
internal control. [7]

Another important characteristic of an
effective ERM program is the program’s ability
to integrate the organization’s people in a
more operationally aligned manner by formally
establishing and explicitly defining risk-taking
authorities, risk tolerances (that is, across
key, organizationally important functions and
processes) and setting risk tolerance “levels”
within the context of an organization’s strategic,
operational, and financial objectives. [8] There is
no experience of using this platform; however,
the introduction ofthis software in the future will
contribute to more thorough and competent risk
management. (Figure 1- ERM software).

In international companies is also have
program Kondor+. This software is a solution for
managing risks and positions for the front and
middle office. [9]

Figure 1 - ERM software
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The product offers powerful, flexible tools
for working with transactions, positions, limits
and risks across the entire spectrum of financial
instruments in real time. Supported markets and
financial tools.[10]

Foreign exchange market (Forex Market):

e SPOT transactions: standard, client
(corporate) with the possibility of execution
through another currency;

* Urgent foreign exchange transactions
(outright forwards): with the possibility of
changing the date of execution (time option),
renewable (takes up), with the possibility of
execution through another currency (split
currency), non-deliverable;

» FX swaps (FX SWAPS): standard, non-
standard (non-round), roll-over (roll-over) and
roll-back (roll-back);

e with the possibility of division into
parts (multi-part), forward-forward (forward-
forward), with the possibility of changing the
date of execution (time option), renewable
(takes up), client (corporate), investment
(investment) with the possibility of execution
through another currency (split currency).
The most important characteristic of modern
automation solutions for the front and middle

office is the reporting received by the user in
real time.[11]

In Kondor+ reports are automatically
updated on users’ screens when concluding
transactions, changing market quotes, and limits
using the means of delivering information from
the server about “point-like” data changes,
which allows optimal use of server and network
resources. [12]

The well-thought-out and well-established
work algorithms, as well as the technological
solutions underlying the system, allow Kondor
+ to cope with large amounts of information,
processing thousands of transactions per day,
keeping positions on tens of thousands of
instruments, overestimating them by quotes that
change every second.

Kondor + has a modular structure - it
is possible to acquire separate licenses for
individual markets and introduce additional
markets in stages as needed in accordance with
business requirements. When expanding the
range of instruments traded and increasing the
size ofa business, there is no need to buy separate
systems. The customer uses a single database and
consolidated reporting for all its operations. [13]
(Figure 2 - Kondor + software)
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Figure 2 - Kondor+ software
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CONCLUSION

Information technologies will continue to
evolve and provide organizations with more
and better capabilities in identifying, collecting,
organizing, analyzing, and managing data. After
conducting this research, itwas analyzed that due
to the extensive use of information and digital
technologies in foreign companies in enterprises
in the Republic of Kazakhstan need to choose
the most suitable program to reduce losses
from risks. The research provided examples of
techniques and methods by which enterprises
in our country can apply new methods to avoid
risk, according to the law in the Republic of
Kazakhstan, the integrated program “Digital
Kazakhstan”. [15]

Thus, companies need to follow a competent
policy with the work of information and digital
tools in combating risks. The Republic of
Kazakhstan needs to move towards its goals:
«accelerating the development of the economy
in the Republic of Kazakhstan and improving
the quality of life of the population through the
use of digital technologies in the medium term»,
“Digital Kazakhstan”. [15]

Thereby, it is necessary to reduce the risks
and increase the profits ofthe companies in order
to comply with the strategies of the «Digital
Kazakhstan» program, bring our country to a
new level of the economy and enter the path of
strong growth.
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