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AN SMOTE-BASED METHOD FOR ENHANCING
CREDIT CARD FRAUD DETECTION

Abstract

Credit card fraud occurs most often in online purchases; therefore, it is crucial to employ better ways to find
it to avoid financial loss. This paper discusses fraud detection by employing methods to generate synthetic data to
improve detection models. We use the Kaggle credit card transaction dataset, implementing synthetic data generation
using SMOTE as a way to balance the dataset, in which fraud cases comprise only 0.2% of cases, and perform feature
engineering to better understand buying behavior. We experimented with five ML models—XGBoost, LightGBM,
Random Forest, Neural Networks, and Logistic Regression; focusing on precision, recall, F1-score, and accuracy.
The comparison indicates that XGBoost achieves its highest F1-score (82.57%) with good precision (93.75%) and
recall (73.77%), indicating XGBoost can balance false positives and false negatives. Although all models performed
with high accuracy (over 99.9%), this research focuses on highlighting precision and recall in fraud detection. The
findings suggest that combining synthetic data with gradient-boosting algorithms can help fraud detection systems
improve the security of online purchases.
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Introduction

The rapid development of online commerce has made digital transactions extremely convenient.
Opening a bank account, ordering home supplies and groceries can be done from the comfort of one’s
couch. However, while this evolution in online transactions provides great comfort to most people, it
also comes with various financial risks. This shift in digital payments has created opportunities for a
plethora of businesses to scale, but it also has created opportunities for fraudsters and cybercriminals
in the digital space. Fraud in banking typically refers to any unauthorized use of credit or debit cards
in order to obtain money. Card cloning, card theft, or manipulation of online transactions without
knowledge of the card holder are the main ways credit card fraud can be executed. Fraud in online
purchases has been increasing in recent years, costing approximately $42 billion annually [1]. To
make e-commerce a safer space, banks, payment providers, and other financial institutions must
innovate, continuously developing the best possible methods for detecting suspicious activities.

Machine learning has established itself as a tool that can help mitigate fraud in financial
transactions. It performs better in detecting suspicious activities than a traditional rule-based system,
though it requires more computational power [2]. Traditional rule-based systems performed worse
because potential fraudulent actors can easily bypass fixed rules, whereas machine learning can
evolve by learning different fraud detection patterns, which is not achievable with rigid rule-based
systems. Many different approaches are used to find fraud in online payments. Rani and Mittal [3]
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conducted an in-depth study of Al systems that examined money transfers in real time. The research
showed that these systems, by leveraging machine learning algorithms, can spot unusual patterns
somewhat quickly by learning and understanding what normal spending looks like for each person.
If a certain transaction does not fit a particular pattern, the system flags it for review. That approach
could help banks stop fraud before the client’s money is gone. These systems show improvement over
time as they are exposed to an increasing number of both fraudulent and non-fraudulent examples.

A particular research study by Peneti et al. [4] implemented the idea of pattern recognition
and user behavior using ML models such as Logistic Regression and Random Forest achieving
accuracy above 90%. This study highlighted the importance of data preprocessing, feature selection,
and model evaluation. Statistical models in conjunction with machine learning algorithms can also
be useful [5]. Research by Thar and Wai showed that combining Hidden Markov Models (HMM) and
Gradient Boosting Classifiers (GBC) can achieve 96% accuracy with a recall of 89.38%.

Gradient boosting models were found to be highly successful in credit card fraud prediction
due to their ability to handle complex, non-linear patterns of transaction information and excel with
unbalanced datasets common in fraud discovery issues. In a study by Ahirwar [6], XGBoost achieved
99% accuracy and 82% F1 score. A further study by Ruchita et al. [7] compared XGBoost and
LightGBM, and concluded that LightGBM actually outperformed XGBoost in accuracy, precision,
recall and consequently, in F1 score.

Artificial Neural Networks (ANN) have also shown interesting results in detecting anomalies in
transactions. Research by Anusha et al. [8] showed that ANN achieved 97.59% accuracy and 83.91%
precision in detecting suspicious activities. Another study by Singh et al. [9] compared ANN with
XGBoost and ANN achieved 4.2% higher accuracy. Unfortunately, this research did not explicitly
provide information about the recall and precision of the two models, which is crucial when dealing
with transaction data, since they may have imbalanced datasets. Overall, ANNs have the potential to
be effective tools for credit card fraud detection, because of their ability to detect nonlinear patterns.

The importance of computational efficiency cannot be neglected when dealing with the detection
of credit card fraud. Inefficient fraud detection models coupled with standard hardware can cause
malicious transactions to pass through before being flagged. Khalid’s [10] research concluded that
99.96% accuracy is achievable without compromising much computational efficiency. The developed
model was able to handle up to 38 entries per second on fairly generic hardware. Financial institutions
process a much greater number of transactions each second; however, this was done at a small scale —
more powerful hardware coupled with horizontal scaling could achieve a much better result.

An important issue that has to be addressed is latency, which is one of the most crucial performance
constraints for fraud detection systems and goes hand in hand with computational efficiency. In a
modern digital payment world, it is vital for a model to detect the legitimacy of a transaction in a
matter of milliseconds, so as to not disrupt customer flow and provide uninterrupted user experience.
A study by Axenie et al. [11] demonstrated that while processing high-volume transaction streams,
events can be processed in the 1 to 8 millisecond range. They used transaction data that simulated
peak shopping periods such as Single’s Day in China, processing around 2 million events at 40
kHz and a load of 40,000 events per second. Another experiment by Basani [12] revealed that the
XGBoost model was able to handle 10,000 transactions per second, with approximately 7ms latency
per transaction, which is consistent with performance metrics displayed in streaming PCA techniques
applied to fraud detection.

Another major challenge, beyond efficiency issues, is dealing with imbalanced datasets coupled
with the scarcity of publicly available data due to personal privacy concerns. To tackle these issues,
synthetic data generation can be used [13, 14]. The authors implemented the PaySim tool in order
to generate data that would mimic, often sensitive and private transactions. The result still yielded
an imbalanced dataset, therefore to handle this issue, they used Conditional Generative Adversarial
Networks (cGAN) and SMOTE+ENN (Synthetic Minority Oversampling Technique combined with
Edited Nearest Neighbors) for data augmentation and noise removal. The augmented data was then
used to train different machine learning models such as Logistic Regression, Random Forest and
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Support Vector Machines. The results show that using synthetic data significantly improved model
performance, achieving high accuracy, precision, recall, and F1-score. This shows the effectiveness
of GANs for data generation in cases with unbalanced datasets.

Materials and methods

The research used a Kaggle dataset that comprised real credit card transaction data from European
cardholders in September 2013. The dataset exhibited a severe class imbalance, with over 280,000
transactions, of which only 492 were fraudulent. Most features (V1-V28), due to confidentiality
constraints, were already pre-processed and transformed using Principal Component Analysis (PCA),
having only Time’ and ’Amount’ variables remaining unchanged.

In order to improve model discriminative power, several feature engineering techniques were
implemented. First, a new variable was introduced: ‘Amount Time Ratio’ to capture the relationship
between transaction value and timing. Next, interaction terms between several selected features
(e.g. V1-V4) were created to capture nonlinear relationships (Table 1). Lastly, to maintain temporal
distribution patterns, time-based stratified splitting was implemented.

Table 1 — Kaggle Credit Card Dataset Illustrative Example

Time Vi V2 V3 V4 Amount Class
0 -1.50 0.80 -0.90 1.20 75.20 0
1 2.30 -1.10 0.60 -0.50 120.00 1
2 0.00 1.50 -1.30 0.30 45.75 0
3 -0.90 -0.40 1.20 -1.00 230.10 1
4 1.10 -1.60 0.90 0.00 90.90 0
5 -2.00 0.30 -0.70 0.60 310.50 1
6 0.70 1.20 -0.50 0.40 88.88 0
7 -1.30 -0.90 0.80 -0.70 150.00 1
8 1.50 0.60 -1.20 0.90 60.25 0
9 -0.20 -1.40 1.10 0.10 199.99 0

The dataset used for this research suffers from extreme class imbalance toward benign transactions,
with less than 0.2% being problematic. Most datasets dealing with banking fraud exhibit similar
issues; therefore, techniques to mitigate this problem need to be adapted. To address the issue of class
imbalance, Synthetic Minority Over-Sampling Technique (SMOTE) was used. SMOTE generates
synthetic data samples for the minority class— in our case, fraud — by averaging and mixing real ones,
in order to make the class distribution more balanced. The SMOTE configuration was to over-sample
the minority class until the target ratio of half the size of the majority class was reached. Conversely,
majority class was under-sampled until it reached the target of a 1:2 ratio of minority to majority. The
final step taken was to ensure that the generated data resembled real fraud cases. Data quality check
was performed using Kernel Density Estimation (KDE) to compare the distribution of a certain
feature in both (real and synthetic) cases, and synthetic data showed high statistical consistency with
the original.

After the data is processed and target class balance is achieved, the training stage can begin. This
research takes advantage of five different machine learning algorithms, due to their performance and
the ability to find complex patterns in datasets. The models are Logistic Regression, Random Forest,
XGBoost, LightGBM and Neural Network.
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Logistic Regression: Logistic regression is a comparatively simple algorithm that is often used
as a baseline. By using a weighted combination of input features, it predicts whether the transaction
is fraudulent or not. Even though it expects a linear relationship between input and output, more often
than not it can show high performance when data is well-processed.

Random Forest: Random Forest is an ensemble method that utilizes a combination of multiple
decision trees. The final prediction of this algorithm is made by the average results of each decision
tree.

XGBoost: XGBoost is a fairly popular algorithm in fraud detection, due to its high speed,
accuracy and ability to handle missing and noisy data. It is a gradient boosting algorithm that builds
decision trees sequentially.

LightGBM: LightGBM is another gradient boosting algorithm, but unlike XGBoost which splits
trees level-wise, Light GBM splits trees leaf-wise. It is particularly powerful at handling large datasets
that have a plethora of different features.

Neural Networks: Taking inspiration from the human brain, Neural Networks are powerful
models capable of learning complex patterns in data. They consist of multiple layers of connected
nodes that can detect subtle, hidden, and non-linear patterns, which can often be found in fraudulent
transactions.

After synthetic data generation and model training, the next crucial step is to evaluate how
accurate the models are. Several metrics have been employed to evaluate how effective models are
in fraud detection:

Accuracy can be misleading when dealing with fraudulent data, for instance, with the dataset that
we used for this research we can achieve as high as 99.8% accuracy without potentially detecting any
fraud. However, it is still important to use it in conjunction to other metrics as a baseline. Accuracy
can be defined using this formula:

TP+TN (1.1)

ACCURACY = ————
TP+TN+FP+FN,

where TP (true positives) represents correctly identified fraudulent transactions, TN (true negatives)
represents correctly identified benign transactions, FP (false positives) represents legitimate
transactions wrongly detected as fraud, while FN (false negatives), conversely, represents fraudulent
transactions that were missed by our model.

Precision in fraud detection measures the proportion of true fraud among all transactions that
were flagged that way. It is crucial for a model to be able to detect

fraud with high precision, in order to minimize false flags and create customer inconvenience.
Precision is defined as:

PRECISION = —=% (1.2)
TE+ FP,

Recall (or sensitivity) could be considered a counterpart to precision. It measures the proportion
of correctly identified frauds to all guesses. It is expressed as:

RECALL = — 22 (1.3)
TP+FN .

F-1 score represents the harmonic mean between precision and recall. F-1 provides balance
between these two metrics to evaluate model performance. This metric is particularly important for
fraud detection as maximization of fraud detection (recall) and minimization of false flags (precision)
both play a crucial role in the banking sector.

F1 can be calculated using this expression:

2 = PRECISION = RECALL (1.4)
PRECISION + RECALL

Fl =
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Together, these metrics outline the effectiveness of a particular model in properly detecting
fraudulent transactions. It is vital to not only to measure the accuracy of the model, especially when
dealing with imbalanced data, but also to look at metrics that assess precision and recall as well.

Results and discussion
Various algorithms for machine learning have been trained on the augmented set (original set
along with synthetic fraud instances) and validated in a test set. The performance of each of them in

total is given in Table 2.

Table 2 — Final model performance

Model Accuracy Precision Recall F1-Score
XGBoost 99.96% 93.75% 73.77% 82.57%
LightGBM 99.96% 90.00% 73.77% 81.08%
Neural Network 99.94% 100.00% 54.10% 70.21%
Logistic Regression 99.95% 93.02% 65.57% 76.92%
Random Forest 99.96% 97.62% 67.21% 79.61%

XGBoost performed the best overall with an F1-score of 82.57% with high precision (93.75%)
also supplemented by strong recall (73.77%). This balance of precision over recall works most
fittingly in fraud detection use cases where false positives as well as false negatives come at a very
high cost. LightGBM was very close to XGBoost with Fl-score of 81.08%, though with lower
precision (90.00%) but with the same recall (73.77%). The similar behavior of these two gradient
boosting libraries was in agreement with findings of the prior research [7].

Random Forest performed with the highest precision among all other models: it was accurate in
classifying a transaction as fraudulent in 97.62% of all cases. This came at a cost to recall (67.21%),
which resulted in it having an F1-score of 79.61%, placing it third in total. Neural Networks achieved
perfect precision (100%) in terms of having no false positives, but at a cost of recall (54.10%),
leading to a lower Fl-score (70.21%). This type of trade-off would then be appropriate in cases
where false alarms are very costly.

Logistic Regression, while being relatively simple compared to other models, performed
admirably with an F1-score of 76.92%, which indicates the excellence of feature engineering task as
well as synthetic data generation.

All models attained very high accuracy (more than 99.9%), which is to be expected since there
was a natural class imbalance in fraud detection. This highlights the fact that precision, recall, and
F1-score should be employed as important evaluation metrics for imbalanced classification issues.

Conclusion

Online payment transactions are increasing rapidly; hence robust and efficient methods are
required to identify fraud in order to safeguard financial systems. The experiment demonstrates why
it is necessary to use advanced techniques like synthetic data generation and adopt new machine
learning strategies to correct class imbalance in credit fraud datasets. With the use of SMOTE to
generate synthetic fraud samples and feature adjustments in order to gain insights into transaction
behavior, we significantly enhanced model performance benchmarks. Out of all algorithms tested,
XGBoost yielded the highest F1-score of 82.57%, high precision (93.75%), high recall (73.77%)
while maintaining a good balance in lowering false positives and still enhancing fraud detection.
Although all models possessed very high accuracy levels (over 99.9%), the experiment indicates that
in unbalanced cases, precision as well as recall serve better to gauge effectiveness.
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The experiment reveals a trade-off: Random Forest’s highest precision (97.62%) reduces
customer issues resulting from false alarms. Neural Networks produce flawless precision but lower
recall. The experiment indicates that the choice between these two hinges upon what the company
desires, either minimizing losses in terms of money (high recall) or maintaining customer trust (high
precision).

Limitations include reliance upon artificial data that could fail to represent shifting fraud patterns,
as well as conducting rapid testing in real-world scenarios. Future research could explore mixed-
method approaches utilizing GANs to generate more accurate artificial datasets, learn in real time, as
well as prioritize privacy. The research provides a benchmark for banks to make online purchasing
secure in a cashless society through better fraud detection.
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HECHUEJIIK KAPTAJAPIATBI AJTAAKTBIKTbI
AHBIKTAYIABI KETIJIAIPY YIUIH SMOTE
OJICIHE HETI3AEJI'EH TOCILJI

Anjgarna
Hecwuenik kaprajapMeH alasKThIK KoOiHece OHIIaiH-CaThII aly Ke3iH/e OPbIH aJajibl, COHIBIKTAH KaPKbUIBIK
HIBIFBIHIAPIBIH aJIJIbIH aJTy YIIiH OHbI aHBIKTAYIBIH THIMJII 9ICTEPIH KOIJaHy MaHbI3Ibl. Makanana MOICIbACPIIH
carachblH apTThIpy MakKcaTblHJa CHHTETHKAJBIK JEPEKTEp TI'CHEPAIMsCHIH KOJJIAHATHIH alasKThIKThl aHBIKTAy
Tacizepi KapacThIpbla sl 3eprrey Oapoichiaa Kaggle necuenik kapTa TpaH3aKINSUIAPBIHBIH JEPEKTEP )KUBIHTHIFbI
naiinanansuei, SMOTE omici mepextepi TeHecTipy YIiH KOIIaHBUIIBL, ce0e0i amasKThIK KarIaiaapbIHbIH YiIeci
6apibirel 0,2% Kypaiiapl. CaThil ary MiHE3-KYJIKBIH KaKChIPAaK TYCIHY YIIiH €peKIIEeTIKTepl HHXEHEPIIK Tanaay
xyprizingi. XGBoost, LightGBM, Random Forest, HeHpOHABIK KeJli jKOHE JIOTUCTUKAIBIK PErpecCusi CHUSKTHI
Oec MalIMHa OKBITY MOJEJI CaJbICTBIPBULABI;, NAJIK, ecke Tycipy, F1-Mepa jkoHe jKalmbl ANIIK KOPCeTKImTepi
oaranannbl. Hotmxenep XGBoost mozeni eH xorapsl F1 kepcerkintin (82,57%) xoHe xorapbl qonmik (93,75%)
neH ecke Tycipy (73,77%) HoTHKenepiH KOpCeTKeHIH aHbIKTaabl. bapibIk Mozenbaep skorapsl 1angikke (99,9%-m1an
JKOFapBhl) KOJ )KETKI3TeHIMEH, 3epTTey ANasKTHIKTHI aHBIKTAy Ke31HIeT] TOJIIK IIeH eCKe TYCIpYIiH MaHBI3IbLUIBIFBIH
aramn eteni. KOpeITBIHABUIAN KeJle, CHHTETHKAJIBIK ACPEKTep MEH IPaJUeHTTIK OyCTHHT alTOpUTMIEPiH OipiKTipy

OHJIaHH-TOJIEM/IEp KayilCi3/IiriH apTThIpyFa MYMKIHIIK Oepe/i.

Tyiiin ce3mep: Hecuenmik kapra anaskteirbl, SMOTE, MamuHansik okeiTy, XGBoost, TeHrepiMci3 aepexrep,
OHJIaHH-TPaH3aKLUsIIap.
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METOJI HA OCHOBE SMOTE AJIs1 HIOBBIINEHUSA
IPPEKTUBHOCTHU OBHAPYXEHUA MOIIEHHUYECTBA
C KPEAUTHBIMU KAPTAMHA

AHHOTAUA
MOIIEHHUYECTBO ¢ KPEOUTHBIMU KapTaMHt Yalle BCTPeYaeTcs PH OHJIAH-TIOKYIIKaX, TOITOMY KpaiiHe BaykKHO
HCTIONB30BaTh Ooiee 3(h(heKTUBHBIE CITOCOOBI eT0 00HAPYKEHNUS, YTOOBI H30eKaTh (PHHAHCOBBIX MOTEPh. B maHHOM
CTaTb€ pacCMaATpPUBACTCA BBIABJICHUC MOUMICHHUYCCTBA C MMOMOMIBIO METOAOB I'CHEPAIINU CUHTCTUYCCKUX JTaHHBIX
JUIsl yIydIneHus: Mozesied. Mbl ucnonb3yeM HaOOp JaHHBIX O TpaH3aKIMsAX MO KpenuTHbIM Kapram Kaggle, pea-
JM3Yys TeHEPaLMI0 CHHTETHUECKUX JaHHbIX ¢ nomolnsio SMOTE s 6anancupoBky HaOOpa JIaHHBIX, B KOTOPOM
Cilyyad MOUIEHHHYECTBa cOCTaBIsIIOT Beero 0,2% ciydaes, ¥ IPOBOJMM pa3padOTKy MPU3HAKOB IS JIyUIIETO HO-
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HUMAaHHMs TIOBEJICHUSI MOKYTaTeneil. Mbl OKCIIEpUMEHTHPYEM C MAThI0 MOACISIMU MalnuHHOTO 00yueHus: XGBoost,
LightGBM, Random Forest, Neural Networks n Logistic Regression, yaemnsist ocoboe BHUMaHHE TOYHOCTH, MOJ-
Hote, Fl-onenke u gocroBepHoctu. CpaBHeHue mnokasbiBaeT, uto XGBoost mocturaer naussicieil F1-ouenku
(82,57%) npu xopormeit Tounoctr (93,75%) u momuote (73,77%), 9T0o cBUIETENHCTBYET O criocooHocTH X(GBoost
cOamaHCHPOBaTh JIOKHOTIOIOKUTEIHHBIC U JIOKHOOTPHIIATEIBHBIC Pe3yAbTaThl. XOTS BCE MOJIENN MTOKA3al BBICO-
KyI0 TOUHOCTbH (Oonee 99,9%), B JaHHOM HCCIIeIOBAHUH OCHOBHOE BHUMAHHUE YACISIETCSI TOYHOCTH U TIOJTHOTE TIPU
BBISIBJICHMH MOIICHHUYECTBA. Pe3ysbTarhl MOKa3bIBAIOT, YTO COYETAHWE CHUHTETHYECKHX JAHHBIX C allTOPUTMAMHU
IPaJIMEHTHOTO YCHIICHHUSI MOXKET IIOMOYb CHCTEMaM OOHapy)KEHHs MOIICHHUYECTBA IOBBICHTh 0€30MacHOCTh OH-
JIAlH-TIOKYTIOK.

KuroueBble c10Ba: MOIIEHHHYECTBO ¢ KpeauTHeIMU KapTamu, SMOTE, mammaHOe 00ydenue, XGBoost, He-
cOaTaHCHPOBAHHbIC JaHHbIC, OHJIAWH-TPAH3aKIUH.
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