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Abstract: Blockchain, thefoundation ofBitcoin, has received extensive attentions recently. Blockchain serves
as an immutable ledger, which allows transactions take place in a decentralized manner. Blockchain-based
applications are springing up, covering numerousfields includingfinancial services, reputation system and
Internet of Things (loT), and so on. However, there are still many challenges o fblockchain technology such
as scalability and security problems waiting to be overcome. Blockchain has numerous benefits such as
decentralization, persistency, anonymity and auditability. This paper presents a comprehensive overview on
blockchain technology. We provide an overview ofblockchain architecture firstly and compare some typical
consensus algorithms used in different blockchains. Furthermore, technical challenges and security issues
are briefly listed. We also lay out possible future trendsfor blockchain. In general, everything that can be
written down on paper can be written in a blockchain with only one difference in a blockchain it is simply
impossible to substitute orforge records. In contrast to computer security taken in a traditional sense, the
notion of identification is as important here as that ofauthentication. Every time a transaction or block of
data is added to the chain a majority of the network must verify its validity. In the case ofa contractual
blockchain, the identification must take into account the complete person-identity-proofsequence to create
legal effects. This article reviewed challenges that might arise on every step ofintegrating decentralizedpeer-
to-peer cryptocurrency into our daily lives. It discussed implementation details and problems and challenges
that might arise during the cryptocurrency adoption phase. Despite the possible challenges, cryptocurrencies
might still shape thefuture ofdigital payments and create their own niche.
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MPOBJIEMbl KACAIOLWUNXCA KPUMTOMPA®PUNUYECKUMX BATIOT HA OCHOBE
B/JIOKYEWNH

AHHOTaUMA: Blockchain - 3To ocHoBa BUTKOIH, KOTOpas WMeeT 6O/bLIOE MPUBNEYEHUE BHUMAHUS.
TexHONorms Cny>kNT HeW3MeHHbIM PerucTpoM, KoTopas Mo3BonseT [eLeHTPanM30BaHHO OCYLLECTBAATH
TpaH3akuuu. TosBAAKTCA MPUIOXKEHNS Ha OCHOBE O10KYeliHa, OXBaTbIBALME MHOXXECTBO obnacTeil,
BKAOYaa hmHaHcoBble ycnyrn, MIHTepHeT Beuleit (1oT) n Tak ganee. TeM He MeHee, eCTb €eLle MHOro npo6nem
3TO TEeXHONOrMM, Takux Kak MacluTabnpyemocThb 1 Nnpobaembl 6e30MacHOCTU, KOTOpbIe elle NpeacTouT
pewnTb. BNoKYeliH WMeeT MHOXKECTBO MNPeNMyLLeCTB, Takux Kak AeLeHTpanu3auusi, nocTOsSHCTBO,
aHOHMMHOCTb M BO3MOXKHOCTb ayauTa. B aToil cTaTbe npescTasneH BCeOObLEMIOLLMIA 0630p TEXHONOrMK
6nokyeitHa. CHavana npoBoAMTCS 0630p apXMTeKTYpbl 6/10KYEHA U CPABHUBAK T CA HEKOTOPbIE TUMNUYHbIE
cornacoBaHHble anropuTMbl, NCNONb3YeMble BPa3HbIX 6/10KYeiiHax. Tak>Ke KpaTKO NepeuncieHbl TEXHNYECKMe
npo6nembl 1 nNpobnembl 6Ge3onacHoCcTW. 3aTeMm OyayT M3M0>KEHbI BO3MOXKHble Oyayuive TeHaeHuun ans
6nokueiiHa. B o6uiem, BCe, YTO MO>KeT OblTb 3anMcaHO Ha Gymare, MOXXeT OblTb 3anuMcaHo B GNOKYeiiHe
C OLHUM AUWb OTAMYMEM, KOTOPOE MNPOCTO HEBO3MOXKHO W3MEHWTb WAM NoggenaTb. B oTauume oT
KOMMNbIOTEPHON 6e30MacHOCTH, B3ATON B TPaAULWOHHOM CMbICNE, MOHATUE UAEHTU(MUKALMM 30eCh TaK >XKe
Ba>KHO, Kak 1 NOHATMWe ayTeHTudukaumn. Ka>kablii pas, Korga TpaH3akuus uin 610K gaHHbIx jobasnsioTces
B LieNoyKy, 6onbLias yacThb CeTUM JOMKHA NPOBEPUTH ee NPaBuILHOCTh. B cayyae KOHTpaKTHOW 6710KYeiiHa
NOEHTUPUKAUMA [OMKHA YUY TbiBaTb MOMHYH NOCNEA0BATENLHOCTbL AoKasaTenbcTBa MYHOCTU And
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CO34aHuns IpULNYECKUX NOCNeAcTBuMiA. TakxKe, paccMaTpuBalo T Cca NpobneMbl, KOTOPbIe MOTYT BO3HUKHYTb
Ha Ka>KJoM aTane uHTerpauum feleHTpaam3oBaHHON O4HOPAHIOBOM KPUNT OBa/IO T bl B HALLY NOBCEAHEBHYO
>KU3Hb. B Hem ob6cy>Kfanuch feTau peanunsaumu, a Tak>Ke npobneMbl, KOTOPbIE MOTYT BO3HUKHYTb Ha
aTane NPUHATUA KPUNTOBaIOTHI. HecMoTps Ha BO3MOXKHble MPO6AeMbl, KpUNTOBaNOThl MOryT no-
npe>xHemy hopM1poBaTh OyayLlee LUGPOBLIX N1aTEXKEN U CO34aBaThb CBOK COOCTBEHHYIO HULLY.

KntoyeBble cnoBa: 650kyeitH, perucTp, 6asa faHHbIX, KpunToBanoTa

BNNOKYEWVH HETI3IHAEO KPUMTOIMPA®UANbLL,
AKTWUBTEPI'E APHAJTEAH M3CEJIEJNEP

AupgaTna: buTkouHTy ipreTacel Blockchain-ra >kaubiHga aipbuwwa kBuin 6sniHgi. Blockchain
opTanbllUCbi3faHbIpblirad TIPTIiNTe TpaH3akuuanapably opbiHaanybiHa MYMKiIHAIK 6epegi. Blockchain
HerisiHgeri LocbiMWwanap Lap>Kbl Lbi3MeTTepiH, 6eaeni MeH VnTepHeTTi (loT) >ksHe 6bacua ga
KBNTEreH cananapgbl UamTwuabl. [ereHMeH, UMbIHAbILTAP MeEH LUayinci3fikTil eucepyiH KyTKeH
npobnemanap cekingi Blockchain TexHonoruacbiHbiL 3ni “Hre peidiH 6ipas UMbIHWLILILTapbl 6ap.
Blockchain-ge opTanbiycbi3faHabipy, TypauTbiibil, >XacblpblHAbIL NeH CeHIMAINIK cuauThl Gipwama
apThiuWwbInbILTapbl 6ap. byn Mmayanafa 610KTay TexHONOruschbl 60MbIHILA KELENTIiNreH wony 6epinreH.
bi3 ey angbimeH Blockchain apxuTekTypacblHa LWOMYy >XacailMbl3 >X3He 3pTYpai 6GnokTaynapga
nainganaHbinaTbiH KENGIPKOHCEHCYCT bILaNropuTMAePAi canbiCTbipambl3. COHbIMEH LaTap, TexHUKanbIL
>K3He uayincisfik macenenepre ubicuawa TouTanambld. CoHpall-al Kenellekke apHanraH 6onaiwlal
TpeHATepAi LapacTbhipambl3. XXannbl anraHja, uarasra »asyra 6onaTbiH 6apabil, Hapce Blockchain-ra
>Kasblnybl MYMKiH, TekBlockchain-geri 6ip raHa aitbipmalublifibiy, 6ap, on >XKasbanapabl ayblCThIpy HEMece
>Ka3yMYMKiH emec. [ acTYpnimarsiHaga KOMNbOTepiK Layinci3gik TeH ailbipMaLlblibiTbl, C3NKECTeHAIpY
yroiMmbl TYNHYCuanaHablpy cuayTbl Maubi3gbl. Opbip TpaH3akuus Hemece fepekTep 6norbl Tisbere
LOCbINTaH CaibliH >KeNiHiy KBAWIAiri OHbIL >XapaMAblibifblH Tekcepyi kepek. KenicimwapTThiy 6/10kK-
CXeMa >KarfaiblHga calikecTeHAipy TOonbly 3auibl TyAraHbl ecenke any Kepek, 0 3aujbl cangapnapibl
>Kacay YLWiH CaliKecTeHAipinMereH AsiiekTinik. Mauanaga opTanbilucbl3gaHabipbinraH TeuaecTipinreH
KpunToBanTaHbl "HAENiKTIi BMipimisre 6ipikTipygiy 3pbip uagambiHAa TyblHAAybl MYMKIH
UMbIHAbILTAP uapacTbipblngbl. COHAbILTAH KpunToBanoTanapabl Labbinfay KeseuiHge TybliHAAYbI
MYMKIH M3cenenep TanublnaHagsl. TyblHAAATBIH Keaeprinepre yapamacTaH, KpunToBaaoTanap ani ge
Unbpnbl TBAEMAEPAIL 6onalwarbiH LanbinTacThIpbif, B3 OPHbIH LypYbl MYMKIH.

TYdiHdi cB3aep: BnokuyeiiH, 6nMoK-Ti36ek, Aepek, KpunToBanoTa

INTRODUCTION Architectural challenges

Cryptographic payment systems based on
the Blockchain technology started to emerge af-
ter the concept was described in a white paper
written by the creator of Bitcoin, Satoshi Naka-
moto, in 2008. Bitcoin was a first decentralized
cryptocurrency powered by its users to ensure
trust in transactions and network security, and it
had to overcome certain challenges before being
widely recognized and adopted.

The purpose of the article is to identify and
analyze challenges that cryptocurrencies may
face, taking Bitcoin as the main example. The ar-
ticle will focus on security challenges and chal-
lenges that might emerge during cryptocurrency
adoption phase.
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Since the main purpose of Bitcoin was to
create a decentralized payment environment, one
ofthe main advantages of Bitcoin over tradition-
al currencies is absence of central regulating au-
thority or middlemen. Payments in such environ-
ment need to be done between two consenting
parties without the involvement of a trusted third
party. As a first security frontier, the transaction
has to be signed with the owner’s private key.
This proves the fact of payment and ensures that
trans-action cannot be altered in the future [4].

To finalize payment, the transaction has
to be added to the Bitcoin blockchain, and that
is where the distributed consensus mechanism
comes into action. Bitcoin distributed consen-



MHTENNEKTYAJIbHbIE CUCTEMDbI

sus system “enforces a chronological order in
the blockchain, protects the neutrality of the net-
work, and allows different computers to agree on
the state of the system. To be confirmed, trans-
actions must be packed in a block that fits very
strict cryptographic rules that will be verified by
the network. These rules prevent previous blocks
from being modified because doing so would in-
validate all following blocks” [4].

The system uses the concept of proof-of-
work to issue new coins and record past trans-
actions at the same time, thereby incentivizing
users to use computing powers of their machines
to “mine” bitcoins. The computing resources are
used to solve a difficult cryptographic problem,
and whoever solves it first is allowed to generate
new coins and record pending transactions onto
the Blockchain network. The more computing
power a user possesses, the higher the chance of
solving the puzzle. However, note that the user
with the highest computing power is not guar-
anteed to solve the puzzle, since the chances of
solving the puzzle are distributed proportionally
to computing power of bitcoin miners (users who
try to solve the puzzle). According to theoreti-
cal foundation of Bitcoin, the best way to solve
the puzzle is to randomly guess, so the deciding
factor in solving it is the number of guesses per
unit of time, which is proportional to computing
power. This mechanism ensures thatno individu-
al party can control what gets saved on the block
chain [1].

Each new block has to contain the cryp-
tographic has of the previous block. This way,
the chain of blocks can tracked down to the very
first block. Changing any piece of data in any
block in the blockchain will result into breaking
cryptographic integrity, which can be immediate-
ly known to all nodes on the system.

Figure 1- Example ofblocks containing hashes
ofthe previous blocks [1]

Security issues

While the implementation of Blockchain
based cryptographic currencies is justified by re-
search, such systems might still have vulnerabil-
ities. This section will discuss possible vulnera-
bilities of such crypto-currencies and methods to
prevent malicious attacks.

Record hacking, that is, making unautho-
rized changes in Blockchain blocks, would re-
quire overwriting some amount of consequent
blocks. The computing power needed to change
that amount of blocks grows exponentially with
the length of the Blockchain to be changed [1].
That means, if an attacker wanted to change a
substantial number of records, it would only be
possible with an immense computing power [3].

Double spending attack is, as its title sug-
gests, spending the same coin two or more times.
Receiver of the payment needs to confirm validi-
ty of the transaction by checking the Blockchain,
so the attacker needs to wait for the transaction
to be registered on the block-chain for the first
receiver to confirm. Then, if the attacker alters
the original Blockchain blocks to make further
transactions using the same coin, other receivers
would be able to verify validity of those deceiv-
ing trans-actions. As in record hacking, this at-
tack also involves altering the Blockchain records
with the length of the altered chain of one block.
This makes it more realistic to conduct this attack
than trying to alter a long chain of blocks [3].

The previous two attacks are commonly
known as “51% attacks”, since it would require
attackers to have more than 50% of computing
power of the entire blockchain network to real-
istically conduct those attacks due to the archi-
tecture of bitcoin network. As researchers state,
the chances for attackers to break the Bitcoin are
virtually zero, since it has grown into a very large
network. However, it is very possible to conduct
a 51% attack against a younger and smaller pay-
ment system based on the same paradigm [3].

Following are the results of the calculation
of probability ofthe attacker catching up, as pro-
vided by Nakamoto (2008) [1]:

p = probability an honest node finds the next
block

g = probability the attacker finds the nextblock
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gz = probability the attacker will ever catch
up from z blocks behind

1 ifp<q
(gJpY ifp>q

Then, the probability of the attacker catch-
ing up would be

where A

This probability drops exponentially with
z, and the attack requires g to be large enough,
i.e. the attacker having large enough computing
power, comparable with the rest of the network.
As was stated above, smaller cryptocurrencies
are much more prone to these types of attacks,
and the larger ones are relatively safe.

While 51% attacks are directed at the en-
tire network, attacks such as eclipse attacks are
directed at single network nodes. Eclipse attack
utilizes bitcoin proto-col, which assumes no
cryptographic authentication between nodes and
each node is only connected with several other
randomly selected nodes, not the entire set of
nodes on the network. This opens up the vulnera-
bility where the attacker controls only those sev-
eral nodes, and thus monopolizes all the incom-
ing and outgoing traffic of the victim. This can
lead to different unfavorable consequences for
the victim, such as seeing non-original version of
blockchain or wasting computing power mining
coins without a chance to success [5].

Heilman et al (2015) simulated two types of
attacks: “(1) infrastructure attacks, modeling the
threat of an ISP, company, or nation-state that holds
several contiguous IP address blocks and seeks to
subvert bitcoin by attacking its peer-to-peer net-
work, and (2) botnet attacks, launched by bots with
addresses in diverse IP address ranges” [5].

As Heilman et al (2015) state, other attacks
can be performed on top of the eclipse attack:

Engineering block races. A block race con-
dition is when multiple miners discover blocks si-
multaneously. In a block race, only one block will

262

become a part of blockchain, and miners which
have discovered other blocks receive no reward.
The attacker can prevent the blocks discovered by
eclipsed miners from reaching the main blockchain,
so that the victims would waste their computing re-
sources without a chance for reward [5].

Splitting mining power. Eclipsing some
fraction of the network makes it more probably to
launch 51% attack on the rest of the network [5].

Selfish mining. The attacker increases his
chances for reward by not showing discovered
by him blocks to eclipsed miners. Eclipsed
miners work on their version of blockchain
and therefore chances for the attacker to dis-
cover new blocks in the original blockchain
are in-creased [5].

0-confirmation double spend. This attack
exploits merchants who provide goods to cus-
tomers without seeing a confirmation of transac-
tion on blockchain. 1f such merchants is eclipsed,
malicious customer can spend the same coin
twice: in original blockchain and in the eclipsed
version ofblockchain. Since the merchant cannot
access nodes in the original network, first trans-
action will be added to the blockchain, and the
merchant will not receive the money [5].

N-confirmation double-spend. If the mer-
chant requires transaction to be confirmed in a
block of depth N -1 in the blockchain to send the
goods, the attacker can send this transaction to
eclipsed miners, which will add the transaction
to the eclipsed version ofthe blockchain. The at-
tacker can then show this version of the block-
chain to the merchant and receive the goods,
while retaining his money on the original version
ofthe blockchain [5].

Traditionally, to prevent eclipse attacks it is
recommended to disable incoming connections
or pick outgoing connections only to whitelisted
miners. However, this undermines the ideology
of decentralized peer-to-peer payment system, so
eclipse attack prevention techniques should be
implemented on the protocol level [5].

Adoption challenges

To make a cryptocurrency widespread and
trusted, solving technical problems is not enough
- there are other things to consider. This para-
graph will discuss what could prevent cryptocur-
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rencies from becoming widely adopted, taking
Bitcoin as an example.

As Luther (2015) claims, the largest pre-
venter of adopting Bitcoin is the incumbent-mon-
eys problem. There are certain costs associated
with switching from incumbent monies to Bit-
coins - network effects, government sponsorship
and legal-tender status.

As stated by Shapiro and Varian (1999),
“Network effects occur when the value ofa prod-
uct or service increases according to the number
of others using it” [6]. Incumbent monies are en-
tirely adopted by general public, which cannot
be said about cryptocurrencies, so cryptocurren-
cies have to offer something substantial to justify
switching to them [2].

Incumbent monies are also sponsored by
government, which uses them as an instrument to
meet its strategic objectives. Governmental sup-
port also makes incumbent monies more trusted
for people. In addition to that, cryptocurrencies
usual lack legislation built around them, and they
usually do not have a legal status of currency.
Moreover, governments of some countries even
banned cryptocurrencies. Therefore, the cost of
switching to cryptocurrencies is currently high
2]

The other issue with cryptocurrencies is that
there are many of them. Cryptocurrencies pro-
vide different functionality and compete with

each other for the user base [2]. Variety of cryp-
tocurrency types does not have a positive impact
on the number of users of each, which impedes
their perceived value due to network effects.

Despite all of the above, Luther (2015) pre-
dicts: “The Blockchain technology will be wide-
ly adopted to process digital payment. Bitcoin
and other cryptocurrencies, to the extent that they
survive at all, will likely function exclusively as
niche monies. Bitcoin or some other cryptocur-
rency might function as more than a niche mon-
ey in countries with especially weak currencies,
even though these countries would seem to pose
the greatest regulatory risk to bitcoin”.

CONCLUSION

To conclude, the new technology of Block-
chain is very relevant and widely used. This
reliable and open technology will soon change
our life. This article reviewed challenges that
might arise on every step of integrating decen-
tralized peer-to-peer cryptocurrency into our
daily lives. It discussed implementation details
and problems, security issues along with ways to
overcome them, and challenges that might arise
during the cryptocurrency adoption phase. De-
spite the possible challenges, cryptocurrencies
might still shape the future of digital payments
and create their own niche.
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