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Abstract: This article represents an equitable comparison between the most popular and frequently used
algorithms in the data encryption area. There are some main characteristics that distinguish encryption
algorithms: elapsed time and efficiency of data encryption and ability to protect data from various attacks.
This document presents the comparison between the most common symmetric encryption algorithms: DES,
3DES, Blowfish, andAES. The comparison was done by processing data blocks ofdifferentsizes to estimate the
encryption and decryption speed. Since our main task is toperform these algorithms with different settings, the
presented comparison takes into account the behavior andperformance ofthe algorithm when using different
data loads. Thispaper also analyzes parameters such asflexibility, key extension option, possible attacks and
security vulnerability o fthe algorithms, which determines the efficiency ofthe cryptosystem.
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wWnoePnAY AW CUMMETPNANBLW, AJITOPUTMAEPTH
CANbICTbIPMANBI TANAAY

AugaTna: Byn mauana pgepekTepai wwmdpnay canacbliHaa ey, TaHbIMas >K3He >Kiii LongaHbinaThiH
anropTmaepai 06beKTIBTI canbiCThIpy 60nbin Tabbinagbl. LLndpnay anropiATmaepiH epeklleneidTiH
GipHeLLie Herisri cunaTTamManap 6ap: KeTKeH yaublT, AepeKTepdi wudpnay TRIMAINITT >K3He gepekTepai
apTYpni wabybingapgaH uopray uabineTi. byn uy>kaTTa des, 3DES, Blowfish >xsHe AES cummeTpusanbiy,
LnbpnayabIL, e, Kon TapaaraH anropiTmaepi apacbiHAarbl canbiCThIPY YCbIHbITAH.

CanbiCThIpy Wunpnay >K3He felunpnay >KbligamabirbiH 6aranay YwWiH spTYpni onwemgeri gepekTep
6M0KTapblH oujdey apublibl >Kacanfbl. 3punibl NapamMeTpAepMeH OCbl anropuTMAepai opbiHaay 6isgiy,
6acTbl MiHAE TiMI3 60MraHAbILTaH, YCbIHbIITAH CanbiCThIPy caH TYpNi aepekTep XXYKTeMenepiH naiganaHy
Ke3iHJe anropuTMHLL MiHe3-Ly/Lbl MeH OHIMAINIriH eckepedi. byn mauanaga KpUnTOXKyeHLW, TLUMAINIriH
aHbIUTaNThIH >KeMAiNiK, KiNTTi KeuedTy MYMKIHAIM, biTUMan wabybingap ><3He anropuTMaepaLL
ocanfbirbl CUALThI MapaMeTpiep TaljaHagbl.

TYMHdi ce3gep: LWndpnay anropuTmaepi, kpunTorpadus, AES, DES, Blowfish, Triple DES
CPABHWTE/IbHbIN AHANTN3 CUMMETPUUHbBIX AITOPUTMOB LWLIV®POBAHUA

AHHOTauus: [laHHas cTaTba NPeAcTasnseT co60ii 06LEKTVBHOE CpaBHEHME Hambosee MOMyMSPHLIX U 4acTo
NCMNO/b3yeMbIX 2/TTOPYTMOB B 06/1aC T LUM(IPOBaHNSA JaHHbIX. CyLLeCTBYeT HECKO/bKO OCHOBHBIX XapaK TepuUCcTHK,
KOTOpble OT/IMYAIDT aIrOPUTMbI LLMPOBAHUA: 3aTpadveHHoe BpeMsl, 3heKTUBHOCTb LUMPOBAHUSA AaHHBIX
M CMNOCOBHOCTb 3aWyiaTh [aHHble OT pas3iMyHbIX aTak. B 3TOM [OKyMeHTe MpeacTaBleHO CpaBHEHWe
Me>Ky Hambosee pacnpocTpaHeHHbIMM anropyuTMamn CMMMeTpPUYHOro wingposanusa: DES, 3DES, Blowfish
n AES. CpaBHeHue 6bl/10 caenaHo nyTemM 06paboTKM 6/10KOB fAaHHbIX Pa3HbIX pasmMepoB 41s OLEHKM CKOPOCTU
LWKnghpoBaHMs 1 felumdpoBaHns. MOCKOMbKY HaLLIER rnaBHOl 3afayein SBASeTCA BbINO/HEHVE 3TUX aNfOpUTMOB
C pa3/MYHbIMM HacTPONKaMK, MpeACTaB/EHHOe CpPaBHEHWE YUMTbIBaET MOBEAEHME W MPOU3BOAUTENLHOCTb
anropuTMa Npy UCMO/L30BAHMM Pa3/IMYHbIX Harpy30K JaHHbIX. B 3TOM cTaTbe Tak>Ke aHaAMM3VPYOTCA Takvie
napameTpbl Kak r’MOKOCTb, BO3MOMKHOC T b PaCLLUMPEHUS KIHOYa, BOSMOXKHbIE aTaKu U yS3BUMOCTb alropyuTMOB,
KOTOpas onpegenseT aPdeK TUBHOCTb KPUNTOCUCTEMBI.

Kntouesble cnoBa: anropuTMbl WngposaHns, kpunTorpadms, AES, DES, Blowfish, TripleDES
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Introduction

Cryptography, it is the process of keeping
and transferring data in a special form that
only the authorized participants can interpret.
The operation of transformation information
into a secret, encrypted code for transmission
through a public network. Nowadays, most of
the cryptography processes are digital, where
the original text (also called as “plaintext”) is
turned into a encrypted equivalent which called
“ciphertext” by different encryption algorithms.
The ciphertext is decrypted at the receiving side
and returns into plaintext and for secured and
safe data communications. This is a technique,
which is used to avoid unauthorized access of
data. The encryption process consists of single or
multiple keys to hide the data from the intruders
and imposters.

The cryptography methods are classified
on the basis of their key selection. The section
shows the advantages of various cryptographic
techniques.

Symmetric (Private) Cryptography.

Symmetric (also known as a private-key
encryption) involves using the same key for
encryption and decryption processes. Encryption
includes applying an operation (an algorithm) to
the data to be encrypted using the private key
to make them unintelligible. Even the weakest
algorithm (for example an exclusive OR) could
make the system nearly tamper proof. Users have
the provision to update the keys and use them
to receive the subkeys. It is much effective and
fast approach as compared to asymmetric key
cryptography. In symmetric key cryptography
key has been generated by the encryption
algorithm and then send it to the receiver section
and decryption takes place [1].

Asymmetric (Public) Cryptography.

Asymmetric cryptography is the type of
cryptography in which a pair of keys is used
to encrypt and decrypt the data. First of all, a
network user requests a public and private key
pair. A user who wants to send an encrypted
data can get the intended recipient’s public key
from a public administrator. The method is more

secure instead of private key cryptography but it
consumes more power and more processing time.
Due to increase in the computational unit the
overheads are high in public key cryptography

[1].

Modern Cryptography.

A combination ofboth public and private key
cryptography is known as modern cryptography.
A pair of public and private keys has been used
to encrypt and decrypt the data. The technique
has the salient features of private key: fast speed,
easy to process and features of public key such
as secured, avoid key transportation, provide the
power to the users to generate their own keys of
variable length. Users also have the possibility
to upgrade the key at any time. In this technique
certification authority has been used to keep the
track of the entire system and keys [5].

The generation, modification and
transportation of keys have been done by
the encryption algorithm. It is also known as
cryptographic algorithm. There are a big amount
of cryptographic algorithms are available to
encrypt the data. Their strengths depend on the
cryptographic system. Any computer system,
which involves cryptography is known as
cryptographic system, the strength of encryption
algorithm heavily relays on the computer
system, which is used for the generation of keys.
The computer systems take the responsibilities
sending the secret information over the web
with the help of cryptographic hash functions,
key management and digital signatures. Crypto
systems are composed from cryptographic
primitives such as encryption algorithm, number
of keys, hash and round functions, memory
elements, real time operating system, etc.

Types of encryption algorithms

» Data Encryption Standard (DES).

It is one of the most widely accepted,
publicly available cryptographic  systems
today. It was developed by IBM in the 1970s
but was later adopted by the US government
as a national bureau of standards as an official
Federal Information Processing Standard (FIPS)
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for the United States in 1976. It uses a 56-bit key
to encrypt the 64 bit block size data. It processes
64-bit inputs into 64-bit cipher-text and algorithm
performs 16 iterations [2].

» Triple Data Encryption algorithm (3DES)

3DES is originated from DES and in its
encryption uses 3 different keys of 56 bits, in
sum 168 bits [2]. There are three key options:

First, each of keys are independent. This
option is the most secure and strongest using 168
independent key bits.

The second option involves when all keys
are identical and this is the weakest feature
because 3DES encryption algorithm turns into
DES algorithm.

The last option is to convert the first
two options: the third and the first keys are
identical. It executes 48 rounds of processing
to encrypt the data using DES algorithm three
times. 3DES increases the security level of
DES combining key size of 168 bits (56 bits 3
times) what is beyond the reach of brute force
methods. 3DES algorithm has been estimated
suspicious as a consequence of DES issues but
in fact there is no any serious vulnerabilities.
Nowadays a large number of Internet protocols
are using this cryptosystem. 3DES isvulnerable
in some variations of meet-in-the-middle
attack (MITM). It also undergoes differential
attacks and related-key attacks [5].

» Advanced Encryption Standard (AES).

It is a symmetric 128-bitblock data
encryption technique developed by Belgian
cryptographers Joan Daemen and Vincent
Rijmen. The U.S government adopted the
algorithm as its encryption technique in
October 2000, replacing the DES encryption
it used. AES works at multiple network
layers simultaneously. The National Institute
of Standards and Technology (NIST) of the
U.S. Department of Commerce selected the
algorithm, called Rijndael (pronounced Rhine
Dahl or Rain Doll), out of a group of five
algorithms under consideration, including
one called MARS from a large research team
at IBM. While the terms AES and Rijndael
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are used interchangeably, there are some
differences between the two. AES has a fixed
block size of 128-bits and a key size of 128,
192, or 256-bits, whereas Rijndael can be
specified with any key and block sizes in a
multiple of 32-bits, with a minimum of 128-
bits and a maximum of 256-bits [3].

« BLOWFISH

Blowfish is a 64-bit block cipher with a
variable-length key. The algorithm consists of
two parts: key expansion and data encryption/
decryption. Extension of the key converts a key
of up to 448 bits into several arrays of subkeys,
with an overall size 0f 4168 bytes.[4]

Information encryption consists of a simple
function, consequently performed 16 times. Every
step consists of a key-dependent permutation and
a key-dependent and dependent on a substitution
of data. Only the addition and exclusive or of 32-
bit words are used. At each step the only additional
operations are four data extractions from the
indexed array. Blowfish uses a lot of subkeys. These
subkeys must be calculated before encryption or
information decryption begins.

The P-array consists of 18 32-bit subkeys:

P1, P2, ..., P18

Every of the four 32-bit S-boxes contains
256 elements:

51.0, S1,1, ..., S1,255

52.0, S2,2, ..., S2,255

53.0, S3,3, ..., S3,255

54.0, S4,4, ..., S4,255

The exact method used to calculate these
subkeys is described in this section below (Fig.1).

Blowfish is a Feistel network consisting of
16 phases. A 64-bit x data element is input. For
encryption:

Divide x into two 32-bit halves: xL, xR

Fori= 1to 16:

xL =xL © P18

xR =F(xL) © xR

Rearrange xL and xR (except for the last

phase)
XR = xR P17
xL=xL © P18

Combine xL and xR
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Figure 1- Blowfish algorithms scheme

Figure 2 - Ffunction

The function F (Fig.2) is as follows:
xL division into four 8-bit parts: a, b, ¢, and d.
F(xL) = ((S1,a + S2,b mod 2/1B32) © S3,c) +

S4,d mod 2/132.
The decryption is the same as encryption,
but P1, P2,. .., P18 are used in inverse order.

Comparison of cryptographic algorithms
based on various parameters.

Among the large number of existing
cryptographic  algorithms, DES, 3DES,
BLOWFISH, AES are selected and compared
on the basis of used structure, ability to expand,
security and crypto-resistance. [2]. Table 1shows
the comparative study on selected encryption
algorithms.

Table 1 - comparative study of symmetric
encryption algorithms

Algorithm  Structure Flexibility and Known Attacks

Modification
DES Feistel Unmodified Brute-Force
network Attack
3DES Feistel Could be Brute Force
network extended from Attack, Chosen
56 up to 168 bits Plaintext, Known
Plaintext
AES Substitution- Could be Side Channel

Permutation modified witha  Attack
condition: 256

key length in
multiples of 64
BLOWHFISH Feistel Could be Dictionary Attack
network modified with a
condition: 64-

448 key length in
multiples of 32

Security of encryption algorithms is based
on how resistant the algorithm against various
attacks. The execution of these encryption
algorithms is based on number of aspects: key
length, block size, structure, cryptographic time
and number of rounds used. Eventually, these
factors directly affects the security of a particular
algorithm. The size of blocks plays a vital role
in encryption and decryption processes, which is
the basic unit of data.

Larger block size provides higher security
whereas other factors were estimated to be
almost equal in some algorithms. AES algorithm
uses block size of 128 bits which is twice bigger
than other selected symmetric algorithms. Next
critical evaluation is the number of rounds used
for encryption/decryption process (see Figure 3).
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Figure 3 - Quantitative measures - Key Size (Bits)

Figure 4: Quantitative measures - Key Size (Bits)
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Increase in processing rounds strengthens
the security because single Feistel round provides
insufficient security. DES and BLOWFISH has
16 rounds of encryption process. 3DES has 3
times of DES what means it has 48 rounds. AES
has varying number of rounds which is depending
of key size. The major issue with symmetric
key algorithms is a brute force attack, where
all possible keys are tried until the exact key is
found to decrypt the message. Longer key lengths
reduce the feasibility of attacks, since the number
of key combinations increase (see Figure 4).

DES has a weak key of 56 bits. 3DES has
168 bits key with good resistance against attack.
AES has variable key lengths of 128, 192, and
256 which provide a larger number of key
combinations. BLOWFISH uses 448 bit keys
which are considered to be longest and strongest
as far as brute force attacks are concerned.
Security of the cryptosystem is defined by a

secured encryption scheme to guard against brute
force attacks and differential plaintext-cyphertext
attack. Though DES and 3DES are faster but they
are less secure due to weak keys. The analysis
shows in case of symmetric algorithms Blowfish
and AES that they are considered to be secure
and efficient based on high security and less
limitations. Another criteria is the expansion and
flexibility of Blowfish and AES which is high
compared to other symmetric algorithm.

Conclusion

This paper provides an analytical study on
various symmetric encryption algorithms such
as DES, 3DES, BLOWFISH, AES. The analysis
is based on the structure of the algorithms, the
security aspects and the limitations they have.
AES and DES algorithms showed poor crypto
resistance, while Blowfish and 3DES have not
any known security weak points.
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