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Abstract: With emergence of new technology, the influence exerted by telephone communication gadgets on
our daily lives is increasing. Due to thefact that the information contained on such small gadgets is becoming
highly confidential and sensitive. In United States ofAmerica alone, over 2012 there were more than 1.6 million
thefts ofsmartphones. And, everyyear, this number continues to grow. In this situation, thefirst question that
comes to mind about the protection ofthe personal information.

One of the better solutions is the creation of new, or the improvement of the existing blocking systems of
smartphones. In this paper, we introduce the keyboared saftety algorithm for improving the static unlock
systemsfor smartphones. Theproposed keyboad safety algorithm randomly allocates number in the keyboard
that helps protect safety ofthe keyboard. The proposed algorithm is implented by using real device. Based on
the testing result, we confirm the validity ofthe proposed algorithm.
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CMAPT®OH LLAYLWICI3AINL XALCAPTY YLWIH KAYHICI3/IK
AVN3ANHBIH ALLALBI

AugaTna: Xaua TexHonorvsnapabiy naiga 6onybiveH 6y MaceneHil, 6apraH caiblH MaubI3fblbirbl apTyaa.
OcblHfa wWarbiH ragpKeTTepaeri aunapaTThil, Lynuaabl XK3He BTe Lynua 60/bin TabblnaTbIHAbITbIHA
6aiinaHbicTbl. 2012 >Kbinbl AMeprka Kypama LUITaTTapbiHga TeK 1,6 MUAAMoHra >Kybil, CMapT(OHHbIL,
ypnaHraHbl. TipKenreH. Byn caH >Kbin caiibiH Bcyae. MyHpaali >Kargaiia aubiira LoHaTbiH GipiHLLI Macene -
>KEKe aunapaTThl Lopray.

Eu TRimai wewimaepaiy 6ipi cmapTdoHabl 6nokTay YuwiH 6ap XXYiienepai gamblTy 60/bin Tabbliagbl.
Bi3 6yn mauanaga cmapTdoHaap YiWiH cTaTuKanbiy, uynnbiH awy XXYienepiH >kaucapTy YWiH uayinci3
nepHeTaLTaaroOpATMIH yCbiHaMbI3. EH/Ii OCbl ai ThiNraH NepHeTaUTa uayincisgiri anropiAiTmi nepHeTauTa
Layincisgirin yoprayra KBMEKTECETIH MepHeTaLTa HBMIpiH Ke3sfelicoy TYpae TapaTagbl. BepinreH
aropyTM HauTbl Lypbiarbl apubiibl XKY3ere acbipbinafbl. CblHay, HITIXKenepi 6GOMbIHLIA YCbIHbITAH
anropiTMHIL, >KapamAbl/bIrblH pac T aliMbl3.

TYMHdi cB3gep: cMapT(OoH, LynbiH ally, anropuTM, gamy, 61monormsanbil, cunaT TaManapsbl

PA3BENNOKNPOBKA PA3PABOTKWM BESOMACHOCTUW ANA YNYYLWEHNA
BESOMACHOCTWM CMAPT®OHA

AHHOTauus: C nosiBfeHNEM HOBbIX TEXHOMOMIA 3T0 CTaHOBUTCS Bce 60nee Ba>KHOM nNpobiemoid. B cBsAsm ¢
Tem, 4YTO MHopMaLus, Cogep>Kallascsa Ha TakmxX MaJleHbKUX raf>keTax, sBAseTCs KOH(UAEHLMATBHOR 1
KOH(maeHUManbHON. Tonbko B CoeanHeHHbIX LLITaTax AMeprkuy 3a 2012 rog 6b1710 3aperncTpmpoBaHo 6onee
1,6 MMnInoHa Kpa>k cMapTgoHOB. U ¢ KaXKAbIM rogoM 3T0 UMCN0 Npojo/mKaeT pacTu. B aToi cuTyaumu
MepBblii BONPOC, KOTOPbI NPUXOANT HAayM - 3TO0 3aliMTa IMYHOWA MHGopMaLmn.

OfHUM 13 NyYLLIMX PELLEHW SBAseTCA paspaboTKa CyLecTBYHOLMUX CMCTEM 6/I0KMPOBKM CMapT(oHoB. B
3TOW cCTaTbe Mbl MpeACTaBAsAeM airopuTM 6e30MacHo KnaBmaTypbl 415 yayyLleHUs CUCTEM CTaTUYecKon
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pa36/1o0KMPOBKM /1 cMap TOHOB. Mpeano>KeHHbI anropuTM 6e30nacHOCT Y KnasmaTyp CyYaliHbiM 06pa3om
pacnpegensie T HOMep KnaBMaTypbl, YTO NOMOraeT 3aWUTUTb 6e30NacHOCTb KnasnaTypbl. Mpeano>KeHHbIi
anropyTM peann3oBaH C UCNOMb30BaHMEM peanibHOrO yCTPOMCTBa. Ha ocHOBaHWM pe3yNbTaToB TecTa Mbl
NoATBeP>KAAeM MpaBUIbHOCTb NPEANO>KEHHOr0 anropuTMma.

Keywords: cMapTdoH, pa3b/oKMpoBKa, anropyuTM, pa3paboTkKa, 61MOorMieckre Xxapak TepucTUKN

Introduction

The smart phones have dramatically
attracted the people to use for several applications
including routine things. Therefore, the smart
phone is not fully secure due to several security
threats. [1] The unlock security gains popularity
due to privacy and sensitive date.

The popular unlock methods on smartphone
include the number unlock which is the basic,
fingerprintunlock, irisunlock and other biometric
ways. [2] [3] [4] In order to ensure the user
experience, smartphone makers always allow the
use of number unlock keyboard, which indicates
that the number unlock is the basic thing in terms
of smartphone security.

Ill-intentioned people guess the password
by snooping on the gesture when others unlock
the phone so that they can steal sensitive
information from others’ smartphone. It is a fact
that the current number keyboard for unlocking
is not safe enough to prevent voyeurism. Today,
smartphone has been an inalienable part of our
life. [5] There is no denying that it makes our
life more convenient, it has lots of functions
such as communication, payment, GPS and so
on. Meanwhile, we often save and uploading our
personal information through it and even be used
as the authentication tool. Therefore, smartphone
security is a significant issue worthy of re-search.
The smartphones unlock are important now. Our
aim is to introduce randomly generated keyboard
to improve unlocking safety. In this keyboard,
numbers from 0 to 9 can be randomly allocated
so that others cannot guess what one has typed.
In this condition, voyeur is no longer a problem
for unlock problem of smartphone. This paper
contributes to:

e Introduce the development of unlock
security.

e Improve the unlock security.

*  Make one number keyboard to increase
unlock security.

The rest of the paper is organized as:
. Section 2 presents the related work.
»  Section 3 introduces the proposed plan.
»  Section 4 indicates the experimental result.
»  Section 5 concludesentirepaper.

LiteratureReviews

In this section, salient features of existing
approaches are discussed. As we stated, the
unlock security of smartphone is one relatively
new area for us to do research. While we still
find some academic papers and white papers
which are related to it. It is a fact that unlock
of smartphone combines both ordinary digital
unlocks and biometrics. Neither of them can be
deleted. This literature can help quickly know
the current findings in this area. What’s more
we give our evaluation and outlook. In the
ACM database we reviewed two most relevant
studies. The first one is about the salient feature
of existing approaches is discussed. The anatomy
of smartphone unlocking is analyzed in [6].
Excusive evaluation is conducted by addressing
advantages and disadvantages including different
methods to unlock the smartphone. Further, both
smartphone unlock security improvement and
reduction of complexity are discussed.

Another paper is about one new way to
unlock smartphone. It [7] presents Glass Unlock, a
novel concept using smart glasses for smartphone
unlocking, which is theoretically se-cure against
smudge attacks, shoulder-surfing, and camera
attacks. By introducing an additional temporary
secret like the layout of digits that is only shown on
the private near-eye display, attackers cannot make
sense of the observed input on the almost empty
phone screen. This paper indicates one awesome
way for us to improve the security ofunlocking.

There are also a lot of white papers [3] and
websites [4] which discuss about the unlock
security methods that are worthy to explore.
According to our current research, we have
already found out that it is a fact that we should
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refine our initial research topic so that we can have
one considerable result at the end of the semester.
Based on the literature survey, we have
figured out that the basic digital password
keyword is one of the initial item for protecting
the unlock process, since we can skip other
biometrics methods to the digital keyword when
in need. What’s more, according to a recent
funding, some computer science engineers have
made one Al to record the action when people
use the password to unlock. [8] It is also not
hard for us to guess one’s number password
when looking their hands’ action. Moreover, it
is relatively impossible for us to help improve
the algorithm of biometrics due to the lack of
lack of background knowledge on the biological.
In conclusion, our paper especially focuses on
improving the safety of number unlock to avoid
being cracked easily due to the motion of the
hand. The most important reason that people
with dangerous motivation and highly developed
artificial intelligence (Al) can guess the password
is that the numbers are located in specific place,
which decrease the safety of the password.

Proposed Keyboard Safety Algorithm

For Unlock Security Of Smartphones

As, the modern mobile phone has developed
new defensive strategy so that when the
attacker tries the pass-word for over 10 times, it
automatically locks itself un-less the user asks
the mobile phone manufacturer to un-lock it. The
only concern we focus is to create one ease-of-use
keyboard which can randomly show the number
to protect the users’ password. The keyboarded
safety for static unlock system of smartphones is
depicted in Figure 1.

Figure 1- Proposed keyboard safetyfor static unlock system
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As shown in figurel, we create one demo
which can show the keyboard randomly locating
the number. We planto use advanced programming
language, such as Java, to implement our plan.

First of all, we should give user the choice,
which can be one button connected to one Boolean
value, to use our improvement or not, since some
of users are not suited to change. If the user
rejected our improvement, all the number can
show in the keyboard in the original location. We
can use the function random() to automatically
create the number from one to ten. It is also true
that we can create the random number on our
own. Also, we create a list called ‘list’ to help
avoid that the number is repeated. The following
is the sample ‘if sentence’to check the repetition.
It is a fact that if we can create this kind of
keyboard in java so that it can be used in some
mobile operating systems. In conclusion, based
on our proposed plan, we can build one demo to
randomly allocate number in the key-board. The
following part is the algorithm to implement this
idea (Figure 2).

The algorithm 1 shows how to implement
to create a save keyboard. The first step of this
algorithm is to create a frame for users to make
decisions ifthey need to create one save keyboard.
Ffin this algorithm is one frame which appears so
that the user can decide whether they need to use
our method. L is a list where the number that has
not been put in the keyboard stores, number Ns is
from 0 to 9. Random() is one method which can
generate number randomly, provided by all the
advanced programming language. The result of
users’decisions from Ef is indicated by the value
UserDecision. If user chooses not to follow our
method, it shows the common number keyboard
Ckfand close the previous confirm page.

In other conditions, it shows the keyboard
Skf which randomly arrange the number. This
study also provides one way to randomly choose
number based on the use of List. If one number
was selected from the list, it will be removed so
that the reputation can be avoided. The first ten
lines ofthis algorithm helps to define the variable
of this algorithm. From line 15 TO 24, it creates
the common keyboard for the user to use. The last
part ofthis algorithm creates the safe keyboard to
increase the unlock safety.
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1 Initialization

2 {

3 Ff : The first frame;

4 L: Alist;

5 Random(): An encapsulated method.

6 Ns: The number selected from L

7 }

8 Input

9 i{) iy .
10 serDecision: A Boolean number which
indicates the user’s decision;

n }

12 Output

13

14 Skf: The frame that contains the save
keyboard;

15 Ckf: The frame that contains the common
keyboard;

16 }

17 Realization:

18 Fundamental: {

19 Create the Ff

20 Ff offers the choice so that user can decide
whether they follow our method or

not; (The result was shown by the variable

UserDecision)

21 If UserDecision = false

22 Then create the Ckf;

23 Else

24 Implement method improvement;
25 Improvement: {

26 Create the SKf (At this time, the skf does not
have number in it);
27 FortfromOto 9

28 Use random() to create Ns;
29 Remove Ns from L;

30 Put Ns in the Skf;

31 End For

32 }

33 End If

A Turn off the Ff

£ }

Figure 2-Pseudo code o fsave keyboard generation

Experimental Result

According to the proposed plan, we have
built the prototype to help increase the safety.
In this section, the performance of this tool is
discussed. All experiments are per-formed under
the same conditions. The device that performs the
experiment has the same screen and processor.
Volunteers who participated in the experiment
did not know that they find a secure keyboard or
a normal keyboard. Table 1 shows used tools in
the experiment.

Table 1- Used tools in the experiment

Tools Specification
TCL Smart Phone Qualcomm 610,
5 Inch Ips Display, Android 5.0
Lenovo Laptop Win 10
8G Ram
CPU: Intel Skylake 15
USB Line OtgSupported

CasioStopwatch Accuracyofmeasurement:0.01s

Based on testing, results are evaluated:

» Safety evaluation.

» Speed evaluation.

A. Safety evaluation

According to the proposed plan, we have
built the prototype to help increase the safety.
In this section, the performance of this tool is
discussed. All experiments are per-formed under
the same conditions. The device that performs the
experiment has the same screen and processor.
Volunteers who participated in the experiment
did not know that they find a secure keyboard or
a normal keyboard. Table 1 shows used tools in
the experiment.

Table 2 shows the experimental result which
only uses the common keyboard. It is a fact that
volunteers can get a guess that is close to the
original password. They have got most of the
right password. 1fthey could have more chances
to try to unlock the phone, they certainly can get
a right password.

Figure 3 - Safety Evaluation Using Common Keyboard

In figure 3, it shows the line chart
summarizing the experimental result, is
shows that the volunteer who participated this
experiment can guess most ofthe password with
the common keyboard. About 75% of password
can be got only at one time.
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Table 3 shows the experimental result
which uses the safe keyboard, it shows that
the safe keyboard greatly improves the safety
of unlocking. The volunteers get the guessed
numbers which have little relationships with the
password. No matter how many times they try,
they cannot have the right password.

Figure 4 - Safety E-valuation Using Safe Keyboard

Figure 4 intuitively shows a lower hit rate.
The volunteer can only guess about 5% ofthe
password with their good luck. It is a fact that our

safe keyboard can help increase the safety a lot.
B. Speedevaluation

It is a fact that everyone cares about the
speed of unlocking the phone. [11- 12] In this

case, our study should pay attention not to reduce
the convenience of common number keyboard.
To this extent, we let the volunteers type the
password on both safe keyboard and common
keyboard, comparing their time for inputting.
The data obtained through common keyboard is
shown in Table 4.

Since the user is familiar with the layout
of the common keyboard, they can type the
password in this kind of keyboard in a short time.

Figure 5 - Speed Evaluation Using Common Keyboard

Figure 5 shows that user can unlock the
phone with common keyboard only in about 1.2
seconds. The experimental data obtained from
safe keyboard is shown in Table 5.

Table 2- The Experiment Using Common Keyboard

Volunteer\ 0000 0124 2512 3241 2267 0042 0321 2231 1120 3210
Password
Volunteerl 0000 0121 2511 3241 2277 0044 0331 2232 1129 3219
Volunteer2 0000 0125 3512 3442 2466 0041 0322 2233 1128 3318
Volunteer3 0000 0124 2522 2241 2267 0022 0322 2231 1139 3210
Summary of  100% 83.3% 75% 75% 75% 75% 75% 83.3% 66.7% 75%
Results
Table 3- The Experiment Using Safe Keyboard
Volunteer\ 0000 0124 2512 3241 2267 0042 0321 2231 1120 3210
Password
Volunteerl 2222 3231 0789 5643 6641 5521 5433 2423 2231 5543
Volunteer2 5555 3321 0689 5623 6644 5532 5562 4443 3342 5511
Volunteer3 9999 3233 0888 5533 6652 5522 5501 3344 2241 5621
Summary of 0% 8.33% 0% 8.33% 0% 16.6% 8.33% 8.33% 0% 8.33%
Results
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Table 4- The Experiment Using Common Keyboard

Volunteer\Password 0000 0124 2512 3241
Volunteerl 1.03s 1.21s 1.32s 1.25s
Volunteer2 0.85s 0.98s 1.12s 1.03s
Volunteer3 0.91s 1.01s 1.16s 1.13s

Summary of Results 0.930s  1.067s  1.200s  1.137s

Table 5- The Experiment Using Safe Keyboard

Volunteer\Password 0000 0124 2512 3241
Volunteerl 1.21s 2.22s 1.43s 1.59s
Volunteer2 1.01s 1.48s 1.52s 1.41s
Volunteer3 1.12s 1.28s 1.94s 1.72s

Summary of Results 1.113s  1.660s  1.630s  1.573s

2267 0042 0321 2231 1120 3210
1.42s 1.24s 1.31s 1.14s 1.27s 1.25s
1.15s 0.93s 1.12s 0.95s 0.91s 1.32s
1.32s 1.15s 1.01s 1.22s 1.33s 1.24s
1.297s  1.107s  1.147s 1.103s 1.170s  1.270s
2267 0042 0321 2231 1120 3210
1.67s 1.94s 1.24s 1.65s 1.75s 1.73s
1.45s 1.52s 1.71s 1.32s 1.42s 1.44s
1.71s 1.85s 1.64s 1.15s 1.68s 1.63s
1610s 1.770s 1.530s 1.373s 1.617s 1.600s

Figure 6 - Speed Evaluation Using Safe Keyboard

Based on the experiment, the safe keyboard,
to some extents, reduced the convenience. This
keyboard can result in a delay of approximately
0.5s seconds. However, there is no doubt that
the losing 0.5s can greatly increase the safety of
unlocking.

Conclusion

Unlock security for Smart Phone is
introduced for improving the security of personal
data and even privacy. Nowadays smartphones
are used in every aspect of our lives. People also
have been accustomed to save their important
information such as personal information even
privacy and some protected data in smartphones.

The security problem attracted more and more
attention in the society. Facing the security
threats, this plan is aimed at improving the
security from the perspective of the unlock way.

One common risk which is related to unlock is
snooping. In this case, this study aims to rearrange
the places of those numbers on the keyboard to
improve the security. Every time you open the
unlocking interface, those numbers’ places are
random. This method can effectively prevent people
from guessing the password out through gestures.

In addition, several experiments also give
the powerful support. When others are away
from you 1to 2 meters and cannot see the screen
completely. Experiments indicate that others have
probably 75% chance can guess out password
when using the common keyboard with fixed
places of numbers. But the possibility can be
decreased to less 20% when using the improved
keyboard. The trail comparison effectively
shows the program reduce the possibility of
being snooped. On the other hand, the other
comparison show that people just need more
0.5s to input their password when using the new
keyboard. It does not affect people experience a
lot and within the acceptable range. And user can
also decide whether to rearrange the keyboard
or not. In this way, the program can availably
increase the security and affect the experience as
less as possible.
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