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Abstract: This article is a continuation of the research work [1,2]. With the development of Big Data based
on semantic technologies, the problem ofprotecting data from unauthorized use becomes very important.
The existing set of models, methods and algorithmsfor ensuring the security ofoperating systems [4,5] and
relational databases [6-8] cannot be applied to semantic databases, since semantic databases (SBS) have a
strong hierarchical connection between the elements and the possibility obtaining new information by users on
the basis ofknownfacts through the use oflogical rules [3].

This article discusses the well-known methods and algorithms, and based on the review, it proposes the
development ofalgorithms to ensure the security ofsemantic databases.
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CEMAHTUKANbLW, AEPEKLUOP LAY1NC134irww, M3CENENEPI

AygaTna: byn mauana [1,2] 3epTTey >XyMbICTapblHbIL >Kanracbl 60/bin Tabblnagbl. CemMaHTUKabIL
TexHonormsinap HerisiHge YNKeH [AepeKkTepAi 33ipney KesiHAae pyucaTcbi3 NainganaHygaH aepekTepai
Lopray maceneci BTe Maubl3abl 601bin Tabbinagbl. Onepauusnbiy, XXYiienepaiy, [4.5] >K3He pensumsanbil,
Jepekuopnapgbly, [6-8] uwayincisgiriH uaMmTamacbl3 eTygil, uongaHbicTarbl Mogenbiepi, agicTepi MeH
anropiTmaepi CcemMaHTMKa/bIL, AepeKuopnapra LuongaHbiiMaiabl, ce6ebi ceMaHTWKanbil, AepekLopnap
3NeMeHT Tepi apacbiHAa KyLITi Mepapxumsnbil, 6aiinaHbIC 6ap >K3He NorMKanbil, epexkenepai LongaHy apubibl
6enrini hakTinep HerisiHAe LongaHyLwbinapabil >Kaua aunapaTThl any MYMKIHAIr [3] epekue.

Byn mauanaga 6Genrini agicTep MeH anropuTmiep TaubliaHbin, LWOAyra HerisgenreH cemMaHTUKasblL,
JepeKkTep LopbIHbIL, Layinci3giriH ulaMmTamMacbI3 eTY YLiH anropuTMAEPAL, AaMyblH YCbiHaAb!.

TYMHdi cB3gep: SPARQL, cemaHTUKanbiy, gepekuop, RDF, OWL, Big Data, AC4RDF, AllegroGraph
MPOB/IEMbl BESOMACHOCTU CEMAHTUYECKOW BA3bl JAHHbIX

AHHOTaumMaA: [JaHHas cTaTbs ABASETCA NPOJO/I>KEHNEM UCCNeA0BATENLCKOM paboThl [1,2]. Cpa3suTuem
Bombwmx [aHHbIX, OCHOBAHHbIX Ha CEMaHTUYECKMX TEXHOMOrMsX, npobnemMa 3awyThbl AaHHbIX 0T
HeCcaHKLVOHMPOBAHHOIO MCMO/Mb30BaHNS CTAaHOBUTCS OYeHb BadKHOW. CyLlecTBylOLWMIA Habop Mogenei,
MEeTOAOB 1 alfOpMTMOB /11 06ecneyeHms 6e30MacHOCTU OnepaunoHHbIX cucTem [4,5] 1 pensaumoHHbIX 6a3
JaHHbIX [6-8] HeNMb3s NPUMEHSTb K CeMaH TUYECKMM 6a3aM [aHHbIX, MOCKO/bKY CeMaHTUYecKue 6asbl JaHHbIX
MMEIT MPOYHYIO NepapXMUECKYHO CBA3b MeXK Ay 3eMeHTamy 1 BO3MOXKHOCTb MOTy4eHNst HOBOW MHopMaLu
Nonb30BaTENSMU HA OCHOBE M3BECTHbIX (haKT 0B NOCPEACTBOM UCMOL30BAHMS NOrMyeckux npasvn [3].

B faHHOIM cTaTbhe pacCMaTpUBaO T CA M3BECTHbIE METOb! M anropuTMbl, U HA OCHOBE 0630pa npegaraeTcs
paspaboTKa aropuTMOoB Ans obecneveHnss 6e30NacHOCTU ceMaHTMYECKMX 6a3 AaHHbIX.

Kntouesble cnoBa: SPARQL, cemaHTU4eckas 6asa faHHbix, RDF, OWL, Big Data, AC4RDF, AllegroGraph
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Overview of security approaches for

semantic databases

Currently, the following methods, models
and systems for controlling user access to seman-
tic databases are already known:

» The security subsystem in the BigData re-
pository [9], created on the basis of a model for
controlling user access to named RDF-graphs.

* Model AC4RDF [10], developed based on
user access control methods at the level of trip-
lets of RDF storage.

» AllegroGraph security subsystem [11], de-
veloped on the basis of security filters.

 The RAP system (Policy-Based Access
Control for an RDF Store) [16], created on the
basis of the access control policy for RDF-stor-
age.

» Methods for controlling user access to on-
tology [12-16].

* Control of logical rules [17].

RDF storage security model at the level of

RDF graphs

In this model, user access control to RDF
storage data is performed as follows:

1 All triplets are assembled into sets oftrip-
lets, which are called named graphs.

2. Each named column is assigned a security
level.

3. Each user is assigned a role and permis-
sions.

4. User U may have access and perform var-
ious operations on triplets in accordance with the
security policy defined by the named graph
to which these triplets belong.

This model is highly efficient when a
large group of triplets is grouped in each
named graph.

However, if there is only one or two
statements in the named graph, the “state-
ment level proven” model is used, which
allows determining the origin of each trip-
let using SPARQL queries, thus you can
implement a security policy for triplets.

This model is used to ensure data se-
curity in BigData RDF storage.

Model AC4ARDF

The Access Control for RDF stores
(ACARDF) model implements user access con-
trol at the level of triplets of RDF storage. This
model is used to ensure the security of Sesame
RDF storage. This is done by checking the rights
ofusers, as aresult of which it is determined who
has access rights to the RDF triplet stored in the
RDF repository.

In this model, access rights are described by
the owner ofthe RDF data using the PolicyEditor
editor, which allows you to specify user access to
each RDF statement or to the RDF data column
stored in the RDF repository.

The overall architecture of the AC4RDF
system is shown in Figure 1

When U users send a request g to an RDF
repository, the Access Control module finds in-
formation about the user account and uses the
Protune Policies module to select the policy that
is applied to this user request. The Rei module re-
writes the request according to a specific policy.
The rewritten request is sent to the RDF reposi-
tory and U users can get answers to this request
(Figure 2).

AllegroGraph 4.11 security subsystem

In the semantic database AllegroGraph 4.11,
a security subsystem based on a security filter
(filter secrutiry), which is created by the storage
administrator, is used to control user access to
RDF storages.

Figure 1. The overall architecture o fthe AC4RDF system
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onkobaz [delete] [edit]

botiki [delete]
Superuser Start sessions
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Evaluate arbitrary code -
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Allow/Deny Subject Predicate Object Graph
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dlow v 1 1 add
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Figure 2. Graphical user interfacefor creating user securityfilter

The administrator has all rights to manage data
and create access rights for registered users. The
user is assigned a role, the value of which is select-
ed from the set {Superuser, Start sessions, Evaluate
arbitrary code, Control replication} and the rights
from the set {read, write, modify or delete}.

By the security filter, the administrator as-
signs users access rights to any repositories, data
categories (Figure 2). In addition, U users may
have access only to a specific triplet or to all trip-
lets that contain a particular predicate, subject or
object.

Example of security policy: U users have the
right to view all triplets containing the rec: Sarary
predicate.

RAP system

In the process of working with triplets in
RDF storage, user U can delete or add basic trip-
lets that are elements of ontologies or a general
scheme, therefore, the structure of the data sche-
ma (ontology) is broken. To solve this problem, a
system for controlling user access to RDF storage
was developed, based on policies that define user
access rights.

All user actions on the repository go through
the RAP system policy module to determine
whether the action is “allowed” or “prohibited.”
In the RAP system, all triplets of metadata and
access policies to them are stored in the RDF
storage itself (Figure 3).

The RAP system is built on the Jena frame-
work, in which it supports the tool for analyzing
and executing simple inference on RDF, RDFS
and OWL. RAP system policies are defined as
rules that are used in its ontology for working
with RETE. The overall architecture of this sys-
tem is shown in Figure 4.

The RAP system supports the execution of
various operations by users, such as adding, de-
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leting and modifying RDF triplets in accordance
with their access rights and with the correctness
of the data scheme in the RDF storage.

Methods to control access to ontologies

The problem of ontology security was con-
sidered by many authors. Qin L. and Atluri V
[12] proposed a security policy scheme for con-
trolling access to ontology concepts and their in-
stances. Ontology concepts create security levels,
and users create access levels.

Managing user access to ontologies is per-
formed by comparing the security levels of con-
cepts with user access levels. If the user access
level is greater than the security levels ofthe con-
cepts, then the users have access to the ontology
concepts, therefore, they can have access to all
instances ofthese concepts.

This system can perform control only at the
level of ontology concepts, but does not under-
stand the semantics and relations between the el-
ements of ontologies.

Yialelis N., Lupu E. and Sloman M. [13]
created a system for controlling user access to
individual elements of the ontology, built on the
basis of the CLP approach (constraint logic pro-
gramming). This system has created a model that
contains ontology and semantic data schemes.
The data in this model are presented in the form
of an RDF tree, on the basis of which all oper-
ations are performed that allow controlling user
access to ontology elements.

In addition to the above methods and user
access control systems to ontology and RDF stor-
ages, there are also other methods described in
[16, 17].

Logic rule control
Currently, various methods of controlling
access to logical rules have also been proposed
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Figure 3. Data in the RDF storage

[17]. Basically, they are all based on the use of
access levels for logical rules. In general terms,
they can be described as follows: Let DBS = {0,
M, R}, where O - ontologies; M - semantic meta-
data; R = {rl, .., rn} is the set of logical rules.
Then the following security policy of semantic
databases is used, including logical rules:

1. The set of security levels SL = {sl1, ..,
slk} is determined.

2. Each user U is given an access level slU
e SL to execute logical rules.

3. Each logical rule ri e R is given an access
level slri e SL.

4. 1f slU > slri, then user U can execute the
logical rules ri; otherwise, he cannot use this rule.

This method allows user U to execute logi-
cal rules in accordance with his access level, but
does not guarantee that he will receive results in
accordance with his access rights. This is due to
the fact that in semantic databases, security lev-
els can be specified that exceed the level of user
access to the slU rules.

Proposed Algorithms for the Security of

the SBD

The main features and limitations of the
above subsystems, models and security methods
are shown in Table 1. As a result of their analy-
sis, we can conclude that there is no security sys-
tem for semantic databases that has the following
functionality:

o control of user access to individual ele-
ments of ontologies;

Figure 4. RAP system architecture

« control of user access to triplets and their
components (subject, predicate, object);

« control ofuser access to RDF-graphs in the
SBD;

e control of the results of logical conclu-
sions obtained by users through the use of log-
ical rules.

This paper proposes a security support sys-
tem for working with semantic databases, which
has all of the above possibilities.

This system is developed on the basis of
models of control of user access to data and con-
trol of the results of logical conclusions.

The user access control model is created
based on the following algorithms:

* determination of security levels of ontolo-
gy and metadata elements;

» determination of security coverage (secu-
rity levels of all triplets) in semantic databases;

* application of discretionary and mandatory
security policies.

The model of control ofthe results of logical
conclusions in the SBD is created based on the
following methods and algorithms:

» determination of the security levels of all
the findings of logical inference in the SBD;

* determination of the possibility of obtain-
ing the results of logical conclusions between the
elements;

« detection ofviolations ofthe results of log-
ical inference in the SBD.
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Table 1. Features and limitations of subsystems, models and methods for ensuring security of

the SBD

Subsystems, methods,
authors

Security subsystem in
BigData RDF Storage
AC4RDF

Main functions

graphs
Manage user access to RDF triplet

AllegroGraph security

subsystem subject or object

RAP system Access control at triple level

Subsystem L. Qin, V

Atluri their instances
The subsystem N. Yialelis, Control user access to specific groups of
E. Lupuy,

ontology elements based on the RDF tree
M. Sloman
Control_of logical Access control to logical rules
conclusions

CONCLUSION

Currently, afairly comprehensive set oftools
for working with information semantics has been
developed, such as: RDF - resource description
language, OWL - ontology description language,
SPARQL - semantic database query language,
SWRL - logic rules description language.

Storage of semantic information can be im-
plemented using semantic databases. Currently,
such semantic database management systems

Access control at the level of named RDF

Controlling access to a particular triplet or to
all triplets that contain a particular predicate,

Access policies are stored in RDF storage.

Control of access to ontology concepts and

Disadvantages

No ability to control access to triplets and their
components

No ability to control access to individual items

The system does not understand the semantics of the
database. There is no possibility to control the results
of logical conclusions

No ability to control access to individual items.
There is no possibility to control the results of logical
conclusions

No ability to control access to attributes and ontology
relationships

There is no possibility to control the results of logical
conclusions

There is no possibility of detecting violations of the
results of inference when performing logical rules

have been developed, such as. Sesame, Oracle
11g Release, Virtuoso Universal Server.

On the basis of semantic databases, infor-
mation systems are being actively created, such
as, for example, semantic information portals
and electronic libraries.

When working with semantic databases,
two main problems need to be solved: control of
user access to data and control of the results of
logical deductions.

REFERENCES

1 R.Uskenbayeva, T.Chinibayeva. Algorithm for the construction of an ontology in the field of
scientific knowledge//The Bulletin of Kazakh Academy of Transport and Communications named
after M. Tynyshpayev ISSN 1609-1817. Vol. 107, No.4 (2018), pp. 259-266

2. R.Uskenbayeva, T.Chinibayeva. Method of extracting meta description from databases//Herald of
the Kazakh-british technical university ISSN1998-6688. Vol.15, No.4 (2018), pp. 116-123

3. Hendler A. J. Handbook of Semantic Web Technologies.-Springer, 2011.- 479p.

4. Belov Ye.B. Osnivy informacionnoi bezopastnosti. - M.: Goryachiya liniya-Telecom, 2006. - 544
p.

5. Shanigin B.F. Zashita computernoi informacii. Effectivhye metody | sredstva. - Moskva: DMK
Press, 2010. - 544 p.

6. Stachour P. Design of LDV: A multilevel secure relational database management system / P.
Stachour, B. Thuraisingham// IEEE Transactions on Knowledge and Data Engineering 2. (1990)
No3. - pp. 77-80.

7. Delugach H.S. AERIE: Database inference modeling and detection using conceptual graphs / H.S.
Delugach, T. Hinke // In Proceedings ofthe Workshop on Conceptual Graphs. (1992) No2. - pp.
244-251.

172



NMH®OKOMMYHUKALMOHHBLIE CETU N KWBEEPBEE3OMACHOCTb

8. ROWLBAC:representing role based access control in owl / T. Finin, A. Joshi, L. Kagal J. Niu,
R. Sandhu, W. Winsborough, B. Thuraisingham // Proceedings of the 13th ACM symposium on
Access control models and technologies. (2008) No2. - pp. 73-82.

9. Security model for RDF // http://www.bigdata.com/bigdata/blog/?p=307.

10. Access Control for RDF stores (AC4RDF) // http://rewerse.net/A3 /content/applications/access-
control-for-rdf- storeac4rdf/index.html.

11. AllegroGraph 411  Security implementation //http://www.franz.com/agraph/  support/
documentation /current/ security.html#filters.

12. Qin L. Concept-level access control for the semantic web / L. Qin, V. Atluri // In ACM Workshop
on XML Security. (2003) V. 11, No 1. - P. 94-103.

13. Yialelis N. Policy-based dissination of partial web-ontologies / N. Yialelis, E. Lupu, and M.
Sloman // Secure Data Management 5th VLDB Workshop. (2005) No3. - P. 78-83.

14. Wang L. A logic based framework for attribute based access control/ L. Wang, D. Wijesekera, S.
Jajodia // In 2nd ACM Workshop on Formal Methods in Security Engineering. (2004) No 1 - P.
110-122.

15. Reddivari P. Policy based access control for a rdf store / P. Reddivari, T. Finin, A. Joshi // In
Proceedings of the Policy Management for the Web workshop, 14th International World Wide
Web Conference. (2005) P. 44-47.

16. Kagal L. A policy based approach to security for the semantic web / L. Kagal, T. Finin, A. Joshi //
In 2nd International Semantic Web Conference (ISWC). (2003) P. 91-96.

17. Bhavani T. Building Trustworthy semantic webs. - Francis Group, 2008. - 434p.

173


http://www.bigdata.com/bigdata/blog/?p=307
http://rewerse.net/A3
http://www.franz.com/agraph/

