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Abstract: This article is a continuation o f the research work [1,2]. With the development o f Big Data based 
on semantic technologies, the problem of protecting data from unauthorized use becomes very important. 
The existing set o f models, methods and algorithms for ensuring the security o f operating systems [4,5] and 
relational databases [6-8] cannot be applied to semantic databases, since semantic databases (SBS) have a 
strong hierarchical connection between the elements and the possibility obtaining new information by users on 
the basis o f known facts through the use o f logical rules [3].
This article discusses the well-known methods and algorithms, and based on the review, it proposes the 
development o f algorithms to ensure the security o f semantic databases.
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СЕМ АНТИКАЛЬЩ  ДЕРЕКЦОР ЦАУ1ПС1ЗД1ГШЩ М ЭСЕЛ ЕЛ ЕРІ

Ацдатпа: Бул мацала [1,2] зерттеу жумыстарыныц жалгасы болып табылады. Семантикалыц 
технологиялар негізінде Yлкен деректерді эзірлеу кезінде руцсатсыз пайдаланудан деректерді 
цоргау мэселесі вте мацызды болып табылады. Операциялыц ЖYйелердіц [4.5] жэне реляциялыц 
дерекцорлардыц [6-8] цауіпсіздігін цамтамасыз етудіц цолданыстагы модельдері, эдістері мен 
алгорйтмдері семантикалыц дерекцорларга цолданылмайды, себебі семантикалыц дерекцорлар 
элементтері арасында кушті иерархиялыц байланыс бар жэне логикалыц ережелерді цолдану арцылы 
белгілі фактілер негізінде цолданушылардыц жаца ацпаратты алу мYмкіндігі [3] ерекше.
Бул мацалада белгілі эдістер мен алгоритмдер талцыланып, шолуга негізделген семантикалыц 
деректер цорыныц цауіпсіздігін цамтамасыз ету ушін алгоритмдердщ дамуын усынады.

TYMHdi свздер: SPARQL, семантикалыц дерекцор, RDF, OWL, Big Data, AC4RDF, AllegroGraph

П РО БЛ ЕМ Ы  БЕЗОПАСНОСТИ СЕМ АНТИЧЕСКОЙ БАЗЫ  ДАННЫХ

Аннотация: Данная статья является продолжением исследовательской работы [1,2]. С развитием 
Больших Данных, основанных на семантических технологиях, проблема защиты данных от 
несанкционированного использования становится очень важной. Существующий набор моделей, 
методов и алгоритмов для обеспечения безопасности операционных систем [4,5] и реляционных баз 
данных [6-8] нельзя применять к семантическим базам данных, поскольку семантические базы данных 
имеют прочную иерархическую связь между элементами и возможность получения новой информации 
пользователями на основе известных фактов посредством использования логических правил [3].
В данной статье рассматриваются известные методы и алгоритмы, и на основе обзора предлагается 
разработка алгоритмов для обеспечения безопасности семантических баз данных.
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Overview of security approaches for
semantic databases
Currently, the following methods, models 

and systems for controlling user access to seman
tic databases are already known:

• The security subsystem in the BigData re
pository [9], created on the basis of a model for 
controlling user access to named RDF-graphs.

• Model AC4RDF [10], developed based on 
user access control methods at the level of trip
lets of RDF storage.

• AllegroGraph security subsystem [11], de
veloped on the basis of security filters.

• The RAP system (Policy-Based Access 
Control for an RDF Store) [16], created on the 
basis of the access control policy for RDF-stor
age.

• Methods for controlling user access to on
tology [12-16].

• Control of logical rules [17].

RDF storage security model at the level of
RDF graphs
In this model, user access control to RDF 

storage data is performed as follows:
1. All triplets are assembled into sets of trip

lets, which are called named graphs.
2. Each named column is assigned a security 

level.
3. Each user is assigned a role and permis

sions.
4. User U may have access and perform var

ious operations on triplets in accordance with the 
security policy defined by the named graph 
to which these triplets belong.

This model is highly efficient when a 
large group of triplets is grouped in each 
named graph.

However, if  there is only one or two 
statements in the named graph, the “state
ment level proven” model is used, which 
allows determining the origin of each trip
let using SPARQL queries, thus you can 
implement a security policy for triplets.

This model is used to ensure data se
curity in BigData RDF storage.

Model AC4RDF
The Access Control for RDF stores 

(AC4RDF) model implements user access con
trol at the level of triplets of RDF storage. This 
model is used to ensure the security of Sesame 
RDF storage. This is done by checking the rights 
of users, as a result of which it is determined who 
has access rights to the RDF triplet stored in the 
RDF repository.

In this model, access rights are described by 
the owner of the RDF data using the PolicyEditor 
editor, which allows you to specify user access to 
each RDF statement or to the RDF data column 
stored in the RDF repository.

The overall architecture of the AC4RDF 
system is shown in Figure 1.

When U users send a request q to an RDF 
repository, the Access Control module finds in
formation about the user account and uses the 
Protune Policies module to select the policy that 
is applied to this user request. The Rei module re
writes the request according to a specific policy. 
The rewritten request is sent to the RDF reposi
tory and U users can get answers to this request 
(Figure 2).

A llegroGraph 4.11 security subsystem
In the semantic database AllegroGraph 4.11, 

a security subsystem based on a security filter 
(filter secrutiry), which is created by the storage 
administrator, is used to control user access to 
RDF storages.

Figure 1. The overall architecture o f  the AC4RDF system
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onkobaz [delete] [edit] 

bo  t i k i  [delete]

Superuser Start sessions Evaluate arbitrary code -  Control replication 
No read/write access.
Grant re ad/w rite  * on catalog * * repository * * [ok]
Security Filters:
Allow/Deny Subject Predicate Object Graph
allow <http://www.w3, org/1999/02/22-rdf-syntax-ns#rest> X

allow ▼ 1 1 add

[add a role]

Figure 2. Graphical user interface fo r  creating user security filter

The administrator has all rights to manage data 
and create access rights for registered users. The 
user is assigned a role, the value of which is select
ed from the set {Superuser, Start sessions, Evaluate 
arbitrary code, Control replication} and the rights 
from the set {read, write, modify or delete}.

By the security filter, the administrator as
signs users access rights to any repositories, data 
categories (Figure 2). In addition, U users may 
have access only to a specific triplet or to all trip
lets that contain a particular predicate, subject or 
object.

Example of security policy: U users have the 
right to view all triplets containing the rec: Sarary 
predicate.

RAP system
In the process of working with triplets in 

RDF storage, user U can delete or add basic trip
lets that are elements of ontologies or a general 
scheme, therefore, the structure of the data sche
ma (ontology) is broken. To solve this problem, a 
system for controlling user access to RDF storage 
was developed, based on policies that define user 
access rights.

All user actions on the repository go through 
the RAP system policy module to determine 
whether the action is “allowed” or “prohibited.” 
In the RAP system, all triplets of metadata and 
access policies to them are stored in the RDF 
storage itself (Figure 3).

The RAP system is built on the Jena frame
work, in which it supports the tool for analyzing 
and executing simple inference on RDF, RDFS 
and OWL. RAP system policies are defined as 
rules that are used in its ontology for working 
with RETE. The overall architecture of this sys
tem is shown in Figure 4.

The RAP system supports the execution of 
various operations by users, such as adding, de-

leting and modifying RDF triplets in accordance 
with their access rights and with the correctness 
of the data scheme in the RDF storage.

M ethods to control access to ontologies
The problem of ontology security was con

sidered by many authors. Qin L. and Atluri V 
[12] proposed a security policy scheme for con
trolling access to ontology concepts and their in
stances. Ontology concepts create security levels, 
and users create access levels.

Managing user access to ontologies is per
formed by comparing the security levels of con
cepts with user access levels. If the user access 
level is greater than the security levels of the con
cepts, then the users have access to the ontology 
concepts, therefore, they can have access to all 
instances of these concepts.

This system can perform control only at the 
level of ontology concepts, but does not under
stand the semantics and relations between the el
ements of ontologies.

Yialelis N., Lupu E. and Sloman M. [13] 
created a system for controlling user access to 
individual elements of the ontology, built on the 
basis of the CLP approach (constraint logic pro
gramming). This system has created a model that 
contains ontology and semantic data schemes. 
The data in this model are presented in the form 
of an RDF tree, on the basis of which all oper
ations are performed that allow controlling user 
access to ontology elements.

In addition to the above methods and user 
access control systems to ontology and RDF stor
ages, there are also other methods described in 
[16, 17].

Logic rule control
Currently, various methods of controlling 

access to logical rules have also been proposed
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RDF store

Policies

RDF-триплеты

Domain Specific 
Schema and Instance

Figure 3. Data in the RDF storage Figure 4. RAP system architecture

[17]. Basically, they are all based on the use of 
access levels for logical rules. In general terms, 
they can be described as follows: Let DBS = {O, 
М, R}, where O - ontologies; М  - semantic meta
data; R  = {r1, ..., rn} is the set of logical rules. 
Then the following security policy of semantic 
databases is used, including logical rules:

1. The set of security levels SL = {sl1, ..., 
slk} is determined.

2. Each user U is given an access level slU  
e SL to execute logical rules.

3. Each logical rule ri e R  is given an access 
level slri e SL.

4. If slU  > slri, then user U can execute the 
logical rules ri; otherwise, he cannot use this rule.

This method allows user U to execute logi
cal rules in accordance with his access level, but 
does not guarantee that he will receive results in 
accordance with his access rights. This is due to 
the fact that in semantic databases, security lev
els can be specified that exceed the level of user 
access to the slU  rules.

Proposed Algorithms for the Security of
the SBD
The main features and limitations of the 

above subsystems, models and security methods 
are shown in Table 1. As a result of their analy
sis, we can conclude that there is no security sys
tem for semantic databases that has the following 
functionality:

• control of user access to individual ele
ments of ontologies;

• control of user access to triplets and their 
components (subject, predicate, object);

• control of user access to RDF-graphs in the 
SBD;

• control of the results of logical conclu
sions obtained by users through the use of log
ical rules.

This paper proposes a security support sys
tem for working with semantic databases, which 
has all of the above possibilities.

This system is developed on the basis of 
models of control of user access to data and con
trol of the results of logical conclusions.

The user access control model is created 
based on the following algorithms:

• determination of security levels of ontolo
gy and metadata elements;

• determination of security coverage (secu
rity levels of all triplets) in semantic databases;

• application of discretionary and mandatory 
security policies.

The model of control of the results of logical 
conclusions in the SBD is created based on the 
following methods and algorithms:

• determination of the security levels of all 
the findings of logical inference in the SBD;

• determination of the possibility of obtain
ing the results of logical conclusions between the 
elements;

• detection of violations of the results of log
ical inference in the SBD.
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Table 1. Features and limitations of subsystems, models and methods for ensuring security of 
the SBD

Subsystem s, m ethods, 
authors

M ain functions D isadvantages

Security subsystem in 
BigData RDF Storage

Access control at the level of named RDF 
graphs

No ability to control access to triplets and their 
components

AC4RDF Manage user access to RDF triplet No ability to control access to individual items

AllegroGraph security 
subsystem

Controlling access to a particular triplet or to 
all triplets that contain a particular predicate, 
subject or object

The system does not understand the semantics of the 
database. There is no possibility to control the results 
of logical conclusions

RAP system Access policies are stored in RDF storage. 
Access control at triple level

No ability to control access to individual items.
There is no possibility to control the results of logical 
conclusions

Subsystem L. Qin, V 
Atluri

Control of access to ontology concepts and 
their instances

No ability to control access to attributes and ontology 
relationships

The subsystem N. Yialelis, 
E. Lupu,
M. Sloman

Control user access to specific groups of 
ontology elements based on the RDF tree

There is no possibility to control the results of logical 
conclusions

Control of logical 
conclusions Access control to logical rules There is no possibility of detecting violations of the 

results of inference when performing logical rules

CONCLUSION
Currently, a fairly comprehensive set of tools 

for working with information semantics has been 
developed, such as: RDF - resource description 
language, OWL - ontology description language, 
SPARQL - semantic database query language, 
SWRL - logic rules description language.

Storage of semantic information can be im
plemented using semantic databases. Currently, 
such semantic database management systems

have been developed, such as: Sesame, Oracle 
11g Release, Virtuoso Universal Server.

On the basis of semantic databases, infor
mation systems are being actively created, such 
as, for example, semantic information portals 
and electronic libraries.

When working with semantic databases, 
two main problems need to be solved: control of 
user access to data and control of the results of 
logical deductions.
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