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REAL-TIME DETECTION OF FRAUDULENT PHONE
CALLS USING MULTI-TURN DIALOGUE ANALYSIS

Abstract

The expansion of telecommunication services has been met with a rise in the cases of the fraudulent phone
calls posing a big threat to individuals and organizations. Conventional techniques of detecting are usually based
on offline analysis of full conversations, which restricts their promptness of intervention. In this paper, the author
proposes a real-time, turn-taking, fraud detecting system, which is based on pre-trained contextual embeddings
in combination with a bi-directional Long Short-Term Memory network in order to model semantic content and
temporal dynamics of multi-turn conversations. To detect fraudulent calls, the system progressively changes the
probability of a call being a fraud after every conversational turn to allow it to detect a fraud. When tested with a
synthetic multi-turn dialogue dataset, it is shown that the proposed BiLSTM using BERT embeddings has a test
accuracy of 93.75% and an F 1 score of 93.55, which is higher than the current machine learning and convolutional
baselines. The system can note most of the scams during the initial few turns of a call, which offers fast risk
evaluation. These findings suggest the usefulness of context-based, progressing modeling to detect fraud in real time
and its possibility of practical application.
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Introduction

The high growth rate of telecommunication services has been coupled with a significant increase
in fraud cases of such phone calls that are a big threat to individuals, financial institutions and even
organizations around the globe [1]. Social engineering is largely used against targeted victims by
scam calls to manipulate them in real time resulting to loss of money, privacy, and loss of trust in
communication systems [2]. Conventional methods of identifying scam calls are mainly based on
post hoc or offline detection of entire conversation which goes a long way to curb the ability to avert
any harm while a call is in progress [3]. Therefore, real-time and early detection has become one of
the important issues of efficient fraud reduction.
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The recent developments in natural language processing (NLP) and deep learning have allowed
analyzing conversational data on further and further levels of semantic and contextual depth [4—6].
Specifically, the analysis of multi-turn dialogue in real time has demonstrated potential in fraudulent
behavior detection by predicting dynamics that occur sequentially in a conversation and not
considering calls as historical text documents [7]. The approaches based on large language models
(LLM) use a turn-by-turn analysis with the representation of the conversation history, generating
real-time estimates of the likelihood to commit fraud and, in certain instances, uncertainty-aware
predictions to minimize the false alarms [8]. Despite high-performance of these systems, there are
limitations associated with the systems in terms of recall, bias in datasets, hallucinations as well as
weak resistance to novel scam strategies [9].

Other investigations have also integrated retrieval-augmented generation (RAG) processes
alongside real-time transcription to detect impersonation attempts and policy breaches and report
exceptionally high accuracy on synthetic call data [9]. Nonetheless, the use of artificially created
dialogs makes one be concerned about the generalization on the real-life conversations, which are
usually more linguistically diverse, emotionally driven, and adversarial [10]. The roles and dialogue
structure models have also contributed to the development of this field by explicitly modeling the
interactions between fraudsters and victims and also the hierarchical structure of conversations [11].
Hierarchical and multimodal systems combining verbal and acoustic information have shown
significant improvements over baseline systems, and conversation prediction systems based on
pre-trained transformers have been shown to be effective at identifying abnormal dialogue patterns
related to fishing attacks [12]. Regardless of these developments, most of these methods make the
assumption of complete conversation or fail to critique performance in terms of strict real time
conditions [13-15].

In the current body of literature, a number of issues are yet to be solved. To start with, timeliness
and accuracy are inherently in conflict: to avoid losses, early warning is necessary, but too frequent
false positives may undermine user experience and trust [ 16]. Second, the extrapolation to unobserved
types of scams, languages, and speaking characteristic is low, especially when the model was trained
on artificial or domain-specific data [17]. Third, real-time deployment presents workload and practical
limitations on latency, computational efficiency, privacy and other related ethical issues, which are
frequently under-discussed in offline assessment environments [18].

Such constraints provide an understanding of a knowledge gap. Although previous research has
shown high performance in offline or near real-time systems, there are scarce robust, incremental,
streaming-capable systems that can receive multi-turn conversations in real time, refresh predictions
after each turn of conversation, and recall high with low response times [19]. More specifically,
not many studies methodically compare sequential embedding-based neural architectures with
conventional machine learning and convolutional baseline in real-world streaming conditions, and
early detection is understudied.

To bridge this gap, this paper suggests a real-time system of the detection of the fraudulent
phone calls using incremental multi-turn dialogue analysis. The offered solution builds on the pre-
trained language embeddings and recurrent neural networks to encode the semantic content and time
dependencies in conversations. Processing of incoming dialogue turns is done sequentially and the
likelihood of a call being a fraud is updated at the end of every turn and this can early detect malicious
exchanges. The main research aims are to create a deep learning system to support streaming dialogue
processing, to compare its performance with the performance of traditional machine learning and
convolutional baselines and to prove its feasibility in practice in the field of telecommunications.

The scientific novelty of the work is the paradigm of turn-level prediction, which is an incremental
approach to prediction as opposed to traditional offline classification techniques because it allows the
risk of conversation to be evaluated in real-time. The proposed framework combines the contextual
embeddings and models sequencing, thereby advancing the methodological ground of conversational
fraud detection. Appliedly, the solution can be used to strengthen the telecommunication provider,
financial institution and call center capabilities in relation to fraud prevention, as well as provide
timely interventions that minimize harm yet remain scalable and operationally viable.
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Materials and methods

The experiments are carried out with the help of Multi-Turn Scam and Non-Scam Phone
Dialogue Dataset, which is represented as two different files that relate to the training and test parts
[20]. The dialogues of each phone call are stored in the associated files, labeled with fraud and scam
tags, and allowing the supervised learning and objective assessment under the controlled conditions.
The dataset is separated into two subsets which are mutually exclusive as represented in Table 1:

Table 1 — Divisions of dataset

Split Dialogues Scam Non-scam
Training 1280 640 640

Test 320 160 160

Total 1600 800 800

The dataset is perfectly balanced between scam and non-scam calls in both splits. This design
choice eliminates class imbalance effects and ensures that performance gains are attributable to the
model’s ability to capture fraudulent conversational patterns rather than to prior class bias. Each
dataset entry consists of three columns as shown in Table 2:

Table 2 — Columns of dataset

Column Description
dialogue Full phone conversation with speaker prefixes (caller: / receiver:)
type Scam category (e.g., ssn)
label Binary fraud label (1 = scam, 0 = non-scam)

Each dataset entry consists of a full phone conversation stored as a single text field, with explicit
speaker prefixes (caller: and receiver:). These prefixes allow deterministic reconstruction of dialogue
turns, which is essential for incremental and streaming-based analysis. Turn-level statistics are
summarized in Table 3.

Table 3 — Dialogue Turn Statics

Statistic Training Test
Average turns per dialogue 13.65 13.79
Minimum turns 6 6
Maximum turns 28 28

A sample conversation includes several alternating turns, including impersonation of a
government official, framing of urgency, and coercive words -characteristics of scamming in the real
world. Even though the explicit speaker markers are stored as a single text sequence, turn boundaries
can be easily reconstructed and therefore, the dataset can be analyzed into turns and streams. The
test sets and the training sets are strictly isolated and this means that the evaluation of the sets will
be unbiased and there will be no leakage of information. Speaker markers are used to divide each
discourse into a linear flow of turns. A dialogue is written as a formal representation:

D = {t;.ty....ty}
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where t,eachturn corresponds to a single utterance produced by either the caller or the receiver. The turn
order preserves the natural conversational flow, which is essential for modeling escalation patterns
typical of scam behavior.

Each turn is tokenized and padded to a maximum length of 64 tokens. This choice is empirically
justified by the dataset, as the majority of utterances are short, conversational sentences. Limiting
turn length ensures computational efficiency and low latency, both of which are critical for real-time
deployment.

Each turn t; s mapped to a dense semantic vector using a pre-trained transformer-based language
model. Let foms () denote the embedding function. The turn-level representation is computed as

Xy =famb(ti) € R?EB

where the embedding of the special classification token is to be used to represent the whole
utterance. Such embedding captures semantic indicators, like claims of authority (“Social Security
Administration”), urgency (“we need to take action now) and threats (we will suspend your benefits)
that are highly indicative of a fraudulent intent. This is enabled by the fact that using a lightweight
transformer model can be used to guarantee fast inference without compromising on the quality of
contextual understanding, which is applicable in streaming contexts.

The turn-level embeddings sequence is also run through a bidirectional Long Short-Term
Memory (Bi-LSTM) network to capture turn-level temporal dependencies. The forward LSTM is a
model that predicts the progression of the conversation as the information in the past turns is fed into
it, and the backward LSTM is a model that reveals dependencies as the turns go by through offline
test use. The hidden states of the two directions are added together to give a combined representation
of every turn of a dialogue. The architecture described in figure 1 shows a means of capturing the
temporal dependencies in a dialogue sequence. The model uses a bi-directional Long Short-Term
Memory (Bi-LSTM) network to process the series of turn-level embeddings to provide a detailed
context. In this architecture, the forward LSTM layer is used to model chronological change of the
conversation by incorporating the information of the past turns and the backward LSTM layer at the
same time models the relationships with the future turns, which is especially beneficial in the case of
offline evaluation.

The Bi-LSTM is a single recurrent layer having 128 hidden units. This setup gives enough
modeling capacity to observe salient conversational patterns that are seen in the data, including
repeated requests of sensitive information, progressive transition between persuasion and intimidation,
and explicit opposition by the receiver. The single layer would minimize the complexity of the
computation and provide effective inference to make it useful in a real-time implementation. Even
though bidirectional processing is applied in the case of offline experiments to maximize the use of
contextual information, real-time operation uses the forward LSTM state only to maintain causality
and avoid using future information.
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Figure 1 — Bi-LSTM architecture for capturing temporal
dependencies across conversational turns
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Given every turn of a dialogue observed, the resultant hidden representation generated by the Bi-
LSTM is sent into a fully connected classification layer using sigmoid activation. This layer produces
a probability number ranging between zero and one which is the probability that the call being made
is a fraud after the next turn.

With this design, ongoing risk assessment can be continued and hence the system is able to
update their confidence gradually as the conversation proceeds. As soon as the expected probability
surpasses a predefined threshold, which will be 0.5 in this research, an alert may be sent. This means
that the system is not required to wait till the entire conversation is over before it could detect
suspicious behavior hence being able to intervene early. This is a binary classification model that
1s trained with an objective that sanctions mistakes in predictions according to their likelihood. The
labels of the dialogue level are transferred to each turn of every conversation, which motivates the
model to identify the fraudulent intent as early as possible, furthermore, before explicit threats or
coercive language is revealed. Adam optimizer is used to perform training at a small learning rate to
maintain stable convergence when using pre-trained language embeddings combined with recurrent
neural layers. The batch size used is 16 dialogues since it would give the most optimal trade-off
between computational performance and real-time processing limits. There are three epochs of
training the model as there is enough convergence due to the use of pre-trained embeddings, and it
prevents overfitting to artificial dialogue patterns.

The system works step by step processing the dialogues with new turns coming up. A semantic
embedding is also computed, the LSTM hidden state is updated and the probability of fraud is
recalculated with every incoming utterance. The mechanism of streaming inference enables the
system to identify fraudulent calls within few turns, and this is especially crucial in the case of
scam, which continues to grow fast, as it happens in case of the dataset examples. The incremental
streaming inference mechanism as shown in Figure 2 is utilized by the system when deploying the
system to detect fraud in real-time. The system processes the utterances received one at a time as
the conversation proceeds through the timeline as opposed to waiting until the entire conversation
is complete. Each additional turn will require a semantic embedding to be computed and the input
to the LSTM that will update the current hidden state using the context provided by the previous
turns. This update causes a recalculation of this probability of fraud which is compared with a
preset detection threshold as indicated in the probability escalation graph. The system supports the
detection of situations with fast growth of the scam by analyzing the risk on each turn, which allows
to initiate a fraud alarm or a mitigation measure after a few contacts, which will avoid the significant
consequences of the victim considerably.
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Although the dataset is synthetic, it is well suited for real-time fraud detection research.
Collecting real scam call data with detailed turn-level annotations is extremely challenging due to
privacy regulations, ethical concerns, and restricted access to sensitive conversations. The synthetic
dataset is explicitly designed to reflect realistic scam strategies, including impersonation of trusted
authorities, urgency induction, coercion, and repeated attempts to extract sensitive information.
These behaviors are clearly observable across multiple turns in the sample dialogues. Moreover,
the use of explicit speaker annotations and clean turn segmentation enables precise modeling of
conversational dynamics, which is essential for evaluating incremental and streaming detection
systems. The synthetic nature of the dataset also allows controlled experimentation, balanced class
distributions, and reproducible evaluation. Consequently, the dataset provides a reliable and realistic
testbed for developing and benchmarking real-time multi-turn phone call fraud detection models.

Results and discussion

The distribution of predicted scores on the model on scam and non-scam dialogue turns is given
in Figure 3. The two classes have a distinct separation that is shown by the histogram, which implies
a strong discriminating power and confidence of the model. The non-scam turns predictions are
more as well focused on the lower end of the range and most of the scores lie between 0.0 and
0.2. Conversely, scam turns have a high skewness to large values of confidence with most of the
predictions falling in the range of 0.8 to 1.0. This level of polarization implies that the model is
effective in differentiating between fraudulent behavior and innocent discussions. It is important
to note that the two distributions have very little overlap and there are only a few values of the
predictions close to decision boundary of 0.5. The fact that the mid-range confidence scores are
missing shows that the model does not frequently lead to ambiguous results and it is not based on
guesses. Rather, it always arrives at conclusive probabilities, which is especially rewarded in real-
time fraud detection systems where the ultimate and prompt decision is a must.

Distribution of Predicted Probabilities for Scam vs Non-Scam Turns
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Figure 3 — Predicted probabilities plot

The results of the model on the last turn of each dialogue in the test set are shown in the confusion
matrix presented in Figure 4. The matrix gives a closer examination of the classification results
and indicates the effectiveness of the model in the differentiation of scam and non-scam calls. The
model correctly recognized 145 scam and 155 non-scam dialogues (true positives and true negatives
respectively), indicating a good overall accuracy. The miss rate was relatively low with only 15 scam
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calls being wrongly marked as false negatives. Notably, the model also yielded only 5 false alarms,
meaning that it identified non-scam calls as fraudulent, which is very high level of accuracy. Such a
distribution highlights the low number of false alarms with a high detection rate, which is paramount
to the success of the model in the real-world telecommunication sector where a high rate of false
positives may be a serious compromise in terms of user confidence and usage.

Confusion Matrix on Test Set (Last Turn Prediction)
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Figure 4 — Confusion matrix

The speed of the model to detect scam dialogues was shown in Figure 5. The sharpness of Turns
12 spike shows that in most instances, i.e. about 145 dialogues, the model reaches the threshold of 0.5
very quickly showing that it is quick to detect. On the contrary, there are few scams, approximately
15 dialogues, which are only detected in the last turn (Turn 10). This high false alarm is associated
with the 15 False Negatives in the confusion matrix, which shows the instances where the model is
unable to detect the scam until the last.

Histogram of Early Detection Turns for Scam Dialogues
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Figure 5 — Histogram of early detection turns
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Table 4 focuses on comparing the scam dialogue detection task on four different models. The
first baseline model, TF-IDF with Logistic Regression, has a training accuracy of 87.0% and a test
accuracy of 85.0% and a corresponding F1 of 86.0% and 84.0%, respectively, and represents fairly
good performance. When transitioning to deep learning techniques, the CNN model gains higher
accuracy and F1 score (91.0% training accuracy and 88.0% test accuracy), as well as higher F1
scores of 90.0% and 87.0% respectively. BILSTM model also improves performance to 94.0%
training accuracy, 92.0% test accuracy with F1 scores of 93.0% and 91.0%. Lastly, our BiLSTM +
BERT has the highest scores in all metrics, with a training accuracy of 94.53, test accuracy of 93.75
and F1 of 94.29 (training and testing respectively). This shows that the incorporation of BERT-based
contextual embeddings and a sequential BILSTM model can be used to achieve the best representation
to identify scam conversations.

Table 4 — Comparison of results

Model Train accuracy Test accuracy Train F1 Test F1
TF-IDF + LR 0.87 0.85 0.86 0.84
CNN 0.91 0.88 0.90 0.87
BiLSTM 0.94 0.92 0.93 0.91
Our BILSTM + 0.94 0.93 0.94 0.93
BERT

Findings of this paper indicate that contextual embedding and sequential neural architecture
based incremental multi-turn dialogue analysis is very effective in real-time scam call detection.
BiLSTM with BERT embeddings showed the best result on all of the measures considered, as test
accuracy was 93.75% and F1 were 93.55%. The forecast distributions of the probable distribution
seem to be sharply distinct between scam and non-scam turn, indicating that the model has the
capacity to acquire fraudulent and benign interactions with high degree of certainty. This is further
corroborated by the confusion matrix that shows that there are few false positives and false negatives
which means that the system does not only detect scams well but also minimizes the false alarms,
which is very important in ensuring that people would not decline to use the telecommunication
in the real world. Furthermore, according to the analysis of early detection, most of the scams are
detected during the initial few turns of a conversation, which shows the possibility of intervention
and prevention of financial or privacy damage in a timely manner [1, 2].

The advantages of the suggested approach are mostly in its capability to process the conversation
on an incremental basis and refresh the risk assessment on a turn-by-turn basis. The system can learn
the semantic meaning and temporal relationships of a conversation by using pre-trained contextual
embeddings and sequencing the model using BiLSTM networks, an element that is crucial in
identifying the escalation patterns that characterize the typical social engineering scam. Also, it can
be extended to include turn-level predictions in order to operate the system in streaming conditions,
which is appropriate to practical implementation to telecommunication networks or call centers.
High basis of discriminative operation and early detection of the model highlight its applicability in
operational conditions where timely and accurate decisions are important [3, 4].

Along with these strengths, there are a number of limitations that can be identified. The fact
that a synthetic dataset is required to allow controlled experimentation and reproducibility is not
expected to represent the diversity of language, emotional subtleties, and counter-argumentative
strategies present in real scam calls. As a result, performance of the models may be worse when
used with natural dialogues with more elaborate patterns of speech, code- mixing, or domain-
specific differences. Furthermore, whereas the BiLSTM using BERT has good performance, the
computational complexity of transformer embeddings and sequential processing can be a challenge
to implement in a resource-constrained setting or other contexts, where very low latency is required.
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The existing mechanism is also based on preset probability threshold of alerts that might require
dynamic adjustment in the heterogeneous operational environment to strike a balance between
precision and recall [5, 6].

Extrapolating the given approach to the current work, it can be observed that it is distinctly better
than traditional machine learning tools like TF-IDF with logistic regression and convolutional models.
Although CNNs performed better, depicting local patterns, sequential and contextual representation
of BILSTM with BERT embeddings can better recognize multi-turn frauds. In contrast to some other
systems previously, which expect to access the entire conversation or do it offline, the incremental,
streaming-based architecture allows it to be detected early without having to wait until the end of
the conversation, overcoming a major weakness many have noted in literature. Furthermore, the fact
that temporal dependencies are explicitly modeled helps distinguish the given approach, provided
compared to purely embedding-based or retrieval-augmented ones that can ignore the sequential
development of dialogue cues essential in the detection of fishing attacks [7, §].

Further studies need to be done on the model to validate the model using real-world data to
evaluate the generalization and ability to work across diverse linguistic, cultural, and emotional
contexts. Additional features like prosodic or voice emphasis or background noise, represented as
multimodal data, can also increase detection accuracy and robustness to adversarial attacks. Also,
studies on adaptive thresholding, predictions using uncertainty, and lightweight transformer models
might be enhanced to enhance applicability in real time and decrease computation. Studying transfer
learning in other languages, other areas of calls, and typologies of scams could broaden the scope
of the model. Lastly, longitudinal research focusing on the process of implementing such detection
systems within the live telecommunication infrastructure would be of great value on the levels of
user trust, alerts handling and the actual effectiveness of early intervention mechanisms [9, 10].

In general, the research offers a strong piece of evidence that multi-turn dialogues can be
incrementally, contextually, and sequentially modeled to make important contributions to the current
state of research in the area of real-time scam detection which can both contribute to improvements
in the methodology and be of practical use in telecommunication and financial security contexts
[1-10].

Conclusion

This paper introduces a turn-level, real-time fraud detection system of telephone calls, which is
based on pre-trained contextual embeddings and a BILSTM network to ensure that the semantic content
and temporal dynamics of multiple turn conversations can be reflected. The suggested framework
has good performance, a test accuracy of 93.75% and F1 of 93.55, which is better than the baseline
of traditional machine learning and convolutional. Notably, the system is capable of detecting most
scams during the initial several turns of the conversation, which will allow intervening and minimizing
possible losses (financial and privacy). Although the experimental dataset was synthetic, and thus the
controlled experiment and reproducible evaluation were possible, more validation on actual call data
should be performed before declaring the robustness in a variety of linguistic, cultural, and emotional
contexts. Future studies must examine multimodal features, adaptive thresholding, and lightweight
transformer models in order to improve scalability and generalization. Comprehensively, the current
research indicates that context-sensitive and incremental dialogue modeling is a viable and powerful
framework at detecting scam in real-time and has huge potential of application in telecommunication
and financial security systems.

Information on funding. This research has been funded by the Science Committee of the
Ministry of Science and Higher Education of the Republic of Kazakhstan (Grant No. AP27510301
“Development of technology for recognizing fraudulent actions during a telephone conversation and/
or text message exchange in messengers based on artificial intelligence algorithms”).
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KOIIKAJAMAbI JUAJOI'THI TAJJAY HET'I3IHAE
TEJE®OH APKbIJIbI ’KACAJIATBIH AJTAAKTBIK
KOHBIPAYJIAPABI HAKTbI YAKBIT PEXKUMIHAE AHBIKTAY

Anjgarna

TenekoMMyHHKAIMSUIIBIK KbI3METTEP/IIH KEHEIO1 jKeKe TyJIFalap MEH yWbIMaapra ejeylsi Kayill TeHAipeTiH
ANasKThIK TeJIe(QOH KOHbIpAyIaphbl CAHBIHBIH apPTYBIMCH KaTap JKypeli. AHBIKTAyIbIH IOCTYPJI OMICTEpi 9IETTEe
TOJBIK SHriMenepai oduaifH Tanmayra Herizaeneai, Oy oJap/IblH JKeJed SpeKeT eTy MYMKIHAITiH mekrteiini. byn
MaKaJjaJia aBTOp KeTI aifHaJIBIMIbI THAIOT TAP IBIH CEMAaHTHKAJIBIK Ma3MYHBI MEH YaKbITTHIK JHHAMUKACHIH MOJICITBICY
YIIiH aJIBIH aja YHPEeTUITeH KOHTEKCTIK eHipMeNIepMeH OipiKTipiireH eKi OaFbITTHI y3aK KbICKa MEp3iMIi jKaf
xkericine (BiLSTM) Heri3menreH HaKTBI YaKbITTaFbl, KE3E€H-KE3€HIMEH JKy3ere acaThlH aJasKTBIKTHl aHBIKTAay
JKYHECIH YChIHABI. AJIASKTBIK KOHBIPAYJIAP/bl aHBIKTAY YIIIH JKYHe opOip IUAIOr Ke3CHIHEH KEeWiH KOHbIpayIbIH
ANASKTBHIK OO0y BIKTUMAJJIBIFBIH OIPTIH/AEN KaHAPTBIN OTHIPAJbl, OYJI ANASKTHIKTHI €PTe aHbIKTayFa MYMKIHIIK
Oepeni. CHHTCTHKAJIBIK KOI aifHAJIBIMIbBI JHAJOTTHIK JIEPEKTEp JKUBIHTHIFBIH/IA JKYPIi3UINeH CBhIHAK HOTIKENEepi
BERT ennipmenepin naiinanasareia yesiHbUFaH BILSTM mozpeninin gomnairi 93,75% xone F1 kepcerkimi 93,55%
eKeHIH KOPCeTTi, OYJ1 Ka3ipri MalInHAIBIK OKBITY MEH KOHBOJOLIMSIIBIK 0a3abIK MO,HGHLL[CpI[iH HOTIDKEIIEpiHEeH
JKOFaPBI. }KYHe anasKThIK KOHBIPAYTap/IbH KOTIIITiH OHMMEHIH alFaliKpl OlpHele Ke3eHIHIe aHbIKTall anajpl,
Oy TdeKeHIIl xKenen 6aFanayFa MYMKIH/IIK Oepesi. AJIbIHFaH HOTHIKEJICP HAKTHI yaKbIT PSKUMIHJIC aasKTHIKTBI
AHBIKTAy YIIIH KOHTEKCTKE HETI3/ICIreH MPOrPeCCHBTI MOACIBACYIIH THIMALIITIH JKOHE OHBIH MPAKTHKAJIBIK TYP-
FBIZIAH KOJIJIAHYFa JKapaMIBUIBIFBIH KOPCETE/I.

Tipek ce3mep: HAKThI YaKbIT PSIKUMIHJIET] AJIASKTHIKTHI aHBIKTAY, TeIC(POH apKbUIBI ANTASKTHIK XkKacay, Kol
aiftHameIMApl quatior, BILSTM, KOHTEKCTIK eHTi3ylep, Ti30eKTi MOEIB/IEY, epTe apanacy, TeICKOMMYHHUKAIHSIIBIK
KayiIci3iK, Ke3eKTi OomKay, aFbIH/IBIK TaIIay
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OBHAPYXEHHUE MOIIEHHUYECKHUX TEJE®OHHBbIX 3BOHKOB
B PEAJIBHOM BPEMEHMU C UCITIOJIB3OBAHUEM
MHOTI'OXOJOBOI'O AHAJIN3A JTUAJIOTA

AHHOTALUSA

Pacmmpenne TeneKOMMYHUKAIIHOHHBIX YCIYT COMPOBOXIAJIOCh POCTOM YHCIIa MOIICHHHYECKUX TenedoH-
HBIX 3BOHKOB, MPEJCTABIIIONINX CEPbE3HYI0 Yrpo3y Ul OTAENbHBIX JUI] U OpraHu3anuil. TpaaullMOHHbIE METO-
JIbI OOHAPYKECHUST OOBIYHO OCHOBAHbBI Ha O(JIaifH-aHAIN3¢ MOJIHBIX PAa3rOBOPOB, YTO OIPAHHYUBACT ONICPATHBHOCTH
pearupoBanus. B manHOI paboTe aBTOp IpeaiaracT CHCTEMY OOHAPY>KCHHS MOIICHHHUYCCTBA B PCAIbHOM BpeMe-
HHU, OCHOBaHHYIO HA MPEIBAPUTEIHFHO OO0yUYCHHBIX KOHTEKCTHBIX BCTPAMBAHUSIX B COYCTAHUH C JBYHAIPABICHHOMN
CEeTBIO JIONTOBPEMEHHOM KpaTkoBpeMeHHOH maMati (LSTM) ams MomennpoBaHUS CEMaHTHYSCKOTO CONEPIKaHUS
¥ BPEMCHHOHM JMHAMHKHA MHOTOXOJOBBIX Pa3roBopoB. J{s oOHapyKeHHS MOIICHHHYECKHX 3BOHKOB CHCTEMa IT0-
CTEIEHHO M3MEHSET BEPOSTHOCTh MOIICHHHYCCTBA MOCIE KAXKIOTO X0Ja Pa3roBopa, YTo MO3BOJSCT OOHAPYKHUTh
MOIIICHHNYECTBO. [Ipy TeCTUpOBaHUY HA CHHTETHUCCKOM HA0OPE JaHHBIX MHOTOXOOBBIX THAJIOTOB TIOKA3aHO, YTO
npeiokernas BiLSTM ¢ ucnonp3oBanuem BerpanBanuii BERT umeet Tounocts 93,75% u mokaszarens F1 93,55,
YTO BHIIIE, YeM y CYIIECTBYIOMINX 0a30BBIX MOJENCH MAIIMHHOTO OOyUYCHHS M CBEPTOYHBIX HEUPOHHBIX CETEH.
Cucrema crmocoOHa BBISBISATH OOJBIIMHCTBO MOIICHHUYECKUX CXEM Ha HaYallbHBIX dTalax 3BOHKA, UTO 00eCreyn-
BaeT OBICTPYIO OICHKY PHCKa. DTH PE3yabTaThl CBUACTENBCTBYIOT O TMOJIE3HOCTH KOHTEKCTHO OPHEHTHPOBAHHOTO,
MOCJIEIOBATENHFHOTO MOJIETTMPOBAHMSI 111 OOHAPYKEHHSI MOIIIEHHUYECTBA B PEXKUME PEaTbHOTO BPEMEHHU U O BO3-
MO>KHOCTH €T0 MIPAKTUYECKOTO MPUMEHEHHUS.

KuawueBrble ciioBa: 06Hapy>1<eHMe MOLOICHHUYECTBA B pCaJIbHOM BPCMCHU, Teﬂe(i)OHHI)Ie aq)epm, MHOI'0XO-
Z[OBBIﬁ JAHAJIOT, BILSTM, KOHTCKCTHBIC BJIOXKCHUS, MOCICA0BATCIBHOC MOACITIUPOBAHUEC, PAHHCEC BMCIIATCIILCTBO,
TCJIICKOMMYHHUKAalITUOHHAsA 6630HaCHOCTB, MMPOTHO3UPOBAHUEC YPOBHA X044 Auajiora, IIOTOKOBEIN aHAJIU3.
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