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KEY TASKS, TOOLS AND CHALLENGES IN THREAT INTELLIGENCE
KUSMANOVA A.M.

Abstract: Spam, viruses, spyware are the risks that they expose themselves to users, using the services of
the Internet. Modern threats of the Internet is much more complicated than those that were before. They
are more resistant to remedies. Threats of the 21st century possess such properties as dynamism and
transformability. Often they are carried out using zero-day vulnerabilities - unresolved vulnerabilities
or vulnerabilities for which a defense mechanism has not yet been developed. Such attacks often pass
unnoticed by many protection tools, IPS, antivirus Software and firewalls. The market critically lacks
not only the resources that can handle all incidents, but also the overall system, thanks to which it
would be possible to respond to them in the early stages of cyberattacks - ideally before operation,
as well as to accumulate distributed knowledge about threats, exchange received data, investigate
causes of threats and respond immediately to them. For faster accumulation of information about
possible threats, one should strive to share useful data from a wide range of sources. At the same
time, it is important that this information is standardized, that is, the standards and protocols for the
transmission and provision of data defined in advance. The capability to detect, analyze, and defend
against such threats in near real-time conditions is not possible without the employment of threat
intelligence. This paper reviews the main definitions, instruments in Threat Intelligence technology.
Moreover, how this technology may help to reduce cyber security risk. Threat Intelligence can help
to prevent many problems recurring in information systems.
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KJIIOYEBBIE 3ATAYHU, THCTPYMEHTBI U1 BbI3OBbI
B PASBE/IKE KUBEPYI'PO3

Annomayun: Cnamvl, 6Upycol U WNUOHCKUE NPOSPAMMbL — MO PUCKU, KOMOPble OHU NO08EP2aAlon
cebs1 NoNb306aMeNAM, NOAL3YACL yeayeamu MUnmepnema. Yeposzvl 6 danHoe épems HAMHO20 COiC-
Hee, yem Ovinu panvuie. Onu 6onee yCmouuugsl K cpeocmeam, Komopuvle NPUMeHAIOMcs 01 60pbobl
¢ numu. Yeposzwr XXI eéexa obnadarom maxumu c80UCmMeamu, Kak OUHAMUYHOCMb U CHOCOOHOCMb K
mpancgopmayuu. Yacmo oHu bINOIHAIOMCA C UCNONLIOBAHUEM YAZBUMOCEL HY1eB020 OHS - HEPA3-
PeUeHHbIX YAZUMOCTEl UIU YA386UMOCTell, O]l KOMOPbIX euje He paspaboman MexaHusm 3aujumaol.
Taxue amaxu 4acmo npoxoosm He3aAMe4eHHbIMU MHOUMU cpedcmeamu 3awjumul, IPS, anmueupy-
camu u b6panomayspamu. Ha pvinke Kpumuuecku He xeamaem He mMoIbKO pecypcos, KOmopbule Mo-
2Ym Cnpasumbcs co 6CeMu UHYUOCHMAMU, HO U 6cell cucmemyl, 61a200aps KOMopou MOXCHO ObLILO
Obl peazupoamv HA HUX HA PAHHUX CMAOUAX Kubepamakxu — 6 uoeane 00 camol amaku, a makice
0J15 HAKONJIeHUsL PACNPEOeNeHHbIX 3HAHUU 00 Y2p0o3ax, 00MeHUBAMbCA NOIYYEHHbIMU OAHHBIMU, PAC-
€1e0068amv NPUUUHBL Y2PO3 U HE3AMEONUMENbHO peazuposams Ha Hux. /[na bonee bvicmpozo cbopa
uHGoOpMayUuL 0 B03MONCHBIX Y2PO3ax Cledyem CmpemMumsbcs 0enumsbcs OAHHbIMU U3 WUPOKO20 Kpyed
ucmouHuxos. B mo e epemsa sadxcno, umobwl sma ungopmayus Ovlia cmanoapmusuposand, mo
ecmv CmaHoapmul U NPOMOKObL 0I5 nepedadu U npedoCcmagienus OAHHbIX O0NHCHbL OblMb onpede-
JleHbl 3apanee. Bozmooicnocms obHapyscenus, ananuza u 3auuml Om maxkux y2po3 8 yCi08usx, Onu3-
KUX K PeanbHOMY 8PEMeHU, HeBO3MONCHA De3 UCNONb3068aHUs AHAIU3A Yepo3. B dannou cmamuve pac-
CMAmMpuBaromcst OCHO8Hbvle OnpedeneHus, UHCIMPYMEHMbl 8 MEXHON02UU aHAIu3a Kubepyzpos. Kpome
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moeco, KaKk sma mexHoN102cusl Moxicen nomo4b CHU3UNb puckK Ku6ep6e30naCHocmu. Ananumuxa yepos
MOIHCEN NOMOUb npedomepamumb MHO2CO l’lp06]l€]l/l, noemopAIowmuUxcs 6 qu)OpMClZ/ﬂ/IOHHle cucmemax.

Knroueswvie cnosa: ananuz kubepyzpos, kubepbe3onacHocms, 6e30nacHocmy, y2po3a

KHUBEP KAYIIITIVIIKTI BAPJIAYABIH HET'I3I'l MIHAETTEPI,
KYPAJIJAPBI, MOCEJIEJIEPI

Anoamna: Cnam, eupycmap dicane wWnUoHoblK bazoapramanap — oyn Mumeprnemmi nauoaniamyuibl-
nap ywin xayin-gamep. Kazipei xe30ezi Kayin-xamep Oypuinvlea Kapaganoa a10ekanoa Kypoeii.
Onap kubep KayinmepmeH Kypecy Yulin KOIOAHbIIAMbBIH KYpaioapea anaypivim mesimoi. XXI ea-
CbIPObIY Kayinmepi OUHAMUBM JiCaHe 032epy Kabiremi cuakmul Kacuemmepee ue. Kebinece onap non-
0IK KYHOIK 0Canoblkmapobl — KOP2AHbIC MEeXAHU3MI 271 dHceminodipiimezen 0caioblKmapovl Hemece
0CanobIKmapowvl Kon0ana omuipuin sHcacanraovl. Mynoaii wabyvinioap kebinece konmezeH KOpPAaHbic
Kypanoapwi, IPS, anmusupycmap dcone 6panomaysprepoiy HazapvlHaH meic Kanaovl. Hapvikma
OapnvlK oKu2anapobl JHcene aiamvlH pecypcmap 2aHa emec, COHbIMeH Kamap Kubepuiabyvliobly
aneauikbl KezeHoepinoe 01apaa xHcayan Kaumapya 601amuli OApivlK JHcye HoK, uabyvliobly 03iH-
0e-aK, COHbIMeH Kamap Kayinmep mypaivl mapamvliean OiiMOI HCUHAKMAY, aIMAcy MYMKIHOI2I
oap, anvinean manimemmepoi Kapauvl3, Kayinmiy cebenmepin 3epmmenis dHcane onapea oepey iHca-
yan 6epiniz. blkmuman gayinmep mypanvl aknapammel me3sipex JCUHAy yYulin ci3 Konmezen 0epex
Ke30epinen depekmepoi Oonicyee mulpbicybiybiz kepek. Convimen bipee, Oy1 aknapammoly CMaH-
0apmmaneanobiebl Manbl30bl, sAeHU 0epekmepoi bepy dHcane bepy cmanoapmmapvl MeH Xammama-
Jlapuvl anovlH ana aHblKmaiysl Kkepek. Haxmol yaxvimka srcakwin sHcazoatiiapoa ocvlHoat Kayinmepoi
AHbIKMAy, manoay dHcaHe Kopayea MyMKIiH Kayinmepoi manoayosl Konoanyea mypa xeneoi. Maka-
naoa Kubepmeppopusmoi manoay mexHoN0SUACLIHbIY He2i32i aHbIKMamanapul, Kypaioapvl Kapac-
muipbinadsl. Conoaii-ax mexHono2UAHbIY KUbEpKayincizoik Kaynin asanumyea 63 cenmicin muzizeoi.
Kayin-kamepoi manoay aknapammulx dcyiienepoe naioa 601amvin Konmezen macenenepoiy aiobiH
any2a Komekmeceoi.

Tyiiinoi ce3dep: kubep Kayinmep, kubepxayincizoix, Kayincizoix, Kayin

1. Introduction

New methods and tools are emerging every
few years in the field of information security,
which allows protecting information systems of
the organizations effectively. One of the latest
trends is Threat Intelligence.

Threat intelligence is the analysis of internal
and external threats to an organization in a
systematic way. The treats that threat intelligence
attempts to defend against include zero-day
threats, exploits and advanced persistent threats
(APTs). Threat intelligence involves in-depth
analysis of both internal and external threats [1].
It consists of many techniques and technologies
that can be applied in many industries. It consists
of five main disciplines:

176

Human Intelligence (HUMINT) - this type
of intelligence based on gathering informa-
tion using human sources. A source may
have information obtained from the senses.
Open Source Intelligence (OSINT) - re-
search, development and improvement, in-
formation about which is generally available
to the public.

Signals Intelligence (SIGINT) - the collec-
tion of information obtained from various
transmitters of communication systems, ra-
dars and other means of communication.
Imagery Intelligence (IMINT) - geospatial
intelligence that collects information from
airborne and satellite sensor.
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5. Measurement and Signature Intelligence
(MASINT) - technical type of intelligence
that uses information obtained from lasers,
passive electron-optical, seismic and other
Sensors.

6. Cyber intelligence (CYINT) — This type of
exploration is not a core discipline, but it is
quite new and combines the qualities of all
five-core disciplines. It can be used as a key
component of information security by any
government or industry [2].

This paper will begin the main definition and
importance of cyber threat intelligence, describe
fundamental tasks of cyber security intelligence,
main users of this technology and observe cyber
intelligence providers that used by the security
specialists.

I1. Cyber Threat Intelligence

Cyber intelligence services let you know
about threats, leaks, hacks and hacker activity
before they can harm companies. They combine
a high-tech cyber monitoring infrastructure with
the expertise of experienced analysts, virologists,
forensic scientists, and specialists in investigation
and response centers.

Threat Intelligence Tasks:

1. Data collection of vulnerability and threats:

Threat Intelligence should be integrated into
the security system and should provide the ability
to centrally collect information from public and
private sources about vulnerabilities and threats.

2. Analytics:

Threat Intelligence should analyze and build
up a knowledge base on the detection, disclosure,
development and issuance of recommendations
for responding to threats.

3. Data exchange:

Threat Intelligence should also provide the
ability to exchange received data in real time.
Analytical information should be instantly
disseminated in a standardized format to both
internal and external safeguards.

4. Quick alert:

Threat Intelligence must promptly notify
about attacks and threats at any endpoint, using a
single standardized database with classified data.

The importance of threat intelligence in

information security.

There are four reasons why threat analysis
becomes critical and important tool for
information security:

1. Significant changes in the types of Internet
threats and narrowing the field malware
attacks;

2. The ability to access and use the resources
and experience of organizations may not be
available; 3. A huge amount of vulnerabili-
ties in security systems and vectors attack by
attackers - this is what they should pay atten-
tion to organization.

3. A constantly expanding range of technolo-
gies, which should be protected.

The amount of information that employees
must analyze information security services can
be truly huge. Organizations must respond to
the daily influx of new vulnerabilities, zero-day
threats, exploits, botnets, targeted attacks, and
others “Trouble” [3].

Who uses threat intelligence?

Intelligence, as a discipline, is perhaps best
understood in relation to the specific problem it
is being used to solve. For example, in the case of
a nation, intelligence can be used to counteract
terrorism, to facilitate law enforcement, to gain
information about other nations’ activities, to
support warfare preparedness (or actual warfare
itself) and to accomplish numerous other strategic
goals.

The application of techniques, methods
and tradecraft will be different depending on
the specific goal being pursued. This is true
also when it comes to the employment of cyber
security threat intelligence for an enterprise. As
such, it is useful and productive to examine the
potential audiences of threat information and
how they might apply it. Numerous teams within
a typical organization can be consumers of threat
information, including the following:

1. Information security management—these
personnel manage information security strat-
egy for the enterprise, author policies and
procedures and contribute to resilience plan-
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ning, compliance efforts and organization-
al risk management initiatives. They can use
threat intelligence information to help pri-
oritize investments in staffing and controls,
help prioritize attention for security resourc-
es based on the likelihood of what might be
attacked (and for what purpose) and provide
visibility to other areas based on the chang-
ing threat landscape.

2. Information security operations team or se-
curity operation center (SOC). These per-
sonnel systematically analyze security-rel-
evant event information by monitoring se-
curity tools, by analyzing and weeding out
false positives originating from detective
controls and by working to support the inci-
dent response process (for example, by ini-
tiating the incident process based on events
they observe). These personnel can employ
threat intelligence information to help iden-
tify known threat actors (for example, IP ad-
dresses that are known to correlate to attack-
er activity) and indicators of compromise
(i.e., specific patterns or other signs known
to be indicative of an attack scenario).

3. Digital forensics and incident response.
These personnel investigate attacks and ma-
licious activity such as malware by triag-
ing, collecting evidence, analyzing infor-
mation, coordinating with law enforcement
and (depending on the role of the team) as-
sisting in recovery planning. These person-
nel can leverage threat intelligence informa-
tion to assist in the analysis of evidence—for
example, by using information about adver-
sary tradecraft to inform how their investiga-
tion will proceed and areas where additional
information can be gleaned. These examples
represent only a subset of the potential utili-
ty within an enterprise. The specific nuances
of the enterprise (e.g., the region it is in, the
type of business it conducts, etc.) and oth-
er organization-specific factors can influence
which specific groups derive the most value.
There are commercial threat suppliers in

Russia, for example: Group-IB, Cisco, and

Kaspersky. In addition to tactical and strategic

information, the company provides a web
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interface that tracks notifications about threats
and risks. Kaspersky provides a service to receive
tactical and strategic information by e-mail or in
JSON format. For services provided by Group-
IB and Kaspersky, you must directly contact
with them. In turn, the Cisco Threat solution
Intelligence Director, which also allows you to
receive information from various data sources,
pre-constitutes an extension of remedies,
supplies- commercially available from Cisco. The
following factors affect the effectiveness of threat
intelligence: feeds, platform, API, and standards
used. Feeds are threat data such as IP and DNS
addresses, URLs, CVE records, registry keys,
etc. Threat data can be shared (information about
malware, DNS, spam, etc.) and highly specialized
(the information is intended for a specific
industry). There are many external sources of
such information. Among Russian suppliers
stand out: Group-IB, Kaspersky, Cisco, among
foreign - Check Point, Arbor ATLAS and others.
Namely choosing a source of threat data is one
from the very first tasks that need to be solved at
the planning stage of the implementation of threat
intelligence into the existing information security
system. At finding a data provider for the needs
of the organization many questions arise, such as:
how much are the data they provide complete?
How quickly are they updated? How much do
they take into account industry specifics? To solve
this problem, when choosing a data source, it is
recommended evaluate the following parameters:
number of records, Reception to the source of
users, the frequency of information, formalized
presentation information, the possibility of
automation.

Platforms of Threat intelligence.

Choosing a platform is also a serious task
when planning the implementation of threat
intelligence. Criteria for platforms may be based
on various factors: popularity of use, ease of
use, etc. But also there are solutions provided
by threat intelligence providers. For example,
Group-IB provides a web interface without pre-
installation, visualizing everything necessary for
the organization threat information.
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Market of Threat intelligence platforms is
diverse:

BAE Systems Detica CyberReveal —
CyberReveal consists of three main components:
platform, analytics and investigator. It is created
to expand the analysts protection tools to make
process of information protection faster, adding
value by integrating with existing infrastructure
and security systems, with plug-in analytic pack-
ages that provide cost-effective protection to deal
with evolving threats.

Platform: A scalable technology platform
that analyzes data from the entire IT space to
identify high-priority security events.

Analytics: Behavioral-based threat detection
using unique attack models and recent Detica
threat research.

Investigator: A powerful set of research tools
developed by analysts for analysts that provides
visualization of alerts by priority [4]

IBM i2 — proven analytical platform for
solving the most important tasks in the field of
national security and defense, law enforcement,
combating fraud, financial crime and cyber
threats.

Solution features:

1. Obtaining structured and unstructured data
from internal and external sources, including
open sources and the deep Internet, to create
an extensive array of data for queries.

2. Combining advanced analytics with pow-
erful tools for geospatial, visual, temporal
and social analysis to increase situational
awareness.

3. Turning huge volumes of disparate data into
valuable, effective information in almost re-
al time for informed decisions and proper re-
sponse [5]

Palantir — At the heart of the Palantir Cyber
are three unique features that allow analysts
to investigate the origins and characteristics
of cyberattacks and develop very individual
answers. With Palantir Cyber, businesses
go beyond simple black box test, automated
detection systems. Palantir allows organizations
to diagnose attacks and take preventive measures
against future cyber threats [6].

Maltego it is a software designed for
conducting visual investigations related to IT,
working with cyber intelligence and forensics.

One of the basic functions of Maltego is
Transform or enrichment, that is, the selection of a
multitude of related data based on an input value.
For example, applying the transformation to a
host, you can get a list of IP addresses that it has
ever hosted. Then, applying the transformation
to any of the received IP addresses, you can find
out all the domains that were on it. Moreover,
Maltego will display this information in the form
of links [7].

Obviously the choice platforms will
depend on usage goals threat intelligence and
organization capabilities.

Threat Intelligence Challenges

Statistical and historical prediction methods
can only go so far. As most risk and security
practitioners already know, a generic threat
analysis typically includes threats and risk
scenarios that stem from nonhuman sources. For
example, a generic threat analysis might include
information about natural disasters, geopolitical
risks, pandemic or other scenarios that don’t
involve a specific adversary. While information
about those threat sources might be desirable, as
a practical matter, much of the value derived from
threat intelligence (whether an internal capability
or an external feed) relates to information about
human actors (whether individual attackers or
state-sponsored or criminal hacking groups).
Likewise, the information typically derived relates
often to specific artifacts connected to the actions
that these attackers perform. Although quite a
bit of additional information might be gathered
through a threat intelligence capability, other
threats that concern security practitioners are not
addressed directly by typical threat intelligence
data sources. Beyond this, intelligence analysis
is not a skill that is typically sourced as a normal
part of building an information security team. As
such, there can be hurdles both in demonstrating
the return on investment for acquiring those
skills, as well as potential staffing challenges in
acquiring the appropriate resources to generate,
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contextualize and integrate, and ultimately
socialize and use threat intelligence information.

In the solution marketplace, there are also
additional challenges. Some solution vendors
have marketed their products and services as
threat intelligence without a clear understanding
of what it is or how it might be used by customers.
For example, individual vendors have marketed
all of the following as threat intelligence:

1. Feeds of technical data designed to be
integrated into existing controls. These might
be delivered as lists of “bad IP’s” (i.e., addresses
with a reputation for being involved in attacks),
hashes of file data (designed to flag specific
malware, command and control software, etc.),
DNS names, URLs or other artifacts.

2. Feeds containing daily or real-time updates
of regular expression signatures

3. Portals and integration platforms (usually
via APIs) that automate aspects of the security
workflow (e.g., incident response)

4. Visualization capabilities such as world
maps highlighting attacks happening in real time
by geography of origin or destination

5. Existing product features renamed as
“threat intelligence”

6. High-level attribution reports about
actions by hacker individuals, groups, collectives
or nation-states While all of these offerings are
potentially valuable (depending on the context
in which they are used), they are not equivalent.
Therefore, grouping them all together in the same
product category can blur the market and make
it challenging for customers looking to assess
the vendor landscape and make a purchasing
decision for their particular needs.

I1I. Conclusion and Future of Threat

Intelligence

Over time, products and methodologies in
the threat intelligence space will mature. The
following areas may reflect near- or intermediate-
term advances in threat intelligence capabilities:

1. Machine learning and artificial intelligence
can help extractinsights from internal information
as well as from global monitoring systems (for
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example, better identification of what observed
behavior is normal vs. abnormal)

2. Fusion of threat intelligence information
with other business processes and data (via either
automation or correlation of data)

3. Cross-integration between products
and vendors (for example, consolidation in the
marketplace and tighter integration between
players in the market)

New challenges may likewise emerge:

Public cloud-computing platforms are
becoming more and more crucial. However, threat
analysis in the cloud can be more challenging
compared to other environments due to fluidity
(i.e., the rate at which the environment changes)
and to the difficulty of monitoring devices outside
the enterprise’s direct control.

Higher level of machine-to-machine
integration and automation of business processes
may make it more difficult to identify indicators
of compromise.

As a result of this research we identified
that the implementation and operation of a
threat intelligence allows organizations to gain
knowledge about threats and risks in real time,
which will allow maintain the information
security system up to date, and, accordingly,
ensure a high level of information security in
the organization. For example, according to a
study by the SANS Institute threat intelligence
consumer organizations noted the following
positive changes received after the introduction
of threat intelligence:

63% of respondents consider that
understanding of methods and tactics has
improved attackers;

51% of organizations claim that the detection
and response to information security incidents
has become faster and more accurate;

48% say to reduce the number of recorded
incidents by reducing the number of false
positives information security tools;

28% of respondents noted an increase in the
accuracy and speed of monitoring and incident
management. [8].
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