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DEVELOPMENT OF A DOCUMENT MANAGEMENT SYSTEM
FOR AN ENTERPRISE BASED ON BUSINESS PROCESS MODELING

Abstract

This article will discuss the functionality of the electronic document management system. The interface,
main functions and purpose of the application will be described here to guide the user. The electronic document
management service was designed based on an analysis of existing solutions on the Kazakhstan market. When
developing the application, we took into account standard functions present in most other services, as well as
those that are missing there or implemented separately. This article consolidates the entire result of work on the
project and helps to look at the final version of the application from the point of view of the end user. Having
described each stage of working with the program, the author can also glean for himself some nuances and details
that he had previously missed. The results of this project will provide an electronic document management system
for enterprises seeking to improve their operational efficiency through the implementation of a modern electronic
document management system based on business process modeling.

Key words: user, document, operation, document route, electronic digital signature, crypto library, digital
signature key certificate.

Introduction

In today’s dynamic business environment, effective document management and business process
optimization are becoming key factors for enterprise success. In this context, the development
of an electronic document management system based on business process modeling represents a
practical and strategic solution to improve operational efficiency and increase the competitiveness of
a company. Based on the analysis of existing document and business process management systems,
through identifying their advantages and disadvantages, a system was created that allows us to fill
the gaps of its predecessors.

The main emphasis is on developing electronic document management functionality that can
improve the efficiency of business processes, reduce time costs and minimize the likelihood of errors.
The results of the study provide practical recommendations for the implementation of an electronic
document management system based on business process modeling to increase the competitiveness
of an enterprise in the modern business environment.

With the development of the concept of “Electronic government”, as well as the digitalization
of many areas in modern Kazakhstan, there is a demand in society for maintaining electronic
documentation. The sphere of document flow requires compliance with civil norms and laws, which
is why it is necessary to analyze some important sources.
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Before development began, an introduction was made to the basic terms of cryptography and
encryption. In [1], the term “electronic digital signature” was first mentioned, which is why the article
is significant from a historical point of view as one of the stages in the development of the entire
field. [2] introduces the reader to the working mechanisms of one of the most common encryption
algorithms — RSA.

Another layer of documents is regulations. It contains a large number of documents that regulate
various aspects of electronic document management. [3] provides general concepts and definitions
for most terms when working with electronic documentation. This act [4] presents rules for verifying
electronic documents. In addition to the above documents, it is also worth paying attention to other
regulations [5—6]. Some references to electronic documentation may also be found in these sources.

Some materials can be highlighted in foreign sources. [7] provides insight into the CMS standard,
which is a universal method for storing electronic documents. Documentation for working with the
XAdES and CAdES formats is described in [8] and [9]. These formats define standards when working
with documents such as XML and PDF ([10]), respectively.

As part of the development of an electronic document management system, a study and analysis
of aspects of data security when interacting with the service was carried out. For this purpose, a
number of materials have been studied (some of them [11], [12]). Particular attention is paid to
identifying and assessing potential security threats, developing appropriate measures to protect
information, as well as introducing technical and organizational mechanisms aimed at ensuring the
confidentiality, integrity and availability of data during system operation.

All of these materials provide an understanding of the scope of electronic document management
in Kazakhstan, and also allow us to determine standard development standards.

Main provisions

As part of the master’s thesis, a project for an electronic document management system was
created. This project was implemented as a web application. The project is based on the goal of
providing clients with functions that are not available in other similar systems. Therefore, an analysis
of existing offers on the market was carried out in order to identify similar functions. In addition, the
mechanism of working with electronic documents in the Republic of Kazakhstan was studied for a
deeper understanding of certain difficulties.

Before starting work, the basics of web programming were studied in order to create the first
version of the project. The development is based on the PHP programming language, supported by
HTML, CSS and JavaScript. During the work, it also became necessary to add special frameworks
and third-party free libraries in order to fully implement the functionality.

In addition, during the development, a database management system based on PostgreSQL and
the NUC RK developer kit were used to work with electronic digital signatures.

The web application interface was an important part of the development. The interface of modern
applications is important for the developer for several reasons:

+ Interface defines the appearance, interaction, usability, behavior and overall experience of
the application. A good interface can increase user satisfaction and loyalty and help achieve the
application’s goals.

+ The interface affects the performance and efficiency of an application because it determines
how users perform their tasks using the application. A good interface should be intuitive, simple and
fast to minimize errors and time wastage.

+ The interface reflects the values and reputation of the developer as it is part of the brand and
identity of the application. A good interface should meet the expectations and needs of users, as well
as convey the emotions and mood of the application.

During development, it was decided to make a user-friendly interface. A user-friendly interface
is an interface that is easy for the user to understand and use. It does not require much effort from
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the user to figure out how to work with the application. This type of interface makes interaction with
the application pleasant and efficient. It also contributes to increased satisfaction and loyalty among
users who appreciate the design and usability of the application and improves the performance and
efficiency of the application, which allows users to complete their tasks using the application quickly
and without errors.

To create such an interface, the developer must take into account the needs of the users and also
follow some principles and techniques of interface design. For example, the interface should be
simple, intuitive, consistent, adaptive, interactive and aesthetic.

During development, many tests were carried out to identify errors. It is important to consider
that electronic documents are an important area of life for companies. The purpose of testing is to
identify errors that can disrupt the operation of the system, cause an error for the client, and also
clearly notify the user of the presence of any errors.

At the moment, there are points within the service that can be improved and expanded in terms
of functionality.

The service is intended for use by individuals and legal entities operating in the territory of the
Republic of Kazakhstan.

Software and hardware requirements for the system:

1. To work with documents, user will need an electronic digital signature key.

2. Technical requirements for working with the program:

* at least 2 GB of RAM;

+ free disk space of at least 10 GB;

+ Internet connection (at least 128 Kbps, recommended speed — from 1 Mbps);

¢ open access on port 443 for correct interaction with URLs;

¢ browser: Internet Explorer 10+, Firefox 4+, Opera 10+, Google Chrome 4+, Safari 5+;

¢ operating system: Windows 7/8/10/11, Linux, OS X 10;

¢ installed NCALayer application from NCA RK.

All tools and pictures used in the application were taken from publicly available free resources.
In addition, most of the pictures are used only to demonstrate the operation of the application, and in
the future they will be replaced using our own works.

Materials and Methods

The first thing that greets the user is the login page. A standard authentication mechanism for
many websites is available here. The user can register if he has not used the service yet, or authorize
an existing account. When developing this page, great attention was paid to data storage, because
customer credential information is sensitive information and should be highly secure. User may not
log in and work with limited functionality.

Then, the user is taken to the main page, where several functions are available to him. If the
client is authorized, then three blocks are available to him: “My documents”, “Sign” and “Verify
document” (Figure 1, p. 57).

In addition, when starting work, the user can select the mode: , under which individual or legal
entity he/she will work. EDS keys for legal entities and individuals are different, so it is important
to correctly indicate the client’s data. Specifying an individual allows representatives of small and
medium-sized businesses to work with documents, and specifying a legal entity allows access to
working with documents within the company. The registration process requires connecting NCALayer
and entering the data of digital signature certificate. In this way, the user data will be saved in the
system. In this case, the password and data of the key itself are not saved.

First of all, the client can sign any of his documents. To do this, he can go to the signature page
and select the type of signed document (Figure 2, p. 57).
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“Basic” and “Additional” signature methods are available here. The main ones include: signing a
CMS document, signing an XML file and signing multiple documents. CMS signature allows user to
sign a file of many popular formats, while saving data about the signature and the original document
inside the CMS container itself. Files in PDF, WORD, EXCEL, etc. formats are suitable for this
signature. The client needs to click the file selection button and specify the required file. A visual
demonstration is available for PDF files (Figure 3, p. 58).

£5 e £ -
€ gy i M ke
SOR Bt 1ZMS6TESOIZ
'1\‘_’, user_Tigmail.com

- w9

Change

My documents Sign a document Verify document

View list of documents Create and sign a document

Verify document validity

Figure 1 — Home page
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Figure 3 — Signing a PDF file

Next, after checking that the file matches, user can click the “Sign” button, enter the key data in
the NCALayer window and receive a notification whether the file is signed or not. If the signing is
successful, a “More details” button appears; when clicked, the user is taken to the document page.
A similar algorithm works for other methods. It’s worth talking about additional signature methods.
The document hash signature, byte array signature, and WS message signature are available here
(Figure 4).

BINARY Signing a document in hash function format
WS-Security Select a e 10 $gn, and click the "Sign” button, Specify the path to the digital signature key and enter the password

After signing, the document will be ready for isue. Click the "Save file' button and receive the signad docurmant

Figure 4 — Additional signature methods section

These types of files are not common, but can be used to interact with some government bodies
(for example, the Taxpayer’s Account portal accepts tax reporting forms in the form of WS messages).
The mechanism for working with these methods differs from the main ones, because NCALayer is
missing signature data. Therefore, similar functionality was implemented based on the KalkanCrypt
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crypto library, which is also included in the developer kit. It is also worth mentioning that to implement
the signing algorithms for several documents, it was not the standard version of NCALayer that was
used, but a modification from 1C-Rating, which allows user to check the correspondence of the BIN
of clients and the keys with which they sign. In addition, the page offers the opportunity to upload
your own document and save it in the database without signing, with the function of further signing.
Also, the service has several types of standard documents that are generated automatically without
the need to download. For example, the document “Application for Leave” can be generated using
the service.

The next section of the service is checking signed documents (Figure 5). The functionality for
checking the validity of documents of different formats is implemented here.
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Figure 5 — “Check Document” page
Results

Currently, documents in CMS and XML formats are checked. Document verification is
implemented using tools from the KalkanCrypt crypto library. To check the validity of the document,
user must click the file selection button, and then the “Check” button. If a signature is found in a
document, the service will issue a response in the form of several blocks, which indicate signature
data (number of signatures, date of signing and current validity), certificate verification (serial number
and certificate status), as well as signer’s certificate data (name, certification center, BIN/IIN, validity
date). The functionality of the page is the same for both authorized and unauthorized users.
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In order for documents to be stored in the system, a server model was implemented within the
service. This means that data on signed documents is stored in the system for a certain period of time.
To work with documents, user need to go to the “My Documents” page, where various operations
with documents are available. First of all, this is the storage of documents within the service. Here
user can see signed and unsigned client documents (Figure 6).
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Figure 6 — User documents section

Each document has its own page on which user can see more detailed information about signatures
(similar to the document verification page), send the document to counterparties, or download a zip
container with signature information (Figure 7, p. 61).

When downloading the container, the user receives two documents: a signed document and a
reference document, which contains all the signature information in printed form.

The signed document can be used for further operations, in particular, it can be verified through
the “ezSigner” service, which is one of the popular services for verifying electronic documents in the
Republic of Kazakhstan. Sending documents is implemented from several angles. Firstly, sending
occurs between users of the service. There are no obstacles here; the service sends documents
through internal sending mechanisms. This is implemented in the document sending block, through
a separate modal form.

Discussion

However, it was decided that the transit of documents should be carried out not only between
authorized clients, but also between others. Therefore, it is possible to send a document to an

60



KA3AKCTAH-BPUTAH TEXHUKAJIBIK
YHUBEPCUTETIHIH, XABAPIIBICHI Ne 2(69) 2024

unauthorized user via email. To do this, when sending, a letter is generated to the specified email
address with a unique code that is valid for a limited time. The counterparty must enter the code on
a unique code entry page in order to access the document page and sign it.

Document: Test to sign.pdf

Signad Signature dala

Tapraire el

Sagnaim dale 00 02 0 1000 O ALKIT
Tap i ]

Studeat; Lhemysey A K.
arsap: I-MME-I

T e ol my speorialty in tlee history and philevaphy of scicmoc
L el el PR

Carhhcale venhcalion

Thwe e o barge sambr of mathods of copaition of the surrosnding raley
Mundihag i oo vch bl The process o oo s of s obpnt eegh ts Carlaghe Wi
ke B 5 o hisnory s has soquand Vi e denig # £sIen0e

Thet ruses Rk of moinde iz Cii Bag CaTlind b e
ahest tha niuadiod obieet of qvent using it sralogue. Daia soqueition is salogd on
W s oof v methonks | iroigh aralyie, vriia] obagiyvanes, Vil
axpevimmts, g, This. i mecessany in cedior to wndorend the strucny and A e 0000 200N 90055 ALKIT
o o Lt ot ket devmew, bl 9 (e P Tacel ifed R vl 1 peie —
that Bgbuarvion of am shyet wmder aiormnald oo on B, 8 well as karm bow be Tie cailicals chin i canedi
sl i bt arwl st A b your moeds. Thin, saskelag il i 8 kel
amadywn . o8 ook 5 chesn bighgual Ty daia, shost g abpit

The hastony of modbelng devekapment Tegms wah the Mo anoss
wrvibiratai i ol iniecs o (e proscnl L. Ao i et bid of cogiias, modclng

it i vhes nmelemt el sl s e sheien] S d——

ok Cantificale dala

Corlcale W
Full narse. SEHEACTH AKT AT ERTRACHRE

A WTTT T, KT VLR DT,
)

Figure 7 — Document page

In the future, it will be possible to get to the document page using this code. An algorithm for
sending documents within the company has also been implemented. To do this, use a special section
“Operations” (Figure 8, p. 62), where user can specify any document from list and send it to any
members of the company in which the sender is listed for signing.

User can also request certain employees to sign documents of the same type. Inside the service,
on the pages of the “My Documents” section, user can see both incoming and outgoing documents.
User can click on each message and see the text from the sender and the attached document. Thus,
the basic algorithm for electronic mail services was implemented.

In the process of working on the service, some of its advantages and disadvantages were
identified over other services that work with electronic signatures of the Republic of Kazakhstan

(Table 1, p. 62).
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Figure 8 — Section “Intra-company operations”
Table 1 — Advantages and disadvantages of the project
Advantages Disadvantages

Document formats implemented by NCA were added
to the service. These formats include both common
(XML, PDF, Word and Excel) and less familiar types to
the general user (binary data, document hash functions,
WS messages).

the project.

The interface and behavior of some features is very
basic in functionality and lags behind others. This
is due to the amount of work that requires a much
larger amount of time, money and people to develop

One of the advantages of the system is the ability to
work in unauthorized mode. Many services require at
least registration via e-mail to receive the basic functions
of the program, and sometimes additional payment is
required to work with the full version. companies. The application implements basic
functions to protect information.

Lack of an advanced security system. Implementing
a cybersecurity system requires in-depth knowledge
in this area. Many services resort to the use of third-
party developments or the services of specialized

It is based on the “open code” model, with the creation | Not identified
of a universal code for further implementation in
companies of any structure and specialization. The
service will be convenient for large enterprises that have
their own staff of developers.
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The created application also involves a transition to an «open source» model, with the creation
of a universal code for further implementation in companies of any structure and specialization.
Thus, the service will be convenient for large enterprises that have their own development staff. At
the same time, aspects of legislation are taken into account, which is why some functionality requires
coordination with government agencies.

Conclusion

As aresult of the design, we can come to the conclusion that the development and implementation
of an electronic document management system based on business process modeling is an integral step
in modern business. The practical significance of this project lies in the real possibility of increasing
the efficiency of document management and optimizing key business processes of the enterprise.

During the implementation of the project, the advantages of an electronic document management
system were identified, based on reducing the likelihood of errors and adding functions that are
missing in other systems. These factors contribute to the overall effectiveness of the service, helping
to increase its competitiveness in a dynamic market environment.

Based on the data obtained, a practical solution has been created for enterprises that decide
to implement such systems. An electronic document management system, created on the basis of
business process modeling, is an effective tool for modern organizations seeking to improve their
operations and strengthen their leadership in the market.
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BUSHEC-TPOUECTEPAI MOAEJIBAEY HETT3IHJAE KOCIIIOPbIHHbIH
IJIEKTPOHIBIK K¥YKAT AUHAJIBIMBI )KYUECIH 93IPJIEY

AHgaTna

Byn Makanaza SMeKTpOHABIK Ky)KaT aifHalIBIMBl JKYHECIHIH (DyHKIIMOHAIIBIFBI TaNKbUIaHaabl. [laiinanany-
miblFa OarbIT-Oarnap Oepy yiuiH uHTEepdelic, KouaaHOaHbIH HETi3r KbI3METTepPl MEH MaKcarhbl OChI XKEpJe CUIaT
Tanaapl. ODIEKTPOHMBIK KyXKaT aiHajbIMbl Kbi3MeTi KazakcTaHAblK HapbIKTarbl KOJJAHBICTAaFbl ILIESHTIMICPIi
Tanjay Herizinge xxacanran. Konnanbansl o3ipiey ke3inje 0i3 6acka KbI3METTep/IiH KONUILIriHae 6ap cTaHaapTThl
KBI3METTEpi, COHai-aK OJ1 JKepZe KOK Hemece 0eJeK OphIHIATaTHIH KbI3METTEep/i eckepik. by makama »xoba
OOMBIHIIIA KYMBICTBIH OapIIBIK HOTIDKECIH OIpiKTipei 5KoHe KOIIaHOaHBIH COHFBI HYCKACHIH COHFBI MaiilaaHy bl
TYPFBICBIHAH KapayFa KeMekTece/i. barnapiamamen sxyMbIc icTeyniH opOip Ke3eHiH CHIaTTail OTHIPHII, aBTOp O31
yiiH OypbIH xki0epin anraH KeiOip epeKIesikTep MeH MaTiMeTTep/l Jie KHHa anaabl. Ochl )KOOAHBIH HOTHIKEIEPi
OM3HeC-TIpoIIeCTeP i MOACIB/ICYTe HET13IeIreH 3aMaHay  3JIEKTPOH/IBIK KY)KaT aifHaJIbIMbI )KYHECIH SHI'13y apKbLIbI
OTepaIMsIIbIK THIMALTITIH apTThIPyFa YMTBUIATBIH KOCITIOPBIHAAP YIIIH 3JIEKTPOH/IBIK KY)KaT allHaIbIMBI )KYHeciH
YCBIHAJBL.

Tipek ce3aep: maiinanaHyiiel, KYKaT, Olepauus, KyKaT MapLIpyThl, 3JEKTPOHABIK LU(PIBIK KONTaHOa,
kpunroBaiioTa, DK KinTiHIH CepTHOHUKATHL
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PABPABOTKA CUCTEMBbI JIEKTPOHHOT'O JOKYMEHTOOBOPOTA
HNPEANIPUATUA HA OCHOBE MOAEJIUPOBAHUA BUBHEC-ITPOLUECCOB

AHHOTALUA

B a10i1 cTaThe Oyaet paccMoTpeH (hYHKIIMOHAT CHCTEMBI IEKTPOHHOTO TOKYMeHTooOopoTa. MHTepdeiic, oc-
HOBHBIC (DYHKITUH ¥ HA3HAYCHUE MIPUIIOKEHISI Oy/IyT OMUCAHBI 371ECh JIJIsl PYKOBOZCTBA oJb30BaTelsi. CepBHC J1eK-
TPOHHOTO JJOKYMEHTO000pOTa ObLI pa3paboTaH Ha OCHOBE aHAJIM3a CYNICCTBYIOIIUX PEIICHUN HA Ka3aXCTaHCKOM
peiake. [Ipu pa3paboTke MPUIOKEHHUS MBI YUYUTHIBAIN CTaHIAPTHBIC (DYHKIINH, IPUCYTCTBYIONINE B OOJIBITMHCTBE
JIPYTUX CEPBUCOB, a TAKXKE T€, KOTOPHIE TaM OTCYTCTBYIOT MJI pEaTH30BaHbI OTJACIBFHO. DTa CTaThs 00001I1aeT BeCh
pe3ynbTat paboThl HaJl MPOSKTOM ¥ IIOMOTAET B3TNITHYTh Ha OKOHUATEIHHYIO BEPCHUIO TIPIIIOKCHHUS C TOYKH 3PEHUS
KOHEYHOTO IToJTb30BaTells. OMIcaB KK IbIH ATall paboTHI C MPOrPaMMOI, aBTOP TAKKE MOKET MOYCPITHYTH IS CeOst
HEKOTOpBIE HIOAHCHI U JIETAJIU, KOTOPBIE OH paHee ymyckall. Pe3ynabsraThl TOro NpoeKTa MO3BOJIST CO3aTh CUCTEMY
ANIEKTPOHHOTO JJOKYMEHTO00O0POTa ISl MIPEANPHATHHA, CTPEMSIINXCS MOBBICUTH d()(PEKTUBHOCTh CBOCH JEATEIb-
HOCTH 3a CYET BHEJAPEHUSI COBPEMEHHON CHUCTEMBI AIEKTPOHHOTO TOKYMEHTOOOOPOTa, OCHOBAHHOM Ha MOJIEITHPO-
BaHWU OM3HEC-TIPOIIECCOB.

KaioueBble ciioBa: 10JIb30BaTeNb, JIOKYMEHT, OMNEpalus, MapiipyT JOKYMEHTa, 3JIEKTpOHHas LuQpoBas
HOAIUCH, KpUNTOOHONIHMOTEKa, cepTudukar kioya J1I1.
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