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SMART SENSOR BASED TOUCHLESS FINGERPRINT SYSTEM

Abstract

his paper introduces a touchless fingerprint recognition system, offering a hygienic alternative to conventional
touch-based systems. The primary objective is to develop and evaluate a comprehensive solution that addresses
hygiene-related concerns and mitigates the risks associated with disease transmission, particularly in the context
of the ongoing Covid-19 pandemic. The proposed system utilizes a state-of-the-art touchless sensor to capture
intricate fingerprint images, subsequently processing, storing, and retrieving them for matching purposes. By
eliminating the need for physical contact, the system effectively tackles issues related to inconsistent pressure and
prolonged collection times. The touchless fingerprint technology showcased in this system holds great promise for
diverse applications that demand secure and hygienic fingerprint recognition. The proposed method overcomes
the limitations inherent in touch-based systems, making it well-suited for environments where health and safety
considerations are paramount. The integration of this touchless technology not only enhances security but also
contributes significantly to public health by reducing the risk of cross-contamination in shared touchpoints. As the
world navigates the challenges posed by the pandemic, the adoption of touchless fingerprint recognition systems
represents a crucial step toward creating safer and more hygienic environments.

Key words: Touchless fingerprint technology, Touch-based systems, Hygiene, Disease Transmission, Security,
Accuracy.

Introduction

Biometrics, a field that harnesses unique biological or physical attributes to authenticate
individuals, encompasses various technologies, such as fingerprint mapping, facial recognition, and

10



KA3AKCTAH-BPUTAH TEXHUKAJIBIK
YHUBEPCUTETIHIH, XABAPIIBICHI Ne 1(68) 2024

retina scans. Biometrics can be categorized into three primary types: biological, morphological, and
behavioral [1].

Among the morphological biometrics, fingerprint recognition stands out as a highly reliable,
cost-effective, rapid, secure, and efficient method for authentication. It involves comparing captured
fingerprint patterns with stored samples, exploiting the distinct ridges and grooves that characterize
individual fingerprints. The minutiae points, which represent specific features like the endpoints
of ridges or the locations of scars, play a pivotal role in creating a minutiae template for matching
purposes [2]. Fingerprint recognition finds applications in a myriad of domains, including border
control, banking, attendance management, elections, identification, law enforcement, and criminal
investigation [3].

While fingerprint recognition systems have achieved widespread use, they often rely on touch-
based interactions, which introduce certain limitations, such as elastic deformation, extended data
collection times, and hygiene concerns. The COVID-19 pandemic has underscored the need for
secure and hygienic fingerprint identification systems. To address these shortcomings, a touchless
fingerprint identification system has been proposed.

The touchless system seeks to circumvent the drawbacks associated with touch-based systems
by employing intelligent sensors capable of capturing fingerprint images without physical contact.
This comprehensive system encompasses the entire fingerprint recognition process, from fingerprint
acquisition to storage, retrieval, and matching.

The touchless approach offers a multitude of advantages, including enhanced safety, accuracy,
speed, and efficiency. By eliminating the need for physical contact, it reduces the risk of disease
transmission and ensures a hygienic method of fingerprint recognition. This system holds promise
for various applications that demand dependable and secure fingerprint identification.

The development of a touchless fingerprint identification system is instrumental in enhancing
both user experience and public health, offering a trustworthy and safe solution for fingerprint
recognition across diverse domains.

Literature Review

Touch-based fingerprint recognition has been a subject of extensive research for several decades,
initially finding applications in law enforcement and forensics and later expanding into the mobile
market and nationwide systems [1-3]. Despite their prevalence, touch-based systems face challenges
such as low-contrast signals, latent fingerprints, and distortions caused by finger pressure, along with
concerns related to the acquisition process and hygiene [4]. Particularly, the COVID-19 pandemic
has accentuated the need for secure and hygienic fingerprint identification systems. To overcome
these limitations, touchless fingerprint identification systems have been proposed.

The pioneering touchless fingerprint recognition scheme by Song et al. in 2004 marked the
inception of a growing body of research aimed at improving the reliability and user-friendliness
of these systems [5]. Contributions by Parziale and Chen [6] and Khalil and Wan [7] distinguished
between 2D and 3D acquisition technologies, processing strategies, and quality considerations, with
additional insights into presentation attack detection (PAD) schemes. However, existing reviews lack
a comprehensive discussion of current approaches. Notably, Malhotra et al. [8], Mil’shtein and Pillai
[9], and Labati et al. [10] have explored various facets of touchless fingerprint recognition, providing
valuable insights into mobile touchless recognition, comparative reviews, and a comprehensive
overview of the entire recognition pipeline.

The touchless system aims to address the drawbacks of touch-based systems by employing
intelligent sensors capable of capturing fingerprint images without physical contact. This approach
offers advantages such as enhanced safety, accuracy, speed, and efficiency, eliminating the risk
of disease transmission and ensuring a hygienic method of fingerprint recognition. Its potential
applications span diverse domains, promising a trustworthy and safe solution for fingerprint
identification.
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The increasing popularity of mobile biometric technology, displacing more expensive scanners,
is evident in law enforcement’s preference for biometric traits such as fingerprints, face, and iris
[11-14]. Leading players like Samsung, TBS, TruelD, and Diamond Fortress are incorporating
touchless fingerprint recognition features into their products, advancing the integration of cutting-
edge biometric technologies.

Studies [15-23] investigating finger image capture with smartphone cameras and various
segmentation techniques have demonstrated progress. For instance, researchers [16] successfully
captured finger images using smartphone cameras under uncontrolled conditions, emphasizing
different techniques for feature extraction and minutiae analysis. Another study [17] utilized non-
conventional scale-invariant texture features (SURF) for matching finger images, evaluating a dataset
captured under uncontrolled conditions. However, smartphone-captured touchless finger photo
databases face challenges such as preprocessing requirements, increased processing time, storage
costs, and vulnerability to cyberattacks [21].

Figure 1 — An illustration of unrestricted fingerprint scanning

In the realm of touchless biometric systems, our research paper presents an innovative
touchless fingerprint recognition system that marks a significant advancement in security compared
to conventional touchless alternatives. Our approach integrates state-of-the-art touchless sensors,
facilitating the capture of intricate fingerprint images. This system ensures rapid processing, efficient
storage, and seamless retrieval for matching purposes. Noteworthy is our unique standalone device
capturing and storage methodology, setting our approach apart as a secure alternative in contrast to
touchless fingerprint recognition systems reliant on smartphones. This distinctive feature enhances
the overall security and reliability of our proposed method.

Key Provisions
Materials and Methodology

In the conventional fingerprint recognition paradigm, the process typically involves three
sequential stages: image preprocessing, feature extraction, and matching. Image preprocessing
techniques enhance fingerprint image quality, while feature extraction identifies unique traits like
minutiae points, ridge patterns, and texture. The matching stage compares extracted features with a
stored fingerprint database to determine a match [2, §].

Our proposed touchless fingerprint recognition system comprises three fundamental components:
fingerprint scanning, storing, and retrieving. For touchless fingerprint capture, we employ optical
devices, which may be modified general-purpose devices or specialized prototype hardware designs.
These devices incorporate features such as LED illumination for optimal contrast and reduced
external disturbances, with the additional use of colored lights to enhance fingerprint trait visibility.
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Figure 2 — Hamster Air — SecuGen’s New Contactless USB Fingerprint Reader

In instances where the capture system lacks on-screen guidance or dedicated hardware-based
finger guiding, a finger detection algorithm is imperative. This algorithm serves as the foundation
for an automatic capture system by detecting the location and direction of the finger. The fingerprint-
containing area is then clipped and segmented, utilizing techniques like sharpness, shape, contrast,
color, and image depth information [1]. Figure 1 illustrates an unrestricted fingerprint scanning.

Fingerprint recognition poses two main challenges: verification and identification. While
verification involves a 1:1 comparison, identification requires a database search and a 1:N comparison,
which is the focus of this paper. Identification outcomes include positive matches, false positives,
rejections, or false rejections. Achieving accuracy in identification is challenging due to the need for
multiple correct verifications and the risk of a single failure leading to a wrong identification.

Our touchless fingerprint system employs a structured methodology for accuracy and reliability.
We utilize SecuGen fingerprint readers (Figure 2) known for consistent performance and security
across various applications. These readers have a strong reputation backed by industry-leading
warranty, extensive field use, and proven reliability in extreme conditions.

The process begins with the sensor detecting the fingerprint upon insertion. Once identified,
the system captures its image, utilizing sophisticated image processing techniques to assess clarity
and integrity. If the image meets quality standards, the system proceeds to extract unique fingerprint
features using advanced algorithms and pattern recognition techniques. If the fingerprint is not
registered, the system securely stores the captured image and associated information.
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Figure 3 — Flow chart illustrating the methodology
for a smart sensor-based touchless fingerprint system
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In cases where the fingerprint is already registered, the system performs a matching process by
comparing the extracted features with the registered template, determining similarity or dissimilarity.
Throughout the process, strict adherence to quality standards is maintained. If image quality falls
below criteria, the system initiates a new attempt, returning to the detection stage for an improved
image capture. For a visual representation of the process, refer to Figure 3, displaying a comprehensive
flow chart of the touchless fingerprint system’s step-by-step execution.

The Proposed System: Sensor-Computer Interface, Desktop Application Design, and Database
Construction.

Sensor-Computer Interface: The initial step involved finding a suitable driver to establish
compatibility between the sensor and the computer. Subsequently, we obtained the software
development kit (SDK) to facilitate sensor integration and enable programming of the desktop
application.

Sensor Testing on Demo Website: After successfully connecting the sensor to the computer, we
conducted tests on a demo website to verify the sensor’s functionality, assess image resolution, and
determine if image processing was required.

Designing the Desktop Application: The desktop application was developed using the Java
programming language, incorporating essential features to enable seamless interaction with the
sensor. The user interface components of the application are illustrated in Figure 4.

Capturing Function: The «Capture R2» button initiates the process of capturing the user’s
fingerprint image using the SecuGen fingerprint device and extracting a template for subsequent
processing. The steps involved in this function include retrieving the current image buffer, obtaining
the fingerprint image, evaluating image quality, extracting relevant finger information, performing
image quality checks, creating a template, and assessing template quality.

Matching Function: The «Button Register Action Performed» function within the biometric
system facilitates the registration of fingerprints by comparing two captured fingerprint images.
The steps encompass image comparison, determination of image matching, displaying registration
success or failure, and adding the fingerprint to the database.

Sensor-Application Connection: The Main() function, acting as a constructor for an unspecified
class, initializes and configures various user interface elements. Key actions performed by this
function include initializing components, enabling or disabling buttons, connecting the SecuGen
sensor device, retrieving device information, and updating the device’s connection status.

Database Construction: Upon successful verification, this process updates fingerprint details for
specified user(s) in the database. It involves retrieving user ID(s), modifying relevant fields in the
employee table, executing SQL queries, displaying success or failure messages, and creating a new
instance of the Biometric class.

Connecting the Database to the Application: The getUser() method retrieves user information
from the employee table in a MySQL database. This process includes loading the MySQL driver,
establishing a database connection, executing an SQL query, extracting column values, adding them
to a table model, terminating the connection, and handling any exceptions that may arise. For a visual
representation of the desktop application and its user interfaces, please refer to Figure 4 (p. 15),
which showcases the front page, user information registration, biometric verification, and identity
matching interfaces.

Results and Discussion

Having successfully integrated all the essential functions, the touchless fingerprint system is
now fully operational, with seamless integration of both hardware and software components. This
integration empowers the system to proficiently capture, match, and store fingerprint images in the
database.

The integration of capturing functions involves a series of crucial steps. It commences by detecting
whether the object inserted into the sensor is indeed a fingerprint. The LED is judiciously controlled
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to ensure optimal illumination for precise image capture. The system captures the fingerprint image
with correct dimensions and conducts a quality test to ensure alignment with the required standards.

The database functionality has been successfully integrated and subjected to rigorous testing.
This ensures the accurate storage of individuals’ information, associating the captured fingerprint
image with the corresponding data. As an additional security measure, the information is encrypted
and securely stored locally.
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Figure 4 — (a) Front page of the application displaying the initial interface. (b) User-interface for registering
the personal information of the user, allowing input of necessary details. (c) User interface for biometric
verification, utilizing the biometric data registered in (a) to authenticate the user. (d) User-interface for
identity matching, prompting the user to place their finger for identity verification
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Figure 5 — (a) Front page of the application displaying the initial interface. (b) User-interface for registering
the personal information of the user, allowing input of necessary details. (c) User-interface for biometric
verification, utilizing the biometric data registered in (a) to authenticate the user. (d) User-interface for
identity matching, prompting the user to place their finger for identity verification

For matching purposes, the capturing process is iterated and thoroughly tested. The system
performs a comparison between the captured fingerprint image and the stored image in the database,
subsequently verifying and retrieving the user’s previously saved information. At this stage, the
application undergoes comprehensive final testing, confirming the correct functioning of all
application functions. The provided figures visually demonstrate the successful execution of these
functions.
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During the verification stage, users select an unverified ID, capturing their fingerprint image
twice to enhance image quality, and proceed to register their personal information along with their
fingerprint in the database.

In the retrieval stage, the system prompts users to insert their fingerprint for image capture. Upon
capturing the image, users press the «Get User» button to retrieve their personal information from the
database. Figure 5 provides a visual representation of the successful functioning of these integrated
functions.

Conclusion and Future Work

In conclusion, the successful culmination of our touchless fingerprint system represents
a significant milestone, addressing critical aspects and adhering to specified standards, all while
considering the heightened importance of hygiene, particularly in the context of the ongoing
COVID-19 pandemic. The system stands out for its precise and dependable fingerprint capturing,
matching, and storage capabilities, all of which align with the current emphasis on touchless
technologies for public health and safety.

We envision extending the reach of the developed system to cater to the requirements of both
government services and private enterprises, acknowledging the demand for touchless solutions
that align with hygiene standards. This expansion aims to provide a diverse user base with access
to advanced capabilities, thereby contributing to heightened security and streamlined identification
processes.

In our continuous pursuit of innovation, our future endeavors involve advancing the touchless
fingerprint system even further. This includes exploring additional features and potential applications
across various domains such as law enforcement, access control, and identity verification. Through
ongoing research and development efforts, we strive to remain at the forefront of technological
evolution, offering solutions that not only meet but redefine the standards of fingerprint recognition
technology in the ever-evolving landscape, with a heightened awareness of hygiene concerns.
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BECKOHTAKTHASA CUCTEMA OTHEYATKOB ITAJIBIIEB
HA BA3E MHTEJIJIEKTYAJIBHOI'O JATYUKA

AHHOTALUA

B cratpe mpencraBneHa OeCKOHTaKTHAs CHCTEMa PAcllO3HABAHUS OTIIEUATKOB MAJNBIIEB, MpeIararomas TH-
TUEHUYHYIO alIbTEPHATUBY TPAJAUIIMOHHBIM CEHCOPHBIM cucTeMaMm. OCHOBHOM 1IEJIbI0 SABIISIETCS pa3paboTKa U OIeH-
Ka KOMILJICKCHOTO PEIICHUs, KOTOPOE MO3BOJUT YCTPAHUTH MPOOIEMBbI, CBSI3aHHBIC C TUTUCHOMN, U CHU3UTh PUCKH
nepeadn 3a0oJeBaHuil, 0COOCHHO B CBs3M ¢ mpopoinkarotneiicss mangemueit Covid-19. [pemnmaraemas cucrema
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I/ICHOJ'II)3yeT COBpeMeHHLIﬁ 6eCKOHTaKTHLIfI JAaTUYUK JIs 3aXBaTa CIIOXKHBIX 1/13o6pa>1<eH1/H71 OTIICYATKOB ITAJIBICB, UX
MoCIIeNyoIIei 00padOTKU, XPAaHCHHUS M U3BJICUCHUS JAHHBIX JUTS TATBHEHIIICIO COTOCTABICHHS. YCTPaHsisi HCO0X0-
JUMOCTB (PU3MYECKOTO KOHTAKTa, cucTeMa 3(h(hEeKTHBHO peraeT MpoOIeMbl, CBSI3aHHBIC ¢ HEITOCTOSIHHBIM JIaBIICHU-
€M U JUTMTEJIbHBIM BpeMeHeM cOopa JaHHbIX. BeCKOHTAKTHASI TEXHOJIOTUS OTIICYATKOB MANBIEB, PESICTABICHHAS B
ITOM cucTeMe, UMeeT OOJIBIINE MTEPCIISKTUBBI ISl PA3IHMYHBIX PUIIOKEHHH, TPEOYIOINX 0€30MacHOr0 U TUTHEHNY-
HOTO paclo3HaBaHMUs OTIIEYATKOB MajblieB. [IpemiaraeMplii METO IIPEO0IEBACT OTPAHUYCHUS, IIPUCYIIHAE CEHCOP-
HBIM CHUCTEMaM, YTO JEJAacT €ro XOPOIIO MOAXOIAIINM YIS CPEIl, TJe BOMPOCHI 30POBhS U OC30MACHOCTH UMCIOT
MIEPBOCTEIICHHOE 3HaUeHUE. MIHTerpanus 3Toil 06CKOHTAKTHON TEXHOJIOTHHU HE TOJIBKO MOBBINIACT OE30MaCHOCTh, HO
¥ BHOCHT 3HAYUTEIBHBIA BKIIAJ B 37[PAaBOOXPAHCHIE 32 CUCT CHIYKEHUS PUCKA MTEPEKPECTHOTO 3apasKeHUS B OOIIHX
TOYKaX COMPUKOCHOBEHUsI. B TO Bpemsi Kak MHUp TPEOI0IeBACT MPOOIEMbI, CBI3aHHBIC C TAHAEMHEH, BHEIPEHHE
OECKOHTAKTHBIX CHCTEM pACIIO3HABAHMS OTIEYATKOB MAJbIIEB IMPEACTABISICT COOON PEHIAIOIIMI IIar Ha MyTH K
co31aHuIo OoJee 6€30MacHON U TUTHEHUYHOMN CPEJIbI.

KinwueBbie ¢JjI0Ba: OECKOHTAKTHAsS TEXHOJIOIHS OTIICYATKOB MnajableB, CCEHCOPHBLIC CUCTCMbI, T'HMT'UCHA,
nepeagava 3a6OHeBaHHI>'I, 6€3OHaCHOCTL, TOYHOCTD.
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SUSITKEPTIK JATYUKKE HETT3IEJII'EH
CAYCAK I3IHIH BAUJAHBICCBI3 KYHUECI

Angarna

Makanaaa J9CTYpIli CEHCOPIIBIK JKYylHenepre rUrueHablk 0anama YChIHAThIH OaliTlaHBICCHI3 caycak i3iH TaHy
JKyieci YChIHBUIFaH. bacTbl MakcaT — TMrMeHara OaiaHbICTBI MACEJeNepAi XKOATBIH KOHE aypylblH, ocipece
Kanracein xatkaH Covid-19 manpeMumsichiHa OaiiaHBICTHI BHPYCTApABIH Tapaly KayIliH a3alTaTblH KeMIeHIl
mrenriMal d3iprey skoHe Oararnay. Y CHIHBUIFAH JKYHe KypZeli caycak i31 KeCKiHAepiH TYCipy, omapasl eHJey, opi
Kapaii COMKeCTCHIIPY YIIIH ACPEKTEP/i CaKTay MEH ailya KeTULMIPIIreH OailIaHbICChI3 CEHCOP/IbI TalqaiaHa b,
Ousnkanblk OaillaHBPIC KOKETTUIIMH JKOI apKbUIBI JKYHE TYPaKChI3 KBICBIMMEH JKOHE JEepEeKTepAl >KUHAYbIH
Y3aKTBIFBIMEH OailJIaHBICTBI Macelnesiepai THiMal memeni. byn kyilene ychlHbUIFaH OalIaHBICCHI3 caycak i3i
TEXHOJIOTHSICHI caycak i31H Kayilci3 )KOHEe TUTHEHAIBIK TaHyIbl KaXKET €TCTiH dpTYpIIi Oaraapiiamanap YIIiH YIKeH
MepCIIeKTUBaFa He. Y CHIHBUIFAH 9Jic CEHCOPIBIK JKyleliepre ToH HISKTEyNIepl 'KEHE OTBIPHII, JACHCAYIBIK IIeH
Kayimnci3mik Macenenepi OipiHII Ke3eKTeri opTana KoMailiel KypainFa aiHary MyMKiHzirine ue. by OaitnaHsicchI3
TEXHOJIOTHSIHBI OIPIKTIPY KayilCi3MiKTI apTThIPBIN KaHa KOiMaii/ibl, COHBIMEH KaTap OpTaK OaiiflaHbIC HyKTeJepiH/ie
aiikacnanbsl MHEKIUs KaylliH a3aiiTy apKbUIbl JIEHCAyJbIK CaKTay cajachlHa alTaplibIKTail yiec Kocajbl. OleM
TIaHJIeMUSIMEH OalIaHBICTBl KUBIH/IBIKTAPbI XKEHICH YaKbITTa, OalIaHbICCHI3 caycak i13iH TaHy >KYHelepiH eHri3y
KayiIci3 »KoHe TUTUCHAIIBIK OPTaHbI KYPY YKOJIBIHIAFbI IISIYIIi KagaM 0omabl.

Tipek ce3nep: OailaHBICCHI3 caycak 131 TEXHOJOTHSACHI, CEHCOPIBIK JKYHenep, TUTHEHa, aypyablH Tapaysbl,
KaylIci3miK, ToIIIK.
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